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Abstract

In multiprocessor systems, cache memories serve two purposes, namely the reduction
of the average access time fo the shared memory and the minimization of intercon-

‘ ndetion network requirements for each processor. However, in a cache, interference

hetween operations from the processor and operations for data coherence from other
caches degrades the cache performance. We propose a cache with only one single
dual-port directory which can be operated for both processor accesses and coherence
opetations simultaneously. The cache can reach high performance at low cost. This

cache also has a (ata-coherence-protocol-independent structure.

To evaluate the cache performance in whultiprocessor environment, two simu-
lation models are created. The system performance is extensively simulated. The
results show that the single dual-port directory cache system has higher performance
than that obtained by a system with single one-port directory caches. Other design
parameters such as cache size, line éize, and associativity on system performance
are also discussed. TFurthermore, simulations indicate that use of multiple buses
significantly increases system performance. |

In order to improve the reliability of the proposed cache, we design a tag self-

- purge mechanism and a ¢comparator checker at low cost in the cache management
* . unit. We also propose a new design that provides combinational totally self-checking

checkers for 1/n codes in CMOS technology, which can be used to build such a

ldliegker for the 1/3 code. Moreover, the total hardware overhead is less than 42%,

as compared to the traditional single directory cache management unit.

f‘!ivé dissertation includes a new optimal test algorithm with a linear test time
compleaity, which can be used to test the cache management unit by either the
associated processor or external test equipment. An efficient built-iﬁ self-testing )
variant of blw proposed algorithm is alss discussed. The hardware overhead of such

a scheme is much leas than the traditional approach.
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C hapter 1
Introduction

Until Lhe last two decades, almost all electronic digital computer systesns were
strictly based on the so-called Von Neumann archz'.tecturé; Although both processors
and main merpory systems were steadily improved by the developraent of advanced
technologies and novel architectures, there was a persistent mismatch between the
speed of processors and that of main memory. That is, the main memory was slow
relative to the speed of the p‘roéessors. The memory system limits how quickly
input data can be delivered to & processor and the corresponding results received
from the processor. This has come to'the called the von Neumann bottieneck of
computers. In an attempt to alleviate this problem, many compaters have adcled |
cache memories between their processors and main memories. This cache memory
is a small, comparatively fast memory introduced in the hope that almost all the
required instructions and data are in the cache, with the consequent reduction in

the number of acceszes to main memory by the processor.

In bplte of many technologlcal advances in electronlc uniprdcéséoi: S\‘fstéms are
still madcquate for the most hlghly computatlonahy mtenswe problcms Further, we
have now reached the point where communication delays between switching elements

or integrated circuits play a dominant role in the overall speed of the computation.
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New ways have to be found to meet these requirements, An obvious general approach
is based on yparallelism, implying that computer architectures should depart from
the strict Von Neurnann concept.

Parallelism in various forms has appeared in computeis ever singg the early days

of their design, and has proved to be an effective approach. Time interleaving in-

troduces a time factor into the concept of parallelism. That is, several process
steps are interleaved in time, each uéing a part of the same hardware al dilterent
times. Resource replication is the replication or addition of hardware units which
can operate simultaneously on a problem. Resource sharing, for example, can be
multiple processes using the same hardware in some time-slice order, The specific
interest of the work reported in this dissertation is in multiprocessor systems, con-

sisting of a number of processors, I/O devices and maifl memory counected by an’

{

i
it

interconnection network. N

System reliability has been a major concern since the beginning of electronic
computers. The earliest computers used discrete components, such as relays, vac-
tum tubes, etc., that would fail to operate correctly as often as once every hundred,
thousand, or million cycles. This error rate was far too high to guarantee correct
completion of even modest calculations, Computer designers tried to use fault toler-

ant techniques such as error detecting/correcting codes (EDC), match-and-compare

‘methods, and parity éh@eking to improve system reliability. With the evolution of

technology, éoinponents cah be integrated onto single chips so that their reliability
increases considerably. However, as the reliability of the components of the system
has increased, the complexity of the systems has also increased hy several ordymfs of
magnitude. Consequently, faults still occur in systems, especially in large and com-
plex systems such as multiprocessors. Since computer systems have been playing
a larger role in everyday life, our dependence on such systems has also increased.
Fhrthermore., computer systems are now being used in many more safety-control ap-

3
it

jo

s
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plications where system failure could lead to catastrophic results. Automated flight
coritrol Sys“(-‘:ms, control systems for nuclear reactors, and the space shuttle are ex-

amples of t hesc appllcatlrns. These applications require computet systems that have

“hoth high perfommnce and high reliability. To meet these requirements, one of the

npproaches is to develop multiprocessor systems with fault-tolerant abilities.

A multiprocessor system increases the computational ability of the system; how-
ever; when the numbgic of processors increases, interconnection network traffic may
become a gerious bof{f?léi;a{éck. In order to reduce the traffic, one of the approaches is
the incorporation of puvatc cache memories, each of which is associated with a single
proceésor to reduce the direst references to main memory through the interconnec-
tion network. However, use-of private caches may cause a data coherence problem;
multiple copies of clata in the shared main memory may reside in several different

caches at the same tlmc. Many solutions to keep data in multiple caches ¢onsistent
have been [)10])08(3(1 by implementing data coherence protocols in caches. There
exist two kinds of operations in a cache regardless of the coherence protocols that
are implemented in the cache: read/write operations from the associated processors

(processor operations), and operations to maintain data coherence with other caches

or memory in the system (éoherence operations). Interference between these two.

operations is unavoidable in a multiprocessor cache because both operations imay be
required in the cache at the same time., As a recult, cache performance is affected,
and in turn performance of the cache—bdéed multiprocessor system is degraded. I is
desirable to design an efficient multiprocessor cache which allows the two operations
to be carried out simﬁlta.neét:sly, but with reduced hardware overhead.

Since caclhe memoty i§ being increasingly used in modern systems, the reliabil-
ity of cache is of increasing importance. With rapid developments in téchnologies,

the capacity of cache memory has increased dramatically allowing a significantly

enhanced performance. The cache memory inanagement unit has become more
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complicated. The reliability of cache memories with large ¢capacity cannot be ig-
‘nored. Our goal is to find a design for a reliable higitperformance multiprocessor
cache at a reasonable hardware cost. It is our strategy to make use of some hardware

in the cache memory management unit for high cache performance as well as for

boih off-line testing and on-line concurrent checking. It is also expacted that the use.

of such caches in a multiprocessor system enables the system to dckcgl‘: faults in the
caches, including faults in both the cache managsment units and data memories, as
soon as possible. Furbhér, undetected faalts in tlve caches are confined within these
caches, protecting information in main memory from pollution. | _
. .
This dissertation is divided into three main parts. The first part, Chapters |
and 2, introduces the problems for raultiprocessor cache performance ;1,1’1(lff,cei.(1:‘{gc
reliability as well as giving the foundation for the rest of the dissertation, "l.‘,hé\;
second part, Ohapters 3 and 4, describes the VLSI design for the rr‘mlt;.iprd!(‘;c:sso”i*
cache and evaluates the proposed cache performance and hardware costs, The ﬁ’nnl‘
part, Chapters 5, 6 and 7, discusses the design for fault tolerance and the design for
testability of the cache. o
Chapter 3 gives the CMOS design for the proposed cache which can carey out
both processor accesses and coherence operations simultancously. This cache is
protocol-independent so that any of the standard data coherence protocols can fit in.
., We also present an analysis of the hardware overhead for performance enhancement.

Chapter 4 discusses cache-based multiprocessor simulation models with a shared

memory and multi-bus. The structure of the simulator and simulation workload av#

described. The system performance is simulated. Based on extensive-simulation
results, we show the performance improvements made by the use of our dual-port
directory caches. We also investigate the effects of cache parameters such as cache
size, line size, and way size, the effects of write reference rates, the effects of data

sharing, and the effects of multiple buses on the multiprocessor system performance,
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Chapters 5 and 6 describe the design for fault-tolerance in the cache management
unit. 'The design consists of a tag sell-purge mechanism, a comparator checker,
an error flag, and a totally self-checking checker. In Chapter 5, a comprehensive
fault model ab the functional level is created for both fault tolerance and off-line )
testing, T'he tag self-purge mechanism, the comparator checker, and the error flag
are described, The hardware overhcad for fault-tolerance and on-line concurrent
chcc‘l:cing in the cache management unit is discussed. Since the design for fault
tolerance is too long to be included in one chapter, we give the detailed design of the
totally self-checking (TSC) checkers in the following chapter. This chapter includes
a fault model designed to include most physical defects which are likely to occur
in MOS implementations. A new design is presented which provides combinational
TSC checkers for 1 out-of-n codes in CMOS technology. The checkers retain the

T'SC properties for any the faults or fault sequences.

~ Chapter 7 shows a new optimal off-line test algorithm with a linear test titne
complexify, which can be used to teét the cache management unit by either the
associated processor in a multiprocessor system or external test equipment. An
efficient variant of the proposed algorithm which is suitable for the built-in self
testing (BIST) cache mar;agement unit is also discussed.

Pinally, Chapter 8 gives conclusions. In this chapter, the cache designs and
performance evaluation are concluded. The total hardware overhead for both per-
formance enhancement and fault-tolerance/concurrent-checking is discussed. The
cache applications and the reliability improvements of a multiprocessor system with;
the proposed caches are also discussed, and some topics for future work are consid-

ered.
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Chapter 2
Background

This chapter provides the fundamental foundation on which the folluwing chapters
are based. The first section gives a glossavy of the refevant terminolegy requited
for the dissertation. Sections 2—4 give a brief discussion of multiprocessor s7s-

terns, This is followed by a review of protocols for bus-based multiprocessor sys-

tems. Third, the general cache memory architecture is introduced and the most

important cache designn considerations for liigh performance are briefly discussed.

In the final sections, we give some general concepts of fault tolerance and festing,

and, in patticular, review the fault tolerance in multiprocessor systems,

.1 Glossary of Terms

—_— N

2.1.1 Terminclogy for Cache and Multiprocessors -

Associativity: Associativity is telated to mapping policies which are used tp trans-

late the main memory address space to the cache address space. I'here are

; ‘ * ! d [l [ + g i * )
three mapping policies according to degree of associativity: full-associative,

direct-mapped, and set-associative. The full agsociative mapping is that any

of the lines in main memoty can be mapped into any line in cache memory, The




i
i

e

' CHAPTER 2. BACKGROUND L o

direct-mapped method is that any given line in main memory can reside Jogi-

ally only in a specified line in cache memory. Thxs is a many-to-one mapping.

S The thizd mapping method is n-way set- associative mapping which is a hybrid

0( the direct-mapped and full-associative methods, An n-way set-associative
cac) ‘1c has multnple sets which can be selected by the direct-mapping, and n
Im(,s in each set Wthh can be simultaneously searched by the full- a,SSOClcuf‘dVF‘w

mapping.
!

Bus Wldth Bus daca width is the number of information bits a bus can trans-
fer in parallel i in'one time unit, Usually, bus width is uual to cache data

i width, B'us/ data path width must be considered during the design process
since it"‘directlvy determines the time taken when a line is trdnsferred from

" main memory to cache memory. From the perfermance point of vie, a bus

is constructed as wide as possible;’ However, the wider & bus is, the more
éxpensi—ve. Hence, a trade-off of the path width has to he made during design

to achieve a reasonable cosi/performance ratio.

Cache Memory: A Ca?he is a small, fast, memory that at any time can hold the
most active portio‘nsv of contents in the over;ﬂl memory of the ma,chine‘;. Its
organization is specified by its size (cache size), line size, way size, set size,
fetch strategy, write strategy, and replacerﬁént, strategy. The zache size is
given as the product of the three priqlary paramietérs: way siz‘ej,» set éize, and
line size. Any cache can be a unified cache for both instructions and data or
two separate caches for instructions and data respectively. Usually the cache
speed is compatible with that of the associated processor. | o

‘ o P

Cache Size:ﬁ “The cache capacity is usually dic‘ated1 by rfiany fact;)rs;‘ connected

with the system cost and performance In: gennral a large cache capacxby

can introduce a higher hit ratlo, and in turn a bettel performance. Howeve
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there are limitations on cache size beyond which cache memory las either a - 7/

high cost, or performance decreases, Therefore, during cache design, a cache 7

should not be made so large that the cache access time is increased beyond
the specified limits. A cache also should not be so large that its costs are out
of proportion to the added performance, no» should it occupy an unreasonable

space.

Coherence Protocols: Coherence protocols a‘ré designad for keeping information
among main memory and caches in multi-processors consistent. T'ypically,
there are twe basic kinds of protocols: write-through-and copy-back (or non-
write-through). The write-through policy is that whenever there is a write
request to a cache memory, the request is also immediately broadcast to the
main memory and all other caches to either update or invalidate copies of the
requested data, if any. Thus, information in the system is always consistient.

"_Ihe copy-back scheme is that whenever there is a write request to a cache, only
the copy of the requested data in that cache is updated with an invalidation
signal sens to the main memory and other caches. When there ig'a line mias in
the cache and the cache is full, if the line containing the latest updated data
is selected to be purged from the gache for making room for the requested
line, the line to be purged is flushed (written-back) to the main memory. Or
when thereis a demand of a line from other caches, the cache which holds
the latest updated copy of the line sends the line ko main memory and/or the
requested caches. This can reduce interconnection netwotk traffic. However,
it 1s more complicated in logic; and there is a i.er’fipbmry data inconsistency
arﬂong caches and the main memory. "

Data Coherence: A memory system is coherent if the value reburned from a read
in the system reflects exactly the last valueertten in tle referenced address

by any processor.




CHAPTER 2. BACKGROUND 9

Data Shared Rate: Data shared rate is the fraction of the amount of information

shared by all processors to the total amount of information in main memory.

Directory: The directory is a mechanism used in cache memory to translate main
memory addresses into correspending cache memory addresses. It is also called
the tag file because it consists of tags-2ach of which is used to record an address

of a main memory line that is currently residing in a corresponding cache lire.

Fetch Strategy: Ietch algorithms are used to determine when the system fetchs
information into a level of memory from fhe next level in memory hierarchy.
“ In, general, types of major fetch algorithms include demand-fetch and prefetch.

The demand fetch algorithm is that the requested information is fetched only
il needed. Th/e prefetch algorithm, on other hand, gets information before it is
needed. Therelore, the prefetch algorithm is based on some kind of prediction
as to which linie will be used uext and obtains it in advance. It must be designed
carefully if the machine performance is to be improved rather than degraded,
[1]. In addition, implementation of the prefetch is usually mére complicated.

) The fetch size of cache memory is the amount of information that is fetched
from méimi'n\ memory as a transfer unit. It can be larger or smaller than the line

. size, but s frequently equal to it.

- Line (Block): A cache line is the unit of data for which there is an address tag.

| The tag indicates which portion of main memory, called a main memory block,

o ig currently occupying this line in the cache. Usually, it is also the data, it
| that a system transfers from its main memory into a cache durmg a line miss.
Line size of cache memory is one of the most important parameters affecting

- cache performance. There are a number of trade-offs for a reasonable line size

in terms of architecture and technology.

3
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Line Miss: A.line miss occurs when the line containing the data requested by a
processor does not reside in the associated cache. Whenever there is a line
miss, the cache asks main memory for the transfer of the requested line, There
are two types of line misses: read misses and write misses. a read miss is caused

by a read request from the processor while a write miss is by a write reference,

Main Memory: The maiii memory or primary memory is the memory which is
directly addressable by the processors. Usually in a multiprocessor system, it
is divided into several separate memory modules shared by processors (shaved

memory module, or SMM),

Memory Hierarchy: Usually a memory l'xiel'le'diiy of a computer system consists
of cache memory, main memory, and back-up memory such as disks and tapes.
In the memory hierarchy, the top level of memory, e.g. cache memory, has the
smallest capacity with highest speed, and the bottom level has the ii,ar'g;esl;
capacity with the slowest speed. In thisn?way, the memory:hiemrchy s&zms to
have nearly the speed of the top-level mefnory and the capacity of the bottom-
level meinoi‘y. Moreover, the level of cachc“memory can further be divided into

sub-levels.

MIMD: Multiple Instruction Multiple Data. In MIMD atchitectures, a system
has several processing elements which operate in parallel in an asynchronous
mannet either vifxdividually or cooperatively. There are two typical fypes of
MIMD: tightly-coupled multiprocessors and loosely-coupled multiprocessors.

However, a MIMD architecture may lie between these fiwo fiypes.

W

Miss Ratio: The miss tatib is the number of misses, including both read migses
and write misses, in a dache divided by total.number of references to the cache,
If we define the probability of all the references to memory as 1, the hit ratio

of a cache memory is (1 - miss ratio) and is the probability that requested

I

P
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data ig found in cache memory. The miss ratio is ¢cne of the most important

factors for cache performance evaluation,

Reference: A reference is a memory request from a processor which is presented

to its cache memory. There are two kinds of requests: read and write.

Reference Locality: The locality of memory referenczs has two aspects: spatial
locality and temporal locality [1, 2]. Spatial locality refers to the property that
memory accesses over a short period of time tend to be clustered in space. Both
types of behavior can be expected based on the common knowledge of typical
p\rogram hehavior. Temporal locality refers to the property that references to
a given locality are typically clustered in time. This type of behavior can be

expected from program loops in which both data and instructions are reused.

Replacement Strategy: The replacement strategy is employed for prediction of
a line which probably is least likely to be used in cache memory (or a given
set) in the future and can be discarded from cache memory when it is full and
a cache miss occurs, The aim is to keep data in the cache optimized for the

- -highest hit ratio or the maximum system throughput.

Set: A set is the collection of lines, the tags for which are checked in parallel. It
is also the collection of lines any of which can hold a particular line of main

" memory. I the number of sets is one, the cache is called full associative,
because all the tags must be checked to determine whether a reference causes

a line miss.

SIMD: Single Instruction Multiple Data. This system has a single control unit
fetches and decodes instructions. The instruction is executed either in the
control unit or it is broadcast to some processing elements. These process-

ing ¢lements operate synchronously but their local memories have different
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Snoopy Cache: Caches are used in a bus-based multiprocessor system in which

~ all the caches are watching the bus constantly.

Write Rate: Write rate is the ratio of the number of write veferences to the total
number of references. Since the data coherence problem in multiprocessors is
caused by write operations on dilferent copies of data in the gystem, the write

rate is one of many factors to affect svstem performance.

2.1.2 Terminology for Testing and Fault-Tolerance

Availability: Availability is the probability that a system is operating correctly

and is available to perform its functions at a given instant of time.

Dependability: Dependability is the quality of service that a system provides.
It encompasses the concepts of reliability, availability, safety, maintainability,

and testability.

Error: An error is the manifestation of a fault. Specifically, an ervor i a deviation
from accuracy and correctness. A fault may vause errors in a system, but not

necessarily, An error is the result of a fault. !

Error Detecting Code: An error detecting code is a code by which crrors in code-

words are easily detected during normal operations.

Failure: A failure is the nonperformance of some expected actions, A failure is also
the performance of some function in a subnormal quantity or quality. In other
‘words, a failure occurs when the behavior of a system first devietes from that

specified. Tt is often used interchangeably with the term malfunction.
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Faljlt; A fault is a physical defect, imperfection, or flaw that occurs within some
hardware and softwafef component. ’I‘here are four possible fault causes. The
first ‘cause is specification mistakes, including incorrect algorithms, architec-
tunes or design specifications. The second one is impiementation mistakes.
Implementatlon is the process of transforming hardware or software specifica-
tion into the physwal hardware or actual software. The third one is compo-
nent defects, including manufacturing problems, random device defects, and
wear-out. The final one is external disturbance, caused by radiation, electro-

magnetic interference,environment extremes, and similar phenomena.

' Fault Confinement: Fault confinement is the process to isolate faults and to pre-
vent their effects from propéugating throughout a system. In other words, it
Lues to limit faults to one area so that they cannot pollute information in

othel areas. IL ]S also called fault containment.

Fault Tdié‘rance: Fault tolerance i}:;.' the ability of a system to continue to operate
~ correctly after the occurrence of mu]ts The ultimate goal of fault tolerance is

to prevent system failures from ever occurring.

Rellablhty Reliability is the plobablhty that the system will operate correctly
throughout a Lomplete time interval. The rehablhty is a conditional p1ob-

_ ability in that it depends on the system being operational at the begmmng

of the chose time interval. Fault tolerance can improve a system’s reliability

~ by keeping the system-operational when hardware failures and software errors

occur.

Testablhty Testa,blllty is the ablllty to test for certain attributes within a systeln
r[estabxhty contains two concepts observability and controllability. Observ-

ability is the ability to observe either directly or indirectly the state of any

£
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node in the system whereas controllability is the ability to set and reset every

node internal to the system.

Testing: Testing is the process of e?é'ﬁosing defects in the system. In general, there

are two types of testing: “»n-line testing and off-line testing. On-line testing

is the process of detecting faults when the system is carrying out normal ‘. -

operations. 1t is also referred to as the concurrent testing (or checking). Off-
line testing is conducted by putting the system into a specific test mode,

normal operations being suspended during off-line testing.

2.2 Multiprocessor Systems

t is becoming more attractive to use multiprocessors to increase computational

power. In general, a multiprocessor system is defined as a computer system com-
posed of N processors each of which can operate independently [, 4]. These pro-
cessors are connected together through an interconnection network to provide a
meafls of cooperating during computation. Therefore, a multiprocessor system hag
a MIMD architecture (multiple instruction streams and multiple data streams).
Multiprocessor syster.s are suitable for much l'grgér and more vatied computation
than the SIMD systems (single instruction stleam and multiple data streams), be-
cause multiprocessors are inherently more ﬂexizble. There are two typical kinds of

the multiprocessor systems which have become popular: tightly-coupled and loosely-

coupled. However, a multiprocessor system may lie anywhere in betwesn-these two. -

extreme cases.
In the tightly-coupled multiprocessors, data can bhe communicated hom onc pro-

cessor to any other processors at rates on the oxdel of the bandwndt‘) oi mcmory

In other words, the tightly-coupled multlprocessors provide a convenient, means:

for information interchange and synchronization through the shared memory since
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any pair of processors can communicate ’with each other directly through a shared
location in main memdry. Therefore, a tightly-coupled multiprocessor system is
generally characterized by the following: (1) multiple processors are used; (2) all
the processors shore the main memory equally; and (3) each of processors can carry
out computation eithe: individually or cooperatively with others via shared main
memory, usually partitioned into modules. Therefore, such a multiproéessor system
can execute simultaneously a number of tasks required for large computation (or
processing) on different processors. Smce the regularity of such computer systems,
in general, allows duplication of modules of the same type, both time and cost of
design are téﬁgluced significantly.
In the locsely-coupled systems, communication delays between two processors
depend on whether the processors are locally connect"éd to tach other or are con-
nected {hrough one or'more layers of a routing network. In the loosely coupled

systems, each processor has its local private memory and local T/ devices. It

supports communication through point-to-point exchange of information. Thus, a

loosely-coupled system has the following properties: (1) muitiple processors are used;
(2) all the processors have their own local main memory and I/O de’\vric‘es;‘ (3) each of
processors can do computation (or p1ocessmg) elther individually or cooperatwely
with others through an 1nte1connect10n network in a point-to-poirnt style.

There are many tlghtly-coupled mult1pro¢esSors proposed, [5, 6, 7, 8, 9,.10, 11].

However, the bus-based sysiems are more popular and commercially available be-

“ cause of their effectiveness, simplicity, and relatively low cost. Fig. 2.1 shows a

typical architecture of the bus-based shared-memory multiprocessor system where

there are four basic'components: the processing element (general), main memory,
1/0 c‘levjce,: and system bus as the interconnection network. In this structuré, the
processors are replicated, and main memory and I/O devices are equally shared by

all the processors. In this way, programs can cooperate using minimum overhead.




CHAPTER 2. BACKGROUND 16

Processing Processing Processing Processing
Element Flement Blement Eleiment.
0 1 Lo N=2 N-1,

< - - T
AR > J > Yoo 4 -‘ .
< . ‘The System Bus

1/0 1/0

Shared Memory Device Device

Iigure 2.1: A Bus-Based Multiprocessor System
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That is, processors can cornmunicate withv each other through shared snemory with-
out, involving the operating system. However, competition between interconnected
pfocessors for access to the shared memory may become a setious problem since sev-
eral of the high speed processing elements may try to reference shared main memory
at the same time through the system bus. The performance of such multiprocessor
systems is limited by the speed and bandwidth of the bus and the main memory. A
key to efficient Qpefa.f;ion is to reduce both network t.l'afﬁc and divect references to
main merﬁory. That is, in order t6 maximize overall system performance, the bus
requirements of each individual processor must be minimized. The long memory
reference latency caused by the system bus can greatly be reduced by associating a
cachie memory w‘ith each processing element, since the majority of references from a
processing;, element to main mermory can be captured by a cachle meffﬂory associated
with the processing element [2, 12]. Although use of multiple private caches in a
multiprocessor system can greatly reduce bus traffic and gpeed up the system, such a

system may have a coherence problem because multiple copies of data in the shared

‘.'\’-:‘
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main memory reside in several different caches at the same time. There have been

many data coherence protocols to solve this problem.

2.3 Coherence Protocols

Basically, there are two strategies to solve the problem caused by multiple copies of
data in different caches: write-through and non-write-through (write-back) though
there are many variants for high performance. These coherence protocols are called
snoopy protocols because all the caches in the system always watch the transitions
on the system bus.

The write-through policy is that whenever there is a write request to a cache
memory, the request is also immediately sent to either update or invalidate copies
of the requested data in other caches and to update the copy in the main memory.
Thus, information in the caches and main memory is always consistent.

On the other hand, the basic idea of the non-write-through scheme is that when-
ever there is a write request from a processor, the copy of the requested data in
the associated cache is updated. However, the copy in the main memory is not
immediately updated to reduce bus traffic. Instead, the updated data in the cache
are either flushed (written-back) to the memory when the cache overflows or in-
validated when the data are updated by other caches. A cache overflow occurs
when newly referenced data must be brought into }the: cache from main memory,
but, because all the cache blocks that can hold data are already occupied by other
k data, there is no available space. Therefore, the updated data in the cache must be
written back to main memory to make room for the new dqta. Thus, the non-write-
through protocols are more efficient in reducing bus tl'afﬁc; biit more complex than
the write-through protocols. There are many variants of the write-back protocols,

[2: 13, 14, 15, 16, 17, 18, 19, 20, 21]. However, we describe briefly one of the more
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efficient protocols: berkeley protocols.

The protocols are implemented in a RISC multiprocessor system designed at the
University of California at Berkeley, [18]. The scheme requires four st.m;es‘ for each
line (block) to indicate status of the data in the line: J nvalid, Valid, Shared—Dirty,
and Dirty (no other copies in caches and modified). Tt uses the idea of ownership
— the cache that has the line in state Dirty or Shared — Dirty is the owner of that
line. If a line is not owned by any cache, the main memory is the owner. And in
any case, a line is sent, upon request of the other cache, by the line owner to the
requesting cache. Therefore, a line in state Dirty can reside in only one cache at
any time. Also a line in state Shared — Dirty can be in only one cache. However,
it might also be present in another cache in state Valid. Moreover, a line i:‘n cither
Dirty or Shared — Dirty has to be written back to main memory if it is selected

for replacement by a new line. The consistency solution is the following:

1. Read miss in one cache. If the line is Dirty or Shared — Dirty in the other
cache, the cache with that copy must supply the line directly to the cache of -
the read miss and set its state to Shared — Dirty. Otherwise, main memory
has to send the requirted line to the read miss cache. In any case, the line in

the requesting cache is set to Valid,

2. Write hit in one cache. If the line is already Dirty in that cache, the write
proceeds with no delay (no bus request is required). If the line is Valid ox
Shared — Dirty, an invalidation signal is broadcast to all caches before the
write is allowed to proceed. All other caches invalidate their copies of the
requested data. The state of the write-hit line in the originating cache i

changed to Dirty.

3. Write miss in one cache. Like a read miss, the line comes directly from the
owner. All other non-owner ¢aches with copies of the requested line change

i
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the local state to Invealid and the line in the requesting cache is loaded in

state Dirty,

It is obvious that the Berkeley protocols are more efficient than the write-through
protocols since a requested line comes from a ca\ghe, if the cache is the owner, and
transfer of a line from a cache is faster that that frem maig‘;{ memory. Furthermore,
the bus requests are only required when the requested lines are shared or when the
lines are the modified ones and need to be written back to make room for new lines.
However, this scheme requires more hardware for the line state bits and the profocol

controller than that needed by the write-through scheme.

2.4 Cache Concepts and Design Considerations

It is well-known that caches are one of the simplest and most effective ways to im-
prove performance of systems ranging from personal computers to supercomputers.
Cache memories are an active area of current research. Cache design for differ-
ent computers has been e?(tgnsively studied since the concept was introduced by the
IBM. The second bibl.iograpkl:"i‘y ,[22], includes 487 papers, notes, and books have been
published since 1968; and the literature in this area nas more than doubled in t‘:he;l’aéf
eight years. Many papers focus on the performance effects bfvthe major cache design
decisions, such as cache size, line size, way size (associativity), fetch strategy, ete, for
uniprocessor systems, {23, 24, 25, 26, 27, 28, 29, 30, 31, 32, 33, 34]. A survey paper
by A, J. Smith, [1], gives the most complete summary of these issues and guideline of
choices of these cache parameters and strategies for high performance cache design.
There are also a number of books in which cache memories are presented in varying
degrees of detail, [4, 35, 36, 37, 38]. More recentl}:t-,- the development of commer-
cial multiprocessors has sparked a great deal of research into cache data coherence

protocols and cache design for shared memoxi;'& multiprocessors. A bibliography for




CHAPTER 2. BACKGROUND 20

multiprocessor cache memories lists 251 articles for design of cache cohererice; caches
based multiprocessors, performance evaluation techniques, concurrency models, (39).
A number of papers focus on the issues on cache coherence; protocols and cache de-
sign, [2, 8, 12, 14, 15, 17, 18, 19, 20, 21, 40, 41, 42, 43, 44, 4,5, 46, 47, 48], There are
also many articles on performance evaluation and modeling of multiprocessors using
either analytical modeling techniques or simulations, [5, 49, 50, 51, 52, 53, 54, 55].

The capacity of cache memory is far smaller than thai of main memory for
high speed; that is, the address space of the cache memory is far smaller than
the address space of the main memory. Thus, a cache memory needs an address
mapping mechanism to translate the main memory addresses, at a high speed, into
the cache memory addresses where corresponding data in the main memory has a
copy. Also because the most active portions in the main memory are cdi)ic(l in the
cache memory, if the cache memory is full and data requested by the associated
processor do not reside in the cache, some line of data ir the cache is to be teplaced
with the new requested line from the main memory. This requires an algorithm
which can, hopefully, predict the line, which is unlikely to be used in near future,
to be replaced. This decision is determined by a line replacement unit. Cleatly, the
cache-replacement decision directly affects the performance of the cache. Hence, the
basic structure of a cache memory must include at least the three basic hardware
components: an address mapping mechanism, a line replacement unit and st;olragey
cells.

Each reference from the processor to a memory location is presented to the cache
memory. The cache first searches its directory (the address mapping mechanism) to
see if the requested data reside in the cache memory. If the requested data are in
the cache, the data are accessed by the processor immediately without disturbing
‘the main memory., Otherwise, a miss signal arises which causes the transfer of the

whole line where the requested data reside from the main memory to the requésting
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cache, Then the requested data in ‘tA"he new line are referenced by the processor.
Before transferring the new line to the cache, some line has to be removed from the
cache memory to make room for the new one if the cache is full.

Since a cache memory has to be compatible with the associated processor, the
speed of cache memory is a key fattor in cache memory design. Thus, all the al-
gorithms of a cache memory have to be implemented in hardware. Therefore, the
design of cache memory has to consider how to implement cache functions into
practical high-speed hardware. Furthermore, choices of proper parameteré of cache
memory and tradeoffs between these parameters affect the cache memory perfor-
mance. Typically, a cache memory system can capture over 90 percent of all refer-
ences to main memory, provided that the cache is properly designed. Optimization

of cache design is very significant for high-performance cache memories. It has four

aspects, [1]:
1. minimizing the miss ratio,
2, minimizing the accéég time to cache data,
3. minimizing delay due to a cache miss,

4 mmmnzmg the overhead of updating main memory and maintaining cache

cohelcnce

In addition, for multiprocessor systems, during cache design, considera,tiqns have
to be g given to maximize bus and shared-memory bandwidth and to' minimize the
bus bandwidth required by each processor in ordeq to maximize the system pe1for~
mance. It is well-known that all of cache size, hné mze, way size, as well as fetch

strategy affect the cache performance, so have to be considered at the design stage.

Inevitably, trade-offs have to be made among the cache parameters and algorithms.

]

i
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2.5 Fault-Tolerance and Testing

Though many cf the basic ideas behind fault-tolerant design are (fdncept;ual,ly sim-
ple, in practice, the design of a computer system to mcet desired dependability
specifications proves to be very complex. First, it is difficult to sta.tiét;i"c;xlly charac-
terize beforehand the type and frequency of hardware and software failures likely to
afflict a system. Second, after a decision on the types of failures te be covered (pro-
tected against), it is difficult to select the fault-tolerant techniqué’é which are best
suited to the application with high performance/cost rate under real-life constraints
such as weight, volume, power consumption, flexibility, maintainability, and s.in'l._ilm;‘
considerations. B

Today’s computer systems are, by their nature, very complex sbvuéﬁdresn. They
contain large numbers of sub-systems and components with complex interrelation-
ships, implemented in both hardware and software, For such cox:npl.ek systems,
there are many elements that can fail in a wide variety of ways, because Of:\l“l‘.li‘lmcr-
ous different causes, during the system lifetime. In fact, the increasing complexity
of computer systems makes it more difficulty to ensure high (Iependability.k Thig
leaves open the possibility that a fault already present in a circuit might interact
with a new failure in the field to defeat a fault-tolerance mechanism designed to
| only cover one fault at a time. Finally, a more fundamental problem ig that it may
“fail to protect qgainst unforeseen types of failures. Therefore, design decisions for
the fault-tolerance have to be included from earliest stages of the systems deaign.

In cider to provide reliable systems, there are, in general, two approaches: faull
prevention and fault tolerance. Fault prevention aims to prevent faults from being{,
present in operational systems, using both fault avoidance as well ag fault exposure
and elimination. Fault avoidance is concerned with design methodologies and the se-
lection of techniques and technologies, to avoid the introduction of faults during the

design and construction of systems. However, faults are usually present in systems
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hecause xi";h.e enormous corplexity inherent in such systems results in oversights and
faults in both the design and nianufacture of semiconductor devices. Further, sys-
tems are subject to a wide variety of physical failures in normal operations. Fault
removal ’(’;‘r’i’}é‘cksjcomputer systems and removes any exposed faults before normal
operations. One of the most effective techniques for this purpose is off-line testing.

Directly addressing all the poSsible physical failures is generally intractable, ex-
cept for very Sm@,!l circuits, so the testing discipline has been built upon fault models
which assume the poteritial physical failures result in a definable logical behavior.
Usually the fault models are classified into four levels: switch level, gate level, func-
tion level, and system level; and testing strategies are based on these defined fault
models. In order to increase the testability of a system, proper incorporation of
testability as a system (or circuit) design constraint is necessary, whiﬁh enhances
the system reliability.

The application of fault prevention techniques to computer systems has not,
in general, proved sufficient for the attainment of high level dependability because
Ql,lysi‘cal compbnents or devices age and deteriorate and can consequently become
Ltulty Failures eventually occur and result in system failure because of faults.
Thus, fault tolerance is required, at least to protect the operational system against
the effect. of such faults. Design of fault-tolerant systems involves the selection of a
coordinated response that, depending on the application and system architecture,

" may combine some or all of the following stages [56, 57]:

1. Fauit confinement is achieved by limiting the spread of fault effects to one area

of the system, thereby preventing contamination of other areas.
2. Fault detection is the process of recognizing that a fault has occurred.
3. Fault masking is the hiding of the effects of failures.

4, Re’try is the second attemp$ to achieve a successful operation.
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5. Diagnosis is the process of identifying the faulty modules responsible for de-

tected faults.

6. Reconfiguration js the process of eliminating a faulty component. by reconfig-
uring the components to replace the failed component or to isolate it from
the. vest of the system. Logical removal or isolation of a faulty component can
be accomplished by switching off the component’s power, 'fo(‘ﬂi?cigflg its output
into an inactive state (hardware removal), or instructing all units to ignote or

bypass it by updating the available resources tables (software removal),

7. Recovery is the process of baéking up system operation to a recovery point
(roliback checkpoint) for a task prior to fault detection. Esta.blishi;ﬂg a check-
point for a task involves saving a copy of all necessary information about the
curret.t correct state of the task such as values of data objects, registers, statug

words, etc.,
8. Restart is the process of resuming system operation.

Our emphasis in this dissertation is the importance of fault tolerance for improv-

ing system reliability and availability.

2.6 Fault-Tolerance in Multiprocessors

Many computer applications require more powful computation capability and higher
system reliability, availability, and modular expandability. One approach to meet
these requirements is to develop multiprocessors with fault-tolerant ability, In gen-
eral, any multiprocessor system, including both tightly-cottpled and loosely-coupled
multiprocessors, offers a cex'téin ;degree' of fault-tolerarice capability due to the mod-
ularity and redundancy. Many authors [9, 57, 58, 59, 60] discuss the fault tolerant

systems in general. Also a number of papers present real bus-based fault-tolerant
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multiprocessor systems, [61, 62, 10, 63, 64]. These systems can be used for transac-
tion processing, reservation, communication and information applications.

For a loosely-coupled multiprocessor, faults in a processing element, including a
processor, its associated local main memory, as well as I/O devices, can be isolated
within the element once they are identified, and the system can continue to oper-
ate correctly, although system performance is degraded because of removal of the
faulty element. That is, a processing element fails independently without corrupt-
ing resources owned by other processing elements. A faulty element can be logically
purged from the system, and its unfinished process can be transferred to a different
processing element. However, the moving of processes between processing elements
is expensive; and workload is hard to balance in a loosely-coupled system. In addi-
tion, in the case that there are several processing elements operating cocperatively,
interprocessor communication significantly reduces the overall system performance;
multiple copies of data may reside in the distributed main memory (non-shared) so
that memory utilization is relatively low. The loosely-coupled multiprocessors pro-
vide easier upgrades and can be fault-tolerant; but expensive tuning, load balancing,
and high overhead from interprocess communication reduce their effectiveness.

Unlike a loosely-coupled system, a tightly-coupled multiprocessor system has its
main melildl;y‘ shared by all the processors in the system. In the ma.in memory, there
is a single queue of ready processes created by users. All the processofs share the
queue of ready processes so that any processor can as‘sign processes to themselves
by looking at the queue in shared memory. That is, when a processor is idle, it
examines the queue and selects the next process to perform. Therefore, all the
processors can do useful work as long as work is availalle, and there are no load
balancing problems. Only one copy of each software module and data used by
the system needs to be kept in shared memory. Interprocessor commiinication is

easy, using the memory locations shared by the processors, without involving the
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operating system. Faulty components, processoy ot maiti memory l'nocluleg, can
logically be purged from the system as 5001 as ’they are detected, Processes can
easily be transferred to other processors by inserting the procésses into the process
queue, and the system continues as long as the errors do not propagate,

The major drawback from the fault-tolerance point of view is that faults in a
processor can potentially propagate to. “ther processors via shaved main meniory,
causing the system to fail. The other reliability weakness of the tigh(ly--c'oi:[‘)‘lecl
architectures is that, since all processors share the operating system’s memory state,
a software error that corrupts that state may c&t’ﬁse all processors to fail. T'hus,
the reliability of a tightly-coupled computer also depends on the reliability of its

operating system.
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Chapter 3

CMOS Cache Design

In a large modern computer system Wheire there are often several independent pro-
cessors with a shared m‘emézy‘, Cdmpetition lJethéen interconnected -processors Efor ,
access to the shared memorj may become a serious problem since ‘éévj;eral of the high
speed processors may try t'ol reference shared main memory at the same time. The
performance of such wmult"ip‘i“ocessdr systems is limited by the speed and bandwidth
of the interconnection network and main memory. The long memory reference la-
tency caused by network traffic can be gfeatly reduced by as;sociating a private cache
memory with eack progeésor, capturing the majority of ref’erehces from a processor
to the main memory [1, 65]. Alfhoi;gh use of private 1caches’ in a mnltiprocessor sys-
~speed up the'system, such a s7istem ca‘n‘ cause a data cphérenee- Eprdblem: multiple
copies of data in I‘,hhe shared main memory may 1es1de in several different caches at
the same time. A memory system is coherent if the value returned from a read in
the! system reflects exactly the last value written in the referenced address by any

processing elem(}nt. ; ‘ - |
In order to {illd a reliable strategy to keep data in the separate caches coherent,

many solutions have been proposed in [6, 17, 18, 19, 65] by implementing various dif-
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ferent coherence protocols in caches. There exist fwo kinds. of operations in a cache

regardless of what coherence protocol is implemented in the cache: read/write op-

erations from the associated processors (processor operations), and operations to

maintain data coherence with other caches or memory in the system (coherence op-
“erations). Interference between the processor operations and coherence operations
is unavoidable in a multiprocessor cache because both these operations may be re-
quired in the cache at the same time. As a result, cache performance is affected,
and in turn petforma,nce of the cache-based multiprocessor system is degraded. In
order for caches to handle such interference, one of two possible schemes is nor-
mally used. One is tc maintain a single one-port directory in a cache which can
be used by these two operations sequentially — one of the operation requests must
wait to search the cache directory until the other releases the cache. This single
directory scheme causes a performance degradation by serializing two potentially
concurrent operations. Since it is simple to implement at low cost, this scheme is

commonly used. The second scheme employs two directories in a cache; one for the

!
1

processor operations and the other for coherence operations. Thus, these two kinds
of operations can be carried out simultaneously. Although performance of such a

two-directory cache is improved when there are two separate directories, the cache

structure becomes more complex and more silicon areal is required by such a cache

since both an extra directory and a mechanism to keep the information between the
two directories consistent are required. The overall cache cycle time may also be
increased since the processor must write both tags in the directories and arbitration

is required [53]. A isingle dual-port directory cache is presented in [66] by 'I'. Watan-

abe. However, in the two-page paper, no details about the structure of the cache

are given. The hardware overhead of the cache is not discussed; neither i there
any justification of the performance improvements of the cache in a multiprocessor

environment.

Sy
et
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Figure 3.1: Structure of the Proposed Cache Memory

In this chapter, we propose a CMOS design for a multiprocessor cache memory
in which only a single dual-port directory is used for both processor accesses and
coherence operations simultaneously. Therefore, this cache can obtain the higher
performance of a two-directory cache. Also, we show that the complexity of such
a single dua.l—_port] directory cache is far less than that of a two-directory cache as
well as the hardvxi“al‘"é overhead being lower. Fﬂrth’ermore, %the' cache cycle is not
necessatily slowed down; and the extra silicon area can be used for additional cache
memory, or o‘therA purposes, such as memory management logic. In the rest of this
dissertation, we use the term single directory cache for a single one-port directory

cache and dual-port directory cache for a single dual-port directory cache.
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3.1 Structure of the Cache

Fig. 3.1 depicts structure of the cache which is composed of three basic functional
components: the directory, the line replacement unit (LRU), and the cache data
memory. The directory functions as an address mapping mechanism to translate
main memory addresses, at high speed, into the cache addresses where copies ol
data in main memory reside. Since the most active portions of software in main
memory are copied in a cache, if the cache is full and the associated processor needs
data not residing in the cache, some of the data in the cache must be replaced with
the newly requested data from main memory. Which data is to be removed [rom
the cache before the new data can be brought in is determined by the LRU. The
cache memory is used for storage of data and instructions.

In addition, there are three registers: an address register, an update register,
and a cache-address register. The address register is used to latch addresses from
the processor for the normal read/write operations, whereas the update register is
employed to latch addresses from other caches for the coherence operations. T'hese
two registers caniopex:a,te simultaneously, The cache-address register stores physi-
cal cache memory addresses from the directory so that the cache memory can be
read/written. Furthermore, there is a line number generator which trangforms cache
memory addresses in one-out-of-n code from the directory into addresses in binary

code, and the addresses in binary are latched in the cache-address register.

3.1.1 The processor opérat;ions |

During the processor operations, an address from the processor is latched in the
address register, and is sent to the diréctory, consisting of tags (line slots), to see if
the line (block) containing the requested data is in the cache. If so, the corresponding

cache line number generated by the line number generator is placed in the cache-
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address register, and the requested data in the cache data memory are accessed by
the processor. Otherwise, a line miss occurs. The LRU is asked to select a line to
he removed to make room for the new line. Which line is to be selected depends on
the line replacement algorithm implemented in the LRU. The LRU sends the tag
number to the directory. The address part of this tag in the directory is replaced
with the address in the address register, and the status part of the slot may also be
modified. The cache address corresponding to this tag is sent to the cache-address
register through the line number gener-.tor for transfer of the requested line from
the main memory to the cache.(Some protocols require that the line to be replaced

bhe written back before transfer of a new one.)

3.1.2 The coherence operations

During the coherence operations, the requested address from the system bus is
latched in the update register, and the cache searches its directory. If the requested
data is in the cache, the status part in the corresponding tag may be modified,
depending on the data coherence protocols. Otherwise, nothing is done.

I'rom the preceding description, it is clear that a tag in the directory has two
parts: address and status. The address part stores a main memory line addreés,
and the status part indicates status of the corresponding main memory line in the
cache, e.g. valid, dirty, etc. The address part of a tag can only be updated during
the processor operations with line miss occurrence. The status part may be modified |
by either the processor operations or coherence operations, depending on the data
coherence protocols. The cache memory may be accessed by both operations, also
depending on protocols. Furthermore, the LRU is only affected by the processor

operations.
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3.2 The Address Mapping Algorithms

Since the cache, as the fastest part of a memory hierarchy, must be much smaller
than the main memory, there has to be a mapping function between the cache
address space and the main memory address space.

In general, there are three mapping methods used in cache design: direct-
mapping, full-associative, and n-way set-associative. The direct-mapping method is
a method that any given line in main memory can reside only in one specified cache
line while the full-associative mapping method is a scheme that each main memory
line can be mapped into any of cache lines. The n-way set-associative mapping
method is a hybrid of the direct-mapped and full-associative methods,

The direct-mapped method is the simplest to implement, but it has the highest
miss ratios of the three mapping methods. Usually the fully-associative method has
the lowest miss ratios. However, an address from the processor has to be sent to all
tags in the directory to see if there is any one matching the address. It introduces
longer tag-search delay. Thus, it is difficult to implement on a large scale cache
memory.

The set-associative method organizes cache memory into () sets with n lines per
set. When @ becomes one, the cache is a fully-associative cache in which there are
exactly n lines. If n becomes one, the organization of the cache is the divect-mapped
cache memory. An n-way set-associative cache is required to search n tags whenever
there is a request. Therefore, the tag-search delay may be less than that for the
full-associative method. Also, since it allows any one of n lines in a referenced seb
to be replaced when a line miss occurs, this flexibility usually introduces lower miss
ratios, without the complexity of a fully-associative cache. T'hus, it is a compromise
between complexity and performance. Since the direct-mapped agd full-associative
are two extreme cases of the set-associative scheme, without, losing generality, we

employ the set-associative mapping method in our model.
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The principle of sel-associative mapping is demonstrated in Fig, 3.2, The cache
memory is divided into @ (@ = 27) sets with n (n = 27) lines in each, and sizes
of sets and lines in the cache memory are the same as those in the main memory.
Furthermore the main memory is partitioned into several groups, and the size of
each group is equal to the size of the cache memory. Hence, each group contains
@ sets. Fach set in the cache memory must be shared by several sets of the main
memory. For example, as shown in Fig. 3.2, the first set in the cache memory is
assigned to hold the sets 1, 1+ @, 1+2@Q, --- of the main memory and the second
set is for holding the sets 2, 2+@Q, 2+2Q), - - - and so forth. Lines within a set of the
main memory are associatively mapped into any of the n lines in the corresponding
set of the cache memory (Therefore, the memory is n-way associative), That is, any
set in the main memory can only be directly mapped to a specific set of the cache
memory and lines in a set are associatively mapped into any ol the n lines in the
corresponding cache set. Note that not all the sets of a given group in the main
memory need to be simultaneously resident in the cache memory; sets from different,
groups can be intermixed within the cache memory. Similarly, lines in a set of the
cache memory can come from any sets of different groups of the main memory, For
instarice, line 1 of set 1 of group 1 is assigned to line 2 of set 1 in the cache memory
while line Q@ x n 42 of set @ +1 in group 2, as shown in Fig. 3.2, ig residing in line

1 of set 1 at the same time. ' |

3.3 ‘Implernenta'tioh of the Directory

According to the set-associative mapping method, a logical meinory address in the
address or update register, as shown in Fig. 3.1 and Fig. 3.3, is divided into four
parts: ¢ bits represent the group number, ¢ bits are the set number, s bits are the

line number, and o bits are the word offset within a line. Meanwhile, a cache address
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Figure 3.3: The Dual-Port Directory

is partitioned)'nto the set number of ¢ bits, the line number of s bits, and the word
offset of o bit{é’. Since, in the set-associative mapping, a set in main memory can only
be directly mapped into a given set of cache memory and one main memory line in
a given set can be associatively mapped into any of the n lines in a corresponding
set in cache memory, the directory is organized as a tag array of @ (29) cache
sets with n (2°) tags in each set. Each tag is used to store a main memory line
address, indicating the main memory line resides in the corresponding cache line.
Set number q in a logical address is directly used to select the cache set, whereas
g+s’i'n the logical address is stored in the address part of tags in the directory for
a,ssociatiéi//e address search. Note that g+s is the group number concatenated with
the line number in the address register and update register. In the sequel, we use
g+s to refer to these sections of the registers. In addition, the word offset is sent

directly to the cache-address register to access the corresponding words in a given
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cache line.~

3.3.1 Structure of the directory

Fig. 3.3 shows the structure of the proposed dual-port directory. Each set is rep-
resented by a row of the tag array and the n ways are indicated by the columns,

Therefore, this directory has a total of @) X n tags. As shown in Fig, 3.3, there

are n ColMatchs, a ColMatch for each column of tags, in the array. Whenever an
address from the proces *or is latched into the address register, the corresponding set
is selected through the directory decoder. All the n tags in the selected set are simul-
taneously compared with g+s of the address register. If the address contents in any
one of the n tags match the g+s, the corresponding ColMatch signal becomes valid
(active low), indicating that the requested main memory line resides in the cache
line implied by the valid ColMuaich. All other ColMatchs must be high. Thus,
signals on the n ColMatchs are formed in an (n-1)-out-of-n code ((n-1)/n code),
the complement of the one-out-of-n code (1/n code). These signals are sent to the
line number generator. The line number generator translates the valid codeword
i in the (n-1)/n code into the corresponding cache line number 4 in binary code,
which is latched in the cache-address register. Meanwhile, the Hit flag is generated
to inform the processor to access the requested data in the cache data memory.

If all the ColMatch signals are invalid, the Miss signal is set high so that the
LRU is invoked to find a line in the cache probably not to be used in the near future,
in terms of the line replacement algorithm that the LRU employs. The selected tag
column number in the (n-1)/n code is sent by the LRU to the diréctdvy through
wires LRUSels, as shown in Fig. 3.3, Bach LRUSel is connected to all tags in a
tag column. The tag to be updated is determined by the valid TRUSel (dctiva low)
and the valid row selection from the row decoder of the array. The address patt of

the selected tag is updated with the g+s of the address register. After the update,
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the address contents in the tag always matches the g+s of the address register. The
ColMualch corresponding to the tag column that the updated tag locates hecomes
valid and is sent to the line number generator. The corresponding cache line number
is gencrated and latched into the memory register so that the requested line can be
transferred from the main memory to the cache line.

The valid ColMatch is also sent to the Staius Update Control 0 (SUCO). The
SUCO may send a command back to update the status part of the tag in the directory,
depending on the coherence protocols employed. Note that, among the n ColMatch
signals, at most one can be valid at any time since the requested main memory
address only can possibly reside in one of the tags.

On the other hand, whenever there is a data coherence request from other caches
via the system bus, an address is latched in the update register, and the cache also
immediately searches the directory by simultaneously comparing the n tags in the
selected set with g+s of the update register. If any one of the n tags matches the
g+s, the comparison results are sent to the Status Update Control 1 (SUCL) through
the n ColMatch's, each for a tag column. The SUC1 may modify the status part
of the corresponding tay, also depending on the coherence protocols. Otherwise, no
operation is carried out,

Note that the SUCO is to update the status of tags in the directory during the
processor operations while the SUC1 is to deal with status modifications during
the coherence operations. Both units depend on the specific coherence protocols
that are adopted so we leave these units to be designed independently from this
discussion. Thus, the structure of this cache is protocol-independent in that any

coherence protocols can be implemented.
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Figure 3.4: A Tag of the Dual-Port Directory
3.3.2 Structure of a tag

A tag, as shown in Fig. 3.4, consists of an N-bit address part and a 2-bit status
part (two status bits used in this example show the connection of more than one
status bit, though any number of bits can be chosen depending on protocols). It
can be initialized by Reset. Other signals can be divided into two groups: one with
prime ( /) and the other without prime. The signals without prime are used for the
processor operations, whereas ones with prime are for the coherence operations.
During: the processor operations, if set selection RowSel from thi, directory de-
coder is at logical 0, the path from the Match to Grround (Vss) is cut off by the
N-device. The address bits in the tag are compared simultaneously with the g+s
(from the address register) on Bity to Bity. If all the address bits match the g-+s,
the Match signal is high to turn on theé N-type device so that the ColMalch is
pulled low (valid). The result on the ColMatch is sent to both the line number
generator for generation of a valid cache line number. It, along with the current
state of the tag selected by the RowSel, is also sent to the SUCO for determination
of a status-update operation. The decision from the SUCO may be sent back to the

selected tag by setting new state values on the SBity and SBity so that the status
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hits ate updated. Otherwise, the Match remains low so that the ColMatch is high
to indicate that the requested data is not in the cache line referenced by this tag.
If none of the n tags selected by the RowSel match the g+s, a line miss occurs. If
the LRU chooses this tag as to be replaced, it sends a valid LRU Sel, the output of
the inverted driver from the corresponding LRUSel in Fig. 3.3, to the tag column
where the tag locates. As shown in Fig. 3.4, address-write control logic, controlled
by the valid RowSel, allows the high LRU Sel to update the address part with the
¢+s on the Bits.

Similarly, during the coherence operations, if the RowSel’ from the update reg-
ister is at logical 0, the address in a tag is compared with the g+s on the Bit} —
Bit'y. The result is on the Match’ and sent to the SUC1 via the ColMatch’. New
state values may be fed back to the status part of that slot through the SBity and
S Bit} so that the status bits arc updated. Note that the status bits of the tag to be
updated are located by either the valid RowSel and ColM atch or the valid RowSel’
and ColMatch’!. Furthermore, both the ColMatch and ColMatch' are precharged

through the P-type devices before evaluation.

Fig. 3.5 (a) shows one bit of the address part. If the RowSel is at logical 1
(this tag is not selected), the Match line remains low so that no comparison can
be done in any case. When the RowSel becomes low, this cell becomes a normal
content addressable memory cell. If the datum on the Bit matches the value in
the cell, the match transistor A remains off so that the Match is high for this bit
(match), Otherwise, transistor A is turned on so that the Match is pulled down to

#round (mismatch). In a tag, all the Match lines of the address bits are cascaded
together. If any address bit of the slot produces a mismatch, the Match line of
this slot is low, indicating tlfat ‘thi.j@ slot does not match the g+s from the address
register, Otherwiise,l the Match line is charged by the status bits. During a line

miss, the LRU Sel is asserted. The datum on Bit is written into this bit. Also, for
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the coherence operations, the RowSel becomes low. When the datum on the Bit'
ma,tch('s the value in the cell, th s match transistor B is turned off so that Match’ of
this bsL is valid. If all the chained Match’ lines of the address bits in the selected tag
are vahd the Mat¢h' line of this slot is high so that the precharged ColMatch' is
pu]le,d d¢wn. Otherwise, the mismatching bit(s) pulls down the Match’ of this slot.
Noté that, unlike the processor operations, the comparison results for the coherence
ope‘y‘fations are not_ent to the LRU if the requested ;data is not in the cache.

Fig. 3.5 (b) depicts the structure of two status bits. There are two NAND gates

+ befween the two status bits. Outputs Match and Match' of the NAND gates are

coanected to the corresponding lines of the address ‘part in the tag in Fig. 3.5 (a);
.1‘egpeétiVi:ly. Initiaily, the status bits (00) are reset by Reset so that both the Match
and Mat a'uc}z' are low. There is no "omparison in this slot since the NAND gates pull
the Match and Match' down to G’a"ouncl TFor other states of the stdtus bits (01, 10,
and 11), Luth lines Madtch and M afch’ are charged vhrough the P-type devices of
the NAND gates since the pd thes of N-type devices aré cut off. Thus, the slot can

“be evaluated as long as the set containing this slot is selected by the corresponding
" Rowdel. 1f the ColMateh is valid during a processor operation, the Update of the
gtatus bits is high so that the current state of the slot is sent on the S Bity and SBity

to the SUCO. Similarly, a valid signal on the Updaie' during a coherence opera.t'iori

allows the state of the slot to be sent t‘o"ﬂ‘ie‘SU‘Cl through the SBit) »ad SBit!.

s States of these bits can be changed by setting specified values on either the SBitg

and SBity or SBit) and §Bit; from either the SUCO or SUCL.

3.4 The Line Number Generator

The circuit for the line number generator is illustrated in Fig. 3.6. The function of

- the line number generator is to translate the line number of the cache memory from

i
i
i
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Table 3.1: The Truth Table of the 7/8 Code and the Corresponding Binary Code

a modified (n-1)/n code, composed of n ColMatch lines from the directory, into
the corresponding binary code. It is a modified (n-1)/n code because, besides the
normal codewords in a (n-1)/n code, there is one codeword “all-one” which is used
to indicate an occurrence of a line miss. Therefore, in a modified (n-1)/n code, at
most one bit in the n-bit codewords may be a logical 0. Table 3.1 shows the truth
table of the 7/8 code (where n is 8) and its correspondirig binary code. Each bit of

the 7/8 code corresponds to one of 8 match lines ColMatcho — ColMatchy from the
directory. If 8 bits of the code are ones, then it means that none of match lines is
logical 0. Therefore the line number generator produces a Miss. If any one of the
ColMatchs is logical 0, the generator outputs tile éorfespondi’ng line numbér of the
cache memory in 3-bit binary code on the output lines Lineg to Liney; meanwhile,
the Hit is asserted. This binary line number is latched into the memory register for

accessing data in the cache data memory.
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3.5 Conflicts between Two Operations

As discussed, this directory can be searched simultaneously by both operations.
Conflicts may only occur when two operations try to modily the status bits of a tag
at the same time. That is, the SUCO tries to update the status bits of a tag during
a processor operation while the SUC1, at the same time, is modilying the same
status bits if the requested data is found in the corresponding line for a cohersnce
operation. This problem can usually be handled by co-operation between the SUCO
and SUCL in terms of the coherenice protocols that are implemented. For example,
assuming that the wrz’te-through protocols are used in this cache, if a cohergnce
operation tries to modify the status of a tag while a processor operation causes a
line miss and the LRU selects the same line to be replaced, only the operations for a
line miss are carried out. The worst case is that conflicts cannot be avoided in which
situation the cache must delay one of these two operations until the other finishes.
The possibility of this occurring is usually quite small, depending on the number
of the tags in the directory, and the protocols implemented, as well as frequency of
simultaneous occurrence of the two operations. ‘ |

A simple alternative way to handle this problem is to permit at any time only

one operation access a particular row of tags in the directory. That is, at any time,

only one of the RowSel and RowSel' in a row of the directory can be enabled. 1t is
obvious that this scheme is suitable for a directory which has a sn“la‘ller number of
ways of searching in a set since there are fewer slots in a sef. The best cage for this
scheme is that the direct-mapped directory is employed where there ig only one slot
per set while the worst case is that this scheme is used in a full-associative cache
where only one of two types of opetations can be executed at any time.

In the case that the coherence operations may update stale data in the cache
meniory instead of invalidation, the dual-port memory can be used for data storage

so that both the processor operation and update operation for data coherence can
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. be done simultaneously as long as they do not operate on the same data. Otherwise,

the two operations have to access the memory sequentially. As we have seen, the
operations of the dual-port directory cache are almost the same as that of a two
directory cache: -

| -
3.6 'Complexity Analysis

In this section, a comparative study of the hardware complexity is carried out on
three schemes: single directory, two separate directories, and dual-port directory.
There are many different ways to calculate costs of circuits; for example, the number
of transistors in circuits or the area used by circuits are commonly used. Sincc we
emplvlas'ize circuit designs at the transistor level rather% than chips, our evaluation is
based on the number of transistors, including both P-type and N-type transistors,
used in tags of the cache management units in the different schemes. This is because
about 70% to 80% of the area in a cache management unit is used for tags of the

cache directory. A tag bit in the single directory cache management unit is shown in

i
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Table 3.2: Cost Comparisons for the Three Schemes
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Fig. 3.7, which costs nine transistors (Cyiy = 9). The two-directory cache employs
two single directories. T'ig.3.8 illustrates one tag of the two-directory cache in which
tag, is used for processor operations whereas tag, is for data coherence operations.
Each bit in tag; or tag, is the same as that in the single directory cache. Thus,
there are eighteen transistors (Chi=18) for each addresg bit in a tag (including both
tagy and tags). The status bits are the same as thaf in Fig.3.5 (b) except that
Madtch' comes from tags. The dual—port directory cache requires twelve transistors
(Chi=12) for each bit in a tag. Some extra hardware such as the directory row
decoder depends on implementation. Therefore, it is only indicated in the table
instead of calculated with the number of transistors. Calculation of the cost for

each tag in the three schemes can be obtained using the equation:
Otag = Nobit + 6M + Cupdate + O.status + Oreplace

where N is the number of bits in a tag for an address, M is the number of Match
and Match’ lines, Cypgate is the cost of state-update logic, Cyatus is the cost of status
bits associated with each tag, and Crepiace i3 the cost of address-write control logic
in a tag, as shown in Fig.3.4. In the case of the single-directory cache, Cypdat, Is
four transistors; and in the cases of the two-directory cache and dual-port directory
cache, Cupdate 18 €ight. In the comparison, although the number of the status bits
varies (lepending on data coherence pffot0cols, we assume that there are two status
bits in a tag for the three schemes. There are nine transistors in each status bit for
either the two-directory cache or the dual-port directory cache, an:d séven transistors
for the single directory cache. Chreplace is qight transistors for the tyvo-idir‘ectory cache
because there are two tags for an addrqiss, and four for other s;:hemésA Table 3.2
shows the evaluation for the three schemes. Each row in the table corresponding to a
named scheme. Column 1 indicates the number of transistors in each tag. Column|

2 shows the number of transistors in a tag array for each scheme. Column 3 is

the hardware overhead in percentage that the scheme uses. That is, the hardware
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overhead in the tag array of dual-port directory cache is about 33%, and that of
two-directory cache is approximately 100%, compared to the single-directory cache,
Column 4 gives some other extra hardware that is needed in the dual-port divectory
cache and the two-directory cache, compared to the single directory cache scheme.
Note that the single directory cache, however, requires an extra mechanism, which
is not needed in other schemes, to serialize the two concurrent operations. Irom the
comparison, the proposed cache is a compromise between the single-divectory cache
and the two-directory cache in terms of hardware complexity.

Note that the above design of the tag array is based on the content addressable
memory (CAM). However, a similar result is obtained, as shown in Table 3.2, for a
design of the tag array based on conventional static random access memory (SRAM)
and comparators for each way in the tag array. We assume that a single-port SRAM
cell requires six transistors, and a dual-port SRAM cell needs eight transistors, ag
shown in Fig 3.9. Again, in the comparison, we do not count the costs for the
directory decoder, read /write logic, and the way comparators since they depend on
VLSI design implementation as well as the technology used. Instead we list these in
the column of the table as other extra costs, Although the cost of a cache employing
dual-port RAM cells seems less than that of a cache using dual-port CAM cells,
there are some concerns about cache speed. On one hand, since speed of a cache is
required to be compatible to that of its associated processor, the cache speed is the
major concern in cache design. On the other hand, since the area of the tag arvay
mainly depends on the size of tag cells, usually the size of transistors used in the
tag cells is as small as possible. Use of RAM cells in a cache tag array may have

two problems concerning to the cache speed.

1. As shown in Fig.: 3.9 (b), each RAM cell has two transistor gates connecting

to the row selection from the directory decoder. Each tag consists of N celly

(usually N is greater than 20 if the address length is 32 bits). Thus, the ca-
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RowSel

(a) A RAM Tag Cell for the Single-Directory Cache

Bit Bit ' Bit’ Bit!

RowSel

(b) A RAM Tag Cell for the Dual-Port Directory Cache

Figure 3.9: The Cache Tag Cells in the SRAM Implementation
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pacitance on the row selection is very large, when the ways (columns) of the
tag array are large, so that the row selection signal is considerably delayed.
Although use of intermediate drivers on the row selection and some design
techniques are useful, this problem can not be eliminated, This design can
solve this problem, since there is only one transistor, for each tag, connecting
to the row selection shown in Fig. 3.4. Consequently, there is only the ca-
pacitance of n transistors for n-way associative tag array on fhe row selection,
Hence, this design is consistent with our assumption that n can be any value
between 1 to the number of tags, corresponding to the directed mapping and

full-associative mapping respectively.

2. Since the size of transistors in a tag cell is small, the driving power of such a
transistor is weak. If RAM is employed and there are many rows in the tag
array, all the bit lines of cells are connected together so that the capacitance
on each bit line is large, cspecially for a large cache. When there is a searching
action, delays on these bit lines may be considerable as related to the expected
cache speed even though read amplifiers are used (there is no problem for the
similar RAM to be used in main memory since speed of main memory iy slower
than that of cache). If a cache to he designed has a large capacity, this problem
is more serious so thak it may not be tolerated. Thig situation is improved in
the proposed désign. Because of the built-in comparators, there is no need to
read an address out of the tag array for comparison. The comparison result
on March in Fig. 3.4 drives a relatively large size of transistor; and, in turn,

the delay for the result to be on the corresponding ColMalch is small,

Furthermore, although use of RAM in the tag array makes an error-detection.
code easily employed in the directory, it would cause further delays in the sarching
actions. Based on the above reasons, in this design, we still use the dual-port CAM

cells in the tag array instead of the dual-port RAM cells.
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Both a dual-port directory cache and a two-directory cache can handle processor
operationz ‘and coherence operations simultaneously. However, if there is a line
miss in the two-directory cache during a processor operation, an address must be
written into tag; and tagy in the directories, respectively, since contents in tag,
must be identical to that in tag,. An arbitration circuit, as shown in Fig.3.8, is
used to determine whether the tag is written with a new address or it is checked
for data coherence. This impacts the two-directory cache write time. Furthermore,
the addition of the extra directory may increase capacitance on the address lines,
and in turn increase the overall cycle time. Thus, the result of both of these effects
may slow down the overall cache cycle time. For the dual-port directory cache, if a
coherence operation checks a tag while a processor operation causes a line miss and
the LRU selects the same tag to be replaced through the corresponding LRUSel, the
signal LRUSel invalidates the output Match’ of the tag produced by the coherence
operation while writing an address into the tag. Therefore, no arbitration circuit is
required in the dual-port directory cache. Hence, the overall cycle time of a dual-
port direggory cache can be shorter than that of a two-directory cache if the caches

have the same VLSI implementation.

3.7 Summary

Ubéing VLSI technology, the proposed cache only has one Y’single dual-port direc-
tory which can be operated for both processor accesses and coherence operations
siﬁltllta.neously. This cache ‘has a protocol-independent structure so that any of the
standard data coherence protocols can be imple:nented. About 33% extra hard- ‘
ware, co"mpam'c'lgtio a single directory cache, is needed for high performance, which )
is far less than that required by a two-directory cache which has over 100% extra

hardware. The overall cycle time of a dual-port directory cache may be shorter
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than that of a two-directory cache. In the next chapter, we discuss the simulation

models created for a multiprocessor environment and performance evaluation based

on simulations.
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Chapter 4

Simulation and Evaluation

A typical multiprocessor system (a tightly coupled system) usually consists of a set
of processors and of a set of memory and I/O modules linked together by means of an
interconnection qﬁtwork; Information exchange between either the processors and
shared main memory or the processors themselves (depending on coherence protocols
used in the system) is accomplished by the interconnection network. Competition
between interconnected processors for access to the shared memory may become a
serious problem since several of the high speed processing elernents may try to refer-
ence the shared main memory at the same time. The performance of such multipro-
cessor systems is limited by the speed and bandwidth of the bus and main memory.
As mentioned before, use of caches in multiprocessor systems can greatly increase
the overall system performance since the majority of references from processors to
main memory can be captured by the private caches. Performance evaluations of

various multiprocessor systems have been discussed from different points of view in

(2, 5,6, 12, 17, 40, 43, 49, 53, 54, 55].

In the last chapter, we designed a multiprocessor cache memory which can carry

out both the processor operations and data coherence operations simultaneously.
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Figure 4.1: A Cache-Based Multiprocessor System with Multiple Buses

In this chapter, we evaluate the performance of the proposed cache memory in a
multiprocessor environment. In order to do this, we create two simulation models
in which different caches are employed and simulate them for multiprocessor system
performance. Finally, based on extensive simulation results, the system petformance
improvements made by the use of the proposed caches are discussed. Also the effects
of the performance of the caches used in the system as a function of the write
reference rates, shared rate of data, number of buses and other design parameters

for the multiprocessor system are evaluated.

4.1 A Cache-Based Multiprocessor System

Fig. 4.1 illustrates a typical cache-based multiprocessor system with a shared mem-
ory, in which each processor has an attached cache memory and a shared main

memory is connected to the caches via a multi-bus system. The shared main rhzin-
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ory is partitioned into modules which can be accessed individually by processors
and transfer-a requested line by interleaving. Multiple buses arc used as the sys-
tczﬁ"é’}nterconnection network fo bridge the communication between the processors
and thi main memory. We chocse a bus system as the interconnection network
in our mmulatlons since it is simple to implement, popular in multlplocessors and
(,ommeu:lally available, though it is only suitable for a system which pools a small
number of processors. Use ¢f the dual-port directory caches in other 'sys"tems with
an interconnection network rather than a bus system may not have the same effects
as to be discusséd. For example, use of such caches in a hypercube system may not
have much performance improvement over the use of single directory caches since
the coherence traffic in such a system is usually less than that in a bus system.

As previously described, each reference from the processor to a memoqy lbcai;ion
is presented to the cache memory. The cache first searches the directory to see if
the requested data reside in the cacile ;nemory If so, the data étre accessed by the
p1ocess61 immediately without disturbing the main memory. Othe1w1se, a cache
/'miss occms, causing transfer of the new line, in which the requested data reside,
“from the main memory to the cache. Then the dala can be referenced by the
processor. Before transf"érring a new line to the cache, if the set where the requestéd
.. line 1e51des is full (for the n-way assocmtlve mappmg) some line‘ in ‘rhat set will be
pmg,ed to make room for the new one. The line that seems least hkely to be used in
the near future is pledlcted by the LRU and is removed from the cache. Since there '
exist many replacement algorithms, in our simulation models, the léast recently— jused ‘
line replacement algorithm is employed in the LRU. That is, under thié- Sf:irateg3f',' the
line into which any memm*y feférences’ were made the longest time ago ‘z's replaced
/ referenced the longest time ago is the most likely not to be used in the near future.

Cache performance can be described with reference to two aspects [1]: access time
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i Cache Type: ' L Miss Ratio
Unified Cache . Line Size (Bytes)
Cache Size 4 8 16 1 32 64 | 128
32 0.717 | 0.586 1 0.5 | 0.75
64 0.686 | 0.488 | 0.4 | 0.48 | 0.72
; 128 0.674 | 0.467 | 0.35 | 0.33 |[0.428 | 0.686
256 0.643 [ 042 | 0.3 | 0.258 | 0.276 | 0,380
512 0,596 1 0.39 | 0.27 | 0.216 | 0.197 | 0.257
1024 0.473 | 0.309 { 0.21 | 0.162 | 0.137 | 0.151
2048 0.405 | 0.258 | 0.17 | 0.124 | 0.098 | 0.093
4096 0.329 | 0.193 | 0.12 | 0.082 | 0.059 { 0.05
5192 0.232 | 0.135 ; 0.08 | 0.05 | 0.033 | 0.025
16384 -0.182 | 0.103 | 0.06 | 0.036 | 0.023 | 0.016~
32765 0.124 { 0.07 | 0.04] 0.024 | 0,014 | 0. 009

Table 4.1: The Desxgn Ta1 get Miss Ratlos of Urified Cuu,hc

and cache miss rate. The cache access time is the time reqﬁired for the processor to
yet information from or store i,ﬁ;férmation into the cache, Cache access time depends
not only on the design itsel! but also on the technology used. Therefore, the effect
of design changes on access time is difficult to predict without specifying the circuit
technology used. The miss ratio of the cache mermory is s the hactlon of all memory
references attnmptmg to access data which ere not 1e51dent in the cache memory.
In genera] every cache miss makes the processor wait untll' the desired data can
be received. The miss ratio is related not only to how the cache design affects
the number of misses, but also to how the machme dcsngn mcludmg hardware and '
software, affects cache references (main memory Lefelences) For example, the cache
miss ratio depends on the program locality implied by software and the amount
of in}fornmtioxi’"{bne word, two words etc.) required by the processor at a cache -
reference. | |

Although there are many parameters that affect cache performance, it is well-

known that the cache miss ratio is strongly affected by cache size, line sjze, and way
, i
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CACHE TYPE ADJUSTMENTS

Cache Type Ratio of Miss Rate Ratio of Miss Rate |,
to Direct Mapping | to Full Associative

direct-mapped 1.00 1.515

two-way set-associative 0.78 1.182

four-way set-associative 0.70 1.061

eight-way set-associative 0.67 ‘ 1.015

full associative 066 1.000

Table 4.2: The Relevant Cache-mapping-type Ratio

size. After extensive simulation, Smith [25] presented practical values for the miss

ratio as a function of cache size and line size for uniprocessor systems, called the
Design Target Miss Ratios (DTMR). They are proposed for unified c«aches, instruc-
tion caches, and data caches, respectively. A unified cache is one in which both data
and instructions coexist. Alsc a cache system can be split into two separate caches:
one for data e:i'ﬂ‘cl the other for instructions, called ‘a data cache and an instruction
cache respectively. Table 4.1 shows only the Design Target Miss Ratios for V'uniﬁ‘ed
caches since the unified cachés are used in our Sﬁﬁl’ﬁ&.ﬁbﬂs. The DTMR in Tabie 4.1
provide designers with a reference to firnplement a ’variety of new systems. It can
be used to estimate the performance igmpact of certain design choices. The models
of cache memories for the DTMR assume demand fetch, copy-back caghes with a

LRU replacement algorithm. They also are full-associative for address mapping. ‘

?

- The cache. miss ratio is also related to the mapping methcds used.’ Values in Ta-

ble 4.2 eXpr‘éss the relative ratios of miss rates based on both the dir‘ect-mapped and '

full associative mapping methods. These cache type adjustments originally are from

[48]. They are based on the direct~mapped method, and are expanded to be uséd for
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those based on the full-associative method. Since the miss ratios shown in Table 4.1
are based on the full associative model, in order to estimate the dctual miss ratio of
other systems, the final actual miss ratio can be obtained by multiplying the given
miss ratio found in Table 4.1 by the corresponding relevant cache-mapping-type ra-
tio from column three labeled Ratio of Miss Rate to Full Associative of Table 4.2.
In our simulations, construction of the reference streams for each processor is based
on these parameters given in these tables to obtain the expected miss ratios, which
will be discussed later.

Information in memory can be classified as shared and private as well as readable
and writable [65, 12]. The data are defined as shared, including readable or writable
variables, if they can reside in more than one cache at the same time, whilervne term
private data means the data can only reside in one cache at any time. Therefore,

there are four kinds of data:

1. Shared read/write data are the data which can be either read or written by

several processors at the same time, such as shared read/write variables.

2. Shared reud-only data are those which can only be read by several processors,
such as shared only-read variables and instructions (assuming that plog,mms

are not self-modifying).

3. Private read/write data, meaning the dzia can only be read or written by one

processor at any time.

4, Private only-read data are defined as those which can only reside in one cache

" at any time.(In our sitnulation, this type of data is not considered).

Although use of multiple privatc caches in a multiprocessor system can greatly
reduce the bus traffic and speed up the system, such a system can cause a coherence

problem because multiple copies of data in the shared main memoty will likely reside
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in several different caches at the same time. There are two kinds of data incoherence

[2]:

1. After data in caches are updated by the associated processors, they are not

consistent with those in main memory.

2. Multiple copies of a given line can exist in several caches; updating any copy
of this line by a processing element will cause the values in caches associated

with other processors to be obsolete.

Both cases exist for the shared data, and Cuse I can happen to the private data
while Case 2 does not. For private data, since they cannot exist in more than one
cache at a time, the modified write-back policy is used in this system: whenever a
modified private line is selected by the LRU to be purged from a cache due to & line
miss, it is written-back to the main memory for data consistency before transfer of
a new line to its positions in the cache. Otherwise, no write-back actions are taken.

For shared data, to eliminate the first case, a buffered write-through policy is
chosen in this system to keep the shared information between the main memory
and caches consistent. Whenever there is a write request for a given address, the
‘copies of the requested data in both the cache and the main memory are updated
simultaneously with the new value. This scheme has some advantages [36]: first, it
can be implemented without complicated logic. Second, constant updating of both
the cache and the maiti memory at every write request keeps the shared information
in the main memory always consistent with that in the caches. Hence, if there is a
write request foi an address that is not in the cache, the system can mmply transfer
the requested line from the main memory to the cache to satisfy the request of
the processing element using a replacement policy without writing-back the old line
before it is replaced with the new one since the data in main memory are always

clean. Therefore, it is an effective way %o handle this type of coherence problem in
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a system with a shared main memory. It is called the buffered wr.ite—through policy
because all the write requests from caches aze immediately stored in the buffers in
main memory modules.

In the second case, 2n updatiﬁg algorithm is employed rather than invalidation,
That is, whenever there is a write request to the associated cache from a processor,
this request will be broadcast to all the caches in the system through the intercon-
nection network. All the caches search immediately for any copies of the requested
data.> If there are any, they are updated while the copy in the main memory is rewrit-
ten. Otherwise, nothing is done in the caches. The major drawback of this scheme is
that it does not tend to minimize communication network and main memory traffic
caused by write operations and forces all the caches to do u,pdaﬂze operations, even
if copies of the data to be updated do not reside in most of the caches,

For shared data in this system, the write-through policy and ’lt])d(.l,f/l;'ng are com-
bined as an algorithm write-through with updating to handle both (:()l‘l(él'el'JC(z gitua-
tions. Whenever there is a write request from a processor, this requesl“} is broadcast
to all the caches to inform the caches to update the data being written, if applicable;
meanwhile, the main memory will receive the correct values of the data. The wrile-
through with updating are based on the expectation that, if the data are actively
shared, the caches that have copies of updated data will use the copies before they
are purged. This policy is more appropriate for the case where many shared data
are to be processed concurrently among processors (a number of caches are sharing
the same data). When a processor rewrites shated data in its cache, copies of the
data in all other caches are updated immediately so that other associated processors
need not transfer the updated data from the main memory when they have to use
the updated copies.

For the write-through with updating protocols, it is assumed that low misy ratios

will increase the probability that each of the updated data in the caches can be used
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before they are purged since low miss ratios indicates fewer purges of cache lines.
Therefore, a larger size and a higher degree of set associativity of the cache are
preferred for this policy. On the other hand, this policy incurs the cost of updating
all the caches for each write operation, and only a few updated copies may be used
by respective caches before the lines containing the copies are removed for requested
lines. The worst case for this policy is that no updates are useful for other caches;
this happens, for example, when all the processors execute independently their own
processes without use of shared data. For private data, the write back protocols are
employed., 5

Since all information exchanges in a multiprocessor system go through the in-
terconnection network, the interconnection network is a very important part of the
system. No generally accepted standard for an interconnection network exists; and
since the interconnection network costs are a significant part of the system cest, the
interconnection network is normally designed according to the requirernents of the
applications, [67]. In our models, the Bus-Oriented network (the multiple system
buses) is employed.

In the system, the main memory can be divided into modules which are con-
nected to the system buses. It is assumed that the shared main memory of the
system under consideration is partitioned into M modules as shown in Fig. 4.1.
The data bandwidth of each module is 32 bits, consistent with that of the buses.
The memory is organized in such a way that M words uf a line are stored in M
modules, respectively. That is, the first word of a given line resides in the fnodule
0 while the second word of the line resides in the module 1 and the third is in the
module 2, and so on. Hence, a line can be transferred easily by interleaving. When
there is a request for transfer of a missing line, each module sends a word in that
line and the given system bus delivers all of them by interleaving so that the delay

is reduced.
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Also for each module there is a buffer queue for write requests. Thus, a cache
only needs a short time to send a write request (including both the data and the
corresponding address) to a given module without waiting for the main memory to
complete the request. Whenever there is a write request entering one module, the
module controller first checks to see if there is a write request in the buffer queue
which is accessing to the same location as the entering request. If so, the data of the H
request already waiting in the queue will be replaced by that of the entering request,
and the entering request removed, Otherwise, the entering request is inserted ab the
end of the queue, Thus, the write — write competition is eliminated in the memory
module. When there is a cache miss, a line transfer is required, and ali the modules
transfer the missing line immediately Wit‘hOlrl’lJ inserting the request in the queues. In
the case that the line miss is caused by a write operation, first the module targeted
by the write operation checks its queue to see if there is a request in the queue
for the same location. If so, the request in the queue is removed. Otherwise, the
queue is unchanged. Then the module serves that write request causing a line miss
by updating the requested memory location with the data on the system bus; the
updated word is sent to the requesting cache with the other M — 1 words from
respective modules by interleaving. Meanwhile, the other M — 1 modules serve the
transfer request as they do for a transfer request caused by a read operation. When
the line miss is caused by a read operation, each module checks its huffer queue
to see if there is a request in the queue, for a write into the location to which the
transfer request will access. If there is such a request, it is removed from the quene;
then it is served immediately. Thus, the so-called reud -— wrile memory competition
is handled. The module then sends the requested word onto the system bus, All
M words from different modules are sent on the cor‘responding bus by interleaving,
This can be done by the bus controller.

Note that there are no read operations on the buses because of the use of private
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caches. Therefore, no read — read memory competition exists in this system with
a single system bus. For a multi-bus system, for each memory module, there is
a module interface connected to the multiple buses. In the interface, a buffer is
used for all the miss requests from the multiple buses to the memory module at the
: same time. If there is more than one request to the same module at any time, the
requests are again served by the first-come first-serve policy. A write miss request
is served as described above. Furthermore, if more than one read miss request
accesses to the same locatipn at a time, the memory module controller responds
only one read request and the information in the location is sent to satisfy all the
requests. Therefore, the read — read memory competition caused by multiple buses

is handled.
( . i
4.2 The Simulaticn Model

In order to study the efficiency of the dual-port directory caches in a multipro-
cessor environment, we create two simulation models, based on the architecture
shown in Fig. 4.1. One model embeds single directory caches and the other employs
dual-port directory caches. As discussed in the previous chapter, operations of the
two-directory caches are almost the same as that of the dual-port directory caches.
Performance of the two-directory caches is very close to that obtained by the dual-
port directory caches. Therefore, performance of the two-directory caches is not
discussed. We also study the efficiency of such a dual-port directory cache—based‘
multiprocessor system with shared memory That is, we would like to determine
what effects on éystem performance the various cache parameters and write refer-
ences have, how many processors may be pooled in the system without reaching
saturation of this system, how efficient are multiple buses, as the interconnection

network, to a multiprocessor system, and what effects of shared data on the system
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performance.

The simulation models are developed using a simulation queueing network model,
as shown in Fig. 4.2. They are driven by synthetic reference streams rather than by
actual traces of a multiprocessor system because no such multiprocessor traces exist,
[49]. Such traces would be created artificially, which have no difference with the one
we use. In simulation models, written in C, all the processors are identical and
acting independently. Each processdr has an associated private cache. Thé sharved
main memory is partitioned into modules so that a line can be transferred from the
main memory to a cache by interleaving. The number of the memory modules is
equal to that of words in a line, assuming that each module provides a word each
time to the system bus. Multiple buses are employed as the interconnection network
between multiple caches and the shared memory in order to evaluale the efficiency
of multiple buses. Note that there are no buffers either between processors and their
private caches or between the caches and the system bus. Therefore, those caches
waiting for use of the system bus must halt until they are released after service,
and in turn the processors have to wait until their private caches are released.
This lack of buffering makes it easier to observe the performance difference of the
different caches. Since the intention of the simulations is to study the efficiency of
the proposed caches, all other system parameters for each simulation run such as the
main memory cycle time, the number of processors, elc., are identical. Thus, the
workload is the same: for each sirhulation run, the reference streams generated by
processors are identical for both models. The basic simulation time unit is a cache
cycle, assuming that the speed of the cache is ¢compatible to that of the processor,
for each cache cycle a processor can send a reference to its cache and the cache can
respond to the reference.

The models consist of a process for each processor, a process for cach cache -

0

(different caches in the models), and a process for each bus. Each processor generates
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Figure 4.2: Multiprocessor System Queueing Model Diagram

& memory reference sequence to the associated cache and waits for the associated
cache’s response within a cache cycle. Each cache services each request from its
processor within a cycle, either carrying out the request if the requested data reside
in it or generating a bus request to the bus queue and waiting for bus service.
Fach bus picks a request from the bus service queue if it is free. The bus queue
controller receives service requests from all caches and allocates them to available
bus processes in first-in first-out order in the simulation model. Note that we do
not consider the conflicts between multiple buses in the simulations, that is, two bus
requests to the same memory address may be serviced by different buses at the same
time, since it is assumed that such conflicts can be handled by oper’atingg systems
and compilers. Tach cache, either a dual-port airéCtory cache or a single directory
cache, is implemented as has been described. The cache parameters are changed in

simulation to evaluate their effects on system performance.
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4.3 Simulation Control

For each processing subsystem, including a processor and its associated cache, if
the reference is a read operation and the requested line is present in the cache,
the cache spends one cache cycle and the processor continues. If the reference is
a write operation and the requested line is found in the cache, the cache puts an
update request into the service queue of the system buses, and spends two cycles
to update all the caches and the main memory via a specified bus as soon as the
update request is acknowledged by the bus controller. It is assumed that there is
a large enough buffer queue in each memory module for write requests so that a
write request can be sent to an appropriate memory module in two cache cycles.
Consequently, each buffer queue has at least Qg X 4 buffers, where @ is the number
of buses in the system, since it is assumed that each main memo: ; access requires
4 cache cycles. Otherwise, a miss occurs. In this case, the cache needs to insert
the transfer request into the service queue of the system buses and waits, and once
a given bus serves the transfer request, the bus takes R 4+ (M — 1) cache cycles
to transfer a. requested line into the cache, where R is the number of cache cycles
that a main memory module needs to respond for an access request from a cache
and M is equal to line.size/bus width, the times (or cache cycles) the bus has to
be accessed for transfer of a line by interleaving. Memory interleaving means that
whenever there is a read request to the main memory, the request line address is
sent to all memoty modules so that each module will send one different word in the
reqliestf line onto the bus in a such way that the first module sends the first word in
the line to the bus, say, after R— 1 cache cycles (the memory module read response
time); and each following module will send a word to the bus one cache cy«le later
than the previous module. The order of modules is determined when the system if
constructed.

When the cache receives an update request from the bus, if the requested data
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are found, two cache cycles are required for a cache to search the dircctory zm(l
update the requested data in the cache data memory. Otherwise, it only takes one
cycle to search the directory. Note that those caches waiting in the bus service
queue for use of the system bﬁs must halt until they are ,t'eleéi{:sccl from the bus queue
after service. For a request in the queue, there are four items: }’a()h.eyl\"wmbm',
Write/Miss, Address, and Cache Cycles. Cache Number indicates the request is sent
by the corresponding cache while Address is the reference’s address. Cache Cycles
means the time of the system bus that is required to service a request, as discussed
above. Write/Miss indicates the operation types of the bus requests, Requests are
one of four types: read miss, write miss, write-back of a “dirty” private line, a.nld a
request for a broadcast of a new value of a word, dealing with write hits on shaved
lines. In the models, it is assumed that there is no delay when the bus services a

request. A bus is held during the entire time of each bus transaction, including two

cache cycles for update requests, R+ (M —1) cycles for transfer of a entire line, and -

R +2M — 1 cycles during a read miss with a write back.

The simulation control is shown in Fig. 4.3. For each cache cycle, cach of N
processors produces a memory reference address. Bach associated cache operates in
terms of read operation, write operation, update operation, line miss, or wait {or bus,
After all operations of N processors and their associated caches ate completed for
that cycle, the buses operate for that cycle. If the simulation. time for NV pr&iﬂsaors
is over, the miss ratio, system power, etc. are calculated. Furthermore, after all the

simulation results are completed, a plot is created showing the simulation resulty.

4.4 Workioad Model and System Parameters

Table 4.3 shows the parameters and ranges used in the simulations. The initial mem-

ory references are generated at random as the starting points of programs executed

i i
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Parameters Range

shd 10--100 %
wit 10—30 %
miss 1.0—15 %

Main Memtory time 4 Cache Cycles

Line Size ‘ 4—128 Bytes
Cache Size ' 2—128 KBytes
Way Size 1—16
Number of Proceséors 1—15
Bus Number 1—3
Bus Width 4 Bytes
Simulation Time 450,000 Cycles

Table 4.3: Summary of System Parameters and Ranges

in multiple processors. In order to simulate locality of references, a line number is
1'epea’tly generated by a processor several times (hit) before a new line number is
generated (miss). The maximum number of repeats of a line depends on the cache
size, linie size as well as way size, based on the Target Miss Ratios in Table 4.1.
However, the number of repeats for each new line is generated at random, ranging
from 1 to the maximum number of repeats. Therefore, for an individual processor,
the miss ratio generated is close to those indicated in Table 4.1 which are from
realistic traces of single processors.

The reference stream of each processbr is viewed as the merging of two reference
streams: one is the program reference stream and the other is the data reference
stream. Here we assume that progrdm codes and data are stored in separate areas
in the main memory. All the program codes are shared by the processors, that is,
all the memory lines for the program codes are shared lines; and they can not be
updated. The data are either ones shared among the processors (shared data) or

ones which are used by at most one processor at any time (private data). Fach time
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a memory reference is called for, the processor generates a referen@ to a shared line
with probability shd and to a private line with probability I-shd. In our models, all
lines for data in main memory ore allocated to either shared lines or private lines
using a uniform distribution random generation of data line numbers. Fm'themilorc,‘
memory reference streams for data in the system are produced wv‘itvh a specified
read/write operation ratio. Write operations are produced at random with a given
write rate wrt. The write rates showed in the simulation results are the overall
write rates for all references including program codes and data. The percentage of
references to shared lines indicated in the simulation results means the amount of
actual sharing divided by the total references, including references for both program
codes and data. If a cache miss occurs, the cache selects a line in a given set in

terms of the least recently used line replacement algorithm described above. It the

line chosen is a private line which is modified, determined by the local state of the

line, it needs to be written basck to the main memory before transfer of a new line
into the cache. Otherwise, no written-back actions are taken before a new line is
transferred. If it is a shared line, according to broadcast with update protocols, if
need not be written back since all the copies in the main memory are valid. After
transfer of a new line for a cache line miss is complete, the tag and the co,l;‘f‘es.[)ondillg‘
local state is changed properly for that new line.

As shown in Table 4.3, the main memory access cycle time (or read response time
R) is four cache cycles. The tiine required to transfer a missing ling is based on this
assumption; and the main memory transfers the missing line by interleaving, one
cache cycle per word. So the transfer of a missing line requires one main memory
cycle time (4 cache cycles) for the first word plus one cache cycle for cach following
word (M — 1 cycles). It is also assumed that a requested line is sent in the same
order, regardless of which word is referenced; and the requesting cache does not

proceed until the entire line is loaded. The line size varies from 4 fo 128 bytes,
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Bach bus has a width of 32 bits, or a word, which is the unit of data that cz;n be
Y‘ transferred on the bus in a single cache cycle. The cache size varies from 2K to 128K
bytes. The way size varies from 1 to 16. The total number of cache cycles for each
simulation is 450,000. The number of processing elements in the system, including

b
processors and their associated caches, varies from 1 to 15.
e

4.5 Simulation Résults

Figures 4.4 to 4.14, selected as represertative of our extensive simulations, summa-
rize the simulation results for performance evaluation of the multiprocessor system
with the proposed caches as private caches. Simulation outputs in figures include
bus utilization figures aﬂd other parameters under which the simulations are run.
The performance of the cache-based multiprocessor system is measured by the sys-
tem power. The system power is defined as total sum of the processor utilization
in the multiprocessor system, and processor utiiization is measured by the ratio of
* time spent doing useful work in a processor to the total runing time, [49]. In each
figure, the parameter Cycles gives the total cache cycles during simulation, assuming
that during each éycle a cache executes a reference, while the Miss Ratio indicates
the overall cache miss ratio of the system. Also the capacity, line size, way size,
as well as set size of caches are shown in the figures. Both the number of lines
in a cache shared by other caches and the shared rate to the total cache lines are
indicated by Share Line and % in the figures, respectively. Bus Number ind cates
the system buses in the system. Note that all the pa,ra,met&rs in the two models
are the same, and also the reference lstrieams from processors in the two models are
identical. Thus, performance Compé.risoh of these models reflects the performance
difference between the two different caches in the models.

The figures can be divided into three areas: area I, II, and IIT in terms of degree
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Figure 4.4: Typical Simulations of the Dual-Port-Directory Cache System

of the bus saturation. Fig, 4.4 gives a typical figure as an example. orea I ig
the linear area in which the bus is not saturated. In this area, the System power
increases linearly with the number of processors used in the system. area I is the
pre-saturation area where the system power increases nonlinearly with the number
of pl‘(;ceésors used. area I/l is the saturation area in which the system power shows
virtually no increase with increasing number of processors (The system power levels

out). In this area, the bus utilization is approximately 100 %.

4.6 Performance Evaluation

Fig. 4.5 shows the simulations for both the systems with the single directory

caches and the dual-port directory caches, in which all lines are shared (a shared
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Iigure 4.5: Comparison of Dual-Port-Directory Cache with Single-Directory Cache

rate of 100%). The dashed line is the simulation resrlt for the single directory caches
while the solid line is the result for the dual-port directory caches. When therc is
one processor in the each system, the system powers are identical because there is
no data coherence interference. Comparison of the two curves indicates that use
of the dual-port directory caches increases the system power rapidly in area I and
~area II. The maximum number of processors pooled in the system with the dual-
port directory caches is larger than that with single directory caches in area I The
dual-port directory cache system reaches the bus saturation quickly in area IT (The
dashed curve in Fig. 4.5 is sharply changed). In area III, the solid curve levels out
horizontally. The system performance hardly increases no matter how many more
processors are added to the system since, during saturation, all the processors wait
for use of the bus, if they are idle, not because of coherence operations but because
of line missing operations of their associated caches. Because the dual-port directory

caches increase utilization of each processor, the system performance as a function
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Figure 4.6: Simulation of a System with 10 Percent of Shared Lines

of the number of processors increases rapidly before bus saturation, Even after bus
saturation, utilization of each processor is still higher than thai in a systerm whate
single directory caches are employed because of elimination of processor waiting
time for data coherence. As a result, the system power, for a given number of
processors used in a dual-port directory cache system, is higher than that for a
single directory cache system. Tor the single directory cache system, during busg
saturation (in area III), the system performance still increases since nol all fhe
processors wait for use of the bus if they are idle. Some processors are idle because
of waiting for data coherence operations. Thus the system power oblained by the
single directory cache system increases smoothly, especially in area [1. 1t implies that,
use of the dual-port directory caches makes the interconnection network bottleneck
more obvious and serious since utilization of each processor increases hecanse of

higher cache performance.
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Figure 4.7: Simulation for Miss Ratios

I'ig. 4.6 shows the simulations with a shared data rate of 10 percent. Jompaied
to that in Fig. 4.5, since write operations on private data do not prbduce bus requests
for data coherence, with decrease of shared lines, the write operation requests on the
system bus decrease; and in turn, the system power increases for both the systems
with the dual-port directory caches and single directory caches respectively. In Area
I, the system powers obtained by both systems almost have no difference. However,
in Avea Il and Area III, the system power of dual-port directory cache system is
higher than that of the single directory cache system.

Fig. 4.7 shows the situlations of different miss ratios obtained by different refer-
ence streams. all the parameters used in the simulations, such as the cache size, line
size, way size, and number of buses, are the same as 32 Kbytes, 16 bytes, 4 ways,
and a single system bus, respectively. There are three curves with miss ratios of
0.077, 0.043, and 0.026. Comparison of these simulation results (curves) indicates

that a decrease in the overall miss ratio of the caches increuses the system power.
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Figure 4.8: Simulation for Systems with Caches of Different Cache Sizes

Figure 4.8 gives simulation results for different cache sizes, System parameters,
except the cache sizes, and the reference streams in the siulations are the same.
In the figure, there are five curves representing simulation results with five different
cache sizes of the dual-port directory caches in the multiprocessors. The figure
indicates that the overall miss ratios are 0.133, 0.091, 0.064, 0.043, and 0.024 while
accordingly the cache sizes are 4, 8, 16, 32 and 64 Kbytes. The simulations show
that cache size affects the overall cache miss ratios (that is, increasing the cache size
causes a decline of the overall cache miss ratio of the gystem), and the system power
in turn increases berause the miss ratio decreases.

Figure 4.9 shows simulation results for different line sizes. Similarly, all the
system parameters, except the line size in the dual-port directory caches, and the
reference streams are the same 1n the simulations, The line gize of the caches varic:

from 4 to 64 bytes ag power of 2. The corresponding miss ratios are 0.133, 0.078,
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Figure 4.9: Simulation for Systems with Caches of Different Line Sizes

0.043, 0.024, and 0,016. As indicated in the figure, the miss ratios decrease with an
increase of line size of the caches. Therefore, the system power should increase while
the overall miss ratio decreases because of the larger cache line size. However, as
shown in the simulations, the system does not behave in precisely that way. Com-
parison of the curve indicated with dark dots, with others in the figures indicates
that even though the cache line size of 64 bytes exhibits the lowest overall miss
ratio, the corresponding system power is smaller than that of a system with caches
where the line size is 16 bytes. The veason is that although a cache with a larger
line size has a lower miss ratio, the larger line size causes the bus to spend more
cycles transferring the lines from the main memory to the caches during line misses,
which makes the corresponding cache wait. Therefore, in this case, the bus limits
the system performance. Hence, cache line size should be chosen optimally and a
trade-off has to be made between cache line size and bus width during cache design.

In this example that the bus width is 4 bytes, the optimal line size of caches is 32
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bytes.

Figures 4.10 and 4.11 give simulation results for different way sizes in caches.
The only difference in the simulations is the way number of the caches used in the
model. in each figure, there are also five curves obtained from the simulations with
the cache way size varying from 1 to 16 (Note that the way size = 1 means that
the directly mapped method is applied in the caches). In Fig. 4.10 where the cache
size is 32 Kbytes, the overall miss ratios are 0.065, 0.051, 0.046, 0.044, and 0.043,
corresponding to way size of 1, 2, 4, 8, and 16.. Although the miss ratios decrease
when the way sizes of the cache increase, the decrease in the overall miss ratios
seems not to have as large an effect as do changes in the cache size and line size. In
particular, when the way size is larger than 4, the miss ratio increases a little. In
Fig. 4.11 where the cache size is 128 Kbytes, The system with caches of way size of
1, 2, 4, 8, and 16 has the overall miss ratios of 0.00805, 0.00780, 0.00779, 0.00779,
and 0.00781. The change of way size hardly decreases the overall miss ratio. Thus,
the system power gains a little from the change of cache way size. The curvesin fhe
figure are close to each other. Therefore, the system power is not aflected much by
the way size. Consequently, the way size of caches does not appear to be important
for large caches, and for very large caches, direct mapping may be adequate, which
is consistent with studies for uniprocessor systems in [26].

Although use of the private caches in this multiprocessor structure can greatly
reduce references to the slow main memory, the bus systerm seems to be a bottleneck
in the multiprocessor since write operations and transfer of miss lines under the write
through protocols still make the bus busy. The simulations, as shown in Iig. 4.12,
indicate the effects of the bus system on performance of the multiprocessor system
with the dual-port directory caches. The number of buses used in the simulations ig
printed out in the figure. The results show that the system power increases with the

number of buses. Especially, when the bus utilization reaches saturation (areu I11),
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Figure 4.12: Simulation for Systems with Multiple Buses

the system power increases almost linearly with an increase in number of busses, For
instance, the system power is almost doubled (from 1.6 to 3.3) with a change of the
number of buses from 1 to 2 when the system has 7 processors or more. Similarly,
when the bus number increases from 1 to 3, the system power of the tri-bus system
is as nearly three times as that of the uni-bus system. Thus, use of multiple bugse:
would significantly increase performance of a multiprocessor system with the dual-
port directory caches because the waiting time of each cache for use of the system
bus would certainly be decreased.

Fig. 4.13 gives the results, for dual-port directory caches, in which there are five
curves, each of which indicates a simulation with write ratios (Write Rate in the
figures) varying from 10 to 30 percent for memory references. In the simulations, all

the lines are shared by processors. In the figure, it is obvious that the system power
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Figure 4.13: Simulation for Systems with Different Write Rates
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Figure 4.14: Simulation for Systems with Different Write Rates
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becomes higher with a decrease of the write ratios since each write operation requires
that the other caches are updated. The minimum number of prt‘)cessovs at which the
system bus reaches saturation increases as the write ratio decreases. For example,
in Fig. 4.13, the curve with a write ratio of 10% indicates the minimum number of
processors pooled in the system during bus saturation (Area I11) is § and the system
power is about 2.2 whereas the curve with a write ratio of 30% shows the minimum
number of processors is 3 with system power of about 1.2, This is expected, since
each write operation requires use of the bus. It implies that decreasing write ratios
reduces use of the system bus for each processor, when the wyite-through prolocols
are employed, and in turn increases system performance. The reasons that the
system power, as shown in the figure, seems slightly low are the lack of buflers
between the processor and the caches as well as between the caches and the bus
in the models and sharing of all lines by the processors in the system. Moreover,
simulations in Fig. 4.14 indicate that, when sharing of data decreases, the impach
of write operations in the system decreases considerably so that the curves are close
to each other. Especially, the curves in aree I are almost overlapping. The reagon
is that the dual-poi‘ﬂ directory caches can deal with most update operationy caused
by write references without delaying their normal oy erations when the bus does nof,
become a bottleneck. Therefore, the write rate has almost no effect on the system
power whehever the bus does not saturate.

Use of more efficient protocols such as the berkeley protocols decreases coheretice
operations, and in turn reduces network traffic. Performance difference bhetween the
two systems with single caches and dual-port directory caches may be smaller tham.
that shown in Fig. 4.5. Usually the “snoopy” protocols can benefit raore from thits
design since these protocols require caches in a system to watch transactions on thie
bus and take actions, if necessary,

The simulation results show that, in general, the system power increases mono-
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tonically with the number of processors untrl cventually a satumtlon point is raached,
caused by bus sataration. Moreover, as the system power increases, the numbor of
processors, pooled in the mltltipl'ocessor system; required to produce bus saturation
increases. It is alfo seen that the system power increases almost linearly before
the bus utilization beccmes saturated (before Area ITis reached). That means that
before the bus system reaches saturation, improvement of system perl'orrné‘rn.eﬁ is

roughly proportional to the number of processors in the system.

4.7 Summary

A cache-based multiprocessor system with a shared memory and multi-bus has been
described. Strategies and structures for the cache memory, shared main memory,
and multiple buses vused in simulation have been discussed. Tn the p/oposcd cache,
an n-way set-associative mapping is employed for addrass tzz ..:ifzut‘i01'l while the least
er'ently used line replacement algorithm is used for ling 1epl.1cemcnl, after a cache
miss. ‘The write-through with updating alg,omthrn is cmployeu to l\ccp Lll(, shared"
information in the multiprocessor system coherent. wlule the write-back policy is
used for private data. The simulation model and its clataf:‘;tructure were presented;
and the structure of the simulator and workload were described. T'he system per-
formarnce is simulated. During simulation, the processors generate the memovy
reference streams at random with randomly-generation for write rates and program
localifty. 'The simulation time unit was based on the cache cycle, and it is assumed
that ?speecl of the cache memory matches that of processors. Based on extensive
simulation tesults, the performance improvements made by thie use of the px:oposéd‘
caches ate discussed. Furthermore, we investigate the effects of the write reference
rate, data sharing rate, multiple buses, as well as cache parameters such. as the cache
size, line size and way size on the niultiprocéssor systern perfo‘rma‘hé&

I8
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The simulation results show that the rnultlprocessm system with dual-port di-
rectory caches has higher performance than that obtained by a system with single
directory caches, Sharing of data affects greatly the system power for both the

T\ dual-port diréctony cache system and the single directory cache system, though the
_ system power obtained by the former is still higher than that by the later. Since
cach write re'f['uest for shared data updates the main: memdry and other caches via
the bus system in terms of the buffered Write~through policy, the workload of the
bus system increases while the overall write rates acomes larger. The impacts of
write rates on systerﬁ performance decrease with a decrease of shared data rates.
Simulation results indicate that larger cache size, line size, and way size will de-
“erease system overall cache miss ratios. Although, in. general, decreasing the cache
miss ratios can increase system perfonman(:é since it reduces the bus traffic, a lower
miss ratio caused by iucreasing cache line size may not be effective. The reason is
!;Iiat with a larger line size the system bus will spend more time transferring lines
horr,\. thé shared memory to caches, which in turn decreases the system performance.
Therefore, cache line size:must be selected carefully during cache design to match
the bus system so that the bus traffic does not reach the point at which the sys- |
tem per tmmancc will decrease. Fyrthermore, it implies that use of the dual-port
clucctory caches makes the mtelconnectlon network bottleneck more serious. Use
of multlple buses in the multlplocesqox system significantly increases system perfor-
mancc. After lu\s utilization reaches satuzation, the system power is appm*{lma,tely
proportional to the number of buses. The results also show ’ishat before bus utJllza,-
txon starts. \o saturate {in aree I) the system power incieases almost llnemly with
the number ot _processors m the system.:'And, as the system power increases, the
number of ploccssms in the multlp;ocessm system, required to produce bus satura-
tion increases. ’I‘hus, use of multiple | buses and more efficient coherence protocols

can greatly reduce bus traffic and improve the system performance.
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In order to further improve the system ﬁel'fbrmance, an .il‘lCl‘g?é;;é in sygtg%’m power
and bus ability can be achieved ag follows: First, the use of n*,vtfu.ltip‘i‘e; bllSé&'}‘Sl\lell(]
significantly increase system performance, because the waiting time of each cache for
use of the system bus would certainly be decreased. Second, multiple port memory
system would be ﬁsed to increase perforimance and the memoty compntition caused
by inultiple buses is easier to handle. Bach bus can be conneeted o a port of the
memory, which decreases the memory delay time. The major drawback of multiport

- memory is the cost of such ‘a memory system, (i

S
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Chapter 5

Fault-Tolerant Design

Since cache memory is being increasingly used in modern systems, the reliability of
the cache is of increasing importance, In the previous two chapters, we designed
a dual-port directory cache, and eV&»iﬁated the performance of bus-based multipro-
cessor systems with the proposed cachies. In our evaluation, we can see the cache
memory: size is one of the most important factors affecting the system performance.
With rapid developments of technology, the capacity of cache memory has increased
clmmaticemlly; and more efficient data coherence protocols have been developed and

incorporated .into cache memory. Cache memory has become more complicated.

~The reliability of cache memory with large capacity cannot be ignored.

| ‘Alt;hough an etror detection code (EDC) can easily be employed to protect data
agamst cuorsr in cache data memory, errors occurring in a cache management unit,
@specmlly in thc addrags translation mechanism, ¢. g. the directory, are dlﬂicult to
detect dm‘mb operation because a cache memory management unit giffers from a

convmtlon al gbatic rtandom access memory ma,nag._,ement unit in that:

i
(™

o2 writé/tead operation is on a tag (a ‘word). That is, all bits in a tag are read

ot updated at the same time.
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e Once addresses are written into the tags in a cache directory they are never -
read out until they are purged for new requestediines due to cache line misses,

Instead tliey can only be “seen” via the hit/miss signals,

o Several tags are checked for a match with a requested memory address at the

same time ( n-way as‘ociativity).

o If the tags in a set are full, there is a replacement algorithm to select a cache
line (block) to be replac  with the requested line. Which line is replaced can

be predicted but cannot be controlled by the outside world,

Because of the above properties, traditional fault tolerant apnroaches and on- '
line concurrent checking techniques used in memory such as EDC’s cannot be Qimply ‘
transferred into a cache management unit; Thus, a cache memory management unit
is more difficult for testing and error detection.

In the following two chapters, we discuss the fault-tolerance and on-line con-
current checking design in the proposed caghe management unit ‘for ,high reliability
during normal operation. The hardware design primarily includes a tag self-purge
mechanism for errors in directory tags, a comparator checker for errors on the cache
address lines, and a totally self-checking checker for errors on the signals from the
LRU (LRUSel’s). In this chapter, we create a fault model for the cache marnagement
unit for both testing and fauit-tolerance, including the faults that most frequently =
occur in MOS technol‘ogies.’ We also discuss the implementations of the tag self-

. purge mechanism, the comparator checker, and an error flag. Fin&LIly, we study
the hardware costs for fault-tolerance and on-line concurrert che,ckir_lg. In the ﬁ‘lexi;
utapter, we concent‘tate‘ on the design of the required totally self-checking checker

for (n-1)-out-of-n codes.
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5.1 Faults and Fault Model for the Directory

5.1.1 Physical Faults in CMOS

A system fails to operate correctly because of an error, a part of a system state
which ig liable to lead to failure. Errors can be caused by faults, or physical defects
in circuits.(Krrors can also be caused by incorrect design ot by environment con-
ditions), These defects occur because of problems during manufacture, or because
of physical changes in the manufactured circuit which may be caused by wearout,
the environment, etc.. These faults can be classified into permanent faults and
temporary faults.

Permanent {aults ate relatively easy to detect since they permanently exist once

fl'\

they occur. These permanent faults can be:
1. physical faults caused by the manufacturing process
2. problems due to wearout.

In general, these faults can be categorized as follows:

e stuck-on and stuck-open faults in transistors
e shorts to Vyy

e shorts to V,, (Ground)

e opens or breaks of interconnection wires

o bridges between inteiconnection wires which should not be connected. In
general, there are two types of bridge faults: AND-bridge faults and OR-
bridge faults,
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Temporary faults are far more difficult to detect since they occur randomly.

Typical temporary faults include:

1. iptermittent faults due to environmental conditions such as electrical noise

[

. transient faults due to electromagnetic interference

3. soft errors caused by the interaction of charged particles with the silicon sub-

gtrate.

In order to detect the faults in a spacified cirveuit, it is necessary to lave a

representation for all the faults to be tested in the circuit, i.e. a fault model.

5.1.2 Fault Model

As we know, a cache directory mainly contains tags (line slots) to store the logical
addresses most likely to be used by the associated processor in the near future and
some comparison logic built in each tag. Which faults (physical defects) in cach
of those parts ar¢ the most important depehd on ‘the specific layout of the entire
directory. For the proposed cache, several types of faults at the function level are

considered as follows. o

o For the tags, we assume that most of the common faults occurring in stalic
random access memory (SRAM) are likely to occur. Thus, the faults in the

storage part of the directory are:

T smgle or rhultiple stuck-al faults in mdwndual stm‘ag,c bits in tag,%.

2. stuck-open faults in mdmdual cells of a tag or a whole tag ~- hho c\,lls or

tag are not accessed by any action on the cells. Note that the stuc!c-:nt;

faults in the address decoders that no seb is selected by one addlrg;ﬁi?;:an;
| be mapgiécl into this type of 'fixglts in the tag atray. Sin‘lilémr]fy, shitck-at-0

i,
o
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faults on word lines LRUSel of tags, as shown in Pig. 3.4, can also be
mapped into these faults. In the presence of these faults, the faulty tags
cannot be written with any addresses

transition faults in memory cells — the cells fail to have new values when
the complement of their present values are written into the cells. That
is, a cell fails to undergo at least one of the transitions 0-te-1 or 1-to-0.
Failures in the write control circuitry can be mapped into this class as
well as certain cell faults.

coupling faults between two bits in a tag— bit ¢ is coupled with another
bit  in the same tag so that a change of the state (from 0'to 1 or from 1
to 0) in bit j incorrectly changes the state of bit ¢ as well. State coupling

is a non-symmetric relation, That is, the state in bit ¢ may not change

. the state of bit j. Note that the coupling fault that a state transition in

03 §

6.

hit j incorrectly changes the state of bit ¢ may not occur since all the bits

~in a tag are updated simultaneously at any tisne.

. pattern-sensitive faults — the behavior of a bit in a tag is affected by

some patterns of neighboring bhits in the tag. FE.g. for bit ¢ in an m-bit

tag, 1 < ¢ < m, its state can only be affected by the patterns of hit i-1

and bit i+ 1. Meantime, bit 1 is affected by bit 2 and bit m can be affected
by bit m-1. Since cells in the directory are partitioned into tags and each
tag is phys"i‘_cally distanced from other tags by some logic circuitry such as
comparison logic, etc., we assume that the pattern-sensitive faults only

occur within tags.

maultiple access faults — the faults that an access to one memory cell
results in access to other unaddressed cells in combination with the ad-
dressed cell. In the directory, this kind'of fault may only occur between

tags since all the cells jn a tag have the same operations, such as search-
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Figure 5.1: The Dual-Port Directory

ing or updating.-“he multiple access is a non-symmetric rel

\

ation. Note

that faults in the address desoders that more than one get is accessed by

one address can be mapped into this type of fault in the tag arvay.

v

7. data retention faults — the faults which cause a cell to fail to retain ity

 valid logical value after some units of time,

e For the comparators agsociated with tags:

1. comparators are not performing correctly because of permanent faults.

2. the signal lines (COLMATC Hes in Tig. 5.1) from the comparators to
the line number generator contain permanent fanlts, including stuck-nt

P

and b;;i\.d'ge faults.
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o Tor the address register and update register, multiple stuck-at faults are in

the bit cells of the address and update registers,

e Ior address lines connecting the registers with the tag array and with the

decoders, permanent faults occur.

o Tor the lines connecting the Line Replacement Unit with the tag array (LEU Sels
in [fig. 5.1), stuck-at faults and bridge faults may occur. These stuck-at faults
cm;se incorrect write actions to the tags selected by the decocer. That is, a
gtuck-at-0 fault at a L_m incorrectly writes ﬁhe address into the selected
tag, and a stuck-at-1 fault makes the selected tag not be updated with an
address dming, a line miss, Since LRUSels are encoded in an (n-1)-out-of-n
code; ab avy time, only one of LRUSel lines must be low to update a selected
tag in a given set during a line miss. On one hand, if the occurring fault iis an
AND-bridge fault between two LRUSel lines and one of these lines is selected
by the LRU to update a corresponding tag in the directory during a cache line
miss, the otkér ‘line with a logical 1 is forced to be low. On the other hand, if .
the fault is an OR-bridge fault, both of the involved lines are high due to the
bridge fault.

For fault-tolerance and on-line concurrent checking in the cache management unit,

muiltipleaccess faults and the data retention faults cannct be detected during normal -

operation. However, all the faults in the model cani be detected by the off-line cache

metnory testing algorithm which are described in Ohdpter 7.

5.2 Fault-Tolerance in the Directory

in the directory, as shown in Fig. 5.1, there are a tag purge mechanism and two

~ error checkers designed for fault-tolerance to protect the directory against faults.
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The tag purge mechanism is used to purge faulted bags with limited interruption of

the normal operations. The comparator checker is used to datect errors in the two
comparators in a tag and qr»!.'oifs on both the ColMatehs and the ColMaichis. Note
that the faults occurring in the address register or the update 1’(:gi\{::l‘.cr, and on the
address paths from the registers to the directory, including the clii‘ect;t‘&r)r decoder,
are also detected by the comparator checker. The LRUSel checker is designed to

detect errors on the LRUSels from the LRU to the directory,

5.2.1 Self-Purge of Faulty Tags

As we know, with the advent of VLSI technology, a comparator can be casily built
into each tag; only the results of the comparison are required to he output, Thus,
oace an address from the processor is written into a tag, it does not have to be read
~ out for normal operation. Thus, the well-known fault-tolerant solutions for RAM,
such as error correcting codes, can not be simply transferred to a cache directory,
Otherwise, the overhead for fault-tolerance is considerable, since extra special hard-
ware is required for fault detection/correction. The cost for the special hardware
is high, especially for the full-associative cache which requires that addresses in all
Lhe tags have to be read out for fault checking. Furthermore, the time delay for the
;
cache to search its directory increases because of employing error detection coc!e.';
in the cache managemﬂnt unit, and in tum, the cache cycle time mux\ﬂww a4 wcll

whlch is critical to the cache spzed and the cache-based systen Spwd

In order to achieve the fault-tolerant goal in the directory, a tag purge moclmnmm

is designed to purge faulted tags with limited interruption of nornal operations.
That is, faulted tags in the directory can logically be “self-purged” from the directory
and never be reused during late normal operation. The idea is that whenever a
cache line miss occurs during processor operation, the LRU finds a line in the cache

unhkelv to be used in thc near fature; and the conwpondmg, tag number is sentb to

[




CHAPTER 5. FAULT-TOLERANT DESIGN 9t

 the ducd,my th:oug,h a specified LRU LRUSel signal. The address in the selected tag

s up(latcd with that of the address register. After thc address is over- wutten into

7 the selected tag, the address in the address register vs immmediately compmcd w1th‘
tlvc updated contents in the tag using the corresponding built-in comparator. If any
mgonsnstency occurs, a purge-decision mechanism sets the purge bit of the selected
fag as “ fault ” (une purge bit for each tag) so ti.«i the faulted tag is disabled and

:‘:/('«umot bc uscd later. Mcan:h‘i‘me, the LRU recoﬁﬁgures itself so that the faulty tag
number in thc given set cannot be chosen again; and it selects the other line number
for the new line. Thus, thé faulted tag is transparently purged from the directory
while"/l;he cache continues cpemtiohg correctly though performance of the cache may
be slightly (legx'zl‘tierl : becauaeg the useful cache lines for normal operation decrease
due to t‘h‘e tag purges. The éSrrespOﬁdiﬂg memory cells in the purged cache lines can
be used for other purposes, depending on how the fault-tolerant cache data memory
is designed. vox example, these célls can be used as spare cells so that if any faults
are dctectcd it cells of the data memory, ‘the faulty cells can be replaced using the
spcuo ones,

In generai, detection of a faulty tag and re-selection of a new tag by the LRU
for the missing line can be catried out within one cache cycle. However, considering
the, possibility of the fault occurrences is usually low and this strategy increases the
time of cache cycléé for normal operdﬁion: th;a cache is designed that the re-selection

~of a new ta,g is carried out in the following cache cycle using the retry technique.
The implementations of the retry téchnique will be described in section 5.2.4 of this

chapter.

5.2.1.1 Fault detection in ﬁagé
We recall the operations of a directory tag ce‘ﬁ‘, as shown in Fig. 3.5 in Chapter 3.

“When the RowSel is low, this qél‘l becomes a normal content addressable memory
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ceil. This cell takes one of the following actions:

1. If the datum on the BIT matches the value in the cell, the mateh transiator

A vemains off so that the Match is high for this bit (maich).

2. Otherwise, transistor A is turned on so that the Mateh is pulled down to

Ground (mismatch).

In a tag, the Match lines of all the cells ate cascaded together, Il any address

bits of the tag produce mismatchs, the Match line of this tag is pulied down to

Iround via those mismalch hits to generate a high ColMalch for the tag column
where this tag resides (sce Pig. 5.1), indicating the this tug does not, match the gty
from the address register. If all tags in the selected set generate high CelMalchs,

a -cache line miss occurs. In this case, if the tag including the cell, as shown in

Fig. 2.5 (a), is selected by the LRI/ through a high = "U/S%el, the datum on the

BIT is written into this cell. After the write operation, the updated content in this
cell ig imrriediatcly compared with the BIT, and the Maleh line is re-evaluated,
If the Match line remains mismalch through the cache cyele, the tag or/and fhe

corresponding comparator must be faulted and the faulty tag is detected.

5.2.1.2 Purge bit and column purge meci:anism

In the directory, there is one column purge decision mechanism for each column of
tags and one purge bit for each tag. I'ig. 5.2 illustrates structures of a putge bit of &
tag and a corresponding purge decision mechanism for tag column 4, whereas ig. 5.3
gives the timing diagram of the column purge decision mechanisinin which there pre
three operation periods. In the timing diagram, there are ax:i'OW‘s, indicating thal
“arrowed signals are affected by the fransitions of arzrowing signals, Furthermore,
tliere are three cache cycles showing three periods of fault-free, purge-bit setting,
“ and tag-purged 6”[361‘&1}1OHS‘\;&;‘eSpectivelyﬁ. Initially, the purge bib is reset by Resel

t
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Figure 5.3: The Timing Diagram of the ng Column Purge Mechanism

so that the signal Purge is low. The status bits - of the coucapondmg tag cannot
be affected by the purge blt During period 1, when the Miss is high (a line miss

| occurs), the LRUSel;, the inverted signal of LERU Sel from the LRU, i leld to

update the address in the tag with that i in the address register. Normally, i@lteu a
certain period of time délays, the corresponding ColMatch; must. become lo!\‘V'Hince
contents in the tag are identicfal’ to that% in the address register. A ya.'lid ColMatch;
will cancel the signal Miss (at this ‘momient the miss flag still réma.iji‘ls o tell the
memory to iransfer the requested line to the cache); and in turn the signal LRU Sel;
becomes inactive (low). Thus, the logical value of the po‘iht B is 0 so that the two

o N-dev;lces are open. The £ and E are un(,hanged from the previous valuoq That
is, E is at 1oglcal 1 and F is at 0; Slgﬁal LRU Valzd remaing 0 to tell the LRU that
there are not faults in the tag, and no purge acmons take place in this cyclc

In period 2, The ColMatch remains high even though both thc Miss and
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LRUSe¢l; are at logical 1; there must be faults in the selected tag or the ColMatch;
llnc At the falling edge of the cache cycle, the tag update signal LRU Sel; remains
mgh $0 hhat the two N-devices are close, Due to inconsistency between the tag and

the address register, both the Miss and the ColMatch; are high. Thus, a logical 0 is

' on the [ while a logical 1 is on the E through the N-devices. The state of the purge

hit in the tag selected by the RowSel changes; and a high Purge signal is produced,
which makes the ’corresponding tag ﬁérmanently unable to carry out associative
scarches‘r'for requested addresses,“ Meanwhile, a high LRUV alid; is generated which |
disables the tag upd;te signal LRUSel;, and in turn, the N-devices are set open so
that thp paths from point A to the purge bit are cut off. A valid LRUV alid; (high)
is sent»/to‘ the LRU to prevent from selecting this tag any more. Once the purge
bit is set the purge bit cannot be changed any moré WheneVer the corresponding
faulty tag is silected by the RowSel later, as shown in period 3. Mhat is, whenever
a set of tags containing a faulty tdg is selected, the LRUValid; of logical 1 from
the purge bit of the faulty tag always prevents the LRU from pro@ﬂdng a valid tag
update signal LRUSel;. The open N-devices cut off the paths so that the state of
the purge bit is never changed, rr‘emaining "faulty”. Note that the AND gate in Fig.
5.2 can be teplaced with a NOR gate, which needs four transistors, since the signal
IRUSEl el; is already available in the cache.

Although the tag self-purge mechanism allows the cache to continue normal
operations correctly, continuous fault occurrences in tags are considered aé the faults
that are caused by other ‘E;'oblems that the self-purge mechanism cannot handle.
Therefore, in the case. wheh a faulty tag is détected Hufing a cache cyéle the cache. |
mtmms the processor to allow the cache to try other tags for the missing line once
more in the lmmedla,t,ely following cache cycle by using a Retry J from the eiror flag.
The LRU must then select another tag instead of the faulty one in the following

cache cycle. If a fanlf is still detected by the purge mechanism during the following

i
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Figure 5.4: Modified Status Bits of a Tag
' i 7

cache cycle, the error flag rises a signal FAULT to the system and i‘llc cache will

stop normal operations (see discussion of the error flag).

5.2.1.3 Modified tag status bits

Fig. 5.4 depicts the structure of modified two status bits as an example of the
connection of more than one status bit. There are two NAND ga;tesf hetween the
two status bits. Outpute Match and Match' of the NAND gates are connected to
the corresponding lines of the address part in the tag in Fig. 3.5 (a), respectively.

Initially, the Purge signal from the corresponding purge bit is low and the status

bits (00) are reset by Reset so that both the Match and Match! are low. There i |

no comparison in‘this{tag since the NAND gates pull both the Match and Match’

down to Ground. Other states of the status bits (01, 10, and 11) charge both lines -

Match and Match' through the P-type devices of the NAND gates since the pathes
of the series of N-type devices in the NAND gates are cut off. Thus, the tag can be
evaluated as long as the set containing this tag is selected. States of these bits can

- be changed by setting specified values on the S0 and S1 during a high Update from
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c.it‘lm s SUCO or SUCL.
I f theve axe errovs detected in the address part, the Purge sngnal from the purge

blt i high so 'nat; the status bits are permanently reset to 00. The tag cannot carry

) out lg,ornparnson any niore. Thus, this tag is logically self-purged from the normal

operations I-Iaﬁu,‘ffa:!al'éaverhea.d for sclf-purge is Ny, bits for purge bits, where Ny, is

 the number of tags in ‘lzn directory, plus a purge decision mechanism to detect faults

and to set the <'orre°\r<nncllng bits. A column purge decision mechanism requires 14

trangistors.

. 1

r mtheLmoxe, if the cache has to write a line to be purged back into the main

memory before trqnsfcrrmg the new line, depending on the data coherence protocols,

the address in the selectcd fag for purge has to be read out and stored in a register
for ﬂushmg the line ha(‘k to the mein memory. Then the address of the missing
line is written mtc tln, tag Smce the faulty tags are never selected by the LRU,

erroneous data/addlesses are confined in the cache and never written back to the
main memory from the cache. Thus, data pollution in the main memory caused by

the faulty cache ig prevented.

5.2.2 Comparator Checker

In order to detect laults in coxnpauatms in tags for both the operations, the ad-

dress/update xeglstels, addless lines from the registers to the tag array, and the

output lines ColMatchs and ColMatch’s to the line number generator, two com-

parators associated to each tag for both processor operation and coherence operation

are used during operations, That is, whenever there are no coherence operations,

~an address from the processor is latched in not only the address register but also’

the update register as well during the processor operations. The comparator for the
processor operations in a selected tag is used to compare.the address in the address

regist.e‘r with the contents in the tag, whereas the comparator for the coherence
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Figure 5.5: The Exclusive-OR Circuit

I

operations compares the address in the update register with the contents<in the

same tag. The results from two separate comparators are sent on the ColMalchs

and ColMatch's, respectively, and evaluated by the on-line compay ator checker, as

shown in Fig. 5.1, to see if there is any inconsistency.

Fig. 5.5 depicts an XOR gate, which is used in the error detection circuifs, In the

gate, P-device D is weak and used to eliminate a possible high-resistance state on
the input of the inverter. If inputs A and B are at logical 1, the N-devices connected
" to the two inputs are closed so that Output is low (logical 0) to indicate that the two

inputs have the same values. If both inputs are at logical 0, the N-devices are open

so that connections between the gate inputs, A and B, and the mput of the inver wf' ’

are cut off. However, the input of the mVextel is charged through the P-device so

that the Qutput is also low. Otherwxse, one gate input is at logical 1 while the obher
input is-at logical 9. The path connecting the input of logical 0 to the input of the
ini}egter is conducted, under control of the input of lpgical 1, 0 that the input of
the inverter is pulled down to Ground. Thus, the Output is high to indicate that

values on the two inputs are different with éach other. One of the advantages of this

7Y
W
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circuit is low overhead without the requirement of complementary input variables.
. It can also provide reasonable driving power to meet various circuit requirements
by changing the size of the inverter, It only requires five transistors. |
Iig. 5.6 shows the cotnparator checker. The output of each comparator for
the processor operations in a selected tag is sent out through the corresponding
ColMalch while that foy the coherence operations is through the corresponding
ColMalch!. Tach pair of these two signals from a tag column is connected to two
inputs of an XOR gate, as shown in Fig 5.6. When the signal Coherence Operation
is high, indicating that a coherence operation is carrying out, the NOR gate output,
Error, is low. This means that fault detection functions are disabled. When the
Coherence di)era‘tz’on is low, if all the outputs of the XOR gates are at logical 0, the
input of the NOR gate is charged to logical 1 by the P-device since all the paths from
the NOR. gate input to Ground are cut off by the N-devices. The checker output,
Error, is a't: i&‘)gical‘ 0 to indicate that compal'ison results are consistent. If any of
the outputs from the XOR gates are at lo;éical 1, indicdting that the corresponding
pair of ColMatch and ColMaich! from a selected tag has different values, the NOR'
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gate iﬁpu,t is pulled down to Giround so that the Brror is high to tell the system -
that errors ocur and are detected. Then, the cache crror flag rises {o inform the
system. |
Note that the normal operations continue while error detection is proceeding,
Thus, system performance is not degraded, and there is not much overhead for
fault-tolerance (the checker is relatively éimple). Since the comparators for the
coherence cperations have to perform nornal coherence opcx“'ml.lons if there ave any
requests, comparison of the results from ":WO' compar“tors for ervor det‘cclnon cannol
be carried out at all times. Therefore, transient errors may nol be guaranteed to be

detected when they occur during the coherence operations.

5.2.3 Totally Self—Checkmg Checker -

As mentioned eatlier, the LRU is- used., dm'mg a line miss, to select a ca,(,hc lmc
probably not to be used in the cache in nedr'future; and the selected cache line ig
replaced with a new one requested by the associated processor. Meanwhile, the tag
array is updated with thie requested line écldres's of the main memory. To do o,
the tag number corresponding to a selected cache line in » given sef is sent to the
directory through the n m& during a line miss. Tag numbers are encoded in
an (n'1)-out-of-n code which is used for detection of any single errors in codewords
to prevent writing an address into multiple or zero tags. The LRUSels checker in
Fig. 5.1 i designed not only to detect any single errors, including transicnt onesy,
on the TRUSel's but also to detect any defined single faults in the ci\j’ecl«-r itself
as well, i.e, the totally self-checking (TSC) checker. The details of the amgu are

discussed in the next chapter
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5.2.4 Error Flag

The error flag, as shown in Fig. 5.7, is used to inform the system that ervovs oc‘ct.n"" R
in the cache. Fig. 5.8 illusirates the timing diagram of the error flag in whick fheve
are three cache cycles: fault-free, fault detection, and retry cycles, In Fig. 5.7, there
are two D-type positive-edge-triggered flip-fiops, triggered by the falling-edge of a
cache cycle. Initially, the D flip-flops are reset so that signals Relry to the processor
and FAULT to the multiprocessor system are at logical , indicating that thém are
no faults in the cache.

As discussed eartier, the signal Error from the compéx;ator checker provides a
| valid result of fault detection when there is no request for the coherence opetrations.
The error detection signal from the LRUSels checker, LRUCheck, is under control
of the signal Miss via an N-device. This is because the detection signal can only be
valid during a line miss; and it may normally disappear with a low Miss signal at
_the L.id of a cache cycle (see Period 1 in Tig. 5.3). The N-device locks the detection
signal on the input of the OR gate at the end of a valid Miss. Thus, at the end of a
cache cycle, the detection signal is still available on the input D of the first flip-fiop
' anc"l'wétored in the flip-flop. Also, at any time, only one of the Hit and Miss sigrmlsﬂ
from the line number generator can be ab, logical 1 under the normal circurnstanccs.b

Otherwise, both of them are the same valites, 0 or 1, indicating that there are faults

R T L

in the line number generator, or on the Colil qt‘ahs; TFurthermore, strictly speaking,
the conditishs that a faulty tag is detected and purged at end of & cache cycle are
that the signals Miss, LRUSel to the fauity tag, and ColMaich from the faulty
tag remain high. Here, we locse the conditions as oﬁljf to detect Miss after each
cache cycle. This is because, after a cache cycle for the processor operations, Miss
must be low if the cache is fault-free. Otherwise, there are /m,ulff} in the cache and
fault indication has to be sent out anyway. Thus, only the sngz(l,al Miss is connected

to one of the inputs of the OR gate. Hence, these error signals, if any, are together
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to produce the detection signal at the output P of the four-input OR gate.

As shown in Fig. 5.7, il there are no faults, the value at P is logical 0. At the end
of a cache cycle (the falling edge of a cache cycle), both flip-flops remain unchanged
so that Relry and FAULT are kept at loéical 0. The operational timing is shown

as the fault-freq eycle in Fig. 5.8. Otherwise, any of these four fault signals brings P

* to logical 1. And at the end of a cycle, the faulty signal at P is latched in the first

flip-flop so that Retry rises to inform the processor to allow the cache to try once
more in the immediately following cache cycle for any transient errors. Meantime,
the second fip-flop remains in the previous state so that FFAULT is still at logical 0.
"The fault detection cyele in Fig. 5.8 shows the tirﬁing of fault detection operations..

After the processor véceives the ReT'vy signal, it tries a second time for an
abtempt to 1'e;tove;' from transient errors. During the second cache cycle, if there
are no faults in the cache, the value at P is set to logical 0. Thus, at the end of
the second cycle, the two flip-flops are reset so that Retry is canceled and FAULT
remains zero to indicate that the errors have been recovered, which is shown as the
detted lines.in the retry cycle of Fig. 5.8. Otherwise, the second ﬂiﬁ-ﬂop is triggered
and the ef’i"or_yﬂepg raises FAULT. Meanwhile, the first flip-flop is unchanged so that
both Retry and Fault are af logical 1, indicated by the solid lines in the retry cycle

of Flg 5.8, to inform the system that the cache detects permanent faults. The

 sygtem will take proper actions to deal with this problem.

Note that tlm input circuit in Tig. 5.7 can be simplified as:
) R

> T ® Miss + Miss = Tl e Miss + Hit @ Miss + Miss = Hit + Miss

’ Thus, the modified circuit is shown in Fig. 5.9. Also fault detection signals from

the data memory of the vache and/or the LRU can also be connected to inputs of
the OR gate. As we wil! see, the hardware "designed for fault-tolerance and on-line
concurrent checking can also be used for off-line cache testing, Thus, utilization of

the hardware is increased.
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Figure 5.9: The Input Circuit of the Error Flag

5.2.5 Costs for Fault Toleraric§ and Concurrent Checking

There are three main components in the cach¢ management unit for fault-tolerance

and concurrent checking during normal operation: the tag purge mechanism, the
comparator checker, and the (n-1)/n code checker. The hardware costs for fault
tolerance and concurrent checking are based on the number of transistors in these
" components. For the purge mechanism, as shown in Fig.5.2, there is one bit (it re-
quires seven transistors) for each tag to purge the corresponding tag by permanently
reseting the the status bits (it needs two extra transistors) if a fault occurs in the
tag. In addition, there is an error detecting circuit for each way (each column in the
tag array of the directory) to detect any permanent faults occurring in a téﬁ“g‘ during
normal operation. It costs fourteen transistors for each way. The total cost for the

purge mechanism can be calculated using the equation:

Npurge = gNtag + 14Nwa1/

it
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Components Direct Mapped 2 Ways 4 Ways 8 Ways '«r‘]ﬁ Ways
Prrge Mechanism 10 ONiag+28 | INiag +56 | 5Neag+ 112 | ONeag + 224
Conparator Checker b 16 28 52 100
(n-1)/n Code éhccker — — 24 7 72 168
Total Qost 15 - ONtag + 44 | ONtag + 108 | ONeag + 236 | ONpag + 492
U Ntuy is the numbebr of tags in the directory

Table 5.1: The Hardware Cost for Fault-Tolerance and Concurrent Checking

where \TN‘“” is the number of tags in the directory; and Ny, is the number of ways
in the tag array. The cost of the c0mparé.tor checker, as shown in Fig.5.6, can be
obtained by:

: Neomp = 6Nuay + 4

Calculation of the cost of the (n-1)/n code checker is shown in Chapter 6.

~ Table 5.1 shows the costs for fault-tolérance and concurrent checking. in the
cache nmnétgement unit. Columns indicate the costs for the different way sizes the
cache uses. When the direct mapped method is employed in the cache, there is no
purge mechanism required since there are no other tags available for replacement
of the faulty tag. In this ca‘se,‘ only an error de_ﬁyection circuit is necessary which
can be implemented‘ with a four input AND gate, instead of the circuit in Fig. 5.2.
Furthermore, an exclusive-or gate is required for the cbmparator checker since there
are only two oubput lines from the two comparators in the selected tag in terms
of the direct mapped method. For the case that the direct mapped method or 2

way associative method is employed, the TSC (n-1)/n code checker is not necessary.

" The table shows the costs for a cache in which the number of ways is equal or less

than sixteen since most caches have ways of equal or less than sixteen. From the
table, wé can see that the hardware cost for fault-tolerance and concurrent checking

increases Wwhen the number of ways in caches increases. Note that the cost of the
e
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error flag is not counted in Table 5.1 since the cost is constant and depends on the
implementations of the D-type flip-flops. | |
The percentage of the hardware overhead used for fauit-tolerance and ervor de-
~tectibh over the cost for the tag array of a single direciory cache, which requives
Niag (9N + 28) as discussed in Chapter 3,‘cem be obtained using the equation:
\=_._v g{_\/'tay + 14Nyay + 6N yay + 4+ N, |
| Nig(ON 4 28) .
Where N is the cost of the TSC (n-1)/n code checker, When ’Nu,’,,,, <16, N, +4 &

Cy

x100%

11 Nyay; and Nigg = Nyor X Nygy. Therefore, the equation is:

gNaet X quu + 31quy
Nsc(. X Nway(gN “|' 28)

Since usually the number of the sets in a tag arvay is rauch lavger than 81, the

Of < % 100%

equation is further simplified as:

| 10N,et % Noay | 10
< % < ———x X 100%
| 0 < Voo % NonsON 1+ 28) © 100% < o 758 00%

If we assume that the number of address bits in a tag is 20, C; ~ 8%, which
means that the overhead for fault-tolerance and error detection is quite small! Since
a cache tag has rarely less than 16 bits, ¢y £ 6%. Thus, the overhead for fault-
tolerance and error detecticn in a cache manageméht unit is smaller than 6% of the

cache management unit with a single directory.

"J
5.3 Summary

In this chapter, in orderio improve the veliability of the proposed cache, the degigns
cﬁf the tag self~pu‘rge' mechanism and the comparator checker in f;hc cachg man-
"agement unit are described. The hardware increase for fault-tolerant and on-line
concurrent checking is less than 6 per‘cénﬁ*bf the cache management unit with the

single directory.
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‘TSC Checker Design

In the previou" chapter, we designed the tag self-purge mechanism, the comparator

(.heckel and the error flag. In this chapter we propose a new design for combinational

checkels for 1-out- of—n codes whlch are used' to detect any faults on the LRU Sels in

the duectmy It is common to use m-out- of-n (m/ n) codes to detect unlduectlonal
~ ‘errors in VLSI chips, that is, fault;c w1thm a cxrcult that either change a number of

"I ones inte zeros or vice versa, but not both at the sameiime. They are also becoming

more important with the mcreasmg use of concurrent checkmg in digital cncults,
" [68]. m/n codes contain information bits of which exactly m bits are ones and

(w — m) bits are zeros. Checkers are employed to detect errors. m the codes durmg

normal operations. A checker should have the capablhty of detectmg elrors, not
only in codewords but a‘;s'o“ in the checker itself during normal operations, namely,

it should be a totally seif-checking (TSC) checker Thus, the problem of who checks

the cheal\e1 1s solved.

One Oi the most frequently used m/n codes in computer systems is the 1 out-
of-n code (m=1 ). ot its complementary (n-l)-out-of-n code. There have been many'\

approaches to the design of totally self-checking checkers for a 1-out-of-n (1/n) code.
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In [69,70,71,72],a1/n code is converted into a k /2k code, and a T'SC checker for the
k/2k code is used. The schemes, [()9 70, 71], are implemented with combinational
circuits while the scheme, [72], is~ unplemented using an nMOS PLA. In [73], a 1/n

code is converted into a twgrail code, and a TSC checker for the two-rail code is

employed. It is implemented using an nMOS PLA. All of these schemes require the

encodmg of the 1 /n code into some other intermediate code by a T'SC translator
and use a TSC checkex to check the intermediate code. None of these schemes
implements a TSC checker for the 1/3 code with combinational circuits. Since TSC
checkers for the 1/3 code are impossible to build, from théﬁﬁix.._';gica.l point of view,
because of tbe lack of information previded by the 1/3 code, [70], many researchers

have been using other techniques to design TSC 1/3 ¢ode (.hc. “013

David proposes a method, [74], to implement a TSC checl\u for the 1/3 code by‘

using a sequential circuit to map the 1/3 code into a 1/4 code, then developing a
TSC checker for the 1/4 code. Another method proposed by Clolan, [75], suggests
first translating the 1/3 code into an (m-+1)-out-of-(n+3) code by combining it with
an m-out-of-n code, and translating this new code into a 1-out-of-p code, and }};'I‘lcn
using a TSC checker for the 1-out-of-p code. Both designs are based on gate level
implementations aad only single stuck-at faults in the gate model are considered.

Paschalis ¢t al also propose a TSC checker for the 1/3 code, [76], by combining

the 1/ 3 code with other codes However, a translator initially translates the 1/3 -

code 1nto an 1ncomplete two- variable two-rail code, this incomplete two-rail code ig
combmed with the 1/2 code outputs ‘of another TSC checker of any codes. This

checker is also implemented i in nMOS and basmally covers thie single stuck-at faults.

- Again, these schemes do not dlrectly implement a TSC checker for the | / 3 code usmb
combma,tlonal circuits. Tao et al presents a design of a TSC 1/3 (,Odb checker umn‘g

nMOS technology with 17 transistrs in [77], and Jha indicates that the mvcrtmsﬂ‘s

at the checker outputs can be removed, [78]. The faults considered in the design are
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physical defects occurring in MOS technology. Howevel stuck-on faults in puli-down
transistors and interconnection defects, such as shorts between drain and sourceliof
pull-down transistors, etc., are not included in the fault model. Lo et al designs a
TSC 1/3 code ciiecker, [79]. Again it is implemented using nMOS technology with
only 11 transistors. Howew)er, some single faults cannot be detected by any input
codewords; and the self-checking properties can be defeated by some féult sequences
(two faults in the checker followed by a 7ion-codeword at the checker inputs).

In this chapter, we propose a new combinational design of totally self-checkihg
checkers for 1/n codes using CMOS technology. In particular, this design can di-
rectly be uéed for a TSC 1/3 code checker. we mltially discuss TSC definitions
and the poss{ble faults occurring in 1/n code checkers /in section 6.1, we recall the
work of Jha, showing that the strongly code disjoint propel ties in 6.6 are inadequate
in somé cases and the property of fault secure should hoid as well as the strongly
code-disjoint properties, whenever an undetectable fault exists ia the checker. We ,
also create one of the most comprehensive fault models at the transistor level by |
far ith which all the single physical defects frequentiy occurring in MOS implemen-
tations are covered. Th«,n we explain the design of the checkers and prove that
they are totally self-checking. Finally, we discuss this design and other TSC checlfer -

1mplemcntatlons
6.1 TSC Definitions and Fault Model
The design of totally Self-checking checkers has been widely discussed since the TSC

definitions were introduced by“ Anderson et alin 1975. The conventional definitions,

[69], are as follows:

Definition 6.1 A circuit is self-testing for a set of faults F, if for every fault in F,

the circuit produces at least one non-code output for at least one code input.




CHAPTER 6. TSC CHECKER DESIGN 113

Definition 6.2 4 circuit is fault-secure for a set of faults I, if for every fault in

F, the circuit never produces an incorrect code output from a code input.
}

Definition 6.3 A circuit is code-disjoint if the circuit maps the input code space
into 'the output code space, and the non-input code space into the non-output code

space.

Definiticn 6.4 A circuit is totally self-checking if it is self-testing, faull secure, and

code-disjoint.

In'any self-checking design, it is assumed that the inputs and outputs are en-
éoded. Thus, a non-codeword means that a ~word is not in the code space. For
e‘xarxiple;, 100 is not in the 2-out-of-3 code space; however, it is in the l-out-of-3
code space. Theréfore, an n-bit code space is normally a subset of the space of all
possible n-bit vectors. An incorrect codéfvord means that a codeword other than
the intended one is produced. That is, the word produced is in the code space, but
1t is not the one that is expected. For a given fault set for a circuit, the self-testing
property guarantees the‘cletection of any single fault in the circuit by at least one
input codeword. The fault-secure property does not allow the circuit to generate
an incorrect output codeword in the presence of any single fault in the'circuit, The
code-disjoint property guarantees that a codeword in the input code space maps into
the output code space.

TSC circuits work under the assumptions that faults occur one at a time and that
the time interval between occurrences of any two faults is long enough for all input
codewords to be appliedt to the circuit. The first assumption is rgquire(l hecause a
TSC circuit is designed with reSpecﬁ to any single fault in a glvefl fault set. The
TSC properties may not hold if more than one fault occurs simultaneously. Since
the self-testing property requires one or more input codewords to detect a fault, the
second assumption is required to make sure that a fault can be detected hefore the

N . ] s X [ . S . [P ¢
next one occurs in a circuit, or a non-codeword is present on the inputs of a circuit,

A
[
[

o)
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"Given these fault assumptions, a TSC circuit always produces a non-codeword
as the first erroneous output due to a fault. This behavior is referred to as the TSC
goal, [80{]. Another alternative to achieve the TSC goal is to design a circuit which

ig strongly fault-secure (SFS), [80].

Definition 6.5 A circuit is strongly fault-secure for a set of faults F, if for every

fault in I, either
1. the circuit is self-testing and fault-secure, or

2, the circuit is fault-secure, and if another fault from F occurs in the circuit

then either property 1 or 2 is true for the fault sequence.

This definition implies that a SFS circuit never produces an incorrect codeword
as the first erroneous output of the circuit because, according to the definition, the
circuit continues to be fault-secure even though one or more faults is present in the
circuit, Thus, a SFS circuit achieves the TSC goal. In fact, SFS circuits are the
largest class of functional circuits which meet the TSC goal [81].

For checkers, there are two output lines from a TSC checker. If a checker has
only one output line, the output line may be stuck at its “good” logic value and the
fault cannot be detected by applying any codewords to the checker input. For this
reason, the outputs are always encoded into the 1/2 code. The main function of
the checker is to indicate the first occurrence of a non-codeword at its inputs (the

outputs from the circuit under test). The faults in the checker should be detected

" ““as much as possible with the input codewords; and the undetected faults should not

interfere with the checker’s mission. Based on the TSC goal proposed by Smith and
Metze in [80], the TSC goal for a checker can be stated as, [79], “given the fault

assumptions, a code checker always produces a non-codeword as the first erroneous

utput due to a fault in the circuit under check and the fault(s) in the checker must

. either be detected or not interfere with its capability to produce a non-code output

\,‘;”'
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for a non-code input from the circuit under check”. For checkers, in general, the
fault-secure property is not necessar&, [82], although the conventional TSC checker
definition (Definition 4) requires this. The reason is that it does not matter if the
output of a checker is changed from 10 to 01 or vice verse in the presence of a fault
as long as the fault is detected later, or the checker keeps mapping non-codewords
at its inputs into non-codewords at its outputs. Thus, a new concept of strongly
code-disjoint (SCD) is defined, [83]:

Definition 6.6 A circuit is strongly code-disjoinl with respect to a sel of faulls I
if before the occurrence of any fault, the circuil is code-disjoint, and for every faull

in I, either
1. the circuit is self-testing, or

2. the circuit always maps non-codewords at ils inputs to non-codewords al ils
outputs, and if another fault from F occurs then either property I or 2 is lrue

Jor the fault sequence.

An SCD checker can continue to be code-disjoint even though undetected faults
or fault sequences remain in the checker. Although SCD_ch_éckers can usually achieve
the TSC goal, their use in a multi-level checker may defeat the sell-checking prop-
erties of the checker (since the outputs of the SCD checkers can not directly be
observed‘). That is, the checker may allow an erroneous output vector from the
circuit under check to go through the checker without detection.

An example is given in [81]. Consider the self-checking system, as shown in Fig,
6.1, in which there are two functional cir¢uits under check. The outputs of these
functional circuits are checked by SCD checker 1 and SCD checker 2 respectively,
The checker at the final level is a TSC two-rail checker as usual, Consider a fault
#1 in checker 1 with respect to w‘hich the checker is neither self»tcstilpg nor fault-

secure (such a fault is allowed in an SCD checker). Suppose that in presence of ¢y,
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TPigure 6.1: A Self-Checking System with SCD Checkers

checker 1 produces an output 01 at f; and f, for only one input codeword and 10
for all others. Thus, either the codeword, consisting of fi, f2, g1, and gz, at the
inputs of the two-rail checier is equal to 0101 or to 0110, but not both because the
functional circuit 2 can only produce, with the input codeword which has checker 1
to generate 01, one output which makes checker 2 to generate either 01 or 10, but
not both. Therefore, in all, only three codewords can be fed to the two-rail checker,
the other two words are 1001 and 1010. However, the two-rail checker requires all
the four words for self-checking pm‘poées. Thus, a subsequent fault, say, ¢, in the
two-rail checker, which was otherwise detectable, may no longer be detected. If a
non-codeword occurs at the outputs of functional circuit 1, it will map to 00 or 11
at the olutputs of checker 1. However, this may result in a codeword either 01 or 10
at ziand 2o, the outputs of the two-rail checkef, due to the presence of undetected

fault (/)2 This means the checker TSC goal 1', defeated by the fault sequence.
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Thus the SCD properties in a checker are not necessarily sufficient for allcircuits,
A checker should also have the fault-secure property as well as the SCD properties.
Therefore, combining the SF'S and SCD properties, the cblm,c(;pt of the strongly sclt-

checking (SSC) for checkers is proposed by Jha in [84, 85] as follows:

Definition 6.7 A circuit is strongly self-checking with respect to a set of faulls in
F if before the occurrence of any fault, the circuit is code-disjoint, and for every

fault in F, either
1. the circuit is self-testing, or

2. the circuit is fault-secure and always maps non-codewords at its inputs lo non-
codewords at its outputs, and if another fault from I occurs then either prop-

erty 1 or 2 is true for the fault sequence.

This definition implies that a SSC checker continues to be fault-secure and code-
disjoint even if undetectable faults or fault sequences ate present in the checker, In
fact, SSC checkers are the largest class of checkers that achieve the TSC goal of a
checker under any circumstances. Our design of the checkers for 1/n codes ig based
on the SSC properties to achieve the TSC goal,

Since this desigh is implemented in CMOS technology, the fault model considered
is at the transistor level and includes physical defects {requently occurring in MOS.
technology [86, 87]. Faults in the fault set are important to a TSC checker because
the TSC properties of the checker are based on these faults. We use the similar set ..
of single faults from [86, 87], and expend it to also include the faulfs of 1, 7, and 8,

Thus, the following single faults are considered in the checker:
1. stuck-at faults on the gate of transistors (s-a-1 and s-a-0).
2. stuck-on and stuck-open in transistors (s-on and s-open). The difference he-

tween these faults is that stuck-on and stuck-open faults occur in trangistors

themselves whereas stuck-at faults occur on transistor gates,
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3. shorts between the gate and drain of fransistors (g-d), shorts between the gate
and source of transistors (g-s), and ghorts between the source and the drain

of transistors (s-d).

4. opens at the drain contacts, (d-c), the source contacts (s-c), and the gate of

transistors, e.g. floating gate, (f-g).
5. shorts and opens in interconnect lines (short and cut).
6. stuck-at faults on input and output lines (s-a-0 and s-a-1).

7. bridging faults, including both AND bridge and OR bridge faults, between

input lines or output lines (bridge).

8. transistor missing faults; i.e. transistors missing from their positions (the

channel of transistors is not created) due to manufacturing problems (miss).

Note that the P-type tpangistors whose gates are connected to ground have no stuck-
on faults since the tl‘aﬁéiétors are always on. The fault effect of the floating gate
ol & transistor depends on the charges stored on the gate before the open fault
occurs. Since these eventually leak away, this fault has the behavior of a s-open
‘in the transistor if the transistor is an N-type device; and it behaves as a s-on if
‘the tra;nsis;EtSi is a P-type device. Circuit level studies relate to the exact values of
voltages at the observation points. These voltages can be translated into 5 logic
values as: hard 0, soft: 0, indeterminate, soft 1, and hard 1, [86]. Usually, a digital
circuit produces results of hard 1 or/and hard 0. However, due to faults in the

circuit, the output values of the circuit may be any of these 5 logic values.
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6.2 TSC Checker Design for 1-out-of-n Codes

This proposed design is for a TSC (n-1)/n code checker, but it is‘j;;.:‘.;sy to implement
1/n code checkers with (n-1)/n code checkers. Our strategy is to pa,rﬁition all possible
input binary codewords of n-tuples aiaz...a,, into two sets S a&l(‘i‘ Sy such that
all the codewords are in S; and the non-codewords in S;. Since there are only n
codewords for an (n —1)/n code, S; has n elements. The codewords in Sy are

further partitioned arbitrarily into 2 disjoint subsets X = {w;|z; € ,1 < i < k}

and Y = {y;ly; € S1,1 < j <}, where k+1=n, XUY = S, and X NY = ¢,

Considering time delay and hardware costs, it is preferable for & and 7 to be equal,
Consequently, whenever n is even, k = [ = n/2; and whenever n is odd, ouz of k

and [ is |[n/2] and the other is [n/2] + 1. We construct two functions”f; and fy to

map, for all z; € X and all y; € Y, respectively, such that fi(z:) =1, fi(y;} = 0,

fa(:) = 0, and fo(y;) = 1. That is,

vy

fh=zi+a+ap+w

| L=n+p - +untw

where w is a special non-codeword ‘all-one’ (no zeros in the word) which produces
an output of 11 on fi fy, It is included because it is very useful for the construction
_ of a larger TSC checker using several smaller TSC checkers, as discussed below. Let
N F = fif, form the 1/2 code output space of a checker, output codewords being 10
' and 01, whereas non-codewords are 00 and 11. Thus, F(z) = 10 (Y2 € X), and
F(y) =01 (Vy € V). For w, F(w) = 11 and F(z) = 00 (Vz € Sz with inoré than

one 0). Hence, the checker is code-disjoint.

The design is implemented in CMOS using modified transmission gate logic. To
illustrate the method, we initially design a TSC checker for the 2/3 code (see Fig. E
- 6.2). Thisis expanded to other TSC checkers for (n-1)/n codes. The high-resistatice

state at the output line of the transmission gate logic is eliminated by adding a P-

&

S,
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fype transistor (transistor 3 in Fig. 6.2) between the output line of the logic and
Via, It can dlso he implemented casily in other technologies such as nMOS using
load transistors instead of P-type transistors.

',[‘l'lé'::i"rf[\;ut kg:’odewords of the 2/3 code can arbitrarily be parfitioned into X and
', and in this example, they are divided as X = {110,101} and Y = {011}. Fig, 6.2
shows the structure of the checker. There are three inputs A, B, and C (B and C
are not shown in the figure to avoid confusion), as well as two outputs f; and f
from the circuit. Input line A is connected to transistors ai, dq, and az whereas B
is connected to by, by, and b3, C is‘__only linked to ¢;. Initially, we show that the

c¢ircuit implements the correct functions and is code-disjoint:

(a) if the checker input(CBA) is 110, both © and B are 1's and A is 0, transistors
¢1, by and by are closed while a; and ag are open. @ is cllarged to V4 and
transistor ¢; is closed. Since by an! h are both closed, b is pulled down to
groun-. Meanwhile, transistor ¢ is cut off. Thus, the path from f to ground

via ¢y and by is conducting so that f is at logic 0 and f; is at logic 1.

(b) Similarly, if the input is 101, by and b, are open while a1, a2 and ¢, are closed.

D is charged to Vg so that ¢, is closed. The path controlled by ¢; and a; is

corducting to pull f down to ground so that £ is high.

- () If the input is 111 ‘(the special codeword w), both the paths are conducting so

that f is low, and, in turn, fy is high.

(d) If the input is 011 € Y, open {ransistor ¢ cuts off the paths so that f is always

1 and fi is 0.

(e) It is also easy to see that if inputs have codewords with more than one 0 (001
010 100 000), either ¢; or both a; and by are open. all the paths are cut off so

that f, remains 0. Hence, function f; is correctly implemented by the circuit.




CHAPTER 6. TSC CHECKER DESIGN ' 121

Tt

Figure 6.2: The 2-out-of-3 TSC Checker Using Pags-Transistor Logic
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Pigure 6.3: The Fault-Free Simulation for the 2-out-of-3 TSC Checker

(f) f2 is high if and only if signals on both a3 and b3 are high, regardless of signal
C. That is, f2 is high only on inputs 011 € Y and 111 (w). Otherwise, f; is

at logic 0 because the path is cut off by an open transistor either a3 or bs.

Therefors;?‘;:h,e circuit performs the correct functions. Table 6.1 shows the truth
table of the functions. In order to verify the checker’s functional correctness and
to prove the TSC goal be achieved for all single faults in the checker, we use the
HSPICE circuit simulator for the function verification and the fault simulations.
The circuit simulation results shown in Fig. 6.3, produced by the HSPICE simulator,
also illustrate the functional correctness of the fault-free checker. Thus, the circuit
is code-disjoint. In summary, output 01 or 10 shows thé codeword on CBA is a 2/3
codeword while output 11 (‘all-cne’) is indicating the non-codeword 111 (‘u!-one’)

on the input and output 00 is for other non-codewords with more than one 0 on the

input,




CHAPTER 6. TSC CHECKER DESIGN o 123

Input Nadgs Outputw Nodes
(CBA) Jifa
000 00
001 00
010 00
011 01
100 .00
101 19
1o {10
111 11

Table 6.1: Truth Table of the 2-out-of-3 Code Checker

All the single faults except bridge and stuck-at faults at the input hnvﬁ allect
only one of the outputs. Thus, any single one of these faults causes the (,hockcl to
procluce either a correct output codeword or a noncodeword, but never an incorrect
codeword. Obviously, any single stuck-at faults on input lines A, B and ¢/ can be
detacted by at least one codeword in which the bit to the faulty line ig coni{“’tplcrncn.l;::u:y
te the fault; and the remaining codewords make the faully checker generate correct
outputs. For example, if input line A is stuck at 1, a codeword 110 ig applicd., "Thig
is equivalent to applying a non-codeword input 111 to the fault-free checker. The
checker produces 11, The checker produces correct outputs 01 and 10, respectively,
on the remaining inputs 011 and 101. If A is stuck at 0, 01X or 101 is applied,
~ which is equivalent to applying a non-codeword with more than one 0 to the fault-
| free checker. The checker generates a nonvalid output 00, The checker generates
a cotrect output 10 on 110. Moreover, any single AND or OR, bndgmg fault on

the input lines is also detected by input codewords. For instauce, an AND I)nd[,(,
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Figure 6.4: AND-Bridge Fauli; Simulations' between Checker Inputs A and B

|

between A and B is detected by applymg 101 or, 110 to the mput It is equlvalent to

inputting a non- codewmd 100 ‘and the resultmg circuit output is 00. The checker -

ploduces a valid output 01 on mputtlng 011. Also, an OR brldge between A and B

causes thc circiit to: ploduce 11 by applymg 101 or 110, which is equivalent to the '

input of a non—codewoxd 111 on the fault free checker; and a,pp]u,atlon of 011 has the

faulty checker output a couu:t codeword 01, Therefore, any smgle stuck- at faults

and . bridgmg faults on the input lines cause the circuit to produce either nomvalid

outputs with some input codewords, or correct outputs with other mnut codewords,

" but never to produce incorrect outputs Hence the checker is fault rsecure for all

‘Ifhe defined faults. Further'more, from the ab.ove;» discussion, the checker is also self-
testing in the presence of the bridge or stuzk-at faults at the checker inputs.

In order to simulate the AND-bridge faults, we attached an inverter to each input

line of the 2/8 checker. The inverters are the same as that at the checker outputs:-
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the inverters are the N-dominant CMOS imple;rentations. A CMOS gate is said to
be N-dominant (P-dominant) if its output is 0 (1) when both its pMOS and nMOS
networké conduct due to a fault, [81]. Fig. 6.4 shows the results for the bridge fault
betWeen A and B, which is consistent to our above discussion. After bridging the
voltages of inputs A and B are the same. Similarly, the simulations for OR-bridge
faults are obtained if the inverters are the P-dominant implementations.

Given the large number of single-fdult simulations for the self-testing property
of the checker, it is not possible to include them all here. Therefore, for those faults
" which obviously can be detected by some codewords, such as s-a-1 faults at output
lines, a s-d short at l3, a g-d short at py, etc., are not illustrated. Also, prior to our
discussiors of the self-testing property of the checker due to the “faul.ts other than
the bridge and stuck-at faults at the input lines, we consider the equivalence of sorme
faults. For the N-type transistors, a s-open fault in the transistor causes the circuit
to have the same behavior as a s-a-0 fault on the gate of the transistor, cut faults
at the drain or source of transistors, a floating gate fault, a short fault between the
gate and the source of transistors (except my_and n,), and transistor missing faults
do. A s-on fault forces the circuit to behave as a s-a-1 on the gate, or a drain-source
short at transistors r(ex;:ept ny and ng). For the P-type transistors, a s-open faul
in trénsistors is eaniivaflent to a s-af—l j‘on’ the gate, cuts of the drain or the source
of transistors, or gate-'(lrain s%hort ffault of transis,tgrs ;while a s-on fault behaves as
a s-a-0 on the gate, or ﬂoathilg gate (note that these faults are o,nly for p and po
shown in Fig. 6.2). Furthérrﬁore,, because of the symmetry of the circuit; faults at
| by, by, I3, and 1, have similar behavior as those at a1, a3, {1, and 1.

If there is a stuc’k_-,open in ¢q, fi1 is permanently at logic 0, which is equivalent to
a stuck-at-0 fault;éon ouifput line fl (as well as a %-d fault at ny and a g-d fault atrp,).

An input pattern 110 or 101(CBA) can be used to detect this fault by gencrating a

non-codeword 00 since fz is not affected by the fault. If ¢; is stuck on, ¢; is always
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closed. When the input is 011, the faulty checker produces the non-codeword of 11
by changing fi from 0 to 1. If transistor a, is stuck open and 101 is applied, since
ay and by are both open, the two paths are cut off. Thus, f; is 0, while f; remains
0, so that circuit output is 00, In the case that a; is stuck on and 110 is applied,
1‘;;he faulty checker performs as follows: Here we use the bidirection characteristics of
bass-transistor gates for detecting this fault. Since current is injected, via the faulty
ay (stuck-on), into the path controlled by ¢; and by, @ and b are both at neither logic
1 nor logic G, but somewhere between 1 and 0. ¢, and #; are both half-conducting
so that the voltage at f is between Vyy and ground. Note that transistors by, az, 1
and t; are carefully ratioed so that, in this case, the voltage value at f is above the

threshold of the inverter (soft 1 at f) so that fy is forced to be 0. Thus, the circuit

- output is a non-codeword 00. If a, is stuck open (or a s-d short at o) and the input

is 101/, -5; is high and t; is closed. Since a; is open, the channel of ¢; is not wide
enouéii to pull f under the inverter threshold so that f; is 0. If a stuck-on fault
occurs on dp (or cut-equivalent faults at /) and 110 is applied, @ is pulled down to
ground, though a; is open, so that #; is open. The channel of b; is not wide enough
to pull f under the invertor threshold so that f is at logic 0. The checker output
is 00. .

If a stuck—open fault occurs on ¢, the bypass flom t; is permanently cut off.
"When 110 is on the checker input, the voltage at b rises to some value between Viad
and ground. Therefore, f is above the mverter threshold so thaﬁ f1is 0. In the case -
that ¢, is stuck on, when 101 is applied, although b; and b, dre both open, b is still
pulled down to ground through the faulty #;. Thus, t3 is open so that @ is between
logic 1 and logic 0; and fy is 0. In the both cases, the c1rcu1t outputs are 00.

A cut-equivalent fault at tmnmstor Is (14) causes the output fi (f2)'to be perma-
nently 1, which can be easily detected. A s-open-equivalent fault in the inverters,

- such as a s-open, s-a-1, s-c, or d-c faults at the P-type transistor or a s-open, s-a-0,
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s-c, and d-c fault at the N-type transistor, causes the checker to have a “sequential”
behavior, since some charges may be locked at f; or f; before the fault occurs, A
sequence of two input vectors is required to detect these kinds of la alts, For exam-
ple, if there is a s-open (or equivalence) fault at p; and f; is high, a sequence of 011
and 101 (or 110) at the checker inputs results in 01 and 00 at the outputs. |
If by or a3 is stuck open, the path from g to ground is blocked, which is equivalent
to a stuck-at-0 fault on the output line fz. The circuit produces 00 by applying 011
to its input. If b3 or as is stuck on and 101 or 110 is applied, respectively, § is
pulled down to ground so that f; is 1. Thus, the circuit output is 11 from" 10,
Simulation results from Fig. 6.5 to 6.13 illustrate the above analysis on these s-on
and s-open faults. Furthermore, Fig. 6.14 to 6.18 show the drain-gate shorts af
ay, ag, as, c1, and t;, are also detected by the 1/3 codewords. Note that short S,
in Fig. 6.2 is equivalent to the drain-gate short at ¢; while cuts; Cy and Cy are
equivalent to the s-a-1 faults at fi and f,, respectively. Therefore, it can also be
detected. Fig. 6.19 shows a simulation for the short between the input [ and the
output fy of the inverter (or g-s fault at p; or g-d fault at n,). It shows that when
the input codeword is 011, the value of f; is about 3.9 volts, which is considered to

be a soft 1. Therefore, the fault is detected. However, the faulty checker has aboyt

2.0 vtolté on fi with the other two codewords at its inputs. We consider tha the

corresponding logic values are indeterminate. The stuck-on faults in the inverters

are handled by the N-dominant CMOS design so that the outputs of the inverters,

are logic 0 when both P-type and N-type transistors conduct due to the s-on fault
in either transistor. A s-on fault in the N-type transistor (ny or ng) i detccfdblc
with a logic 0 at the inverter input and a logic 0 at the output. However, a s-on
equivalence in the P-type twnsrstor (Ih or p;) remains undetectable. Such a s on

fault makes an inverter behave as an nMOS inverter so that the logic bclmvnon of

the inverter is not changed. However, it does not prevent the detection of any other
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single faults that may occur later in the circuit. Thus, the self-checking properties of
the checker are not destroyed even though there is a stuck-on fault in a transistor of
the inverters. Hence, the circuit is either (1) self-testing and fault-secure or (2) fault-
secure and continues to map codewords (non-codewords) at the inputs to codewords
(non-codewords) at the ‘outputs. When the next fault occurs, either (1) or (2) is
true for the fault sequence. The checker is strongly self-checking.

Table 6.2 shows that all the defined single faults, except s-open-equivalent faults
in the inverters which can be detected f)y two vectors, cause the checker to produce
non-codewords at its outputs for some input codewords. The faults in the table are
represented by concatenating the names of either transistors or lines with the faults.
For example, the fault a;-s-d stands for 4 short between the source and drain of
transistor a;. If a single fault can be detected by more than one input codeword,
only one codeword is shown in the table. |

A TSC checker for a 3/4 code is shown in Fig. 6.20. It is easy to show that the

checker is strongly self-checking using similar arguments.

6.3 Building TSC Checkers for (n-1)/n Codes

The drawback of using the pass-transistor implementa,t;io_n is that a TSC checker .
with a large number of inputs is not practical because of the time delay in a series
of pass-transistor gates. Therefore, if n is large, a TSC (n-1)/n checker is designed
as a tree of the TSC checkers discussed above, with each as a node in the tree. n
input bits of the tree-style checker are partitioned into ¢ groups; and group ¢ has
n; bits (1 < ¢ < ¢), the number of inputs of leaf node i. Therefore, ¢ is the total
number of leaf nodes. Such a checker built as a tree of TSC checkers is also a TSC
checker. For example, Fig. 6.21 shows a checker for a 7/8 code as a tree of three

TSC 3/4 code checkers. At the bottom level (leaf nodes), if the input of the 7/8
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Inputs

Faults Detected

110

The follows are the single faults with output 00:

aj-s-a-1, ay-s-on, a;-s-d, az-s-a-1, ag-s-on, as-s-d, by-s-a-0, b,-s-open,
by-miss, by-f-g, by-d-c, by-s-¢, by-g-d, bi-g-8, ba-s-a-0, bp-s-open,
bo-miss, ba-f-g, by-d-c, bo-s-c, ba-g-d, ba-g-9, ¢1-8-a-0, £;-8-open,
ti-miss, t1-f-g, t1-d-c, t1-s-¢c, t;-g-d, t1-g-s, ta-s-a-1, ta-s-on,

tg-s-d, nqi-s-a-1, ny-s-on, ny-s-d, py-g-d, p1-miss, {y-miss, li-s-d, s,
lo-g-s, I3-s-d, B-s-a-0, C-s-a-0, bridges between A-C or fi«fs.

The follows are the faults with output 11:

ag-s-a-1, ag-s-on, dz=s-d, l4-miss, pa-s-d, A=s-a-1, fo-g-a-1

101

The follows are the single faults with output 00:

aj-s-a-0, a-s-open, ¢1-miss, a-f-g, a1-d-c, ay-s-¢, a1-g-d, a;-g-s,
ag-s-a-0, as-s-open, ag-miss, ag-f-g, as-d-c, az-s-¢, ag-g-d, as-g-s,
by-s-a-1, by-s-on, by-s-d, by-s-a-1, bo-s-on, by-s-d, 1y-s-a-1, 11-8-0n,
t1-s-d, t-s-a-0, to-s-open, ty-miss, to--g, to-d-c, ty-s-¢, ta-g-d,
ts-g-8, c1-s-a-0, ¢1-s-open, ¢;~-miss, ¢;-f-g, ¢1-d-¢, e1-4-¢, ¢i-g-9,

¢1-g-d, ly-miss, li-g-s, lo-s-d, A-s-a-0, fi=s-a-0, bridges between A-B and B-C,

The follows are the faults with output 11;

ba-s-a-1, bs-s-on, by-s-d, no-g-s, l4-g-s, ny-miss, B-s-a-1, C'y.

011

The follows are the single faults with output 00:
ag-s-a-0, ag-s-open, az-miss, ag-d-¢, az-s-¢, as-f-g, as-g-s, ag-g-d,
b3~s-a-(), ba-open, ba-miSS, ba—d-c, ba-S-C, ba*f-g, ba-g-s, b:,-g-d,

ng-s-a-1, ny-s-on, ny-s-d, na-g-s, no-d-s, pa-g-d, pa-miss, l4-s-d, fo--0-0,

The follows are the faults with output 11:
c1-8-8-1, ¢1-s-on, ¢1-s-d, C-s-a-1, ny-g-d (11%), ny-g-s, ny-miss,

pi-g-s (11%), py-s-d, l3-miss, fi-s-a-1 l3-g-s, C.

Note that the faults in this table do not include the sequential behavior faults,

These faults are the open faults at P-type transistor and N-type transistors in inverters

The faults followed by (11*) means that the faulty outputs has a soft 1 marked as 1*, ©

Table 6.2: Input Test Patterns for the Single Faults
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caecker is the nen-codeword ‘all-one’, all the signals on fi, fa, g1, and ¢4 ate 1's

so that the 7/8 checker output is 11. Suppose that the trec-style checker has an

input codeword which has only one 0. After partitioning, one of the leal ¢checkers
has inputs with one 0, and its cutput is 10 or 01. The other leaf node must have
‘all-one’ on its input and generate an culput of 11. Thus, there is only one 0 on fy,
f2, 91, and g,. The codeword formed by fi, f2, 91, and go is a 3/4 codeword as an
input of the top level TSC checker. the checker output (£1£;) is a 1/2 codeword
01 or 10. If there is more tlan one 0 in a codeword on the tree-style checker input,

there are two cases to consider:

CASE 1: after the input codeword is partitioned info twe parts fer wo leaf nodes,
the input codeword on one of the two leaf checkers has morw ' one 0, That
TSC checker must produce 00 on its output so that the codeword on fi, fs,
g1, and gy is a non-codeword of the 3/4 code with at least two 0’s, When

this non-codeword is applied to the top-level checker, the tree-style checker
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generates 00.

CASE 2: if each of the leaf TSC checkers has exactly one 0 on its input, fif» and
g192 are both either 10 or 01. The checker produces 00,

In general, suppose there is a tree-style checker for an (n-1)/n code with a code-
word at its inputs. We form the outputs of TSC checkers at each lcvel in the tree
as (p-1)/p codewords for some p, 2 < p < n (in the above example, uhcu, are two
levels and the output of the bottom level is a 3/4 code). At any time, only one
TSC checker at each level can have a valid input after partition of a valid input for

this level and this checker produces 10 or 01. Other TSC checkers at the same level

must have ‘all-one’ on their inputs and produce 11. Therefore, the output from this

levelis a (p-1)/p codeword. If there is a non-codeword with more than one 0 at the
input of a level, as shown in the above example, the output from this level must be
a non-codeword with two 0’s or more. If the input codeword at a level is ‘all-one’,
each checker must have ‘all-one’ on its input. Consequently, the output of this level
must be ‘ali—éi{e’. ‘Hence, a tree-style checker remains code-disjoint.

If there is a single fault oceurring in any TSC checker, the faulty 'I'SC checker
must produce a non-codeword O\Oﬂor 11 on its output for some input codewords,
depending on the fault, while the other fault-free TSC chec}{iéi‘s at the same level
produce 11 on their outputs (since their inputs must be all-one’s the input at this

level is a codeword). Therefore, the output from this level must be a non-codeword

(either ‘all-one’ or a codeword with two 0’s). Because the tree-style checker is code-

dlsJomt the following levels generate non-codeword outputs, as each of them has
a non—codeword lnput Thus, the tree-style checker produces a non-codeword at
its output ' The defined faults occurring on connection lines between ‘levg:lsk ina
tree-style checiger:aré equivalent to the faults on the inputs of the T SC,,_dwckens
to which the faulty lines connect. These faults also cause nonvalid outputs on the

level of TSC checkers; and, in turn, the tree-style checker produces a non-codeword.
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i
i

3/4 ¢l|ccl¢icr ;

{
|

111

3/4 Checker

| [F

3/4 Checker

3/4 Ghecker I

8/4 Checker

(2)

|11

2/3 Checker

i
3/4 Gliscker

i

|
|

| |

T
bt
2/3 Checker

[ N

— 1,

3/4 Checker

(b)

e 1y

140

In order to detect all possible defined faults in a checker for an (n~1) /n code, n

input test patterns (input codewords) are required. Thus, a tree-style checker is

also fault-secure and self-testing. Hence, such a checker is to‘ta,lly self-checking.

For the basic TSC checkers, the 2/3 and 3/4 code TSC checkers need only 11 and

18 N-type transistors, lespectlvely These basm TSC checkers have one logic gate
time delay, The 1/3 and 1/4 code TSC checkers can be obtained by attachmg an

inverter to each input of the TSC checker, with resulting costs of only 14 and 22 N-

type transistors, respectively. If a TSC checker is implemented as a tree, thq_number

of transistors is Ny

= Y_, n;, where j is nur-ber of nodes (checkers) in the tree and
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Schemes 1/3 Code Checker 2/3 Code Checker
T: Ty Gate Delay Ti Ty Gate Delay
David 48-}-4111 35+44in T+t 5244 | 8T+dm Gt
Golan 44 32 3 44 32 3 ’
Paschalis 30 22 3 32 22 3
Tao 17 10 2 11 7 1
Lo 11 9 1 17 12 2
Proposed 23 14 2 17 11 1
T, is the total number of both P-type and N-type transistors
Ty, is the cost for N-type transistors

Table 6.3: Comparisons for the Methods for the 1/3 and 2/3 Codes

n; is number of transistors used in TSC checker i. Since there are many possible
tree configurations for an (n-1)/n code checker, consiruction of a tree-style TSC
checker with basic TSC checkers is very important to both time delay and hardware

cost. For example, Fig. 6.22 depicts two configurations of a 9/10 code checker with

different costs. The time delay for a tree-structured TSC checker depends on the

number of levels in the tree. The total time delay is T, = ij__., i, where L ig the

number of levels in the network and ¢; is the faximum time delay in level 7, T

hus, it
is preferable for the tree to have as few levels as possible and each level of a network
to have as many TSC checkers for the 3/4 code as possible. In order to build a
checker for a 9/10 code, for example, the configuration in Fig;. 6.22 (a) is preferable

to that in Fig. 6.22 (b).

6.4 Comparison of TSC Checkers

In this section, we compare the proposed TSC checkers for both the 1/3 and 2/3
codes with other designs. For the comparison of TSC checkers for the 1/3 and 2/3
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codes, the proposed checker is implemented in CMOS whereas other designs are
either based on gate level or implemented in nMOS. The faults considered in the
proposed TSC checker design are the most comprehensive ones at switch level, and
the T'SC properties can hold in the checkers with respect to any the faults or fault
sequences. Table 6.3 shows the comparison of five schemes for the TSC 1 /3 (2/3)
code checker for hardware cost in transistors and time delay at gate level. In the
table, we consider the TSC checkers for both the 1/3 and 2/3 codes. We also list
the costs where only the N-type transistors in circuits are taken into account.

The delay of the proposed checker for the 2/3 code is approximately that of
a 3-input AND gate, considered as one gate delay. The corresponding 1/3 code
checker requires two-gate delays by inverting the inputs of the 2/3 checker. The
numbers of transistors and the corresponding gate delays in the MOS implementa-
" tions of the 1 /8 code checkers for both David’s and Golan’s designs are those from
[79]. In David’s design, we assume that m transistors and ¢ time delay are needed
for each delay element. In both designs of Golan and Paschalis, we assume that
- the 1/3 code is merged with the 1/2 code, the simplest of the m-out-of-n codes.
As mentioned before, only stuck-at faults was considered in these 'c‘lesigns. We can
see that the proposed design requires fewer transistors than these three schemes.
It also has less time delay for the gates than these schemes. Tao’s nMOS imple-
mentation needs fewer transistors. However stuck-on faults in pull-down transistors
and interconnection faults are not included in the fault model. Lo’s design requires
fewer transistors, but some single faults are undetectable; more importantly, the
self~checking properties could be defeated by some sequences of ﬁhgée‘ faults. None
of these TSC combinational checking schemes is implemented in C‘M‘OS technology.
Furthermore, the pféposed design can be used to build TSC cheél;ers for (n-1)/n
codes using the TSC checkers for the 2/3 code and 3/4 code. The proposed design

takes as many physical defects, which frequently occur in MOS implementations, as

i
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possible into account, whereas other combinational checkers for 1/n codes proposed
by Anderson, [69], Reddy, [70], and Smith, [71], only consider the single stuck-at

faults which is not sufficient for realistic circuits testing in MOS implementations.

6.5 Summary

Using VLSI pass-transistor logic, we propose a new design that provides combina-
tional TSC checkers for 1-out-of-n codes in CMOS technology, which can be used,
especially, to build the TSC checker for the 1-out-of-3 code. The fault model consid-
ered in the proposed TSC checker design is very comprehensive, consisting of most
physical defects which are likely to occur in MOS implementations, and the checkers
retain the TSC properties for any the faults or fault sequences. Both analysis and
circuit simulation show that the proposed chgcker is a TSC checker with respect
to the faults in the model. Although our design is more suitable for TSC checkers
for (n-1)-out-of-n codes, it is also used for TSC checkers for l-out-of-n codes —
the complement of (n-1)-out-of-n codes — by inverting the inputs of the (n-1)/n
code checkers. In the next chapter, we discuss an off-line testing algorithm for the
cache management unit, which has a linear test time complexity. We also describe
a variant of the proposed algorithm which is suitable for a built-in self testing cache

management unit.
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Chapter 7

Testing Algorithm

Advances in VLSI technology allow circuits, especially memory, to become larger and
denser in single chips. The testing of such circuits has become a major problem.
There have been many test algorithms for testing static random access memory‘
(SRAM), [88, 89, 90, 91, 92, 93] as well as some algorithms for multi-port SRAM,
[92, 93]. There have also been several test methods for testing content addressable
memory (CAM) published in the past five years, [94, 95). However, there is little
literature published so far to support the testing of a cache management unit. The
cache directory in the proposed management unit differs from both CAM and multi-

port RAM in the following ways:

o A write/read operation is on a tag (a word). That is, all bits in a tag are read

.ot updated at the same time,

e Several tags are checked for a match with a requested memory address at the

same time (n-way associativity).

o If the tags in a set are full, there is a replacement algorithm to select a cache

line (block)‘ to be replaced with the requested line. Which line is replaced can
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be predicted but cannot be controlled by the outside world,

In addition, the directory of the cache differs from CAM in that a tag in the dual-
port directory cache has two access ports, instead of one port that traditional CAM
has, while it differs from the multi-port RAM in that once addresses are writben
into tags in the cache directory they are never read out until they are purged. Thus,
the proposed cache memory management unit is more difficult for testing and evror
detection. The existing test algorithms for CAM and/or for multi-port RAM cannot
be simply transferred to test the cache management unit. In this chapter, we discuss
the testability of the proposed cache management unit.

The faults in the fault model discussed in Chapter 5 are quite comprehensive
and try to cover most of the typical faults that can be encountered in the cache
directory. A test strategy to be discussed tries to cover the faults in the model at
reasonable cost. It is applicable not only to post production testing, together with
other test techniques such as the scan design, but also to service or maintenance
testing in the field. Although this strategy is designed for the proposed cache, we
hope that it should also be useful in the development of test algorithms for other
cache implementations. There are several possible approaches for off-line testing of

the cache memory management unit:

e implement a special bus to increase the testability of the directory, as shown in
Fig. 7.1, so that the tag in a set to be overwritten with an address can directly
be controlled from outside. Thus, a test algorithm can be developed to fesh the
cache directory using the corresponding test pattern set discussed in Section
7.1 One of major advantages is easy implementation of an efficient testing
algorithm, The main disadvantages are the requirements of extra hardware,
which is dedicated to the testing of the directory, and extra pins, which ate

often criticai, to input the testing control signal.
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Tag Selection Addresses - - Responses
from the Tester from thel Tester to the Tester
|
[ ]

Address Register Update Register

The Cache Directory
LRUSel

Figure 7.1: The Test Implementation for an External Tester

e use built-in self test (BIST) techniques for the test of the unit. The main
advantage is that testing can be completed within the cache memory manage-
ment unit at speed without outside control; and no extra pins for the testing
control signals, except a pin for selection of test mode/operation mode, are
required. One of the major disadvantages is the extra hardware, which is only

,used to support the test of the directory.

o develop a testing algorithm based on the hardware already in the cache mem-
ory management unit, including the LRU. During the testing procedures, by
predicting which tag is to be overwritten for a new address during a line miss,
a selected pattern for testing can be sent iuto that tag. “The functional correct-
ness of the tags can be verified through the Hit, Miss, and error signals from
the on-line concurrent checking mechanisms. The testing algorithm would be
more delicate since the testing patterns have to be carefully ordered so that all
faults in the fault models can be detected. But it requires no extra hardware

or pins which are dedicated to testing., Therefore, the hardware overhead re-
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mains low. If the testing algorithm is carefully designed, the time complexity

can be optimal.

In the next sections, we present an efficient method to generate the test pattern
sets for the cache management unit, Then, based on the lest pattern sets, we develop
a test algorithm with linear time complexity to test the unit. The algorithm can
be used by either the associated processor in a multiprocessor system or a special
external tester. Finally, a BIST implementation of the cache management unit is
discussed, which requires less hardware overhead for testing purposes, compared to

the traditional BIST for other circuits.

7.1 | Test Pattern Generation

In order to generate test patterns for the cache management unit, without losing
generality, we assume that tags in the unit have a length m vatying‘ from 8 bits to
32 bits, To detect coupling faults in an m-bit tag, any pair of two cells ¢; and ¢;
in a tag, where 1 < 1,7 < m and 7 # j, has to exercise 4 states 00, 01, 10, 11,
Furthermore, to test! pattern-sensitive faults in an m-bit tag, any three adjacent
cells ¢;_1, ¢;, and ciy1, where 2 < ¢ € m — 1, have to exercise 8 states 000, 001,
.010, 011, 100, 101, 110, and 111. Table 7.1 shows all the initial test patterns for
tags with lengths from 8 to 32 bits. The test patterns for a tag of a given length
are generated by first setting a corresponding initial test pattern shown in the table
and then left-shifting it cyclically bit by bit. The initial patterns basically consist of
four sub-patterns: 0011, 1100, 0101, and 1010. Patterns 0011 and 1100 are used to
guarantee any two adjacent bits in a tag experience state 00 and 11 during shifting
while patterns 0101 and 1010 make any two adjacent bits have states 10 and 01, In
the table, there are three cases of initial test patterns in terms of the range of tag

lengths.
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Tag Length

Initial Pattern

Number of Patterns

Case One (8 € m < 16) with the base pattern 1100010110100011

8 bits 11000101 8

0 bits 110001011 9

10 bits 1100010110 * 11

11 bits 11000101101 11

12 bits 110061011010 * 13

13 bits | 1100010110100 * 14

14 bits 11}000101101000 * 15

15 hits 110001011010001 15

“‘ 16 bits 1100010110100011 16

‘ ~ Case Two (17 < m < 24) with the base pattern 00111010 1100010110100011

‘ 17 bits 00111610 110001011 ** 11
18 bits 00111010 1100010110 * 11

19 hits 00111010 11000101101 ** 13

" 20 bits 00111010 110001011010 * 13
21 bits 00111010 1109010110100 * 14

22 hits , 00111010 11000101101000 * 15

23 bits 00111010 110001011010001 * 16

24 bits 00111010 1100010110100011 * 17

Case Thyee (25 < 1 £ 32) with the base pattern 1i00010110100011 G011101000110101

25 bits 1100010110100011 001110100 * 17
26 bits 1100010110100011 0011101000 * 17
27 bita 1100010110100011 00111010001 * 17
28 bits 1100010110100011 001110100011 * 17
20 bits | 1100010110100011 0011101000110 * 17
30 bits 1100010110100011 00111010001101 * 17
31 bits 1100010110100011 001110100011010 * 17
82 bits | 1100010110100011 0011'10100011010“ b 17

besides the pattémis produced by shifting,

* mieand there is an additional pattern all-1 in the test pabtern set

** means theré is idditional patterns all-1 and all-0 in the test patterns,

Table 7.1: The Initial Patterns to Generate the Test Patterns for Tags

148
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As shown in Table 7.1, Case One is suitable to generate the initial test patterns
for the tags of 8—16 bits(8 < m < 16). In this case, the initial patterns are based
on a base pattern 1100010110100011 by fitting the base pattern with the tag length
from the left. For example, the initial pattern for an 8-bit tag is ‘11000101 while the
initial pattern for a 13-bit tag is 1100010110100. In order to obtain all the patterns
for an m-bit tag (8 <m < 16), the initial pattern is cyclically left-shifted bit by bit
m — 1 times to generate m patterns. This sequence of patterns ma.keé any two bits
in the tag exercise all the four states to capture any coupling faults. It also has any
three adjacent bits in the iag to experience all the eight states, but 111 for some m
(m = 10, 12, 13, and 14) indicated by * in Table 7.1, for pattern sensitive faults. For
instance, the sequence of the 8 test patterns generated for an 8-bit tag can be uged
to detect any coupling and pattern sensitive faults in the tag. However, the test

patterns produced by cyclically shifting for a 13-bit tag cannot make three adjacent,

bits in the tag exercise the state 111. Therefore, for those tags that the state 111

cannot be provided by the corresponding test patterns, a pattern all-1 is added so

" that any coupling and pattern sensitive faults can be captured during testing. The

total number of test patterns used for the m-bit tags (8 < m < 16) varies from 8 to

16, depending on the length of tags in the directory.

Case Two is the initial test patterﬁs for the m-bit tags (17 < m < 24). In thig
case,; a 24-bit base pattern 001110101100010110100011 is used for the m-bit initial
patterns. This base pattern is based on two sub-patterns: an 8-bit left base pattern

00111010 and a 16-bit right base pattern 1100010110100011, That is, an m-bit, initial

pattern consists of the 8-bit left part 00111010 and the right part of m. — 8 bits by '

fitting the right base pattern 1100010110100011 with m — 8 bits from the left, For
example, the initial pattern for a 17-bit tag consists of 00111010 and 110001011
while a 23-bit initial pattern is formed by. concatenating the left part 00111010 with
the right part 110001011010001. In ordér to generate all test patterns for an m-




CHAPTER 7. TESTING ALGORITHM 150

bit tag, both the left part and right part are simultaneously left-shifted cyclically
hit by bit m — 9 times, respectively, to generate n — 9 test patterns following the
initial pattern. The reason that both the left part and right part of a pattern are
cyclically left-shifted independently m — 9 times to generate the pattern set is that
the length of the right part is greater than that of the left part. Therefore, in order

to generate all possible distinct sub-patterns for each part using the cyclic-shift, the

{otal number of shifts is at least the number of bits in the right part minus one.

That is, the minimum number of left-shifts is m — 9 for 17 < m < 24. However,
the pattern of all-1’s has to be added into the test patterns for some m-bit tags to
guarantee that all the coupling faults and pattern sensitive faults can be detected.
These patterns are indicated with * in Table 7.1. For m = 17 and m = 19, the
pattern of all-0’s has to be added to detect all coupling faults; otherwise, not all
two bits in a tag have state 00 during testing. These patterns are indicated with
** in Table 7.1. Int this case, the total number of the test patterns for an m-bit tag
(17 < m < 24) is from 11 to 17.

Case Three is for an m-bit tag where 26 < m < 32. Similarly, a 32-bit base
pattern is used for producing all the m-bit initial patterns. This pattern has two
sub-patterns: a 16-bit left base pattern 1100010110100011 and a 16-bit right base
pattern 0011101000110101, An m-bit initial test pattern is composed of the left
part 11000101101.00011 and the right part of m — 16 bits by cutting the right base
pattern 0011101000110101 with m — 16 bits from the left. In order to generate the
following patterns for an m-bit tag, both the left and right part of the initial pattern
are simultaneously left-shifted cyclically 15 times, respectively, to generate 15 test

patterns following the initial pattern. Also the pattern of all-1’s is employed to test

“all the coupling and pattern sensitive faults. The total number of test patterns for

any m-bit tag (256 < m < 32) is equal to 17.

The test patterns generated for a tag varying from 8 to 32 bits are verified
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through simulations to detect all the coupling and pattern sensitive faults by check-
ing that any of 06y bits in a tag have four states for the coupling faults and a.ixy
of three adjacent bits experience eight states for the pattern sensitive faults, Table
7.2 shows the examples of the test pattern sets for the tags of 8 bits, 19 bits, and
25 bits. Note that the test pattern sequence for a tag has to be used to stimulate
the tag, during testing, in a cyclic order of the patterns shown in Table 7,2; but the
leading pattern of the sequence for stimulation can be any one in the corresponding
test pattern set. For instance, the test sequerice for an 8-bit tag can be in the orvder:
Ps, Ps, P, Py, Py, P,, P3, Py, starting from Ps. Moreover, as shown in Table 7.2, any
bit in a tag experiences the state transitions 1-0-1 and 0-1-0 at least once. T'herefore,
it is obvious that the stuck-at faults, transition faults, as well as stuck-open faulis
in individual cells are covered by a test pattern sequence generated in this order,
However, if any changes from the pattern sequence for a tag shown in Table 7.2 may
not make all the bits in the tag exercise the state transitions 1-0-1 or 0-1-0, For
example, use of a pattern sequence Py, Py, Py, Pg, Py, Py, P3, Py to stimulate an 8-bit
tag cannot guarantee that the bit on the left side of the tag exercises 1-0-1 and 0-1-0
transitions. Thus, the transition faulté can not be detected by this sequence, From
the above discussion, we see the maximum number of test patterns for detection of
all defined faults in a tag is 17 and the minimum number of the test pattern sely is

8 for an 8-bit tag.

7.2 The Test Algorithm

In this section, we discuss a test algorithm which can be used to test the cache
management unit by the associated procegsor in a multiprocessor system without,
extra overhead. As we know, when there is a request from a processor to fhe

corresponding n-way associative cache, the cache has to simultancously searvii all




CHAPTER 7. TESTING ALGORITHM

152

Pat, Nor— 8 8-bit Patterns | 9 9-bit Patterns 13 19-bit Patterns ‘ 17 25-bit Patterns
p 11000101 110001011 | 00000000 00000000000 | 1100010110100011 001110100
10001011 100010111 | 00111010 11000101101 | 1000101101000111 011101000
00010111 000101111 | 01110100 10001011011 | 0001010100611 111010000
P 00101110 001011110 |]11101000 00010110111 | 0010110100011110 110100001
P - gio11100 010111100 [!11010001 00101101110 | 0101101000111100 101060011
Py 10111000 101111000 | 10100011 01011011100 | 1011010001111000 010000111
Py 01110001 011110001 | 01000111 10110111000 | 0110100011110001 100001110
P 11100010 111100010 | 10001110 01101110001 | 1101000111100010 000011101
P 111000101 | 00011101 11011100010 | 1010001111000101 000111010
Pio 00111010 10111000101 | 0100011110001011 001110100
Pu 01110100 01110001011 | 1000111100010110 011101000
P 11101000 11100010110 | 0001111000101101 111010000
Py 11111111 11111111111 | 0011110001011010 110100001
Pus 0111100010110100 101000011
Pis - 1111006101101000 010000111
| P,}, 1110001011010001 100001110
Pry 1111111111111 111111111

Table 7.2: Examples of the Test Patterns

the n tags in the given set requ.ired by the request. If the contents of the n tags

do not match the address from the processor or the tester, thers is a line miss so

“that the LRU selects a line to be purged to make room for the new one. Therefore,

which line is to be purged during a line miss is normally controlled by the LRU.

Although special signals from outside can be added to directly control the tag to be

purged for testing purposes, this adds to the hardware and time overhead. Here we

present a solution to avoid this increase in'overhead. Although there are many line

replacement algorithms, such as the least recently used line relacémént algorithm

and the pseudo rardom line replé.cement algorithm, the line to be pur‘géd can be

predicted for these algorithms. Therefore, in terms of the prediction, we can arrange




iy

CHAPTER; 7. TESTING ALGORITHM 183

il lasionlos ol o | o

Passy | AL\ P | Ps | Pry Ps | Ps | P4 Rl

Passa | PR Py | PR | Ps | P ll)ﬁ Py | P

Passg | Pa (P2 | PL | P { P | P 1 P | Bs

Possy | P | Ps | o | Py [Py | Ps \ P | P

Passs | Ps | ‘Pq‘

i

! Pa P, P Pg P;g P'( ’

Pusss | Ps | P | P[P | PP | P | P | |

Passy | Pr | P Ps i Pi | P | P, | P Py

Passg | Ps | P | Po | Ps | P | P | P2 | Py

Passg | Po | PR V Pr | Ps | Ps | A \ Ps } P»

Table 7.3: An Example of Testing 8 Tags in a Given Set

the test pattern sequence to stimulate the cache under V'tkestf so that each tag is

stimulated by the corresponding test pattern sequence discussed in the ptevious
section. To illustrate the method with use of the prediction, we assume that the
cache to be tested empleys Lfllejleast recently used line ijepla.cerrlent algorithm and’
the humber of test patterns for an m-bit tag is greater than the number of ways of
the tag array; for instance; the number of test patterns for a 9-bit tag is 9 while the

number of ways is 8.

Tab\e- 7.3 shows how to test 8 tags in a given set. Each row Pass; (1 < i< 9)
mdlcates a pass of testing the 8 tags while each column C;(1<j<8) J,ep‘lebehl,s -

a Cbrresponding tag in the set. We suppose that initially all tags are reset. During
Passy, pattern Py is sent'to the tag array, which causes a line miss. Since there are

no valid addresses in the tags, the LRU selects tag Cy so that Py iy written in C’l.

Then a.notnek pattern say Py, is sent to the set in the ¢ ache, the cache searches al J‘

tags in the glven set against Py simultaneously.and doe{; not find any tags rmtclung

it. A lme miss occure. The LRU selects C for Ps; and so on until Py ¢ written )

into Cs. Now the patterns in the tags from Cy to Cy at Pass, in;‘"”.[‘ab@;?,& are
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digtinct, P, is the only pattern in the test pattern set which is not used at Pass;
in this example, Thus, at the beginning of Passy, P; is sent to the given set of the
cache. The cache searches all tags in the set to see if any of the tags match Py,
which certainly causes a line miss. The LRU selects C'y to be replaced since the tag
contains thc address of the least recently used line in the set. Thus, Py is purged
from C,, and P is written into Cy. Note that test pattern P, is necessary to keep
the te§t patterns, used to stimulate Cy, in a proper order in this example since the
previous pattern in Cy is P,. Then Py, which is row not in the set, is sent to the
cache, and a line miss occurs. Uy is chosen to be updated with P, according to the
line replacement algorithm. The following pattern is Py to be used to update Cs;
ana then Py for C4, and so on ﬁuti.l (s is updated with Py. Thus, Pass; is finished.
Now P; does not reside in the set, aind it is used to start Passs. We cpntinue sending
the corresponding test patterns into the set by repeatiﬁg the above procedures until
Passgy in Table 7.3 is completed. Thus, {all the tags in the given set are tested with
the required test patterns in the proi)er order, The reason that the number of test
patterns for an m-bit tag is required o be greater than the number of ways in the
tag array is that, at any time during the test of a given set, at least oﬁe pattern in
the required test pattern set is not in tags in that set so that this pattern can be
used ﬁ‘o— continue the test procedures. In order ’tof;i"tés't all tags in the tag array, we
can fill up all the tags for Passl in an order of set 0, then set 1, and so on until the
last set @. Then we can test the tags for Pass, in the same order, and so on until
the last pass Passg is finished. |
 Inorder to verify that a tag is functionally correct, after each pattern is written
into a tag under test ifi a given set, the same pattern is sent to the cache management
unit once ymzbrez.' The unit searché!as tags in the set, and the searching re‘sful’f;z causes
either a line hit or a line miss. If there is a line hit, after the pattern is sent out,

the tag under test is working properly with this pattern. Otherwise, a line miss
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indicates there are faults in the unit, Thus, these testing procedures can detect all
the defined faults in tags except the multiple access faults and ret:éntion faults. The
time complexity is 16Ny to 34Nye,(including testing and verification), depending
on the length of the tags in the tag array. Note that Ny, is the number of fhe tags
in the tag array, rather than the number of memory cells which is commonly used
to evaluate inemory testing 'algorithms. A complete pseudo test procedure is given
to test the faults ag follows:

Pseudo Testing Procedure 1

FOR each Pass FROM one TO the max. number of patterns DO |
FOR each Set(Row of the taé array) FROM 0.TO @ -1 DO -
FOR each Column FROM one TO the max. number of ways DO
send out a proper test pattern to update
the corresponding tag in the Column;
verify that tag by sending out the same test pattern;
~ END of Column;
END of Set;
END of Pass;

If, after each pass, the next pass is delayed for a certain period, the data retention
faults in tags can also be captured by this strategy. The multiple access faulty in
the tag array can be tested by tbe following procedure. Suppose that fiwo rows of
the tag arrdy“'ca;rr be selected by sets ¢ and j where i < j, respectively, if there is nob,
a muitiple access fault. Because the multiple access faults are non-symmetric, there

are two possible cases for accessing fo the two rows:

Case A: set address j can access both rows while set address ¢ can access the

corresponding row.
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Case B: set address i can access both rows while set address j can access the

corresponding row.

In order to detect the multiple access faults, the following procedure is carried
out:

Pseudo Testing Procedure 2

1. write all the tags in the directory with distinct addresses in an order from set

Oto@Q —1.

2. using the previous written addresses, search each set, from 0 to @ — 1, to see
if the expected addresses reside in the tags of the set by examining the signal
Hit, If so, write a new address in the set and continue this step until the last

set is sea.rched. Otherwise, Case A or Case B is happening and detected.

The ponce cdule has a time complexity of 3Ny,,.

7.3 Testing Other Faults in the Directory

Permanent faults in the addless register and the update register, address lines from
the registers to the tag auay, comparators for both the processor operations and
the coherence operations in the tag array, the lines ColMatchs and ColMatch's,
and the lines LRU Sel from the LRU can be detected by tite hardware designed for
fault tolerance during the above testing procedures. During the testing procedures,
whenever each pattern is sent to the address J}egiste:r for verifying a ta:g‘ in a given
set with the searching results on the ColMatchs, 1t is sent simultaneously to the
update register as well so that the tag under test is also checked against the update
register with the comparison results on the ColMatch's. These two results are

checked immediately by the comparator checker, as shown in Fig. 3.3. If there is
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Figure 7.2: Generic Form of Centralized and Separate BIST Architectures

any inconsistency, the checker will send out an error signal via the ervor flag, As
soon as an error signal is received, a fault is detected. Furthermore, the checker
for LRUSels also monitors the operations of the LRU. Any errors detected by the
checker set the error flag. Therefore, during the testing procedures, the error flag,
Hit, and Miss signals are observed.

In summary, in ofder to detect all the defined faults in the cache management
unit, the two proposed test procedures have to be used. That is, the procedure 2 ig
applied after procédure 1 finishes. Thus the total time complexity is from 19Ny, to
37Ny, where Ny, is the number of the tags in the directory, depending on the tag

length in the tag array.
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7.4 The BIST Implementation

In the previous section we discussed a testing algorithm for external testing for the
proposed cache management unit. In this section, we discuss a Built-in Self-Test
(BIST) implementation of the cache management unit. BIST is a design method
| in which parts of a circuit are used to test the circuit itself. That is, testing is
incorporated into circuits at the design stage so that testing can be completed with-
out the help of special testing equipment. Usually there are two types of BIST
techniques: on-line BIST and off-line 3IST(or implicit testing and explicit testing).
On-line BIST refers to the concurrent chacking or concurrent testing which is used
to detect errors that occur during normal system operation. We have discussed the
design for the concurrent checking in the cache management unit in Chapter 5. In
the discussion of this section, the BIST mean the off-line BIST which tests a circuit
when it is not carrying out its normal operation.
A general BIST(off-line) structure at chip and board level is illustrated in Fig.

7.2. Tt consists of the following key elements in a circuit:
1. test-pattern generators (TPG).
2. output-response analysers (ORA).
3. the circuit under test (CUT).
4. a distribution system (DIST).
5. a testing controller (TC).

The TPUs are used to generate test patterns to stimulate the circuit under test.
The test patterns generated by TPGs are usually pseudo-random binary patterns
the number of which is greater than that of deterministic isst patterns, given a

specified fault coverage. The ORA compares the response of the CUT to reference
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patterns for fault-free circuits and indicates if the civcuit is laulty ov fault-free. A
DIST is employed for transmitting patterns from TPGs to CU'l's and /or from CU'l's
to ORAs. The test controiler is to control the operations of all the componenis in
the circuit during self-test. The basic BIST operations are that the controller tells
tlie TPGs to generate patterns and has the DIST to transmit the patterns to the
inputs of CUTs. The outputs of the CUTs are transmitted to ORAs through the
DIST: and the final decision whether the CUTs are faulty or fault-free is made hy
the ORAs at the end of test.

BIST techniques for RAM have only recently become of interest, They can
reduce test generation cost because low-cost pseudo-random number generators ave
available. They provide an alternative, to the costly automatic test cquipment,
which enables circuits to be tested at speed. They also provide memory chips,
in a simple way, to spend a minimal amount of time for tests perforraed during
their operational life. However, the implementation of BIST techniques in chips has

disadvantages:

1. it increases hardware overhead for testing in remory chips. The silicon arca

required for the BIST circuitry reduces the area available for memory cells.

2. It may affect the memory access time since the addition of the BIS'L civenitry

in the chips may increase the chip complexity.

3. It requires chips to have extra pins, which are an extremely-important cost
item for chips, for testing because the BIST circuit has to be controlled in

both normal operation mode and test mode.

In this section, we explore a BIST method in the proposed cache management
unit. In the BIST scheme, the parts (shown as ¢ + s) of both the address and update
registers can be implemented as left-cyclic-shift registers, as shown in Fig. 7.3, and

the other parts operate as counters (counters for set) in test mode. Af the beginning
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Figure 7.3: The BIST Implementation of the Dual-Port Directory Ciche

of a test, both the registers become the shift registers and are set with the same
initial test pattern. This pattern is sent into the tag array as the first step of testing
a tag. Then they are cyclically left-shifted as discussed in section 7.1 to generate
the following test patterns one by one to stimulate the tag. Additional patterns,
such as all-zero and all-one, if any, can directly be set into the shift registers. After
each pattern is sent to the directory, a line miss occurs, indicated by the Miss, so
that the pattern is rewritten into a corresponding tag in a given set. That pattern
is also sent to the directory once more for verification by observing the Hit. Thus,

the output analyser is required to monito: the signals Hit and Miss which needs

| only 2-bit information.

In the BIST implementation, we test tags in the directory in stich a way that
one tag is completely tested, except the test for the multiple access faults, before

another tag begins to be tested. That is, all the required test patterns for an m-
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bit tag have to be generated and sent to a tag; and verification is made for that
tag. Then, another untested tag can begin to be tested. In this case, the LRU .
is disconnected during testing, and the signals LRUS éls are directly controlled by
the BIST controller. This can be implemented by adding a multiplexer on the
wires LRU Sels, as shown in Fig. 7.3, so that duriag normal operations the LRU
is connected to the directory through LRUSels and during testing, c;on‘t;rolled by
the test mode, the BIST controller sets the signals on the LRI Sels l;l'w‘ougl:n, the
multiplexer. The controller, for a given set (a tag array row), selects the tag in the
first column of the tag array, and completely tests that tag. Then, the tag in the
second column in the given row is selected to be tested, and so on until the tag in
the last column is tested. The cuntroller selects another row of untested tags by
incrementing the counters for set and testing them using the same procedures as
discussed above. The controller repeats these until all the rows in the tag array are
tested. Note that the LRU operates as normal operations during testing and can be
detected by the checker for LRU Sels, as shown in Fig. 7.3, though the outputs of
~ the LRU are not used during testing. Therefore, a cache with any line replacement
algorithms can be implemented in such a BIST structure.

In order to detect the multiple access faults, both the shift registers become the
counters while the counters for set remain as counters, Distinct “addresses” will be
generalted by the counters and be written into different tags. This is controlled by
the BIST controller through both the multiplexer and the counters for sets. After all
tags in a given set are written with “addresses” ‘, another set can be selected and the
tags in this new set start to be written with new distinct “addresses”. Until all the
tags in the tag array are written, the counters are reset. The above test procedures
are repeated after a wait of a certain period of time for testing the retention faults.
This time, the operations are the read operations instead of the write operations,

After each tag is verified by the read operation, the pattern of all-1’s is overwritten
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into the tag. We suppose that the all-1’s pattern was not used in the first pass of

the write operations for the multiple access faults. The time complexity of the BIST

scheme is the same as that of the test algorithm in Section 7.2 which is 19Ny, to

37Ny, depénding on the tag length in the tag array. Note that N, is the number

of the tags in the tag array. The pseudo test algorithm carried out by the BIST

controller as follows:

Reset the shift-registers for g + s. |
FOR each Sel(Row of the tag array) FROM 0 TO @ ~1 DO
FOR, each Column FROM one TO the max, number of ways DO

FOR cach P FROM one TO the max. number of patterns DO

send out a proper test pattern to update
the corresponding tag in the Column;
Wait for a certain time period to detect mtentidn faults;
verify that tag by sending out the same test pattern;
END of P;
END of Column;
END of Set;
Reset the countess for g + s; o ,
FOR cach S et(R}OW of the tag 'array) FROM 0 TO @ -1 DO
FOR each Column FROM one TO the max. number of ways DO
send out an “address” from the counter for ¢ + s |
" to the corresponding tag in the Column;
the coimter for g + s increments;
END of Columin;
END of Set;
Reset the counters for g + s again;
FOR c¢ach Set(Row of the tag array) FROM 0 TO @ —1 DO




CHAPTER 7. TESTING ALGORITHM 163

FOR each Column FROM one TO the may--qumber of ways DO
verify an “address” in the counter for g + s
with that in the corresponding tag in the Column;
write an all-1 in the tag under test;

the counters for g + $ increments;
END of Column;
END of Set;

As discussed above, since the test pattern generation is simple, the TPC, based
on the address and update registers, requires little extra hardware. Since there is
only one CUT the distribution system is not needed. Moreover, ro data compression
in the ORA is required. The ORA needs only to observe the Hut and Miss during
testing to verify the functional correctness of the directory. Therefore, faults can
be detected at any time of the test, instead of checking the signatures at the end
of testing. The BIST scheme generates a smaller number of test patterns than thal
using a pseudo random test pattern generator because of deterministic test patbern
generation. Testing time may be relatively less than the normal BIST approaches

and fault coverage is relatively higher. Hence, this scheme eliminates most of the

disadvantages that a usual BIST has so that it has less hardware overhead and s -

faster for testing. The pqtential disadvantage is that the complex registers and the
addition of a multiplexer i)etween the LRU and the directory may increage the cache
cycle for normal ope1'aﬁi011s. Careful design and implementation of these conn‘lg)dr‘lerl.l;s
can limit this problem to the minimum. Moreover, an extra pin is required to select

the test mode or normal operation mode for the cache management unj:, -
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7.5 Summary

The proposed cache management unit differs from the traditional cache manage-
ment units, In this chapter, a new optimal test algorithm with a linear test time
complexity is presented which can be used to test the cache management unit by
either the associated processor in a multiprocessor system or external test equip-
ment. An efficient variant of the proposed algorithm which is suitable for the BIST
cache management unit is also discussed. The hardware overhead of such a BIST
~ scheme is much less than a traditional BIST implementation for other circuits. Fur-
thermore, this BIST scheme spends less time for self-testing. The test algorithm
and the BIST implementation can also be employed for a single directory cache. In
this case, instead of the comparator checker used in the dual-port directory cache,
another TSC 1/n checker, which is the same as the checker for LRUSel, can be
attached to the n ColMaitchs which is also formed as a one-out-of-n code. Thus, all
the defined faults in a single directory cache management unit can be detected witﬁ

the proposed algorithm with little change.
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Chapter 8

Conclusion

8.1 Design and Evaluation

In this dissertation, using VLSI techniology, we propose a new multiprocessor cache.
The cache has one single dual-port directory which can be searched for hoth the pro-
cessor accesses and coherence operations simultaneously. This cache hag a protocol-
independent structure so that any of the standard data coherence protocols can be
implemented. About 33% extra hardware, compared to a single directory cache,
is needed for the dual-port directory cache required for high performance. which
is far less than that required by a two-directory cache (nvimally over ;l.OO‘% extbra
hardware). Furthermore, the overall cycle time of a dual-port directory cache may
be shorter than that of a two-directory cache because no arbitration is required.
In order to evaluate the cache performance in a multiprocessor environment, two
simulation models of multiprocessors with both dual-port-directory caches and single
directory caches are created, respectively, Strategies and structures of the cache
memory, shared main memory, and multiple buses used in simulation have been

discussed. In the proposed cache, an n-way set-associative mapping is employed for
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address translation while the least recently used line replacement algorithm is used
for line replacement after a cache miss. The write-through with updating algorithm
is employed to keep the shared information in the multiprocessor system coherent .
while the write-back policy is used for private data. The structure of the siinulator
and workisad are described. During simulation, the processors generate the memory
reference strcams at random with random-generation for write rates aﬁd prograﬁl
locality. The system performance has been extensively simulated. Based on the
simu]atiﬁn results, the performance improvements made by the use of the proposed
caches are discussed. Furthermore, we investigate the effects of the write reference
rate, data sharing rate, multiple buses, as well as cache parameters such as the cache
sizev, line size and way size on the multiprocessor system performance.

The simulation results show that the multiprocessor system with dual-port di-
rectory caches has higher perform;%ice than that obtained by a system with single i
directory caches. Sharing of data affects greatly the system power for both the
dudl-port—directory cache system and the single-directory cache system, though the
system power obtained by the former is still higher than that of the latter. The
effects of write rates in reference streams on the isystem performance show ithat,
because each write request updates the main memory via the bps system undef the
buffered write-through protoeols for :_-}har»‘ed data, the workload of the bus system
increases when the overall write rate be%'comes larger. The impacts of write ot)eration
rates on system performance decrease with a decrease of shared data rates. Simu-
lation results indicate that larger cache size, line size, and way size decrease system
overall cache miss ratios. Althougly;in general decreasing the cache miss ratios can
mcx ease system performance since it reduces bus 1equests a ‘lowe1 miss ratlo caused
by increasing cache line size may not be effectlve ‘The reason is that with ‘a largu
line size the system bus spends more time transferring lines from the shared mem-

ory to caches; which in turn decreases the system performance. Therefore, cache
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line size must be selected carefully during cache design to match the bus system so
that the bus traffic does not reach the point at which the system performance will
decrease. Furthermore, it implies that use of dual-port directory caches makes t‘}m
interconnection network bottleneck more serious. The use of multiple buses in the
multiprocessor system increases system performance. After bus utilization reaches
saturation, the system power is approximately proportional to the number of huses.
The results also show *hat, before bus utilization starts to saturate, the system
power increases almost linearly with the number of processors in the system. As
the system power increases, the number of processors in the multip.rocesséf gystem
required to produce full bus saturation increases. Thus, use of multiple buses and
more efficient coherence protocols can greatly reduce bus traffic and improve the
system performance. | J

In order to further improve the system performance, ahr increase in system power
and bus ability can be achieved as follows: First, the use of multiple bugses would
significantly increase system performance, hecause the waiting time of each cache for
use of the system bus would certainly be decreased. Second, a multiple port memory
system would be used to increase performance and the memory competition caused
by multiple buses is easer to haﬂdle. Each bus can be connected w.it;h‘éjm port of the
memory, which decreases the memory delay time. The major drawback of multiport,
memory is their cost.

In order to improve the reliability of the proposed cache, the tag self-purge
mechanism, the comparator checker, are designed as part of the cache management
unit. Also a new CMOS design for the combinational TSC cneckers for both 1/n
codes and (1-n) /1 codes is described. This design can also be used to build the TSC
checkers for the 1/3 code and 2/3 code. A comprehensive fault model is created,
in which most physical defects which are likely to occur in MOS implementations

are included. Both analysis and circuit simulation show that the checkers retain the
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Total Overhead of 'the Dual-Port Direc‘ory Cache
Tag Range | 16: Bits — 32 Bits
Overhead Range 418 % —38.2%
Average Overhicad 39.7 %
Extra Overhead A decoder, a register

Table 8.1: Total Overhead of the Dual-Port-Directory Cache Manageinent Unit

TSC propertieﬁ%r any of the faults or fault sequences in the fault model. The total
hardware increase for fault-tolerance and on-line concurrent checking is less than 6

percent of the cache management unit with the single directory.

8.2 Total Overhead Estimates

In order to calculate the percentage of the total hardware overhead in the ca,che‘
. management unit over the cost for the tag array of a single directory cache, we‘com~
bine the hardware overheads for both performance and fault-tolerance in Chapters
3 and 5. The percentage of the total hardware overhead can be obtained using the
equatioh:

3N + 14 10

Chotat < ( + ) % 100%

“\ON +28 T 9N +28 |

In the above equation, the first term is the overhead for performance while the

second one is for fault tolerance. The equation can be simplified to:

3N 424

gy & 2 T /
Cto;fu SoN+as” 100%

Assuming the length of cache tags, N, ranges from 16 bits to 32 bits, Table 8.1 shows
the corresponding total overhead of the dual-port airectory cache management unit.

The table gives the average overhead of less than 40%, which means that the total
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average overhead is relatively small. Also the extra overhead is listed in the table
for reference. _

A new optimal test algorithm with a linear test time complexity is presented
which can be used to test the cache management unit by either the associated
processor in a multiprocessor system or external test equipment. An efficient variant
of the proposed algorithm which is suitable for the BIST cache management unit
is also discussed. The hardware overhead of such a BIST schesue is much less than
that of a traditional BIST implementation for other circuits, Furthermore, this
arrangement spends less time for self-testing. The test algorithm and the BIST
implementation can also be employed for a single directory cache with only minor

changes.

8.3 System Applications

Architectures of tightly-coupled multiprocessor systems with shaied memory pL‘O-
vide dynamic hardware redundancy, modularity and self-tunin g so that the workload
in the systems can be smoothly switched and balanced mltom.atica,il& among pio-
cessors. Therefore, such systems offer high performance, and, as well, usually have
a certain degree of fault-tolerance. A system has dynamic hardware redundancy
because, when there are no faults, all the processors in the system can do useful
work simultaneously. The system is running with no redundancy. However, if a
processor fails, another ohe picks up the task of the faulty processor, by self-tuning,
so that the system can continue correct operations with minimal degradation of its
performance. Therefore, tightly-coupled multiprocessors fit not only scientific appli-
cations, but also applications requiring high performance with high ‘:i‘cliabilil;y and
availability, such as transaction processing.

Use of the proposed cache in a multiprocessor system can detect faulty not only
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in cache data memory(by using EDC), but also in the cache management unit. This
is important, from the fault-tolerant point of view, because any errors occurring in
the directory will eventually pollute data in the main memory system. Pollution is
more serious if coherence protocols based on write-back are employed since the lines
to be purged from the cache to make room for the new iequested lines during line
r.nisées are flushed into main memory. If a line to be flushed has a wrong address
because of a faulty tag, the line will be written into the wrong location of shared main
memoty. Furthermore, thewpolluted data may be used by other processers without
knowledge, which is one of major concerns in a multiprocessor system with shared
memory. The cache can improve the fault confinement in a multiprocessor system.
Iirroneous data are limited to a faulty cache before the errors are detected; and when
data in the cache are written back to the main memory it is checked for any faults.
Thereby contamination of other areas in the system is prevented. Usually, whenever
the system senses a faulty component, the compouent is purged from the system and
the system is able to continue operations with some degradation of performance. A
fault in a tag of the cache causes the corresponding processing element to be purged
from the system so that the system performance greatly decreases. The sclf-purging
of faulty tags in the cache can avoid some of degradation of system performance
because the cache is still able to work correctly. The cache performance slightly
decreases because of the purging of the faulty tags.

N’oté that there are multiprocessor systems, such as Sequoia in [10], in which
all processors are paired. In these systems, the paired processors are doing the
same computation during operations, and the results from the paired processors are
compatred for consistency. The use of the proposed caches in these systems may
not yield the best solution, because the faults in tags of a cache can be detected by
result-comparigons of the two corresponding paired-processors if the faulty data are

accessed by the paired-processors before the faulty date, are flushed from the faulty
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cache back into the shared memory to make room for new line requests, However,
the use of the proposed caches can help the system to confine erroneous data within
faulty caches to prevent information it the main memory from pollution caused by
the faulty caches. I'hus, the proposed fault-tolerant cache can improve the system

reliability. That is, it increases the system’s fault-tolerant ability.

8.4 Further Work

As we know, network traffic is caused by write references and data transfer for cache
misses. Since the coherence protocols are one of the major factors affecting network
traffic and the system performance, it would be valuable to evaluate the effects of-
efficient protocols such as the Berkeley protocols on performance obtained by the-
proposed caches, and to study the impacts of data sharing rate and write reference
rate, and cache design parameters on the system performance.

In addition, the trend of processors is moving to ¢4-bit address and data paths,
and their effects on the proposed cache memory and the cache-based multiprocassor
systems, specifically the effect on miss ratio, cache sizes, line size, bus width, data
sharing, and write reference rate should he studied. Also, we would like fo investigate

the effects of the increased addressing range on the cache.
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