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ABSTRACT

Security and privacy issues with Internet of Things (IoT) network make it difficult to use IoT technology.
Cryptographic protocols can be put in place on IoT edge nodes to address security flaws. Since the edge
nodes have few resources, it is challenging to implement these protocols on them. The key operation in
these protocols is finite-field multiplication, and how well it is carried out has a big effect on how well
they perform. Therefore, we present in this work a novel irreducible All-One Polynomial (AOP)-based
low-complexity bit-serial systolic implementation for multiplication in the binary-extended field. The
shown multiplier structure features regular cell architectures and local communication connections
between the cells, making it more appropriate for VLSI implementation. When compared to competing
multipliers, the complexity analysis of the suggested multiplier reveals a significant savings in area
and area-time product. As a result, it is more ideal for cryptographic systems that set additional con-
straints on area.

© 2023 THE AUTHOR. Published by Elsevier BV on behalf of Faculty of Engineering, Ain Shams University.
This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-

nd/4.0/).

1. Introduction and related work

The IoT is presently having a significant influence on our every-
day lives. Healthcare, transportation, entertainment, commercial
appliances, agriculture, and housing are just a few of the industries
they can be used in. Gathering data and sending it to the cloud for
further analysis and decision-making is the main goal of the IoT
network. The information collected by IoT devices needs to be pro-
tected at all IoT network tiers because the bulk of IoT applications
are sensitive. Due to their limited resource availability, the major-
ity of IoT edge nodes have trouble adapting security procedures. As
a result, several efforts have been made to resolve this complex
problem. On IoT edge nodes with limited resources, there are
numerous security methods that can be used. Among many other
cryptographic techniques, Elliptic Curve-Cryptography (ECC) is
optimized for use on these nodes. Most optimized algorithms are
based on finite-field arithmetic operations, particularly finite-
field multiplication. Additionally, all other field operations, such
as inversion, division, and exponentiation, are derived from
finite-field multiplication. As a result, there is now a lot of interest
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in promoting the use of compact but highly potent cryptographic
algorithms.

Many crucial applications of computer algebra depend on com-
putation in the Galois field GF(2™), including public-key cryptogra-
phy and error-correcting codes [1,2]. The computing strategy used
in these applications relies heavily on multiplication over GF(2™).
In the literature, there is a lot of discussion on how to minimize
the space and delay overhead of this operation because it is quite
expensive in terms of area and delay complexity [3-16].

The components of the GF(2™) have a variety of base represen-
tations, including polynomial basis (PB), normal basis (NB), and
dual basis (DB). The best option for a basis is PB because it offers
simple, typical hardware constructions without the need for base
conversion. [17]. Multiplication in GF(2™) is much more compli-
cated than addition and subtraction because it needs two stages
to perform: polynomial multiplication and modulo reduction using
an irreducible polynomial. Irreducible polynomials come in a vari-
ety of forms, including All-One Polynomials (AOP), ESPs (Equally
Spaced Polynomials), trinomials, and pentanomials. In spite of
the fact that the AOP class of irreducible polynomials provides a
significantly efficient implementation of finite field multiplication,
they are not as frequently researched as irreducible trinomials or
pentanomials. As a result, the multiplier construction suggested
in this work is based on AOP.
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The literature describes many hardware architectures, such as
bit-parallel, bit-serial, and digit-serial multipliers, that implement
PB multiplication in GF(2™). Despite their enormous space com-
plexity, bit-parallel multiplier designs accomplish field multiplica-
tion in a fixed number of iterations regardless of field size m [18].
Systolic bit-parallel multiplier topologies based on systolic arrays
provide the advantage of greatly increasing multiplier throughput
at the expense of increasing hardware complexity and latency.
[14-16,19-22].

Bit-parallel architectures are not a better option in cryptogra-
phy applications with restricted resources because of their high
hardware needs. Because they enable a good speed/space trade-
off, bit-serial multiplier layouts are suited for cryptographic appli-
cations with greater space and power limitations. [5,6,10-
13,23,24]. Nevertheless, they are not performance scalable and
necessitate a minimum of m time steps to generate the multiplica-
tion result. Digit-serial multiplier architectures feature a little gain
in hardware resources and performance scalability over bit-serial
multiplier layouts. [25-29]. Because of this, they are better suited
for cryptography algorithms with fixed word sizes of data.

The AOP-Based multiplication algorithm over GF(2™) is imple-
mented in this work using a new bit-serial systolic array construc-
tion. Using the derived dependency graph (DG) of the
multiplication method, we investigated the bit-serial multiplier
construction by selecting the appropriate scheduling and projec-
tion vectors. The bit-serial systolic array structure is obtained by
mapping the DG nodes to the associated processing element (PE)
and assigning the proper time to the DG nodes, respectively, using
the chosen scheduling and projection vectors. The proposed bit-
serial multiplier has much reduced area and area-time complexity
than the effective bit-serial multiplier constructions that have been
originally described in the literature. This makes it more appropri-
ate for cryptographic techniques that have limited space.

The following shows how the paper is organized: The adopted
AOP-based multiplication algorithm over GF(2™) is briefly
explained in Section 2. The bit-serial systolic array multiplier struc-
ture has been examined and is provided in Section 3. The recom-
mended multiplier layout and the observed effective bit-serial
architectures are examined for their spatial and time complexity
in Section 4. This work is concluded in Section 5.

2. Development of the finite field multiplication algorithm

Assume that the irreducible polynomial of degree n, ®(1), cre-
ates the finite field over the binary extension field, GF(2"). The
polynomial representation of ®(/) can be described as follows:

O =140+ 40+ + 0 T 20 (1

where 60; € GF(2). Let  be the irreducible polynomial ®(1)’s root.
This leads to the collection of polynomial bases
{1,1,72,73,---, 4™ 1} can be used to describe the field’s constituent
elements.

Consider two field elements in GF(2") named A and B. They can
be formulated as follows in the degree n — 1 polynomial form:

A=ag+an' +- +an +- -+ +ap_1n"! (2)
B=bhy+hn' +- -+ b+ 4 +by 1n™" (3)
with a;, b; € GF(2).

It is possible to multiply A and B over GF(2") as follows:
P=A-Bmod®(/) (4)

The following is a recurrence relation of multiplication that can be
obtained by expanding Eq. (4):
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n-1

> byt F} mod®(2) (5)

i=1

P=by-A+

Since F =nA is a polynomial of degree n, it could be written as
follows:

F=Yfi-nf (6)
i=0

where fy=0and f;=qa; ; fori=1,2,---,n.
By multiplying the extended polynomial of (6) by #, we can get

NE =fon +fim* + -+ fuan"+fu™' (7)

This results in ®(1) = 0 because # is a root of ®(4). As a result, we
can derive the following formula from Eq. (1).

=140+ 021> 4+ + 0y """ (8)

We can express Eq. (8) as follows when the algebraic ®(4) is an
AOP:

M =10 e 9)
When multiplying both sides of Eq. (9) by #, we can get:
1,]11+1 =1 (10)

We can reduce 7K to a polynomial (F') of degree n by replacing
from (10) in (7) as shown below.

F'=fo+fon+fim? +- +fo " (11)

From Eq. (11), we can see that the partially-reduced polynomial F'
of the polynomial #F is created by the cyclic-shift-left of polynomial

F. Similar to this, cyclic-shifting left on polynomial F! will result in
the partially reduced polynomial F? of polynomial #2F. Typically,
cyclic-shift-left of polynomial F~' will result in the partially

reduced polynomial F' of polynomial #'F. This cyclic shift to the left
can be expressed mathematically as:

F'=CSL(F™"), 0<ig<n—-1 (12)

where CSL stands for the cyclic-shift-left operation and F' = (0&A).
We may use Eq. (12) to formulate Eq. (5) as:

P=by-A+

ibi : F”} mod®(2) (13)

i1
with F* = F = nA.

Eq. (13) can also be expressed as:
P = Cmod®(%) (14)

where C is the summation of all polynomials of degree n, which are
expressed as:

n-1 .
C:Zb,—f” (15)
i=0

with F~! = (0&A).
The polynomial in Eq. (15) can be modelled as follows:

C=co+an' +n?+- +cpan™ 1 +canp” (16)

The polynomial Cmod®(/) (polynomial of degree n — 1) is simpli-
fied to the following expression by substituting the expansion
obtained from Eq. (9) for #" in Eq. (16):

P = Cmod®(1) = (Co ® Cn) + (C1 ® €)Y’

- 17
He @) + -+ (Coqg @ )™ ! an
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If j is assumed to be any polynomial’s bit position in a binary string,
then we can state Egs. (12) and (15) in their corresponding bit-level
forms, as illustrated in Eqs. (18) and (19):

, »

ffl'*: - ffl (18)
fO = fn+1

c=c'+bi-c! (19)

with f,' =0,¢1=0,0<i<n-1,and 0 <j<n.
Additionally, the product polynomial D’s reduced form, which is
shown in Eq. (17), can be expressed as follows at the bit-level:

p=gt o 20)

where 0 <j<n-1.
2.1. Dependency Graph

The two iterative equations, Eqs. (18) and (19), represent the
iterative part of the AOP-based field multiplication method. The
two indices i and j control the number of iterations. The two-
dimensional integer domain D can be used to create a dependence
graph (DG) by using the method described in the reference [30].
The DG is displayed in Fig. 1 for the example n = 5. The vertices
of the DG denote the operations designated by Eqs. (18) and (19).
The signals of cj are represented by the vertical lines in accordance
with the construction criteria of reference [30]. Horizontal lines are
used to depict signals b;. The slanted lines serve as a representation
for the signals f]’:H. The ffm signal is generated from the nodes in
the final column and allocated to the nodes within the first column.
The vertical and diagonal inputs to the nodes in the top row corre-
spond to the algorithm inputs c;l , fj’] = a;. The expected outcome
bits p;,0 <j < n — 1 are formed by combining the resultant signals
c}‘*l ,0 <j<n-1, from the bottom row with the most significant

[ R R R
L -

Fig. 1. DG for the AOP-Based multiplication algorithm for m = 5.
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signal ¢! using XOR gates (blue vertices shown in Fig. 1), as indi-
cated in the algorithm'’s reduction stage, Eq. (20).

3. Suggested bit-serial systolic array construction

In order to create the bit-serial systolic array layout, we must
select the appropriate scheduling and projection vectors to apply
to the DG. By employing the procedure already described in
[16,30-37], the scheduling vector S and projection vector P that
arise from the bit-serial systolic design should be S = [2 — 1] and
P =[1 0]", respectively. By applying the S and P vectors to the
DG nodes p(i,j), we can get the scheduling function t(p) and pro-
jection function PE(p), that are utilized to give each DG node a time
value and project each DG node to the associated PE in the systolic
array, respectively.

t(p)=n+2i—j (21)

PE(p) =i (22)

After employing the scheduling function t(p) on the DG, the
obtained node timing is shown in Fig. 2. As we can see, the provided
time values result in the successive application of the inputs and
successive generation of the DG products. One bit at a time, the
input bits cjf‘ and fj’1 are applied and the resulting output bits
cj'?*1 are presented. The output is produced beginning with the
MSB, ™1, at time 2n — 2 and ending with the LSB, ¢3!, at time
3n — 2. The serial-in serial-out (SISO) systolic array structure is
depicted in Fig. 3 as a result of applying the projection function
PE(p) to the DG. It requires 3n — 2 clock cycles to produce the final
output and consists of n unique PEs. Features of the PEs logic are
shown in Fig. 5. (see Fig. 4)

By investigating the SISO systolic array, we notice that each
input signal, b;, is assigned to the corresponding PE, and the inter-

mediate signals off]':+1 and ch are pipelined between the adjacent

Fig. 2. Node timing for m = 5.
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Fig. 3. Suggested SISO systolic multiplier.
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Fig. 4. PE; logic circuit. The square blocks represent D-Latches.

PEs. The Tri-state buffer in Fig. 5 is controlled by control signal T;,
to keep the MSB of F',f’ _, to be transmitted to the next PE at the

n+1
appropriate moment based on the select control signal S;,. Addi-
tionally, before being assigned to the following PE, these control

signals are pipelined through D-Latches and delayed by two clock
cycles. D-latch should be used to postpone the signal f; .1 by one
clock cycle so that it can be applied to the following PE at the
appropriate moment. By going across two D-latches, the signal CJ’?
can be delayed by two clock cycles to ensure that it reaches the
next PE at the appropriate moment. Before the SISO systolic array
begins to operate, it is important to note that all D-Latches must be
cleared. The SISO systolic array’s functionality can be summed up
as follows:

1. At the initial time instance (t = 0), the D-latch (Dy), shown in

Fig. 5, is enabled to pass the input signal f,jl to be hold in the
first PE (PEo) as fgﬂ. Holding this signal is performed by activat-
ing control signal T;, (T;; = 1) and deactivating control signal S;,
(Sin = 0) to enable and disable tri-state buffer Tr and Multi-

Tin
n-2
i
cz'l s
pj+— | D, - ]
n_
C]n-l <G,

Fig. 5. PE,_; logic circuit.

plexer My, respectively. Input signals by, and ¢! are also applied
to the first PE (PEg) at this time instance to update the interme-
diate signal ¢? using the AND-XOR connection shown in Fig. 5.
. At the first time instance (t = 1), control signal T;, deactivates,
Tin = 0, to disable the tri-state buffer Ty to prevent writing the

input signal fn’jl on the previously kept one, fgﬂ, in the first

PE (PEo). Control signal S;;, of Multiplexer M; still deactivates,
(Sin = 0), through this time instance to pass input signal f,ﬂl
to the next PE (PE;). Also, through this time instance, input sig-
nals f,', and c;!, are used in the first PE (PEq) to compute the
intermediate signal ¢ ;.
. When the second time instance (t = 2) occurs, the second PE

(PE1)) begins operating normally like PEq to retain the Most Sig-

nificant Bit (MSB) of F° (fg) and refresh the intermediary signals

f,l1 .1 and c}. The first PE(PEo), which is currently modifying the

0
n-1»

intermediary signals, f’
time instance.

. As a general case, at time instances (t = 2i), 2 <i<n-1, the
PEs (PE;) resume work normally like PEy and PE; to retain the
MSB of F' (i.e., f;) and refresh the intermediary signals of f,,,
and ci. Furthermore, during this time interval, the preceding
PE (PE;_;) is attempting to update the intermediary signals
i, and ¢ L.

. Throughout time instances (t > 2i), 0 <i < n— 1, the PEs (PE;)
refresh the intermediary signals off)’:ﬂ and C]’:70 <jgn-1.

. At time instances t = n+ 2i+ 2,0 <i < n — 2, control signal S,
should be activated S;, =1 to enable Multiplexer My to pass
the preserved signal f; .1 to the next PE at the proper time.

. At time instance (t =2n —2), the D-latch (D.) in the last PE
(PE,,_;), shown in Fig. 5, is enabled to pass the computed signal
c™1 to be hold in the last PE (PE,_;). Holding this signal is per-
formed by activating control signal T;, (T, = 1) to enable tri-
state buffer T;.

. At time instances (t > 2n — 2), control signal T;, deactivates
(Tin = 0) to disable the tri-state buffer Ty to prevent writing
the computed signals cj’.‘*l ,0 <j < n-1,on the previously kept
one, c’~1, in the last PE (PE,_;). At these time instances, the pre-
served signal ¢™! and signals c}‘*‘,O <j<n-1, are logically
combined in sequence using the XOR gate shown in Fig. 5 to
produce the final product p;,0 <j<n-1.

. The final product bits of p;,0 <j < n—1 are produced in serial
starting with the Most Significant Bit (MSB) p,,_; at time instant
2n—1 and ending with Least Significant Bit (LSB) p, at time
instant 3n — 2.

and ¢ ,, is also operating during this

. Results and discussions

This part addresses the comparison between the proposed SISO
systolic multiplier layout with the rival bit-serial systolic and non-
systolic multiplier architectures that have already been published



A. Ibrahim Ain Shams Engineering Journal 14 (2023) 102188

Table 1

Comparison of the area and delay complexity of the provided Multiplier layout to alternative bit-serial systolic multipliers.
Design Type TSB AND XOR MUX Latches Latency CPD
Song [5] Systolic 0 3n 3n 3n 14n 3n Ia + Ix + Iy
Fenn [6] Systolic 0 4n—-1 2n—-1 n 12n-7 3n-2 Iy + Ix
Choi [11] Systolic 0 3n 3n 3n 14n 3n-1 I+ Tx + Iy
Masoleh [38] Non-Systolic 0 R1M R2(M 0 R3(M n Iy + (2 + [logy (n)]) My
Masoleh [12] Non-Systolic 0 R4 R5@ 0 R6® n I, + [log, (n)]IIx
Ibrahim [13] Semi-Systolic 0 w3 6w+ 2 2w 27w -3 3w+n+1 I, + [y + Iy
Ibrahim [16] Systolic 2n 3n 3n n 9n 3n-2 Iy + Mx + Iy
Ibrahim [39] Systolic n 2n 2n 0 8n 3n-2 Ip + My + gy
Proposed Systolic n n n+1 n—1 n-6 3n-2 II4 + vx

(1)R1 =5n+3,R2 =5n+2v —4,R3 = 19n + 4v — 4, with v is indeed the power of the second term of the trinomial, (X" +x? + 1).

(2)R4=7n+6,R5=7n+6,R6=18n—2v—2,

3)w=[n/2].

Table 2

Costs of serial structures in terms of space and time for n =233 and t = 74.
Design A T AT %A %AT

[Kgates] [ns]

Song [5] 18.0 251 451.8 56.6 62.0
Fenn [6] 17.3 21.9 378.9 54.9 549
Choi [11] 18.0 25.0 450.0 56.7 62.0
Masoleh [38] 42.0 32.0 1344.0 814 87.3
Masoleh [12] 41.0 26.0 1066.0 80.9 839
Ibrahim [13] 16.0 21.0 357.0 513 49.2
Ibrahim [16] 12.6 248 3125 38.1 45.3
Ibrahim [39] 9.4 222 208.7 17.0 18.1
Proposed 7.8 21.9 170.8 - -

[5,6,11-13,16,38,39]. The outcomes are compiled in Table 1 in
regards to the total gate counts, latency, and critical path delay
(CPD). The symbols I, IT4, Iy, ITy, stand for the latencies of the
logic components of the Tri-State Buffers, the two-input AND gates,
two-input XOR gates, and two-to-one MUXs, respectively.

Before analysing the area and delay complexity findings from
Table 1, it is important to know that only a few of the multiplier
constructions indicated in [12,38] are systolic or semi-systolic.
The architectures provided in [12,38] are built on two different
kinds of irreducible polynomials: trinomials and w-nomials (irre-
ducible polynomials with @ non-zero terms). Since trinomial-
based solutions outperform w-nomial solutions, we choose to
compare them with the offered multiplier construction. The cre-
ated multiplier layout has a substantially less count of gates (n
AND gates, n+ 1 XOR gates, n — 1 MUXes, and 7n — 6 D-Latches)
and more n Tri-State buffers (n) than other multiplier layouts,
according to the estimated findings shown in Table 1. Only one
other multiplier, the Fenn [6] multiplier, contains almost as many
XOR gates (2n—1) as the created multiplier. Also, the design
offered by [39] has zero MUXs and the same number of the Tri-
state buffers. Additionally, we recognize that the non-systolic mul-
tiplier constructions cited by [12,38] have drastically reduced
latency than the one that was recommended but have a substan-
tially higher Critical Path Delay (CPD). Additionally, the multiplier
of Fenn [6] has a similar latency and similar CPD like the one that
was recommended. Ibrahim’s multiplier structure [13] has latency
of approximately (= 2.5n + 1) and CPD that is larger than the CPD
of the proposed design by more MUX delay. Despite Ibrahim’s mul-
tiplier construction have lower latency than the proposed multi-
plier architecture, the suggested multiplier layout has a
somewhat shorter total computation time. This is attributed to
the lower CPD of the offered design outperforms the lower latency
of the design of Ibrahim [13] as will be verified later using real
implementation.

We assessed the overall area (A), the entire processing time (T),
and the area-time (AT) of the compared structures for n = 233 and

t = 74, as shown in Table 2, to support our observations of Table 1.
To assess the area (total gate count) and delay of the crucial logic
components, we employed NanGate (15 nm, 0.8 V) Open Cell
Library. While the delay is evaluated for each basic component
separately, the area of each basic component (S) is calculated as
a function of the two-input NAND gate. We can summarize the
assessed results for each component as follows:

. Tri-State Buffer: S,; = 0.8, I1,; = 7.9ps.

. Two-input AND gate: S, = 1.2,114, = 11.3ps
. Two-input XOR gate: Sy = 2.5, IIx = 12.7ps,
. 2-to-1 MUX: Sy = 2.5,y = 12.4ps,

. D-Latch: Spgeen = 2.8, g = 16.6ps.

U WN =

According to the results listed in Table 2, the offered SISO sys-
tolic array multiplier construction substantially outperforms the
recently reported proficient bit-serial multiplier constructions in
aspects of area (A) and area-time (AT) product by average values
of at least 17.4% and 18.14%, respectively. As a result, the findings
obtained support the idea that the suggested architecture is appro-
priate for cryptosystems used in IoT applications that place greater
restrictions on space complexity due to their limited resources.

5. Summary and conclusion

The AOP-based multiplication technique over the binary-
extended field was performed in this paper using a new SISO sys-
tolic array design. The suggested architecture lends itself better to
VLSI implementations owing to its regular processing element
builds and localized interconnections. Furthermore, opposed to
the multiplier architectures of its existing rivals, it has the distinc-
tion of lowering area overhead with a respectable delay. As a
result, it could really work effectively in cryptosystems utilized
in IoT applications that place greater restrictions on space
complexity.
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