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Abstract

Every day, thousands of new malicious software emerge globally, posing threats to
consumer devices, stealing private data, or inducing financial losses. The increasing
number and sophistication of malware threats underscores the need for effective and

efficient malware detection and triage schemes.

Malware triage is a process used by cybersecurity professionals to quickly assess,
prioritize, and respond to malware incidents. Effective malware triage requires a
combination of automated tools, skilled personnel, and well-defined procedures to
quickly and accurately respond to malware incidents, minimizing damage and

recovery time.

An essential aspect of the triage 1s the categorization and prioritization task which
enables determining malware type. Automating such process helps save valuable

time for cybersecurity analysts and investigators.

This report explores the application of machine learning techniques as a secondary
layer for assigning systematically a category after a file has been flagged as
malicious by a detector. Three different classification techniques were studied: Naive
Bayes, Random Forest, and K-nearest Neighbors. Experimental evaluation on a
public dataset yielded excellent performance for Random Forest compared to the

other two classifiers.
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Chapter 1: Introduction

1.1 Context

In the interconnected world of today, where digital communication is everywhere, the danger of
malware is a major concern for all networks. Malware, which stands for malicious software,
presents a significant threat to the security and reliability of networks worldwide. From secret data
theft to disruptive denial-of-service attacks, malware takes on different forms, each capable of

causing chaos to systems and exposing sensitive information.

The core of network malware detection is its capacity to spot and stop these sneaky threats before
they cause damage. By closely examining the network traffic and studying the behavior patterns,
detection systems can identify unusual activities that suggest malicious intent. This allows for

quick and effective actions to be taken in response.

1.2 The Growing threat of Malware

As there is an increase in internet-connected devices and hackers develop more sophisticated
techniques, the danger posed by cyber threats has severely grown (Figure 1.1). Malware
developers use advanced methods like polymorphism and obfuscation to avoid the detection by
traditional security measures, making it difficult to stop their harmful activities. The results of a
successful malware attack can be devastating, leading to financial losses, damage to reputation,

legal consequences, and threats to national security [1].
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Figure 1.1 Annual number of malware attacks worldwide from 2015 to 2022 [1].

1.3. The Imperative of Detection

Considering the aforementioned increasing dangers, the importance of robust malware detection
mechanisms cannot be overstated. Network administrators and cybersecurity professionals rely on
these systems to safeguard the critical infrastructure, protect sensitive data, and preserve the trust
of users [2]. Effective detection not only mitigates the immediate impact of malware attacks but
also serves as a deterrent against future incursions, thus promoting a safer and stronger network

environment.



1.4 Challenges and Opportunities

Detecting malware in network traffic poses a significant challenge, fraught with complexities and
uncertainties. The huge amount of data moving through today's networks requires scalable and
effective detection algorithms that can instruct on the difference between harmless and harmful
activities instantly. Also, the rise of encrypted communication protocols makes it hard for
traditional detection methods to work well because malicious content can hide within the encrypted

data.

Nevertheless, among these challenges lie the opportunities for innovation and advancement. New
technologies like artificial intelligence (AI), machine learning (ML), and behavioral analytics
show potential for improving how well malware detection systems work. By using these advanced
tools, researchers and professionals can create defense systems that can adapt and withstand the

changing malware threats, staying ahead of them.

1.5. Objectives of Research

The primary objective of this research is to explore and evaluate a ML-based approach for malware
categorization. Malware categorization is essential for security analysts who are responsible for
triage activities. After a file has been flagged as malware, knowing the exact category or type

helps focusing on the incident response task.
The proposed model:

e acts as a secondary layer after a detector has flagged a file as malware.

e utilizes ML models to classify the malware.



Figure 1.2 outlines a typical detection architecture and how the proposed model fits in it:
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Figure 1.2 A typical detection architecture

The proposed approach leverages the natural language processing (NLP) techniques for data
processing and feeds the outcome to a ML classifier. Three different classifiers are studied and

evaluated using an existing public dataset.



The remaining chapters are organized as follows:

e Chapter 2 provides some background information on malware analysis and classification.

e Chapter 3 presents the dataset used to evaluate our proposed approach.

e Chapter 4 presents the proposed approach and its evaluation using the three different
classification techniques.

e Chapter 5 makes some concluding remarks and highlights some future works in the scope

of this project.



Chapter 2: Background

Network malware detection is a critical aspect of cybersecurity that aimed at identifying and
mitigating malicious software (i.e. malware) threats within computer networks. Malware
encompasses a wide range of malicious software programs designed to disrupt, damage, or gain
unauthorized access to computer systems and data. Network malware detection involves the use
of various techniques and technologies to identify and prevent the spread of malware within

networked environments.

2.1 Context

The expansion of malware poses significant risks to organizations, individuals, and critical
infrastructure systems. Malware can be distributed through various vectors, including email
attachments, malicious websites, removable media, and network vulnerabilities [3]. Once inside a
network, malware can propagate rapidly, causing a widespread damage, as well as data breaches,

financial losses, to name a few.

Traditional signature-based detection methods, which rely on predefined patterns or signatures of
known malware, have limitations in detecting new and evolving threats. As a result, there has been
a shift towards more advanced detection approaches that leverage the behavioral analysis and

anomaly detection to identify previously unseen malware variants and zero-day attacks [4].



In terms of collecting data, there are two specific ways:

Statistical Methods: This involves collecting and analyzing data from existing sources,
such as surveys, experiments, observational studies, or datasets that have been pre-
compiled. The data is often structured and labeled, making it suitable for training supervise
learning model.

Simulations or Synthetic Data Generation: This involves creating artificial data that
mimics real-world scenarios. This can be done through sandbox environments, where
models are trained on simulated scenarios, or by generating synthetic data using algorithms
that can replicate the patterns and distributions found in real data. This approach is useful

when real data is scarce, sensitive, or difficult to obtain.

When applying these data-gathering methods to network detection, the approaches are tailored to

the specific needs and challenges of monitoring and identifying anomalies or threats in a

network.

Here is how each approach can be expanded:

1. Statistical Methods in Network Detection:

Data Collection from Network Traffic: This involves collecting data from various points
in a network, such as routers, firewalls, and endpoints. The data includes logs, packet
captures, and flow records. Statistical methods can be used to analyze this data to identify
patterns, trends, and anomalies.

Baseline and Anomaly Detection: By using statistical techniques, a baseline of normal
network behavior is established. Any deviations from this baseline, such as unusual traffic

patterns or spikes in data transfers, can be flagged as potential security threats.



e Feature Engineering: Specific features are extracted from the network traffic data, such
as connection duration, packet size, and protocol type. Statistical analysis helps in selecting
and refining these features to improve the accuracy of detection models.

e Correlation Analysis: Statistical methods can be used to correlate different events and

logs across the network, helping to identify coordinated attacks or complex threat patterns.

2. Simulations or Synthetic Data Generation in Network Detection:

e Sandboxing for Threat Detection: In network detection, sandboxing refers to isolating
potentially malicious files, code, or traffic in a controlled environment to observe their
behavior. The sandbox generates data on how these threats interact with the network, which
can be used to train detection model.

e Simulation of Network Attacks: Simulated attacks, such as Distributed Denial of Service
(DDoS) or phishing attempts, are run in a controlled environment to generate data that
mimics real-world scenarios. This data can then be used to train machine learning models
to detect such attacks in actual networks.

e Synthetic Traffic Generation: When real network traffic data is not available or is
insufficient, synthetic traffic can be generated to simulate various network conditions and
attack scenarios. This synthetic data is used to train and test network detection models.

e Adversarial Training: In some cases, synthetic data is generated to simulate adversarial
attacks, where the goal is to fool the detection system. This data helps in training more

robust models that can withstand sophisticated evasion techniques.



2.2 Approaches to Network Malware Detection

e Signature-Based Detection: This approach involves comparing the network traffic or file
contents against a database of known malware signatures. While effective against known
threats, signature-based detection is limited in its ability to detect novel or polymorphic
malware variants.

e Heuristic Analysis: This approach involves identifying the suspicious patterns or
behaviors in the network traffic or file activities that may indicate the presence of malware.
This approach also relies on predefined rules or heuristics to detect potentially malicious
behavior.

e Behavior-based Detection: This approach focuses on analyzing the actions and activities
of software programs to identify any anomalous behavior that is indicative of a malware.
This approach also monitors the system processes, network communications, and file
interactions to detect the deviations from the normal behavior.

e ML and AI: ML techniques, such as supervised learning, unsupervised learning, and deep
learning, are increasingly being used for network malware detection [5]. These approaches
are meant to analyze large volumes of network data, in order to identify the patterns and
anomalies that are associated with the malware activity.

e Anomaly Detection: Anomaly detection techniques aim to identify the deviations from
the normal network behavior, that may indicate the presence of malware. This approach
also involves establishing a baseline of normal network activity and flagging any

deviations from that baseline as potential threats.



e Sandboxing and Emulation: Sandboxing involves executing suspicious files or programs
in isolated environments to observe their behavior and determine if they exhibit malicious
activities [6]. Besides, emulation techniques simulate the execution of malware in
controlled environments to analyze their behavior without risking the integrity of the
production systems.

e Integrated Security Solutions: Many modern network security solutions integrate
multiple detection techniques, such as intrusion detection/prevention systems (IDSs/IPSs),
firewalls, endpoint protection platforms (EPP), and security information and event
management (SIEM) systems, to provide a comprehensive protection against malware

threats.

Figure 2.1 depicts the percentage usage of various detection techniques.
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Figure 2. 1 Malware Detection Techniques Usage Percentage [7]
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Network malware detection is a multifaceted field that requires a combination of techniques and
approaches to effectively identify and mitigate the malware threats in networked environments. As
malware continues to evolve and become more sophisticated, it is essential for organizations to
deploy robust detection mechanisms and stay vigilant against emerging threats. Continuous
research and development in network malware detection are vital to staying ahead of evolving

cyber threats and protecting the critical assets from malicious actors.

2.3 What is Malware

Malware, short for "malicious software", is any software intentionally designed to cause damage
to a computer, server, network, or device, or to gain unauthorized access to sensitive information.
Malware encompasses a wide range of malicious programs or code, including viruses, worms,

Trojans, ransomware, spyware, adware, rootkits, to name a few.

Malware can disrupt the normal computing operations, steal the personal or confidential data,
compromise the system security, and propagate itself to other systems [8]. It often relies on social
engineering tactics, software vulnerabilities, or other means, to infiltrate and infect the target
systems. Malware poses significant threats to individuals, organizations, and society at large,

requiring proactive measures such as antivirus software, firewalls, security patches, and user

education, to mitigate its risks.

2.4 How Malware Works

Malware typically infects a system through various means such as email attachments, malicious

websites, infected USB drives, or vulnerabilities in software or operating systems [9].
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Once the malware gains access to a system, it executes its malicious code. This code can perform
a wide range of actions depending on the type and purpose of the malware. Common actions
include stealing sensitive information, propagating encrypting files for ransom purpose, damaging

the system’s files, or turning the infected system into part of a botnet.

Many malware strains attempt to establish a persistence on the infected systems, in order to ensure
they remain active, even after reboots or attempts to remove them. They might create registry
entries, modify the system files, or use other techniques to achieve persistence. Malware often
communicates with the remote servers controlled by the attackers to receive the commands,
download additional payloads, or exfiltrate the stolen data [10]. This communication typically

occurs over the Internet using protocols such as HTTP, HTTPS, or DNS.

2.5 How to Capture Data

Capturing the data related to malware activities is essential for analysis, detection, and response.

Some common relevant techniques are described as follow:

2.5.1 Network Traffic Analysis

Network traffic can be monitored using tools such as Wireshark or intrusion detection systems
(IDSs) to capture the communication between the infected system and the remote servers. The
traffic can then be analyzed to identify malicious activities, such as command-and-control

communication or data exfiltration.
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An overview of data capture through network traffic is presented in Figure 2.2.

Network Traffic
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Figure 2. 2 Capturing Data by Network Traffic [11].

2.5.2 System Logs

System logs can be collected and analyzed from various sources such as event logs (Windows
Event Viewer), syslog (Unix-based systems), or application logs. Then, suspicious or anomalous
activities such as unusual process execution, file modifications, or authentication failures, can be

1dentified and looked over.

2.5.3 Endpoint Detection and Response

End point detection and response (EDR) solutions can be deployed on the endpoints to
continuously monitor for malicious behavior and capture the relevant data, such as process activity,
file modifications, and network connections. These solutions can provide valuable insights into

the malware activities and help with the incident response.

13



2.5.4 Memory Forensics

The memory of infected systems can be analyzed using tools such as Volatility, to identify the
running processes, loaded modules, and other artifacts associated with the malware execution.
Memory forensics can uncover the stealthy malware that may not be visible through traditional

disk-based analysis.

2.5.5 File Analysis

Suspicious files can be analyzed using malware analysis tools such as sandbox environments or
antivirus scanners. These tools can help identifying the behavior and characteristics of the
malware, as well as the indicators of compromise (IOCs), which can then be used for detection

and prevention purpose.

2.6 JSON With Tree Structure

JSON (JavaScript Object Notation) is a lightweight data interchange format commonly used for
representing the structured data. While JSON itself doesn't enforce any specific structure, it is often
used to represent hierarchical or tree-like data structures, making it a popular choice for

configuration files, data exchange between systems, and the storage of various types of data [12].
Here is how JSON files can be used to represent the tree structures:

v" Nodes: In a tree structure, each element or entity is represented as a node. In JSON, each

node is typically represented as an object (i.e. a collection of key-value pairs).

14



Properties: Nodes in the tree can have properties that describe or characterize them. These
properties are represented as key-value pairs within the JSON object. Common properties
might include a node's name, value, type, or any other relevant information.

Hierarchy: One of the defining features of a tree structure is its hierarchy, where the nodes
are organized into parent-child relationships. In JSON, this hierarchy is represented using
nested objects. A parent node can have one or more child nodes, each represented as a nested
object within the parent node's object.

Arrays for Multiple Children: If a node can have multiple child nodes, they are typically
represented as an array within the parent node's object. This allows for flexibility in
representing varying numbers of child nodes.

Leaf Nodes vs. Branch Nodes: In a tree structure, nodes that do not have any child nodes
are often referred to as leaf nodes, while nodes that have one or more child nodes are referred
to as branch nodes. Leaf nodes are represented as objects without any nested child nodes,

while branch nodes have nested objects representing their children.

2.7 Parsing JSON using Natural Language Processing

Parsing JSON with a tree structure using Natural Language Processing (NLP) typically involves

extracting the structured information from the textual descriptions or unstructured data [13]. While

NLP techniques can help in understanding the content and context of JSON data, directly parsing

JSON with a tree structure using NLP alone might not be the most efficient approach.

However, one can use NLP techniques in conjunction with traditional JSON parsing methods to

extract the information from the textual descriptions or to assist in understanding the semantics of

the data [14].

15



Text Understanding: NLP techniques such as named entity recognition (NER), part-of-
speech tagging (POS), and dependency parsing, can be used to understand the textual
descriptions associated with the JSON data. This can help in identifying the key entities,
relationships, and actions that are described in the text.

Information Extraction: Relevant information can be extracted from the textual
descriptions that describe the structure of the JSON tree. For instance, if the JSON data
describes a hierarchical organization, one can use NLP to identify the keywords or phrases
indicating the parent-child relationships such as "parent node", "child node", "branch",
"leaf", to name a few.

Semantic Analysis: The semantics of the textual descriptions can be analyzed to
understand the intended meaning behind the JSON structure. This may involve identifying
the synonyms, hypernyms, and hyponyms, to capture the variations in the language used
to describe the tree structures.

Mapping to JSON Structure: Once the textual descriptions have been extracted and
analyzed, the information can be mapped to the corresponding JSON structure. The
insights gained from NLP can then be used to identify the hierarchical relationships
between the nodes, the properties of each node, and any other relevant information.
JSON Parsing: Finally, the JSON data based on the mapped structure can be parsed. To
this end, traditional JSON parsing techniques can be used, such as libraries or built-in
functions provided by the programming language. These parsing techniques can help,
converting the JSON data into a structured format, that can then be easily manipulated and

processed.
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A sample JSON file parsing is depicted in Figure 2.3.

Raw JSON JSON after Substitute

{"Service":{"Request": Service:Request:IsValid:true

{"Es}’alld" . ngu"en ,"RPCration" . usstho Sg;r'gtrllorgearchDogs
gs","Version":"1.0","Parameters": Parameters:type:all
{"type":"all"}},"Response":{"dogs": Response:
[{"name":"Timmy","breed":"Yorkiepoo" name:Timmy

S'age":"3" "owner":"Makah","weight":"1

—

breed:Yorkiepoo
age:3

0 lbs"}, owner:Makah

{"name":"Snoopy","breed":"Beagle","ag weight:10 Ibs

€":"6" "owner":"Anna","weight":"20 gfe";g:ggggfg

Ibs"}, {"name":"Dexter","breed":"Chow age:G.

mix","age":"3","owner":"Ivan","weight": owner:Anna

" " weight:20 Ibs

30 Ibs"}1}}} name:Dexter

breed:Chow mix
age:3
owner:lvan
weight:30 Ibs

Figure 2. 3 Raw JSON File Parsing Sample [15].
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Chapter 3: Dataset for Experiments

For the experiments, we use an existing public malware dataset called CAPEv2.

3.1 CAPEv2 Sandbox

CAPEV2 is an open-source sandbox [16] for execution analysis of samples that started as a fork of
the original Cuckoo sandbox in 2019. It is still actively developed and maintained at the time of
collecting the reports. It further extends the monitoring and execution capabilities of the Cuckoo
sandbox, including unpacking and/or capturing payload that provides more detailed information

about the executed samples. It also allows the detection based on the Yara signatures.

The actual execution of the samples and collection of the reports were performed at the Czech
Technical University, Prague, in July and August 2021, they used the recent version of CAPEv2
sandbox at that time [17]. They ran the collection on 3 separate physical machines, each hosting 4
guest virtual machines that executed the malware samples and were monitored by CAPE. These

virtual machines were configured as follows:

» Windows 7 operating system was installed together with MS Office

» the virtual machines were altered to mimic a real personal computer, hence

A collection of typical popular applications was installed, including Google
Chrome, Firefox, Adobe Reader, Spotify

= A private key was generated and stored in a standard location

= At least one password was stored in Chrome

= A collection of publicly available documents and images were downloaded and

stored in typical locations

18



= Internet connection was allowed

3.2 Data Description

The purpose of the dataset is to allow researchers to work with detailed and rich behavioral data
collected from several malware families over an extended period. We first describe the metadata

followed by the structure of the samples themselves.
3.2.1 Metadata

The dataset consists of 48, 976 samples. For each sample, the dataset provides:
* sha256 of the sample for the identification,

* classification to a malware family,

* type of the malware sample,

* date of detection of the file.

All of these samples were classified as malicious; however, they belong to different malware
families. Labeling these samples and assigning a particular malicious PE into a malware family is
not an easy task as some code can be shared by various families thus causing possible noise in
labels [20]. According to the records in Avast systems, the classification of these samples into 10

different malware families is provided in Table 3.1.

Adload | Emotet | HarHar | lokibot | njRAT | Qakbot | Swisyn | Trickbot | Ursnif | Zeus

704 14,429 655 4,191 | 3,372 | 4,895 | 12,591 | 4,202 1,343 | 2,594

Table 3. 1 Number of samples in the dataset according to malware family [21].

19



Moreover, the samples are one of these 6 types:

"banker", "trojan", "pws", "coinminer", "rat", "keylogger"

The samples were collected mainly throughout the years 2017 and 2019, thus offering a significant

spread over time for studying the changes in the families and the changes in the data distribution.

Figure 3.1 depicts the histogram of years and months in which the samples were detected.

Number of samples for each month

oo b
o _—————--...III -

u e"'

Month and year of the first evidence of a sample

Figure 3. 1 Histogram of number of samples collected over several months in the dataset [18].

3.3 Dataset

The dataset itself consists of JSON reports produced by the CAPE sandbox. For each analyzed
sample, there is a full JSON report of the CAPE sandbox, stored as a plain JSON in a file identified
by the sha256 of the analyzed sample [22]. The full JSON files contain all gathered information,
including all information about the started processes and system calls, all the generated (dumped)

binaries, and (if any) existing detections based on YARA rulesets.

Although the key purpose for releasing the dataset is to allow the AI/ML researchers to develop

and test new methods and classifiers, no transformation of JSON reports into vector representation

20



was provided by the authors, the main reason being that there exist methods that can take the JSON

as an input without any transformation.

However, the presence of some registry keys in the full reports can leak true labels and thus
invalidate using full reports directly for training ML models. Moreover, the size of the full reports

can be prohibitively large — in a few cases, the size of the full report is more than 800 MB.

Figure 3.2 shows a full histogram of sizes of full reports.

1wt b
10

10°

Number of reports (log scale)

[

o 250 500 750 1000
Size of the full ]SON report (in MBs)

Figure 3. 2 The histogram of sizes of full JSON reports produced by CAPEv2 on samples in the dataset
[19].
Therefore, besides the set of full reports, the authors have also created a set of reduced reports.
They generated these reduced reports by restricting the original JSON to two keys containing

enough information for training an ML classifier. These keys are:

= behavior “summary” that contains a summary of the behavioral analysis, including
accessed

= static “pe” that contains static properties of the executed sample.

21



Figure 3.3 is the shortened example of a JSON output of CAPEv2 analysis of a malicious

sample:
"behavior™: {
"summary": {
"keys™:

“HﬁEY\,LDCAL\,HACHINE\\Syst@m\\CuIrentControlSet\\Control\\le\\CustomLocale“,

"resolved\_apis": [

"kernel32.dll.GetCurrentProcessorNumber",

"kernel32.d11 .GetNativeSystemInfao™,
R I

"executed\_commands™: [

"W "G W\Usersi\ \comp’\\AppData’\Local "\ \Temp\\FFFF450D5T4ESESTOEFE . exe\" ",
"W C:W\Usersi\ \comp’\\AppData’\Local\\Microsoft\\Windows“\\spcmachine .exe\""],

"writeh_keys": [I,

"files™: [
" “Windowsh \SysWOW64\\kernel32.411",
"\ \Windows\\Globalization“\Sort,
R

"mutexes™: [
"PEMB40" ,
"PEMBG68" ,
"Global\\IECIAS2L4" ,
"GlobalW\MECIAB244" ,
- |

"icon\_hash": null,

"sections":
£
"rawh_address": "Ox00001000",
"name": ".text",
"characteristics™: "IMAGE\_SCN\_CNT%_CODEIMAGE_SCN_MEM_EXECUTEIMAGE“\_SCN%_MEM\_READ",

"wirtual\_size":
"vwirtunalh_address’

=000027T86" ,
"0x00001000" ,

"size\_of\_data™ "Ox00003000™,
"entropy": "L.B3",
"characteristics\_raw™: "0x60000021"
¥,
"peid\_signatures”: null,
"entrypoint™: "0x00403600",
"exports": [J,
"owverlay™: null,
*digital\_signers": [1,
"imphash": "4e77bfEb96ea24734ed70b7T8BbSfbTcB8",
"reported\_checksum": "QOx00000000",
"icon™: bnull,
"guesth\_signer {
"anx'_error true,

"aux'_shal™: null,
"aux\_timestamp”: null,
"anxh_valid™: false,
"auxh_signers": []

"au:x\_ex—ror\_desc"; "No signature found. SignTool Error File mnot wvalid
Cy\\Usersh \comp'\AppData‘\‘\Local \\Tenp\\FFFF450DET74ECESTO6SFE . exe"

T.
"actual_checksum": "0x0002a738",

Figure 3. 3 Shortened example of a JSON output of CAPEvV2 analysis of a malicious sample [23].
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Chapter 4: Malware Categorization Model

4.1 Proposed Methodology

Our proposed methodology for malware categorization is centered around NLP techniques,
specifically utilizing the stopword method, to prepare and vectorize the data. This preparation was

crucial for applying the approach to three distinct ML models.

The process began with data preprocessing, which involved thorough feature selection. Feature
selection is critical in identifying and retaining the most relevant attributes from the dataset,
thereby improving the efficiency and performance of the ML models. This step ensures that the

models are trained on data that is both representative and devoid of unnecessary noise.

Following the feature selection phase, the next step was data preparation. This involved cleaning
the data, removing any redundant or irrelevant information, and transforming the data into a format
suitable for ML algorithms. Here, the stopword technique played a key role by filtering out the
common words that are usually insignificant in text analysis, allowing the models to focus on the

more meaningful components of the dataset.

Once the data was properly prepared and vectorized, it was ready to be fed into the three ML
models. These models were then trained to identify the patterns and characteristics associated with

the malware, leveraging the refined dataset to enhance their predictive accuracy and reliability.
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Figure 4.1 provides a flowchart of categorization process.

‘ Incoming File ‘

__‘- The First Laver -‘__

(Detector)
/ |
Malware | © \+ ‘ Not A Malware |
Em“ﬂl : .
: The Second Layer -
(Categorizer)
|. NLP(STOPWORD) |
_ | )
—— | Vectorize Data | —
|/’ - I '“*-\|
L 4 v hJ
| Naive Bayes | | Random Forest | | K nearest Neighbors |
| L |
S~ e
I ;u| Malware Types lt —

Y Y

| banker | | trojan | | PWs | | coinminer | | rat ‘ | keylogger |

Figure 4. 1 Flowchart of the categorization process
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4.2 Data Preprocessing

Since the data is in raw JSON format with a tree structure, the initial step was to thoroughly
examine its organization. This involved understanding the hierarchical structure and the

relationships within the data to ensure an accurate parsing and analysis.

To better comprehend the dataset, the accompanying paper was referred to, which provided
valuable insights and context [24]. That paper highlighted two key features, "behavior" and
"static," as particularly significant for training the model and predicting the labels. These features
were identified as critical components that could significantly influence the performance and

accuracy of the ML models.

Recognizing the importance of these features, the raw data was filtered. This process involved
extracting and isolating the relevant sections of the JSON files that corresponded to the "behavior"
and "static" features, respectively. By doing so, a new refined dataset that contained only the
pertinent files was created, which was more manageable and directly aligned with the objectives

of the training and label prediction tasks, hence facilitating a more efficient and targeted analysis.

To enhance the comprehension, the two datasets (i.e. the main dataset and the labels) were merged
into a single, unified data frame. This integration ensured that each record in the main dataset was
directly accompanied by its corresponding label, facilitating a more cohesive and accessible

structure for analysis.

Merging these datasets involved carefully aligning the records based on a common identifier,
ensuring that the labels match accurately with their respective data points. This step was crucial
for maintaining the integrity of the data, and for ensuring that subsequent analyses would yield
valid and meaningful results.
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Once the datasets were merged, data cleansing procedures to prepare the data for further analysis
were operated. One of the key steps in this process was the elimination of any NaN (Not a Number)
values from the datasets. It should be noted that NaN values can arise from various issues such as
missing data or errors during data collection, and these can significantly impact the performance
of ML models. By identifying and removing these values, the dataset was ensured to be clean and

reliable, reducing the potential for inaccuracies in the analysis and model training phases.

2 13

In the merged dataset, columns such as “resolved apis”, “executed commands”, “read files”,
“started_service”, “created service”, and others, could be removed because their data were not
contributing to the training process. Indeed, these columns do not provide any meaningful

information or features that the ML model can use to learn and make accurate predictions.

Therefore, including them in the dataset would have add unnecessary complexity and noise.

On the other hand, some samples (i.e. rows) in the dataset lacked consistency in the columns that
they contained. This inconsistency could be due to missing data, errors in data collection, or
differences in the data sources. Also, these inconsistent rows were missing the two most critical
columns, “private” and “statistic”, which are essential for the analysis and training process, as they
likely contain key information that significantly influences the model's performance. Without these
columns, the rows are incomplete and cannot be used effectively in the training process.

Consequently, these rows were removed from the dataset to maintain data quality and integrity.

Additionally, some columns in the dataset contained only numeric values, all of which were zeros.
These zero-valued columns do not provide any variation or useful information for the model to
learn from. Since they do not contribute to distinguishing between different samples or providing
any predictive power, they were considered uninformative, and removing them streamline the

dataset, reducing its dimensionality and improving the efficiency of the training process. By
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eliminating these redundant columns, we ensured that the dataset remains focused on the most

relevant and informative features, ultimately enhancing the model's performance.

The result was a well-organized and clean dataset, ready for further exploration and analysis. This
preparation laid a solid foundation for accurate and effective ML model development and other

analytical tasks.

Additionally, the main dataset was merged with its associated labels using a common identifier
column, 'sha256'. This merging process involved aligning the records from the main dataset with
their corresponding labels based on the 'sha256' identifier, ensuring that each data entry was
accurately paired with its respective label. This step was essential for creating a comprehensive
dataset, where each record included the data and its associated label, resulting in a new, clean

dataset ready for analysis and modeling.

In this dataset, we have 10 distinct "classification family" categories available for prediction.
These categories include 'Swisyn', 'Emotet’, 'njRAT", 'Zeus', 'Qakbot', 'Ursnif', "Trickbot', 'Lokibot',
'HarHar', and 'Adload'. Each of these families represents a specific type of malware, providing a

diverse set of categories for classification tasks.

Additionally, there are 6 "classification type" categories for prediction. These categories are
'trojan’, 'banker’, 'rat', 'pws', 'coinminer’, and 'keylogger', and each classification type represents a
broader category of malware, focusing on the general behavior or purpose of the malware rather

than specific families.

Our primary focus for prediction is on the "classification type" categories. By concentrating on
these categories, we aim to develop a model capable of accurately predicting the general type of

malware, which can provide valuable insights for malware detection and prevention efforts. This
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focus allows us to address a broad range of malware behaviors and characteristics, enhancing the

overall effectiveness and applicability of our predictive models.

4.3 Data Preparation

After data preprocessing, the next step involves preparing the input data by creating a new dataset
that excludes certain columns. Figure 4.2 illustrates the removal of columns that contribute to the

predicting (target columns) and the creation of the input data frame.

input_data = merged_df.drop(['sha256', 'classification_family', 'classification_type',
‘date’, 'timestamp'], axis=1)
input data

keys resolved_apis executed_commands

[kernel32.dllIsProcessorFeaturePresent, [HKE'

0 [HKEY_LOCAL_MACHINEWSOFTWAREMicrosoftliOLE. . e

['cNwindows\system\iexplorer exe']

1 [HKEY_CURRENT_USER' 'DisablelUserModeCallback... [kernel32.dl.FisAlloc’, kernel32.dilFlsGet..  [-81893142' 'C:WUserslicompliAppDataliLoca...

['kernel32 dil. GetNativeSysteminfo’,

2 [HKEY_LOCAL_MACHINEWSYSTEMUCurrentControlSe... emel32..

["C\UsersiicompliAppDataliLocaliTemptin034...

3 [HKEY_LOCAL_MACHINEWSoftwareliMicrosoftiWin..  [Ipkdil LpkEditControl’, kernel32 dIl FIsAlL.  ["C:WUsers\icompiiAppDataiLocaliTempiih21v.. [HKEY_CL

Figure 4. 2 Creating the input data by dropping the target columns

1. In the initial step, specific columns were reserved in the dataset for predicting the labels.
These columns were later used for training and evaluation of the performance of the ML
model. Next, we focused on preparing the data for the NLP tasks. This involved several

essential steps, namely:
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Stopword Identification: Common stopwords were identified and removed from the
text. Stopwords do not carry significant meaning and can be safely excluded.
Lemmatization: To reduce the words to their root forms, lemmatization was applied.
For example, the word ‘better’ would be transformed to its root form ‘Lemme’ or
‘good.’

Vectorization: To make the data compatible for ML models, the CountVectorizer from
the scikit-learn library was utilized. This technique converted the text data into a

numerical representation, creating a matrix of word frequencies.

2. After text preprocessing, the labels were encoded. Each category (e.g., ‘trojan,” ‘banker,’

‘rat’) was assigned a numerical value. For instance, ‘trojan’ might be encoded as 1, ‘banker’

as 2, and ‘rat’ as 3.

3. Finally, the dataset was split into training and testing subsets. The last 20% of records were

allocated for testing purpose, while the remaining records were allocated for model training

purpose.

For a better understanding of the target data, Figure 4.3 illustrates the distribution of the labels:

count

the distribution of labels in dataset

10000 -

BO00 4

2000 4

trojan banker rat s coinminer keylogger
dassification type

Figure 4. 3 Distribution of labels.
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To ensure that the test dataset has examples from all target types (classes), the stratified sampling

technique was used as follows:

1.

Calculate class distribution: First, calculate the distribution of the target labels (classes)
in the dataset. Count the number of examples belonging to each class.

Determine the split ratio: Decide on the ratio of data to allocate to the training and testing
sets. We used a split 80-20% for training and testing, respectively.

Stratified sampling: Use the class distribution calculated in Step 1 to perform the stratified
sampling. This means that when splitting the data into training and testing sets, ensure that
each set contains a proportional representation of examples from each class. For instance,
if we have three classes and we are splitting the data into training and testing sets, we make
sure that both sets contain examples from all three classes in approximately the same
proportions. After ensuring that each set has examples from all classes, the data is shuffled
to introduce randomness. This helps prevent any bias that might occur if the data is ordered

in a specific way.

By using the stratified sampling technique, we can ensure that our test dataset has examples from

all target types, which is crucial for accurately evaluating the performance of the classifier.

4.4 Three Classifiers and Performance Comparison

We explore in the proposed approach three different classifiers, namely, naive Bayes, k-nearest

neighbors, and random forests. Using the CAPE dataset, we train and test each of the classifiers

and generate a classification report, which summarizes the standard ML metrics.
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The classification report provides a detailed breakdown of the model's performance metrics, i.e.

precision, recall, F1-score, and support for each class. Theses metrics are defined as follows:

e Precision: The ratio of true positive predictions to the total number of positive predictions.
It indicates how many of the predicted positive instances are correct, and this is more than
0.94 in most of the classes.

e Recall: The ratio of true positive predictions to the total number of actual positive instances.
It measures the model's ability to find all the relevant cases within a dataset.

e F1-Score: The harmonic mean of precision and recall. It provides a single metric that

balances the trade-off between precision and recall.

4.4.1 Naive Bayes Classifier

The Naive Bayes model is a probabilistic classifier based on Bayes' theorem with the "naive"
assumption that all features are independent of each other given the class label. Naive Bayes is

well-suited for text classification tasks for several reasons.

This model was chosen for its computational efficiency, making it ideal for large text datasets. It
is simple to understand and implement, which is great for quick prototyping and baseline
comparisons. It generally performs well in text classification, particularly with a high feature-to-
sample size ratio. It is also robust to irrelevant features due to its feature independence assumption.
However, this assumption can lead to suboptimal performance since real-world data often feature
some interdependencies. Additionally, if the test data contains features not seen in the training
phase, Naive Bayes may incorrectly assign a zero probability, impacting the accuracy. Lastly, its

simplicity may not capture complex feature relationships as effectively as more sophisticated
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models would do, and it might struggle if the actual feature distribution within the classes differs

from the model’s assumptions.

The Naive Bayes model was implemented as follows:

1.

3.

The necessary libraries were first imported from scikit-learn (sklearn), a ML library in
Python. Specifically, the Naive Bayes classifier was imported, which is well-suited for
classification tasks involving categorical data. This classifier is based on Bayes' theorem
and assumes that the features are conditionally independent given the class, making it a
simple and powerful tool for many classification problems.

Once the libraries were imported, a Naive Bayes classifier was created. This involved
initializing the classifier using sklearn's built-in functions. The classifier serves as the
foundation of our model, tasked with learning from the training data to make accurate
predictions.

Next, the training datasets were used, which include the input features and corresponding
output labels, to fit the classifier. The training process involves feeding the input data into
the model, allowing it to learn the relationships between the features and the target labels.
This step is critical as it enables the model to understand the patterns and structures within
the training data.

After fitting the classifier with the training data, the model was ready to make predictions.
The classifier was then used to predict the labels for unseen samples. These samples were
taken from the test dataset, which was kept separate from the training data to provide an
unbiased evaluation of the model's performance. Predicting on the test dataset is essential
as it helps assessing how well the model generalizes to new, unseen data, which is a crucial

aspect of any ML model.
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Figure 4.4 illustrates this entire process, starting from importing the necessary libraries and
creating the Naive Bayes classifier, to fitting it with the training data, and finally using it to predict

the outcomes for the test data.

# importing first model
fron sklearn.naive bayes import MultinomiallB
clf = MultinomialNB().fit(X_train, y train)

# zee the accuracy of naive bayes model
y_preds_naive bayes = c1f.predict(X test)
accuracy_score(y test, y preds naive bayes)

8.935

Figure 4. 4 Naive Bayes Implementation.

As per Figure 4.4, the accuracy of the Naive Bayes model is approximately 93 %. This high level
of accuracy indicates that the model has successfully learned the patterns and relationships within
the training data and was able to generalize well to unseen data. In this context, accuracy is a
measure of the proportion of correctly predicted instances among the total number of instances
evaluated. Achieving an accuracy of 93% means that out of every 100 predictions made by the
model, 93 of them are correct. This metric is crucial for understanding the effectiveness of the
model and its potential application in real-world scenarios. Such accuracy demonstrates that the
Naive Bayes model is a robust and effective tool for the given classification task, making it a

valuable asset for further analysis and application.
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Table 4.1 shows the classification report resulting from the model evaluation:

Models Class | Precision | Recall | Fl-Score
1 0.92 0.94 0.93
2 0.98 0.95 0.96
Naive Bayes 3 0.75 0.91 0.82
(Accuracy 93%) 4 0.79 0.84 0.82
5 1.00 1.00 1.00
6 1.00 1.00 1.00

Table 4. 1 Naive Bayes Performance Metrics

As per Table 4.1, the predicting classes 3 and 4 poses some challenges for this model. This can be
seen in the lower precision, recall, and F1-scores for these classes compared to others, indicating
that the model has more difficulty in correctly identifying instances of classes 3 and 4, and may be

misclassifying them more frequently.

Despite these challenges, the overall accuracy of the model remains satisfactory, meanings that,
on average, the model performs well across the entire dataset, correctly classifying a high
proportion of instances. The high overall accuracy suggests that while there are difficulties with

specific classes, the model still has a strong general performance.
4.4.2 K nearest Neighbors Classifier

The K-nearest Neighbors Classifier was experimented as my second model choice. It is a type of
instance-based learning that classifies a data point based on how its neighbors are classified. This
method leverages the idea that similar data points will be found close to each other in the feature

space. In implementing this model, various configurations and hyperparameters were explored to
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optimize the model’s performance. Specifically, the number of neighbors k was varied to find the

optimal balance between the bias and variance. Different distance metrics were also experimented,

such as Euclidean and Manhattan distances, to assess their impact on the classifier's accuracy.

Cross-validation was also thoroughly conducted to ensure that the K-nearest Neighbors classifier

could generalize well to unseen data. This model's simplicity and effectiveness made it a

compelling choice, providing a robust baseline for comparison against more complex algorithms.

Based on the experiments conducted, the following parameters were chosen:

n_neighbors=4,

weights="uniform': Uniform weights. All points in each neighborhood are weighted
equally.

algorithm='auto": The algorithm used to compute the nearest neighbors. It attempts to
decide the most appropriate algorithm based on the values passed to fit method.

p=2: Power parameter for the Minkowski metric. When p=1, this is equivalent to using
the Manhattan distance, and when p=2, this is equivalent to using the Euclidean
distance.

metric="minkowski': The distance metric to use for the tree. By default, it uses the

Minkowski distance.

Table 4.2 shows the performance report generated for k-nearest Neighbors classifier. As shown the

accuracy of this model is about 98%, which is better than the previous classifier.
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Models Class | Precision | Recall | Fl-Score
1 1.00 1.00 1.00
2 1.00 0.99 0.99
K nearest Neighbors 3 0.96 0.96 0.96
(Accuracy 98%) 4 0.94 0.97 0.95
5 0.80 1.00 0.89
6 1.00 1.00 1.00

Table 4. 2 K nearest Neighbors Performance Metrics

It is found that, the K nearest Neighbors model performs better across all classes, particularly excelling in

classes 3 and 4, which the previous model struggled to predict accurately.

4.4.3 Random Forest Classifier

The Random Forest Classifier was experimented as third model choice. It is an ensemble learning
method that operates by constructing multiple decision trees during training and outputting the
mode of the classes (classification) or mean prediction (regression) of the individual trees. This
approach helps improving the predictive accuracy and control over-fitting by averaging the results

of various decision trees.

To try different parameters and pick the best ones for the model, techniques such as grid search or
random search, combined with cross-validation, can be utilized to ensure that the selected

parameters generalize well to the unseen data. Here, “grid search” was used.

36



Table 4.3 shows the obtained performance results.

Models Class | Precision | Recall | F1-Score
1 1.00 1.00 1.00
2 1.00 1.00 1.00
Random Forest 3 0.96 0.97 0.96
(Accuracy 99%) 4 0.97 0.98 0.97
5 1.00 1.00 1.00
6 1.00 1.00 1.00

Table 4. 3 Random Forest Performance Metrics

As per Table 4.3, the Random Forest classifier has proven to be exceptionally effective in
predicting our test data, with an accuracy rate of 99%. This high level of accuracy indicates that

the model is almost perfect in classifying the test instances correctly.

On the other hand, the K-nearest Neighbors classifier has also shown commendable performance,
demonstrating a good precision, which means that when it predicts a label, it is correct a high
percentage of time. As per Table 4.3, the result of the recall metric is also noteworthy, indicating
that the Random Forest Classifier can identify a high proportion of actual positive instances
correctly. Furthermore, the F1-score in this case, which is the harmonic mean of precision and
recall, also suggests that the Random Forest classifier maintains a balance between these two
metrics, making it a reliable model for our purposes. Both classifiers (i.e. K nearest Neighbors
and Random Forest) have their unique strengths, and their performance metrics suggest that they
could be valuable assets in our predictive analysis toolkit. The Random Forest classifier, with its
near-perfect accuracy, is particularly suited for scenarios where the cost of misclassification is
high. Meanwhile, the K-nearest Neighbors classifier, with its strong precision, recall, and F1-score,
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is ideal for situations where a balance between false positives and false negatives is crucial.

Together, they are robust approaches to tackling complex classification problems.
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Chapter 5: Conclusion

The significance of malware detection cannot be overstated in the context of modern digital
security. It serves as a fundamental safeguard for computer systems, ensuring that these systems
remain secure and compliant with various regulatory standards. The research presented in this
project emphasized the importance of the second defensive layer, the triage phase, which is
responsible for the categorization of malware types following their initial detection. This
categorization is critical because it enables an appropriate response to be tailored to the specific
nature of the threat. ML techniques are at the forefront of this categorization process. By utilizing
existing datasets, these techniques have shown a strong potential for accurately identifying and
categorizing different malware variants. This capability is crucial for enhancing the effectiveness
of detection systems and enabling a swift response to new and evolving cyber threats, thereby

strengthening the overall strategy for cyber defense.

Despite these advancements, the network security field faces several challenges that must
be addressed through continued research. One such challenge is dataset bias, which can skew the
model’s performance and reduce its generalizability. Another challenge is the need for ML model’s
interpretability since understanding the decision-making process of such model is essential for

trust and reliability.
For future works, there are several areas where improvements can be made, namely:

¢ Incorporating more sophisticated algorithms, such as deep learning and ensemble methods,

can potentially increase the accuracy and reliability of the malware categorization.
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Enhancing the methods for extracting and selecting the most relevant features from the
data can lead to more nuanced and effective models.

The partnership between cybersecurity experts and ML researchers is crucial for enhancing
the malware classification methods. Their joint efforts aim to improve the robustness and
accuracy of these methods, which is essential for protecting against future cyber threats
and securing digital spaces. This collaboration is fundamental to the progress and safety of

the digital world.
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