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A decision tree is a graph or model for representing all the alternatives in a decision
making process. Most of the methods that generate decision trees for a specific problem
use examples of data instances in the decision tree generation process. We propose a new
method called “RBDT-1"- rule based decision tree -for learning a decision tree from a set
of decision rules that cover the data instances. RBDT-1 method uses a set of declarative
rules as an input for generating a decision tree. The method’s goal is to create on-demand
a short and accurate decision tree from a stable or dynamically changing set of rules. The
rules used by RBDT-1 could be generated either by an expert or induced directly from a
rule induction method or indirectly by extracting them from a decision tree.

We conduct a comparative study of RBDT-1 with four existing decision tree methods
based on different problems. The outcome of the study shows that in terms of tree
complexity (number of nodes and leaves in the decision tree) RBDT-1 compares
favorably to AQDT-1 and AQDT-2 which are methods that create decision trees from
rules. RBDT-1 compares favorably also to ID3 while is as effective as C4.5 where both
(ID3 and C4.5) are famous methods that generate decision trees from data examples.

Experiments show that the classification accuracies of the different decision trees
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produced by the different methods under comparison are equal. To illustrate how RBDT-
1 can successfully be applied to an existing real life problem that could benefit from the
method, we choose identity application fraud detection. We designed a new unsupervised
framework to detect fraudulent applications for identity certificates by extracting identity
patterns from the web, and crossing these patterns with information contained in the
application forms in order to detect inconsistencies or anomalies. The outcome of this
process is submitted to a decision tree classifier generated using RBDT-1 on the fly from
a rule base which is derived from heuristics and expert knowledge, and updated as more
information are obtained on fraudulent behavior. We evaluate the proposed framework by
collecting real identity information online and generating synthetic fraud cases, achieving

encouraging performance results.
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Chapter 1.

Introduction

1.1 Context

Artificial intelligence (AI) can roughly be defined as the collection of problems and
methodologies underlying or concerned with the automation of intelligent behavior. Over
the last several decades, many Al methodologies have been developed to tackle various
types of real-life problems. In general, these methodologies perform well when the
problem domain is well-defined or a clear and accessible data source is available.
Unfortunately, for specific types of problems the data may not be available or may
simply be difficult to obtain. Examples of these types of problems include fraud detection
and scientific discovery.

A straightforward approach to address these problems, when (instead of data) some
common understanding, heuristic, or knowledge specific to these problems domains is
available, consists of using rule-based methods.

However, in problem domains such as online identity fraud detection or other similar
business applications, where the rule bases are submitted to constant changes and
usually tend to grow at an accelerated rhythm, rule-based methods may not be suitable,
because timely decision is essential in many business environments. In this case, a
decision tree represents an effective alternative to rule-base reasoning for a quicker

decision.
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The Decision Tree is one of the most popular classification algorithms used in data
mining and machine learning for creating knowledge structures that guide the decision
making process. The creation of a good knowledge structure is the main step in the
development of a decision making system. A decision tree or a tree diagram is a specific
case of a decision structure used as a predictive model for mapping observations about an
object to conclusions about its target class decision. It is used to describe and organize the
steps of the decision making process. Among decision support tools, decision trees are
simple to understand and interpret. They classify data instances by arranging the data
attributes down the tree from the root node to some leaf node. Each node in the tree
specifies a test of some attribute of the data instance, and each branch emerging from that
node corresponds to one of its possible values [1], [2].

A decision tree represents an effective alternative to rule-base reasoning for quicker
decision-making, because in order to be able to make a decision for some situation we
need to decide the order in which tests should be evaluated. In that case a decision
structure (e.g. decision tree) is much quicker than a rule engine. First, in the decision tree
the order of checking conditions and executing actions is immediately noticeable.
Second, conditions and actions of decision trees are found on some branches but not on
others. Those conditions and actions that are critical are connected directly to other
conditions and actions, whereas those conditions that do not matter are absent. In other
words it does not have to be symmetrical. Third, decision trees are more readily
understood by others in the organization than a set of rules. Consequently, they are more

appropriate as a communication tool.
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The most common methods for creating decision trees are those that create decision

trees from a set of examples (data records). We refer to these methods as data-based
decision tree methods. The attribute selection criteria are the essential characteristics in
all those methods [3]. These criteria are used to choose the best attributes to be assigned
to the nodes of the decision tree. Examples of such criteria include the entropy reduction
[4], the gini index of diversity [5], and others [6], [7].

Methods that create decision trees from rules are referred to as rule-based decision
tree methods. There is a major difference between building a decision tree from examples
and building it from rules. When building a decision tree from rules the method assigns
attributes to the nodes using criteria based on the properties of the attributes in the
decision rules, rather than statistics regarding their coverage of the data examples [1].

Decision trees can be an effective tool for guiding a decision process as long as no
changes occur in the conditions or dataset used to create the decision tree. When the
conditions change, as this happens constantly with, for instance, online identity fraud
cases, restructuring the decision tree becomes a desirable task. It is difficult, however, to
manipulate or restructure decision trees. This is because a decision tree is a procedural
knowledge representation, which imposes an evaluation order on the attributes. In
contrast, a declarative representation, such as a set of decision rules is much easier to
modify and adapt to different situations than a procedural one. This easiness is due to the
absence of constraints on the order of evaluating the rules [8].

Rule-based decision tree techniques bridge the divide between rule-base system and
decision tree, by allowing the creation on-demand of a short and accurate decision tree

from a stable or dynamically changing set of rules. On one hand they easily allow



4
changes to the conditions (when needed) by modifying the rules rather than the decision

tree itself. On the other hand they take advantage of the structure of the decision tree to
organize the rules in a concise and efficient way required to take the best decision. So
knowledge can be stored in a declarative rule form and then be transformed (on the fly)
into a decision tree only when needed for a decision making situation [8].

In addition to that, generating a decision structure from decision rules can potentially
be performed faster than generating it from training examples because the number of
decision rules per decision class is usually much smaller than the number of training
examples per class. Thus, this process could be done on demand without any noticeable
delay [4], [9]. Methods that create decision trees from examples or data require
examining the complete tree to extract information about any single classification. Even
converting the tree into a set of individual rules could also result in a large amount of
rules if the tree is large, which could be the case when the tree is based on a large dataset.
Otherwise, with methods that create decision trees from rules, extracting information
about any single classification can be done directly from the declarative rules rather than
from the tree itself after it is built [1].

Although rule-based decision tree methods create decision trees from rules, they
could be used also to create decision trees from examples by considering each example as
a rule. In contrast, data-based decision tree methods create decision trees from data only.
Thus, to generate a decision tree for problems where no data is available and only rules
are provided, e.g. by an expert, rule-based decision tree methods are the only applicable
solution. Another situation where rule-based decision tree methods could be helpful is

after using decision tree pruning methods. Most of the techniques that are used to prune a
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decision tree perform the pruning process and still end up with a tree but in the case of
the production rules pruning method [10], it ends up with a set of rules with no capability
of presenting them in a tree which is the limitation of this method. Considering this kind
of situation a possible solution that we propose is to integrate a rule-based decision tree
method with the production rule pruning method to convert the production rules into a
decision tree.

There are a lot of powerful rule induction techniques for generating rules; however, in
some cases their lack of structure causes a readability problem. Besides that, some
conflicts could exist among rules that have to be resolved. Thus rules that are not
expressed in a comprehensive form will add another burden on the users, causing an even
more confusing situation. Here comes the benefit of the rule-based decision tree methods
which are capable of organizing the knowledge (rules) in a tree structure, reveal/identify
important features, and also filter those unimportant ones. The main idea comes from the
decision tree, which is generally accepted to have the following advantages:

e A comprehensive data model: it is easy to represent and interpret.

e It doesn’t have conflict knowledge: this is because it transforms conflict of
decisions in both data and rules if any, into one decision chosen according to a
certain function.

e It identifies and reveals important features of knowledge: by arranging attributes
into a top-down structure according to their importance and effectiveness in
producing a decision.

e [t is also considered a concise and lossless rule representation approach: it

organizes rules without any information loss.



1.2 Research Problem

To our knowledge, so far only few rule-based decision tree methods have been proposed

in the literature including AQDT-1 [8], AQDT-2 [1], ACT [11], and Akiba et al. method

[12]. Despite the advantages of the rule-based decision tree methods mentioned in the

previous section there are still some important underlying limitations that need to be

addressed for effective and efficient decision-making. We summarize these issues in the

following points:

Most of the existing rule-based decision tree methods, such as Akiba ef al.’s
method, and the ACT and AQDT-2 method, depend on both rules and data in
the decision tree generation process. In such cases the methods are bounded to
data as well as rules.

Most of these methods are not capable of generating a decision tree using the
data only by considering the data as special case of rules.

Most of these methods are designed based on rules induced from a specific rule
induction method. For instance, Akiba’s method is based on C4.5 rules, ACT on
association rules, AQDT-1 and AQDT-2 on AQ-type rules.

Most of these methods produce decision trees that are more complex than the
decision trees generated by data-based methods.

Some of the existing rule-based decision tree methods such as AQDT-1 and
AQDT-2 generate an unstable decision tree structure. That is, the structure of
the final decision tree varies considerably in size each time the tree generation

process is repeated for the same original training examples. Naturally, this
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syntactical instability is undesirable, for instance, if the methods are applied in

knowledge acquisition.

e The time required to generate a decision tree using the existing rule-based
methods can be more than the data-based decision tree methods since the
generation process is based on both data and rules while the latter methods are
based on data only.

e The query complexity of the existing methods is higher due to the more

complex decision tree that they produce.

We will be giving more details on the existing rule-based decision tree methods later
in our discussion of the related work. The main rationale of this thesis is to develop a new
rule-based decision tree method which allows efficient and effective decision-making by

addressing the above mentioned limitations.

1.3 Proposed Approach

We propose in this work a new rule-based decision tree method named RBDT-1. We
were successful in designing RBDT-1 with properties that overcome some of the research
problems that plagued the previous rule-based decision tree methods. We summarize the
advantages of RBDT-1 over existing rule-based methods in the following points:
Our proposed method RBDT-1:

e Requires only rules to generate a decision tree.

e s capable of generating a decision tree from the data only.
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Is more general since it has been shown experimentally that it can be used to
generate a decision tree from rules produced by a variety of approaches. These
include rules induced from direct rule induction methods such as AQ-based
methods, association rule methods such as the Apriori method and indirect rule
induction methods specifically through rules extracted from decision trees
generated using the ID3 and C4.5 methods.

Produces a less complex decision tree than the existing rule-based methods.
Smaller trees are more efficient both in terms of tree storage requirements and
test time requirements and they tend to generalize better for the unseen samples.
Is capable of summarizing a set of rules into a smaller set of rules extracted
from the decision tree it generates without loosing any information. In other
words the method is capable of transforming a set of rules into a smaller set of
rules represented in a decision tree by removing some of the redundancies
without decreasing the accuracy of the rules/tree.

Is capable of generating a stable decision tree compared to other rule-based
methods specifically, AQDT-1 and AQDT-2.

The query complexity of the proposed algorithm for producing a decision
(answering a query) is less than some of the other decision tree generation
methods such as AQDT-1, AQDT-2, and ID3. The reason behind that is the
capability of RBDT-1 to generate a smaller tree than the others not only in
terms of the number of nodes and leaves but most importantly regarding the

depth of the tree.



1.4 Method lllustration

In order to illustrate the applicability of the RBDT-1 method in problem-solving, we
investigate in this thesis a new approach for online identity fraud detection, specifically
application fraud detection.

Identity fraud occurs when a criminal impersonates another individual by taking on
that person's identity for whatever reason [13], [14]. The range of information required to
take on a person’s identity or create a fake one vary greatly. For instance, opening an
email account and obtaining a passport require different kinds of pieces of information.
To open an email account, an applicant may simply need to provide the name he wants to
be known by, a preferred username and a password. In contrast, a passport application
requires much more personal information such as a photograph, a signature or some
biometric sample [15]. Among all the pieces of identity information that a thief can steal,
social security numbers are considered as one of the most sensitive. With these numbers,
someone can access all the databases that use the social security number as their primary

key [16].

With enough identifying information about an individual, a criminal can impersonate
that individual and conduct a wide variety of unlawful activities in his name. These may
include fraudulent applications for credit or loans, or Passports, etc. Unfortunately, it
takes a lot of time, resources and efforts to undo the damage caused by identity fraud to a

victim’s finance or reputation.

Identity fraud is spreading fast and causing more and more damages both financially
and sociologically. In many ways, the Internet serves as a key vehicle for such threat. The

Internet represents an appealing place for fraudsters to collect a host of personal and
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financial data related to many innocent users. Using the collected data they can

impersonate the users and commit fraudulent activities using stolen or fake identities.

Identity fraud detection approaches fall in two different categories: approaches that focus
on fraudulent transactions detection and those that target fraudulent identity application
detection. The former category is referred to as transaction-based fraud detection while
the latter is known as application-based fraud detection.

For research purposes in transaction fraud detection and prevention, the transaction
data is available and easily used. On the other hand, research on application fraud
detection and prevention is bounded by the unavailability of real identity application data,
due to privacy reasons. Thus obtaining suitable data for carrying and evaluating our work
on identity application fraud has been a challenge.

We propose, in this thesis, a new approach for online identity application fraud
detection based on rules derived from heuristic and trivial understanding of the concept
of fraud. In the proposed approach, the RBDT-1 method plays an important role in
organizing the rules into a decision tree for flexible decision making as will be explained

later in detail in chapter 5.

1.5 Research Contributions

We make two important contributions in this thesis outlined as follows:

1. We designed a new rule-based decision tree method RBDT-1, that is capable of
overcoming several important limitations characterizing existing rule-based
decision tree methods as summarized in section 1.3. The new method was

published as a regular paper in the International RuleML Symposium on Rule
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Interchange and Applications (RuleML09) [17]. The RuleML conference

accepted only 25% of the submitted papers for review as regular papers. We also
published two papers covering experiments comparing our proposed method
RBDT-1 to some existing decision tree generation methods in the International
Conference on Computer science and Applications (ICCSA09) [18] and in the
International Conference on Machine Learning and Applications (ICMLAO09)
[19], respectively. We also submitted a paper presenting RBDT-1 along with an
analysis of the methods complexity compared to other methods based on the
combination of the experiments that we performed to the International Journal of
Computational Intelligence (IJCI) that is currently under review [20]. We also
prepared a book chapter [21] about RBDT-1 in a book titled as Machine Learning

and Systems Engineering as an invitation from the (ICCSA09).

. We developed a new approach for online identity application fraud detection
using RBDT-1 which has been published in the International Journal of Computer
and Network Security (IJCNS) [22]. This approach not only is the first
unsupervised approach proposed in this area, but has been shown empirically to
carry strong detection capability. A study of the impact of Google Hacking on
identity fraud, with an emphasis on fraudulent applications as well as an outline of
the architecture of our application fraud detector was published in the IEEE
Pacific Rim Conference on Communications, Computers and Signal Processing

(Pacrim 2007) [23].
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1.6 Thesis Outline

The rest of the thesis is organized as follows.

Chapter 2 presents some background information on decision tree and a review of the
literature covering both data-based decision tree methods and rule-based decision tree
methods. We summarize and discuss related work on identity fraud detection, with a

particular focus on both transaction fraud and application fraud.

Chapter 3 presents our proposed method RBDT-1, by covering the rule generation
methods and notations, the attribute selection criteria, and the proposed decision tree
building process. We also cover the pruning methodology adopted by RBDT-1, and

analyze and compare the time complexity of RBDT-1 with AQDT-1 and AQDT-2.

Chapter 4 presents the experimental evaluation of the proposed method. Experiments for
building decision trees based on both complete and non complete datasets and a
comparison of tree complexities for RBDT-1, AQDT-1, AQDT-2, ID3 and C4.5 based on

several public datasets are presented.

Chapter 5 introduces how RBDT-1 is applied to the field of identity application fraud
detection. In this chapter, some background on application fraud is presented and the
relevance of RBDT-1 to application fraud detection is discussed. This is followed by a
presentation of the conceptual framework and architecture, and the design and evaluation
of our Web-based identity information retrieval engine and the identity fraud detection

engine.
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Chapter 6 contains a conclusion of the research and contributions, a discussion of

research limitations and recommendations for possible future work.
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Chapter 2.

Background and Related Work

In this chapter, we give some background information on decision trees, and then we
review and discuss previous research on data-based decision tree generation methods as
well as rule-based decision tree methods. We also present a review of the literature on
identity fraud detection, in which distinction is made between related works on

transaction fraud detection methods and works related to application fraud detection.

2.1 Background

A decision tree is a special tree structure constructed to help with making decisions in
complex problem-solving. In decision theory and decision analysis, a decision tree is a
graph or model of conditions and their possible consequences. Typically a decision tree
can be learned by splitting the source set of data or rules into subsets based on an
attribute value condition. This process is repeated on each derived subset in a recursive
way where each recursion is completed when all data or rules involved in the subset
correspond to the same decision, or when splitting no longer adds value to the
predictions [24].
A typical decision tree involves the following characteristics:

e The non leaf nodes are labeled with attributes.

e The arcs out of a node labeled with attribute 4 are labeled with each of the

possible values of 4.
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e The leaves of the tree are labeled with classifications (decisions).

Amongst decision support tools, decision trees have several advantages. For instance,
they are simple to understand and interpret as they can be used to break down a complex
decision-making process into a collection of simpler decisions, thus providing a solution
which is often easier to interpret. Decision trees could be easily extended to handle non
numeric domains, where the attributes are categorical rather than numerical. They have
value even with little hard data such as data generated based on experts describing a
situation for a specific problem. They also can be combined with other decision
techniques such as statistical learning methods or other Al techniques (e.g. neural

networks) [25].

2.2 Related Work on Decision Tree Methods

The approaches proposed in the literature to create decision trees can broadly be
categorized in two different types: data-based decision tree methods and rule-based
decision tree methods. In this section, we present a review of the literature on each of
these types of methods. We briefly review data-based decision methods and put more

emphasis on rule-based methods, which represent the main focus of our work.

2.2.1 Data-based Decision Tree Methods

The most common methods for creating decision trees are those that create decision trees

from a set of examples (data records). We refer to these methods in our research as data-
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based decision tree methods while they are referred to in the literature as top-down
decision tree induction methods.

The idea of top-down decision tree induction methods is that they are used to infer a
set of rules from a decision tree generated from a set of labeled data (examples). The
attribute selection criteria are the essential characteristics in all those methods [3]. These
criteria are used to choose the best attributes to be assigned to the nodes of the decision
tree and the data is partitioned based on the values of those nodes. New nodes are created
to handle each partition of the data and then a leaf is created based on a stopping
criterion. One of the important challenges for decision tree induction methods is the need
to produce a small tree in size and depth. Smaller decision trees require less
computational time to reach a decision and provide more generalization power [25].

A large number of data-based decision tree methods were designed under the above
considerations. These methods are based on defining and using different criteria to
divide/partition the data examples at each node of the tree. Examples of such criteria
include the information gain and its variants [26], on which two of the classical
algorithms such as ID3 [4] and C4.5 [27] are based. Other criteria in use include the gini
index of diversity [5], chi-squared statistics [28], [29], exact probability metric [30], the
orthogonality metric [31] etc. While any of the above mentioned node splitting criteria
are good candidates for generating a decision tree there is no guarantee about which one
will produce a smaller tree. This is due to the greedy local decisions made at each node.

There is a group of methods that support the data-based decision tree methods in
producing a smaller tree which are the pruning methods. The goal of pruning is to remove

sub-trees that have little statistical validity from the tree resulting in a smaller decision



17
tree. While stopping criteria can be viewed as a pruning method, pruning is usually

performed after the decision tree construction. Pruning could also be combined with the
decision tree construction itself. Examples of pruning methods include error complexity
pruning method [5], minimum error pruning method [32], the critical value method [7]
etc. While most of the pruning methods could lead to a smaller tree their computation

complexity is high.

2.2.2 Rule-based Decision Tree Methods

There are few published works on creating decision structures from declarative rules.

The AQDT-1 method introduced in [8] is the first approach proposed in the literature to
create a decision tree from decision rules. The AQDT-1 method uses four criteria for
selecting the fit attribute that will be placed at each node of the tree. Those criteria are the
cost', the disjointness, the dominance, and the extent, which are applied in the same
specified order in the method’s default setting.

The AQDT-2 method introduced in [1] is a variant of AQDT-1. AQDT-2 uses five
criteria in selecting the fit attribute for each node of the tree. Those criteria are the cost',
disjointness, information importance, value distribution, and dominance, which are
applied in the same specified order in the method’s default setting. In both the AQDT-1
and AQDT-2 methods, the order of each criterion expresses its level of importance in
deciding which attribute will be selected for a node in the decision tree. In both methods

the first criterion for choosing the best fit attribute is the attribute disjointness. However,

! In the default setting, the cost equals 1 for all the attributes. Thus, the disjointness criterion is treated as the
first criterion of the AQDT-1 and AQDT-2 methods in the decision tree building experiments throughout
this thesis.
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as we will show later, although the disjointness is an important criterion for choosing the
best attribute, using it as the first criterion is not the optimal solution for creating the
shortest tree.

Another point is that the calculation of the second criterion - the information
importance - in AQDT-2 method depends on the training examples, which contradicts the
method’s fundamental idea of being a rule-based decision tree method rather than a data-
based decision tree method. AQDT-2 requires both the examples and the rules to
calculate the information importance at certain nodes where the first criterion-
disjointness - is not enough in choosing the fit attribute. Thus, without the examples,
AQDT-2 might not be able to create the decision tree as will be shown later in the
experiments. AQDT-2 being both dependent on the examples as well as the rules
increases the running times of the algorithm remarkably in large datasets especially those
with large number of attributes.

In contrast the RBDT-1 method, proposed in this work, depends only on the rules
induced from the examples, and does not require the presence of the examples
themselves. The calculations of all the method’s criteria are based on certain
characteristics of the attributes intrinsic to the rules only.

Akiba et al. [12] proposed a rule-based decision tree method for learning a single
decision tree that approximates the classification decision of a majority voting classifier.
The method was proposed as a possible solution to solve the issues of intelligibility,
classification speed, and required space in majority voting classifiers. In the proposed
method, if-then rules are extracted from each classifier which is a decision tree generated

using the data-based decision tree method C4.5. The extracted rules are used to learn a
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single decision tree. Since the final learning result is represented as a single decision tree,
problems of intelligibility and classification speed and storage consumption are
improved. The goal of the method is to provide an approximation of the majority voting
classifier rather than an exact matching behavior. The proposed method depends both on
the real examples used to create the classifiers (decision trees) and on a set of training
examples created using the rules extracted from the classifiers. The procedure followed in
selecting the best attribute at each node of the tree is based on the C4.5 method as well.
The size of a decision tree learned by the proposed method while using rules extracted
from multiple classifiers built by C4.5 is about 1.2 to 4.2 times the size of a decision tree
learned by C4.5 from the data. As will be shown in the experiments, the RBDT-1 method
proposed in this work, when using rules extracted from a C4.5 decision tree, generates a
tree that has the same size as the decision tree learned by C4.5 from data, and is even
smaller in some of the cases with an equal accuracy.

In [11], the authors proposed a method called Associative Classification Tree (ACT)
for building a decision tree from association rules rather than from data. Associative
classification usually has a high accuracy, but the rules are not well-organized; they are
difficult to understand and full of conflicts. On the other hand, decision tree
representation is a very comprehensive way to organize knowledge. However, because of
the greedy search strategy of decision tree, its classification accuracy is usually not as
high as other approaches. Therefore, the goal of the authors was to use decision tree
representation to summarize associative classification rule sets and generate a decision

tree classification model that has a better accuracy than a decision tree model.
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2.3 Related Work on Identity Fraud Detection

The related work on fraud detection can broadly be categorized into works that focus on
fraudulent transactions detection and works targeting fraudulent identity application
detection. In the following, we review and discuss existing works under each of these

categories.

2.3.1 Transaction Fraud Detection

Credit card fraud is the most common type of identity theft. The number of transactions
conducted using credit cards is continuously increasing so is the amount of fraud. A
significant amount of research was devoted for developing techniques to analyze credit

card transactions in order to compute fraud detectors [33].

Chan ef al. proposed techniques for combining multiple learned fraud detectors. They
developed a meta-classifier that can detect fraudulent transactions by separating
fraudulent and legitimate transactions into subsets and applying mining techniques on
each subset in parallel. That way, they compute multiple classifiers and then combine

these classifiers through Meta learning process to form a meta-classifier [33].

Their goal is to execute learning-agents on remote data in different sites generating
classifier agents and then transferring them among the different sites. The agents are
implemented and demonstrated in a system that is called JAM for Java Agents for Meta-

Learning [33].

Brause ef al. showed that advanced data mining techniques and neural network

algorithms can be combined to obtain high fraud coverage along with a low false alarm
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rate. They mine the symbolic data in the credit card transactions in order to generate
association rules that describe fraud transactions. The goal here is to combine the rules to
come up with shorter and more general rules describing the most common types of fraud
transactions. With this approach they are able to diagnose fraud in a more effective way

[34], [35].

Aleskerov et al. proposed a neural network-based fraud detection approach, which is
a part of CARDWATCH, a neural network-based database mining system for credit card
fraud detection. The approach is based on the analysis of previous spending data and
building a spending profile for each customer that describes his spending pattern. These
profiles are used to train a neural network, and then letting the network analyze current
spending patterns searching for any anomalies. A credit card institution can use this
technique to compare new transactions of a customer against his profile on-line. In this

case any suspicious transaction is reported and further checked [36].

Bolton et al. developed unsupervised profiling methods that detect fraudulent
transactions by comparing any new transaction with previous spending clusters of
transactions that they built from the database of transactions. An alarm is triggered if the
transaction doesn’t belong to any spending behavior cluster [37].

Bose presented an overview of how artificial intelligence technologies such as rule
induction, neural networks, case-based reasoning, genetic algorithms and inductive logic
programming can be used in the data mining process for discovering fraud in credit card
and phone calling transactions. He discussed, by giving appropriate examples, the

strengths and weaknesses of these machine-learning techniques. He also outlined that the
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financial services industry has benefited from these machine-learning techniques in
combating fraud [38].

Kou et al. conducted a survey of fraud detection techniques in credit card fraud. The
authors outlined the differences between the supervised and unsupervised learning
approaches for discovering fraud. They also outlined some products that use neural
network techniques in detecting fraud in credit card transactions. The survey also
presented computer intrusion and telecommunication fraud detection techniques [39].

Weatherford presented Falcon fraud manager used by a San Diego company.
Supervised learning techniques were used to train a neural network for building models
of fraudulent credit card usage. The neural network was trained using a large set of
transactions including normal transactions and fraudulent ones. Falcon keeps monitoring
the accounts of the company to detect credit card frauds and suspicious insurance claims.
The merchants are notified immediately when any fraudulent transactions are detected
[40].

Note that all the above works are devoted and focused on developing different
techniques to discover fraudulent credit card transactions that have already taken place.
In contrast in application fraud detection the focus is on studying the identity of the
perpetrators by anticipating on their actions.

In [37], Bolton et al. define application fraud as the process of obtaining a credit card
from a credit card issuer using someone else’s identity. We discuss, in the next section,

related work on application fraud.



23
2.3.2 Application Fraud Detection

Although there is a large amount of published works on identity fraud detection, only a
few of these works focus specifically on application fraud detection. We review in this
subsection representative samples of these works.

Wang et al. developed a general framework to analyze identity theft in the context of
integrated multiparty perspectives [14]. Although their work is very important, it is
mostly conceptual and focuses on identifying the stakeholders involved in identity fraud
detection and protection, and on characterizing the interactions between them. According
to their framework, there are five main stakeholders: identity owner, identity protector,
identity issuer, identity checker, and identity thief. Although we use some of the concepts
defined in their framework, our work is different from their work in the sense that we
focus primarily on studying, implementing and evaluating a concrete and practical
identity checker.

Burns and Stanley in [41] discuss the techniques used by credit card issuers to screen
credit applications. Card issuers use multiple data sources (e.g., credit bureaus) to
confirm the information listed in an application form. They monitor relevant databases
for any changes to the consumer's credit records, personal address or phone number,
which often give the earliest indication of identity theft. They also calculate spatial
information such as the distance between the phone number and address presented in the
application to determine if they originate from the same area code or not. Applications
which are submitted from areas where a lot of fraud cases appeared before are also

reviewed thoroughly.
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Cross-referencing new applications with similar information from other databases is a
common characteristic of most of the application fraud detection approaches proposed so
far in the literature, including [42], [43] and [44].

Wheeler and Aitken in [42] applied case-based reasoning for credit card application
fraud detection. The proposed system was used as reinforcement for an existing rule-
based (RB) fraud detector. The input data to the system consists of pairs of database
records, consisting in one hand of the application and on the other hand of fraud evidence
produced by the RB system. The goal is to reduce the fraud investigations by combining
the diagnosis of multiple algorithms in producing the final decision. The proposed case
based reasoning framework consists of two decision-making modules, in charge of case
retrieval and diagnosis, respectively. The retrieval component utilizes a weighting matrix
and nearest neighbor matching to identify and extract appropriate cases to be used in the
final diagnosis for fraud. The decision component utilizes a set of algorithms (i.e.
probabilistic curve selection, best match algorithm, negative selection algorithm, density
selection algorithm, and default goal) to analyze the retrieved cases and attempt to reach
a final diagnosis. The results of the system showed that the performance of each
algorithm employed in the fraud diagnosis process differs depending on the nature of the
fraud case presented. In our work we also use application cross-referencing to capture
similarities. However, our fraud detection algorithm does not need labels to make fraud
or non-fraud decisions. While in the work of Wheeler and Aitken, the evidence has to be
produced and tagged as fraud or non-fraud by a separate system, our proposed system

uses unlabelled data in its decision-making process.
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Phua et al. in [43] proposed a technique for detecting application fraud based on

implicit links between new and previous applications. Using a communal suspicion
scoring scheme, they classify a new application as belonging to one of three lists, a black
list, a white list or an anomalous list. They performed the classification by finding a
match between information contained in a new application and information from an
existing application in one of the lists. Both the information in the new application and
the corresponding linked application were represented by an attribute vector. The
suspicious score is the summation of each pair-wise attributes which is expressed by
either exact matching or fuzzy matching. They also assigned weights to the attributes
depending on their nature. The proposed technique is similar to the weight matrix
proposed in [42], except that in [43], in addition to basing their calculation of suspicion
scores on matching attributes, they take into consideration temporal and spatial
differences between the matching applications. A key difference between this approach
and ours is that it requires labeling the data. Despite this important difference, we
evaluate our work by mainly comparing it to the approach proposed by Phua ef al., as
explained later.

In [44], a system that detects subscription fraud in fixed telecommunications was
proposed. The system consisted of two main modules, a classification module and a
prediction module. The purpose of the prediction module was to detect fraudulent
customers when they attempt to subscribe to a fixed telecommunication service. To
investigate the application for signs of fraud, the prediction module crosses the
information available in the new application with information available in the account

database. This allows linking the new application with existing fraudulent accounts.
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Another source of information that was used was a public database that lists situations of

insolvency mostly related to banks and department stores. The prediction module
consisted of a multi-layer feed-forward neural network. The output units indicated one of
two decisions for an application; either fraudulent or legitimate. A dataset of subscription
examples was labeled and split into the following three sets: a training set, a validation
set, and a testing set. From their experiments they outlined that the prediction module was
able to identify only 56.2% of the true fraud cases while screening 3.5% of all the
subscribers in the testing set. Like in [42] and [43], the proposed framework requires
using labeled data and some form of supervision. Many criticisms can be made about
using labeled data for fraud detection such as the limited efficiency of processing such
data in event-driven environment, the cost, difficulty, and length of time needed to obtain
such data, and the fact that the class labels can be inaccurate. In our work, we do not use
or assume knowiedge of existing fraudulent applications in the screening process.
Instead, our proposed fraud detector processes unlabelled data from the identity
information source.

In the Identity Angel approach proposed by Sweeney, identity information is
extracted from the Web [45] and [46]. The goal of the Identity Angel project is to locate
online resumes that contain sufficient information for a criminal to acquire a new credit
card in the name of the owner of the resume, and then to notify the corresponding subject
by sending him an email, encouraging him to remove such sensitive information.

Identity Angel is implemented using a Java program that uses filtered search and the
Google API to identify resumes, and uses entity detectors for SSNs, dates of birth, and

email addresses to extract information from online resumes. While the identity
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information retrieval technique used by Sweeney is closely related to ours, an important
difference is that the search space used in the identity angel project is limited to a specific
kind of online documents, which are online resumes. In our case, our search space is the
entire web and targets any kind of documents, which gives a wider scope for our
knowledge source. Furthermore, the identity angel tool focuses only on information

retrieval and does not implement any formal fraud detection process or algorithm.

2.4 Summary

In this chapter we introduced some background information on decision trees, and
summarized and discussed related work on different categories of decision tree methods,
namely data-based decision tree methods that are the standard decision tree methods and
rule-based decision tree methods. We also presented related work on identity fraud
detection by covering both transaction fraud and application fraud. In the next chapter,
we will present a new method for rule-based decision tree generation which addresses

many of the shortcomings of existing methods.
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Chapter 3.

The RBDT-1 Method

In this chapter we present RBDT-1, our proposed rule-based decision tree method. The
method involves three attribute selection criteria which will be presented in detail along
with the steps of pruning and building the decision tree. We will illustrate the application
of the method using the week-end problem, which is a publicly available dataset.

Using the same public dataset, we will also conduct a comparative study between
RBDT-1 with other rule-based decision tree methods as well as data-based decision tree
methods. The results will show that RBDT-1 produces favorable results regarding tree

complexity over other existing methods.

3.1 Rule Generation and Notations

In order for our proposed method to be capable of generating a decision tree for a certain
dataset, it has to be presented with a set of rules that cover the dataset. The rules will be
used as input to RBDT-1 which will produce a decision tree as an output. The rules can
either be provided up front, for instance, by an expert or can be generated
algorithmically.

Let a,,...,a,denote the attributes characterizing the data under consideration, and let

D,,...,D, denote the corresponding domains, respectively (i.e. D, represents the set of
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values for attributea,). Let c,,...,c, represent the decision classes associated with the

dataset.

The datasets that we use in our experiments are based on classification problems
where each example in the dataset belongs to only one class. Thus, a desirable form of a
rule-set would be a logically disjoint and complete family of rule-sets. Thus, given a
collection of rule-sets, one for each class decision, no two rule-sets for two different
classes shall logically intersect and the union of all the rule-sets shall cover the whole
dataset. In such a case, each possible example in the dataset will belong to one of the
predefined classes. So the decision classes induce a partition over the complete set of
rules.

Let P denote the complete set of rules and R, denote the set of rules associated with

decision classc,. Hence, we have the following:i# j = R N R = &, where 1<i,j<m;

P=JR

I<i<m

To illustrate our approach and compare it to existing similar approaches, we use in
this chapter two methodologies for generating the set of disjoint rules for each dataset.
The first algorithm that we used was to induce rules in an indirect way, where we extract
rules from a decision tree generated by the ID3 or the C4.5 method by converting each
branch — from the root to a leaf — of the decision tree to an if-then rule whose condition
part is a pure conjunction. This scenario will ensure that we will have a collection of
disjoint rules. We refer to these rules as ID3-based rules and C4.5-based rules.

In our experiments, we will compare the decision tree generated by our proposed
method to the AQDT-1, AQDT-2, the ID3 and the C4.5 methods. Since all the methods

under comparison except the ID3 and C4.5 methods are rule-based decision tree methods,
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using the same rules extracted from the data-based decision tree itself (ID3-based rules
and C4.5-based rules) is one of the best ways to perform a fair comparison. In addition to
that it gives us a chance to illustrate our method’s capability of producing a smaller tree
while using the same rules produced by the data-based decision tree method without
reducing the tree’s accuracy.

The second methodology that we followed to obtain the rules was by inducing them
in a direct way. We mean by a direct way the use of an induction rule program/method
that induces rules given a set of data. We used AQ-type rule induction programs as an
option to generate rules directly from datasets. AQ-type programs are a family of
programs for machine learning and pattern discovery such as the AQI9 [47] and AQ21
[48], which are capable of creating logically disjoint rules. In the experiments performed
in this chapter, we use the AQ19 program for creating logically disjoint rules which we
refer to as AQ-based rules.

In our experiments, we also used the Apriori algorithm to generate rules from data.
The Apriori algorithm is a classic algorithm for learning association rules which associate
attribute-values together based on the frequency (support) and precision (confidence) of

their occurrence together [49].

3.2 Proposed Method

In this section, we describe the RBDT-1 method by first outlining the required format of
the input rules and the attribute selection criteria of the method, summarizing the main
steps of the underlying decision tree building process and then finally, we present the

pruning technique adopted by the method.
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3.2.1 Preparing the Rules

For example, suppose that we have three attributes a,,a, and a, with the same domain

containing v,,v, and v, as possible values.

Let us assume that the following rules correspond to class c/:

rl:cl €a;=v; & a,=v>

r2: cl €a;=v;

The preparation of these two rules will result in the following formatted rules:
rl:cl €a;=v; & a,=v> & a;="don’t care”

r2: cl €a;=v; & a,="don’t care” & az="don’t care”

Each rule is submitted to RBDT-1 in the form of an attribute-value vector. This
vector will contain first the values of the attributes that appear in the rule followed by the
class decision representing the last element of the vector. Thus, accordingly the previous
two rules will be presented as follows:
rl: (v; vy don't care, cl)

r2: (v3 don’t care, don’t care, cl)

3.2.2 Attribute Selection Criteria

The RBDT-1 method applies three criteria on the attributes to select the fittest attribute
that will be assigned to each node of the decision tree. These criteria are the Attribute

Effectiveness, the Attribute Autonomy, and the Minimum Value Distribution.
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3.2.21 Attribute Effectiveness (AE)

AE is the first criterion to be examined for the attributes. It prefers an attribute which has
the most influence in determining the decision classes. In other words, it prefers the
attribute that has the least number of “don’t care” values for the class decisions in the
rules, as this indicates its high relevance for discriminating among rule sets of given
decision classes. On the other hand, an attribute which is omitted from all the rules (i.e.
has a “don’t care” value) for a certain class decision does not contribute in producing that
corresponding decision. So it is considered less important than the other attributes which
are mentioned in the rule for producing a decision of that class. Choosing attributes based
on this criterion maximizes the chances of reaching leaf nodes faster which on its turn
minimizes the branching process and leads to producing a smaller tree.

Using the notation provided above (see section 3.1), let ¥, denote the set of values
for attribute a, involved in the rules inR;, which denote the set of rules associated with

decision class ¢, 1<i<m. Let DC denote the ‘don’t care’ value, we calculate C,,(DC)

as follows:
1 ifDCeV,
C,(DC)= " (3.1
0  otherwise

Given an attributea,, wherel < j <n, the corresponding attribute effectiveness is as

follows:

m— ZC L(DOC)
AE(a,)=—"! (3.2)
m

(Where m is the total number of different classes in the set of rules).
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The attribute with the highest AE is selected as the fit attribute. If more than one

attribute achieve the highest AE score we will use the next criterion in our method, which
is the Attribute Autonomy to determine the best attribute among them. Figure 3-1 presents
an algorithm for the AE criterion and Figure 3-2 presents an algorithm for finding the

candidate attributes.

Algorithm: Calculating The Attribute Effectiveness Criteria Calculate-AE(A,R)
Input: a set of rules R that correspond to the current branch where a node is to be constructed and
a set of attributes A that didn’t appear before on the current branch.
Output: the attribute that will be assigned to the node under construction.
Steps:
Leta;e A. 1
Let C be a set containing all class decisions appearing in R and ¢; € C. 2
Let m=number of class decisions in R. 3
Let R; be a set containing the subset of rules that corresponds to the class decision c;. 4
Let V;; be a set containing the values for aj appearing inRi. 5
Let Final attributes =&, which will contain a list of the attributes that achieved the 6
highest AE.
Let DC="don’t care” 7
for each a; € A do: 8
Cij(DC)=0 9
foreach ¢; € Cdo: 10
if DC € Vij: 11
C;i(DC)= C(DC)+1 12
endif 13
endfor 14
Cy(DC)= (m-Cy(DC))/m 15
AE[j][0]=q; 16
AE[j][1]= Cy(DC) 17
endfor 18
Final attributes = Find_Candidate_Attributes(AE, “max” 19
Counter =0 20
for attr € Final_attributes : 21
Counter= Counter+1 22
endfor 23
if Counter=1: 24
return Final_attributes [0] 25
else 26
return Calculate AA(Final_attributes, R) 27
endif 28

Figure 3-1.The Attribute Effectiveness Algorithm.



Algorithm: Find Candidate Attributes(attr_and_value, condition)

Input: a multidimensional array of attributes and values corresponding to their (AE, AA or MVD)
and a condition of “max” or “min” that will determine the bases on choosing the candidate
attributes.

Output: a set of attributes that have the minimum MVD, maximum AE or maximum AA values.

Steps:
Let Final attributes =&, which will contain a list of the candidate attributes based on 1
the given condition.
Value=attr_and value[0][1] 2
if condition=""min": 3
for attr_value € attr_and value: 4
if attr_value[j][1] < value: 5
Value = attr_value[j][1] 6
endif 7
endfor 8
elseif condition ="max”: 9
for attr_value € attr_and_value: 10
if attr_value[j][1] > value: 11
Value = attr_value[j][1] 12
endif 13
endfor 14
endif 15
for attr_value € attr_and value: 16
if attr_value[j][1]=value: 17
Final attributes =final attributes U attr_value[j][0] 18
endif 19
endfor 20
return final_attributes 21

Figure 3-2. Algorithm for finding the candidate attributes.

We illustrate how we calculate the AE values for some attributes through the following
example. Consider that we have the following rules, and we want to choose the attribute
with the maximum AE:

cl € a;=v| & a,= “don’t care”
c2 € a=vr & a=v,

¢3 € a;=“don’t care” & a,=v,
c3 € a;="don’t care” & a,=v;

c3 € a;=v; & a,="don’t care”
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Table 3-1. AE calculations for attributes A; and A,

Attribute ¢1(DC) ¢2(DC) ¢3(DC) 2 C;(DC) | AE(a)
a; 0 0 1 1 0.67
a 1 0 1 ) 033

Based on the calculations in Table 3-1, the attribute with the highest AE is attribute a;.

3.22.2 Attribute Autonomy (AA)
AA is the second criterion to be examined for the attributes. This criterion is examined
when the highest AE score is obtained by more than one attribute. This criterion prefers
the attribute that will decrease the number of subsequent nodes required ahead in the
branch before reaching a leaf node. Thus, it selects the attribute that is less dependent on
the other attributes in deciding on the decision classes. We calculate the attribute
autonomy for each attribute and the one with the highest score will be selected as the fit
attribute. If more than one attribute achieve the highest A4 score, we will use the next
criterion in our method which is the Minimum Value Distribution to determine the best
attribute among them.

For the sake of simplicity, let us assume that the set of attributes that achieved the

highest AE score areaq,,...,a,, 2<s<n. Let VsV, denote the set of possible values
for attribute @, including the “don’t care”, and R, denote the rule subset consisting of
the rules that have a, appearing with the valuev,,, where 1< j<s and1<i< p,. Note

Ji?

that R, will include the rules that have don’t care values for a, as well.
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The AA criterion is computed in terms of the Attribute Disjointness Score (ADS),

which was introduced by [1]. For each rule subset R , , let MaxADS;; denote the maximum
ADS value and let ADS List; denote a list that contains the ADS score for each
attributea, , wherel <k <s,k# j.

According to [1], given an attributea,and two decision classes ¢, and ¢,

(wherel <i,k <m;1< j <s), the degree of disjointness between the rule set for ¢, and the

rule set for ¢, with respect to attribute g, is defined as follows:

0 if¥,cV,
1 ifV, oV
2 fV,nV,=@orV,orV,)

3 fV;nV, =9

ADS(a,c,\c,) = (3.3)

The Attribute Disjointness of the attributea, ; ADS (a j) score is the summation of the

degrees of class disjointness ADS(a,,c;,c,) as follows:

ADS(a)) =i Y. ADS(a,,c,.c,) (3.4)

i=1 1<k<s
i=k

Thus, the number of ADS_List that will be created for each attribute a, as well as the

number of MaxADS values that are calculated will be equal to p, . The MaxA4DS;; value as
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defined by [1] is 3xmx(m—1) where m is the total number of classes inR,. We

introduce the A4 as a new criterion for attribute a , as follows:

AA(aj)=—p/1— (3.5)

D AA(a,,i)

Where AA(a,,i)is defined as follows:

0 if MadADS, =0
AA@,)={1  if ((MacaDS, 20)((s=2) v (3:MaxADS, -4DS List, 1)) (3 6)

s—1
1+{(s—1)xm/1as;, -y Aus_Lz:vtj,.[l]} otherwise

I=1, 1%

The AA for each of the attributes is calculated using the above formula and the
attribute with the highest A4 score is selected as the fit attribute. According to the above

formula, A4 (a,,i)equals zero when the class decisions for the rule subset examined

corresponds to one class. In that case Max4ADS=0, which indicates that a leaf node is

reached (best case for a branch). 44 (a,,i)equals 1 when s equals 2 or when one of the

attributes in the ADS list has an ADS score equal to MaxADS value (second best case).

%It is possible to get an attribute with 44 (a ;) as infinity (1/0) in this case it has the highest AA.
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The second best case indicates that only one extra node will be required to reach a leaf

node. Otherwise 44 (a,,i) will be equal to 1 + (the difference between the ADS scores of

the attributes in the ADS /ist and the MaxADS value) which indicates that more than one

node will be required until reaching a leaf node.

As an illustration of how we calculate the minimum AA, consider that we have the
following 9 rules, and we want to choose the fit attribute among attributes [a;, a,, a3]:

2« aj=v; &a=v| & az=v

cl—a=vi&a=vz&az=v

cl—a=vi&a=v,&a=vVv

cl—a~v, &a=v; &as=v,

cl—a=mwn &a=vz&a=v;

c2—a=vn&a=va &az=v

cl «—a=vs & a=v; &az=v,

c2«—a=vs&a=vi&a=v,

cl «a=v; & a=v2 & az= v,



As we can see from the calculations in Table 3-2, the attributes with the highest AA are

ay, and a,.

Table 3-2. Example of AA calculations

Attribute a,;
MaxADS 6
a=vl
ADS List [6, 0]
MaxADS 6
a;=v2
ADS List [6, 0]
MaxADS 6
a,;~= v3
ADS List [6, 0]
AA(A) 0.33
Attribute a,
MaxADS 6
a=vl
ADS List [6, 0]
MaxADS 6
a,=Vv2
ADS List [6, 0]
MaxADS 6
a= v3
ADS List [6, 0]
AA(ay) 0.33
Attribute a;
MaxADS 6
as= vl
ADS List [0, 0]
AA(a;) 0.077
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Algorithm: Calculating the Attribute Autonomy Criteria Calculate_AA(A,R)

Input: a set of attributes 4 that achieved the highest AE value and a set of rules R that correspond

to the current branch where a node is to be constructed.

Output: an attribute that will be assigned to a node.

Steps:
Leta;e A.
Let v 13V 7, denote the set of possible values for attribute a f including the “don’t

care”, and let Ra; be a set of Rj; rules where R;; corresponds to the rule subset consisting
of the rules that have a, appearing with the value v ;.

Let attr_count=number of attributes in A.
Let m=number of decision classes in R;;.
Let Final_attributes =&, which will contain a list of the attributes that achieved the
highest AA.
for each a; € A do:
foreach R; e Raj do:
MaxADS=m x3 x (m-1)
for each a; € A do:
ifa, #a;
ADS_ak-‘—ADS(ak, R‘,l)
ADS_List=ADS_List U ADS_ay
endif
endfor
endfor
endfor
if MaxADS=0:
AA_aj=O
elseif (MaxADS#0) and (attr_count=2)) or (MaxADSe ADS _List ):
AA_aJ-= 1
else:
Sum_ADS_List=0
for ads € ADS_List:
Sum_ADS List= Sum_ADS List+ads
endfor
AA_a=1+(attr_count-1) x MaxADS_sum_ADS_List
Endif
AA_aj= 1/ AA_aj
AA[][0]=2,
AA[I[1]=AA_a
endfor
Final attributes = Find_Candidate_Attributes(AA, “max”
Counter =0
for attr € Final_attributes :
Counter= Counter+1
endfor
if Counter=1:
return Final_attributes [0]
else
return Calculate MVD(Final attributes, R)
endif

—
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Figure 3-3. The Attribute Autonomy Algorithm.
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Figure 3-3 presents an algorithm for the AA criterion and Figure 3-4 presents an

algorithm for the ADS criterion.

Algorithm: Calculating the Attribute Disjointness ADS(aj, R)
Input: an attribute g; and a set of rules R.

Output: the attribute disjointness ADS of attribute a;.

Steps:

Let C be a set containing all the decision classes in R.
Let Vj; be a set of values for attribute a;in R for decision class ¢; € C.

forc; € C:
for ¢, € C:
if c; # ¢y
ADS aj=0
If vij 2 ijﬁ
ADS aj=ADS_aj+l
elself ( Vi; N Vig= (D or Vi or Vy)):
ADS_aj=ADS_aj+2
elself (Vi N V= D):
ADS_aj=ADS_aj+3
endif
endif
endfor
endfor
return ADS _aj

Figure 3-4. The Attribute Disjointness Algorithm.
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3.2.2.3 Minimum Value Distribution (MVD)

The MVD criterion is concerned with the number of values that an attribute has in the
current rules. When the highest 44 score is obtained by more than one attribute, this
criterion selects the attribute with the minimum number of values in the current rules.
MVD criterion minimizes the size of the tree because the fewer the number of values of
the attributes the fewer the number of branches involved and consequently the smaller the
tree will become [1]. For the sake of simplicity, let us assume that the set of attributes

that achieved the highest 44 score area,,...,d,, 2<q<s. Given an attribute a,

(wherel < j <g), we compute corresponding MVD value as follows:

MvD@a)= V1 (3.7)

I<i<m

(Where |X| denote the cardinality of set X).
When the lowest MVD score is obtained by more than one attribute, any of these
attributes can be selected randomly as the fit attribute.
For example, given that:
AA (a1) = AA (ap),
The set of values for a; in the rules= {vy, va},
The set of values for a; in the rules = {vy, v», v3},
Hence MVD (a;) < MVD (a), the fit attribute =a,
When the lowest MVD score is obtained by more than one attribute, any of these

attributes can be selected randomly as the fit attribute. In our experiments in case where
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more than two attributes have the lowest MVD score we take the first attribute. Figure 3-

5 presents an algorithm for the MVD criterion.

Algorithm: Calculating the Minimum Value Distribution Criteria Calculate MVD(A,R)
Input: a set of attributes A that achieved the highest A4 and a set of rules R that correspond to the
current branch where a node is to be constructed.
Output: an attribute that will be assigned to a node.
Steps:
Letaje A. 1
Let V; be a set containing non-redundant values for a;inR. 2
Let Final attributes =&, which will contain a list of the attributes that achieved the 3
lowest MVD.
Let random be a random integer from 0 to the number of attributes in final attributes 4
for each a; € A do: 5
counter=0 6
foreach v e V;do: 7
counter=counter+1 8
endfor 9
MVD[j][0]=2; 10
MVD[j][1]= counter 11
endfor 12
Final_attributes = Find Candidate Attributes(MVD, “min” 13
Counter =0 14
For attr € Final attributes : 15
Counter= Counter+1 16
endfor 17
if Counter=1: 18
return Final attributes [0] 19
else 20
return Final_attributes [random] 21
endif 22

Figure 3-5. The Minimum Value Distribution Algorithm.

3.3 Building the Decision Tree

We describe, in this section, the RBDT-1 approach for building a decision structure from
a set of decision rules. In our case the decision structure is a decision tree which is a

single-parent decision structure.
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Figure 3-6 summarizes the main steps involved in this process. In building a decision
tree, the method uses properties of the attributes involved in the decision rules to choose
the attributes that will be assigned to the nodes.

We describe, in this section, the RBDT-1 approach for building a decision structure
from a set of decision rules. In the decision tree building process, we select the fit
attribute that will be assigned to each node from the current set of rules CR based on the
attribute selection criteria outlined in the previous section. CR is a subset of the decision
rules that satisfy the combination of attribute values assigned to the path from the root to
the current node. CR will correspond to the whole set of rules at the root node. From each
node a number of branches are pulled out according to the total number of values
available for the corresponding attribute in CR. Each branch is associated with a reduced
set of rules RR which is a subset of CR that satisfy the value of the corresponding
attribute. If RR is empty, then a single node will be returned with the value of the most
frequent class found in the whole set of rules. Otherwise, if all the rules in RR assigned to
the branch belong to the same decision class, a leaf node will be created and assigned a
value of that decision class. The process continues until each branch from the root node is

terminated with a leaf node and no more further branching is required.
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Figure 3-6. Flowchart of the decision tree building process employed by RBDT-1.
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3.4 Pruning Decision Rules

Our proposed method not only generates a decision tree from a set of rules but it even
could generate a smaller tree from the same set of rules extracted from a bigger tree
without decreasing the accuracy (e.g. using the ID3-based rules). RBDT-1 multi criteria
method rearranges the attributes in a way that will result in shorter branches (conditions)
and/or a smaller number of branches (rules). In doing that, RBDT-1 performs some form
of pruning on the rules to a certain extent without decreasing the accuracy of the rules.

On the other hand, another form of pruning is also required for handling the problem
of learning from noisy training data. In RBDT-1, we handle noisy data by removing rules
that cover only a small portion of the data that could be considered noise which is the
same pruning technique adopted by [2]. The examples that were covered by the truncated
rules can often be covered by applying an analogical matching procedure. The analogical
matching procedure determines the degree of similarity between the examples to be
classified and the rules of a given decision class, and selects the best matching decision
[50]. In [51] experiments show that such a rule truncation method not only simplifies
decision rules which could lead to a simpler decision tree, but could also improve their
prediction accuracy in some cases.

In RBDT-1, rules are pruned if their support level is less than or equal to a predefined
threshold. The support level of a rule is the percentage of the total number of examples
covered by the rule (called the t-weight) to the total number of examples in the given

decision class.
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3.5 lllustration of the RBDT-1 Method and Comparative Study

In this section the RBDT-1 method is illustrated by a dataset named the weekend problem
which is a publicly available dataset, and then compared with the AQDT-1, AQDT-2,
ID3 and C4.5 methods in terms of the complexity and accuracy of the decision trees

produced.

3.5.1 The Weekend Problem

In this subsection, the steps for generating a decision tree by the RBDT-1 method will be
explained in detail using a small dataset called the Weekend problem. The Weekend
problem is a dataset that consists of 10 data records listed in Table 3-3. The dataset
describes different ways of spending the weekend. We obtained the dataset from an

online document used in a lecture on decision trees [52].

Table 3-3. Weekend problem dataset.

# Records Parents-visiting Weather | Money Decision
1 Yes Sunn); Rich Cinema
2 No Sunny Rich Tennis
3 Yes Windy Rich Cinema
4 Yes Rainy Rich Cinema
5 No Rainy Poor Stay-in
6 Yes Rainy Poor Cinema
7 No Windy Poor Cinema
8 No Windy Rich Shopping
9 Yes Windy Rich Cinema
10 No Sunny Rich Tennis
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The dataset involves the following three attributes: parents-visiting, weather, and

money. The parents-visiting attribute has two values (yes and no); the weather attribute
has three values (sunny, windy, and rainy) and the money attribute has two values (rich
and poor). The decision class is one of four values (cinema, tennis, shopping, or stay-in).
We used the AQ19 rule induction program to induce the rule set shown in Table 3-4
which will serve as the input to our proposed method RBDT-1 in this example. AQ19
was used with the mode of generating disjoint rules and with producing a complete set of
rules without any truncation.

The weekend rule-set needs to be prepared before being used by the RBDT-1 method
for building the decision tree. The rule-set in Table 3-4 is converted into the rule-set
shown in Table 3-5.

Table 3-4. The weekend rule set induced by AQ19.

Rule# Description
1 Cinema € Parents-visiting="yes” & Money ="rich”
2 Tennis € Parents-visiting="no” & weather ="sunny”’
3 Shopping € Parents-visiting="no” & weather ="windy” & Money ="rich”
4 Cinema € Parents-visiting="no” & weather ="windy” & Money ="poor”
5 Stay-in € Parents-visiting="no” & weather ="rainy” & Money ="poor”

Table 3-5. The weekend rule-set after preparation for RBDT-1.

Rule# Description
1 Cinema < Parents-visiting="yes” & weather ="don’t care” & Money ="rich”
2 Tennis € Parents-visiting="no” & weather ="sunny” & Money ="don’t care”
3 Shopping € Parents-visiting="no” & weather ="windy” & Money ="rich”
4 Cinema € Parents-visiting="no” & weather ="windy” & Money ="poor”
5 Stay-in < Parents-visiting="no” & weather ="rainy” & Money ="poor”

In order to choose the fit attribute for each node in our tree, we apply the three criteria

of the RBDT-1 method on the attributes, in the same order explained in the previous



49
section. The candidate attribute with the highest AE as shown in Table 3-6, is the parents-

visiting attribute. Two branches will be pulled out from the parents-visiting attribute
corresponding to its two values, namely yes and no.

A subset of the weekend rule-set will be assigned to the branch where parents-
visiting="yes” as shown in Table 3-7. This subset of rules will consist of all the rules
with parents-visiting="yes” or “don’t care”. The corresponding subset contains only one
rule with “cinema” as a decision. Thus, a leaf node “cinema” will be created and assigned

to the branch where parents-visiting="yes”.

Table 3-6. AE calculations for Parents-Visiting, Money and Weather attributes.

Cinema Tennis Shopping | Stay-in 2 Cy
. AE(a)
(DC) (DC) (DC) (DC) (DC)
Parents-Visiting 0 0 0 0 0 1
Money 0 1 0 0 1 0.75
Weather 1 0 0 0 1 0.75

Another subset of the weekend rule-set will be assigned to the branch where parents-
visiting="no” as shown in Table 3-8. This subset of rules will consist of all the rules with
parents-visiting="no” or “don’t care”. The AE will be calculated for both the money and

weather attributes.

Table 3-7. Subset of rules for branch parent-visiting="yes”.

Cinema < Parents-visiting="yes” & weather ="don’t care” & Money ="rich”
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Table 3-8. Subset of rules for branch parents-visiting="no”.

Tennis € Parents-visiting="no” & weather ="sunny” & Money ="don’t care”
Shopping € Parents-visiting="no” & weather ="windy” & Money ="rich”
Cinema € Parents-visiting="no” & weather ="windy” & Money ="poor”

)

Stay-in € Parents-visiting="no” & weather ="rainy” & Money ="poor”

Table 3-9. AE calculations for Weather and Money attributes.

Cinema | Tennis | Shopping Stay-in ZC;
AE(a)
(DC) (DC) (DC) (DC) (DO)
Weather 0 0 0 0 0 1
Money 0 1 0 0 1 0.75

In Table 3-9, the candidate attribute with the highest AE is the weather attribute. So
the weather attribute will be selected as the fit attribute for the branch parents-
visiting="no”. Three branches will be pulled out from the weather attribute corresponding
to its three values: sunny, windy, and rainy. For the branch where parents-visiting="no”
and weather="sunny”, there is only one rule that corresponds to that branch with a class
decision tennis as shown in Table 3-10. So a leaf node with tennis as a decision will be

created and assigned to that branch.

Table 3-10. Subset of rules for Parents-visiting="no” & weather="sunny”.

—99.

Tennis € Parents-visiting="no” & weather ="sunny” & Money ="don’t care”

There are two rules corresponding to the branch where parents-visiting="no” and

weather="windy”. As shown in Table 3-11, one of the rules corresponds to the decision
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class shopping and the other rule corresponds to the decision class cinema. Both rules

depend on the value of the money attribute for producing the decision. The money
attribute will be chosen as the fit attribute since it is the only candidate attribute left. So a
node will be created and assigned the attribute money. Two branches will be pulled out
from the money node. A leaf node will be created and assigned the class decision cinema
for the branch where money= “poor”. Another leaf node will be created and assigned the

class decision shopping for the branch where money="rich”.

Table 3-11. Subset of rules for Parents-visiting="no” & weather="windy”.

Shopping € Parents-visiting="no” & weather ="windy” & Money ="rich”

Cinema € Parents-visiting="no” & weather ="windy” & Money ="poor”

Table 3-12. Subset of rules for Parents-visiting="no” & weather="rainy”.

Stay-in € Parents-visiting="no” & weather ="rainy” & Money ="poor”

3 attribute nodes

5 leaf nodes Shopping Cinemu

Figure 3-7. The decision tree generated by RBDT-1 for the weekend problem.
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For the branch where Parents-Visiting="no” and Weather="rainy”, there is only one

rule that corresponds to that branch with a class decision stay-in as shown in Table 3-12.
So a leaf node with a decision stay-in will bé created and assigned to that branch. Overall,
the corresponding decision tree created by the proposed RBDT-1 method for the weekend
problem is shown in Figure 3-7. It consists of 3 nodes and 5 leaves with 100%

classification accuracy for the data in Table 3-3.

3.5.2 Comparative Study

In this subsection, we apply the AQDT-1, AQDT-2, ID3 and C4.5 methods to the
weekend problem, and compare the outcomes with the results obtained by the RBDT-1
method outlined in the previous section. Figure 3-8 illustrates the decision tree created
using the AQDT-1 and AQDT-2 methods for the weekend problem using the same rule-
set in Table 3-5 used by the RBDT-1. The attribute selection process for both the AQDT-
1 and AQDT-2 methods identifies the fit attribute according to the score of the attribute
disjointness as the first criterion. The attribute disjointness for the weather, parents-
visiting and the money attributes in the weekend rule-set in Table 3-5 are [21, 3, 10]
respectively. In that case the weather attribute will be selected as the fit attribute because
it has the highest attribute disjointness among the rest. Starting with the weather attribute
as a root node will result in a more complex tree (i.e. bigger tree) compared to the
decision tree created using the RBDT-1 method.

By looking at the decision tree in Figure 3-8, we can see that the test parents-
visiting="yes” results in a decision class cinema for all the branches (values) of the
weather attribute. In that case starting with the weather attribute will result in redundant

branches (bigger tree). On the other hand, starting with the attribute parents-visiting as
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the root node as done by the RBDT-1 method avoids the redundancy happening in Figure

3-8, which results in a smaller tree. As explained earlier the parents-visiting was chosen
as the root node because it had the highest AE score. The AE criterion which is the first
criterion in the method selects the most effective attribute in classifying the data. Since
the attribute parents-visiting has no don’t care values in any of the class rule subsets, it
was considered the most important attribute among the others in contributing to the data
classification process.

Using the attribute disjointness as the first criterion for choosing the fit attribute is
not the best criterion to start with. It only could be so in some cases as a coincidence
when the fit attributes in the tree with the highest AE happen to have the highest ADS as
well or when there is a tie between attributes and both method criteria end up choosing
the same attributes. Examples of such situation are illustrated later where the same tree is
obtained by all three methods (RBDT-1, AQDT-1, and AQDT-2). Although the tree
created by AQDT-1 and AQDT-2 methods consists of 5 nodes and 7 leaves which is a
bigger tree than the decision tree created by the RBDT-1 method, both have the same
classification accuracy.

Although both of the AQDT-1 and AQDT-2 methods produce the same tree, AQDT-
2 method from our point of view contradicts the method’s idea of being a rule-based
decision tree method. This is because the second criterion employed by the method for
choosing the fit attribute is the information importance. The training examples will be
needed to compute this criterion. Thus, the method is not independent from the examples
as claimed. It appears that it depends on both the rules and the examples as well. So given

a set of rules, the method would not be able to build a decision tree if the examples used
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to induce the rules were unavailable. An example of that, is while building the decision

tree for the weekend problem, selecting the fit attribute stemming from the branch
weather="windy” required calculating the second criterion for both AQDT-1 and AQDT-
2 methods. This is because the attribute disjointness scores for both the parents-visiting
and the money attributes in the corresponding rule subset are the same. Both AQDT-1
and AQDT-2 had to compute the second criterion in each method to select the best
between the two attributes. AQDT-1 will calculate the attribute disjointness for both
attributes which is calculated using the rules. AQDT-2 will need to calculate the
information importance for both attributes which is calculated using the data examples
along with the rules. Unless the data in Table 3-3 is available, AQDT-2 will be stuck in
the middle and will not be able to build the tree. Another remark on AQDT-2 is that
because of the reliance on both the examples as well as the rules in the calculations of its
criteria, the running time of the method increases for large datasets containing large

number of attributes.

Tennis  Cinems i
" Stay-in
Cinema

5 attribute nodes
7 leaf nodes

Shopping Cinemsa

Figure 3-8. The decision tree generated by AQDT-1, AQDT-2 & ID3 for the weekend problem.
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Considering the weekend example, using RBD7-]1 to generate a decision tree

resulted in the tree in Figure 3-7. When using AQDT-1 and AQDT-2 to generate a tree for
the same example the result was a bigger tree presented previously in Figure 3-8.

In the weekend example RBD7-1 was capable of building the tree and choosing the best
nodes throughout the tree using only the AE criteria.

The following is an illustration of the effect of not starting with the attribute
scoring the highest AE. Based on the rules induced from the weekend example, the
descending order of the attributes scoring the highest AE is parents-visiting, weather,
then money. If we don’t start with parent-visiting as the root and instead pick weather
which has the highest 44 we will end up with the D7 in Figure 3-8. This is due to the
redundancy of rules caused by starting with the weather attribute instead of the parents-
visiting.

From the tree in Figure 3-8 we find the following rules:
Cinema € weather =sunny” & Parents-visiting="yes”” & Money ="don’t care”
Cinema < weather ="windy” & Parents-visiting="yes” & Money ="don’t care”
Cinema € weather ="rainy” & Parents-visiting="yes” & Money ="don’t care”
The above rules should have been replaced by a single rule as follows:

Cinema €< Parents-visiting="yes” & weather =" don’t care” & Money ="don’t
care”

This only could have happened if we didn’t pick the weather over the parents-
visiting for the root node in the tree. As a consequence the number of attribute nodes

would have been 3 instead of 5 by replacing the three parents-visiting nodes in the second

level by only one in the first level (root).
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Starting with the weather attribute as the root node could end up with some other DT’s
such as those shown in Figure 3-9. The DT’s in Figure 3-8 and Figure 3-9 all have the

same size but with different attributes in the second level.

Tree 1 Tree 2
5 atiribute nodes 5 attribute nodes
7 leaf nodes 7 leaf nodes

Termis

Figure 3-9. Other decision trees generated by AQDT methods for the weekend problem.

After analyzing the different trees we found out that the reason of such different
trees is that there was a tie for both attributes (parents-visiting and money) in achieving
the highest ADS score and in the following criteria as well - Attribute Importance in
AQDT-2 and Dominance in AQDT-1 - and even finally a tie in the MVD score. In this
case a random attribute is chosen and this is why we get different decision trees. The
most remarkable point here is that in this example, as we can see, AQD7-1 & 2 had to use

all criteria in deciding the node to pick, while as mentioned before, RBDT-I used only the
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AE in building the whole tree and yet produced a smaller tree than AQDT-1 & 2 which

required more effort (criteria) in the building process.

The following is another example illustrating the power of the AE criterion.
Consider that we started with the parents-visiting as the root node which is the attribute
that scored the highest AE. The rules for the branch stemming from parents-visiting
corresponding to the value “no” will have the weather attribute scoring a higher AE than
the money attribute. If we pick the morney attribute instead of the weather attribute we
will end up with the tree presented in Figure 3-10, which is still bigger than the optimal
tree in Figure 3-7 produced by RBDT-1. The tree is bigger also due to the redundancy of
paths in the tree.

If we look at the tree, the rules:

Tennis € Parents-visiting="no” & Money ="rich” & weather ="sunny”
Tennis € Parents-visiting="no” & Money ="poor” & weather =’sunny”
should have been replaced by a single rule which is:

Tennis & Parents-visiting="no” & weather ="sunny” & Money ="don’t care”
This only could happen if we didn’t pick the money over the weather in the second
level of the tree. As a consequence the number of attribute nodes would have been 3
instead of 4 by replacing the two weather nodes in the third level by only one in the

second level.



58

4 gttribute nodes
6 leaf nodes

Cinema

. Cinema
Tennis .
Tennis Stay-in

Figure 3-10. Decision tree illustrating the effect of not following RBDT-Icriteria.

As indicated above, in RBDT-1, rules are pruned if their support level is less than or
equal to a predefined threshold. Figure 3-11 shows a decision tree obtained after pruning
the decision rules for the weekend problem in Table 3-5. In this case, we removed the
rules with the lowest support level. The decision tree produced by RBDT-1 consists of 2
nodes and 4 leaves and misclassified one example out of 10 giving a predictive accuracy
of 90%. Figure 3-11 shows as well the decision tree produced by AQDT-1 and AQDT-2
using the same pruned rules. Although the produced tree has the same accuracy as the

tree produced with RBDT-1, it is bigger in size with 4 nodes and 6 leaves.

a). Prunned decision tree produced by b). Prunned decision tree produced by
RBDT-1 AQDT-1 & AQDT-2,

4 attribute nodes
6 leaf nodes

2 attribute nodes
4 leaf nodes

Tennis

Stay-in

PR C
Temis  Cinems Cipems  Shopping

Figure 3-11. The pruned decision tree generated by RBDT-1, AQDT-1 and AQDT-2 for the

weekend problem.
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We also compared the RBDT-1 decision tree with the decision tree produced by the
ID3 method. The ID3 method creates decision trees from data examples by calculating
the information gain for each attribute and selects the attribute that has the highest
information gain (Quinlan 1979). ID3 method creates the same redundant tree created by
the AQDT-1 and AQDT-2 shown in Figure 3-8. Thus, the tree created by ID3 for the
weekend problem is also bigger than RBDT-1. This occurs because ID3 employs the
information gain which is biased towards choosing attributes with a large number of
values. This is based on the assumption that such attributes divide the data examples into
subsets that are more likely to be pure (correspond to only one decision class). A special
case where the decision trees produced by both ID3 and RBDT-1 are the same occurs by
coincidence when the fit attributes selected by the RBDT-1 criteria have the highest
information gain as well. Applying C4.5-running under the default setting- to the dataset
of the weekend problem resulted in a tree of the same size and accuracy as the pruned

decision tree produced by RBDT-1 in Figure 3-9(a).

3.5.3 The Monks1 Problem
As an extended analysis to the performance of RBDT-1 compared with the AQDT

methods we will use another example.
We consider the MONKSI1 dataset which was one of the datasets used by the authors of
AQDT methods to prove the effectiveness of their methods over C4.5 method.

The following analysis was based on rules induced by two different ways: directly
and indirectly. As mentioned before, by directly we mean rules induced from a dataset by
a rule induction method or program. By indirectly we mean extracting rules from a

decision tree built by a DT generation method.
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Comparison Based On Direct Induced Rule-Sets

The directly induced rules were based on rule sets produced by the association
rule method “Apriori”, the AQ19 program and AQ21 program.

The smallest accurate tree that could be produced from the MONKSI dataset is a tree
consisting of 10 attribute nodes and 27 leaf nodes.

The rule set induced from the MONKSI data set using the Apriori method is composed
of 1656 rules and 9678 conditions. Using the association-based rule set, RBD7-1 was
capable of producing a small accurate tree consisting of 10 attribute nodes and 27 leaf
nodes which is the optimal tree. The AQDT methods produced a tree consisting of 13
attribute nodes and 28 leaf nodes which is bigger than the RBDT7-1 tree. We can see from
this example the power of RBDT-1 in transforming 1656 rules into only 27 rules (leaf
nodes), and 9678 conditions into 10 conditions (attribute nodes).

By taking a closer look at the root nodes of both trees, we found that for RBDT-1 the
attributes [a, b, e] scored the highest AE. Then employing the A4 to break the tie,
attribute ‘e’ was eliminated and since both ‘@’ and ‘b’ attributes have the same MVD, the
tree either had ‘a’ as a root or ‘6 ’. This as a consequence resulted in the smaller tree.

With the AQDT methods, the ‘e’ attribute was picked as the root node because it
scores the highest ADS; the ‘e’ attribute as mentioned before was eliminated by the
RBDT-1 method based on the 44. In the AQDT methods, as a consequence, starting with
the ‘e’ attribute we end up with a more complex tree.

The rule set induced using AQ21 consists of 28 rules and 107 attribute nodes.

RBDT-1 based on the 402/ rules generates also a tree consisting of 10 attribute nodes
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and 27 leaf nodes. The AQDT methods produce a tree consisting of 13 attribute nodes and

28 leaf nodes.

The rule set induced by 4019 consists of 28 rules and 110 conditions. RBDT-/
based on the AQ19 rules generates a tree consisting of 13 attribute nodes and 28 leaf
nodes. Here, both RBDT-1 and the AQDT methods produce a similar tree. This is because
based on the 4019 rules, the attribute with the highest AE happened to be attribute ‘e’
which has also the highest ADS based on the AQDT methods. Thus, as we can see the

RBDT-1 builds the shortest accurate tree based on the given rule set.

Comparison Based On Indirect Induced Rule-Sets

The rule sets induced indirectly were extracted from decision trees generated by

the /D3 method and C4.5 method, respectively, both with and without pruning.
The ID3 method generates a tree for the MONKS1 dataset that consists of 325 rules and
172 conditions. RBDT-1 based on the ID3-based rules generates a tree consisting of 13
attribute nodes and 28 leaf nodes. The AQDT method produces an unstable tree with
different tree syntax that has different sizes. The smallest tree size is 109 rules and 58
nodes which is the same size as the /D3 tree. As we can see the smallest tree is still
bigger than RBDT-1 s tree.

By having a closer look at the root nodes of both trees, we found that for RBDT-1
the attribute ‘e’ scored the highest AE and was picked as the root node. For the second
level, attributes [a, b, c, d, €] score the same AE. Thus by employing the A4 to break the
tie, attributes [a, b] win and since both attributes ‘@’ and ‘4’ have the same MVD, the tree

either had ‘a’ as a root or ‘4. This resulted in the smaller tree.
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For the AQDT methods, the ‘e’ attribute was picked as the root node because it scores the

highest ADS. For the second level, attributes [a, b, ¢, d, €] score the same ADS. Thus by
employing the Attribute Importance for the AQDT-2 or the Dominance for the AQDT-1
to break the tie, attributes [a, b, d] get eliminated and since both attributes ‘c’and 7" have
the same MV D, picking either result in a more complex tree. From this analysis it is also
apparent that RBDT-1 uses fewer criteria to pick the attributes at each node. This is an
indication of how strong each of its criteria is.

(4.5 method, without employing any pruning, results in a tree that consists of 56
rules and 29 conditions. RBDT-1, from the non-pruned C4.5-based rules, generated a tree
that consists of 38 rules and 19 conditions. The AQDT methods generate a tree of the
same size as the C4.5 tree. Thus, RBD7-1 based on the non-pruned C4.5 rules was
capable of producing a less complex tree than AQDT-1, and C4.5 methods.

C4.5 method, when employing pruning, results in a tree that consists of 28 rules
and 13 conditions. RBDT-1 and the AQDT methods, from the pruned C4.5-based rules,
generated a tree that consists also of 28 rules and 13 conditions which is the same size as
the C4.5 tree.

From these results, we can see that RBDT-1, without employing any pruning method, is
capable of producing a less complex tree than C4.5, and that C4.5 only produces a similar
tree to RBDT-1 after employing pruning.

Table 3-13 summarizes the comparison between RBDT-1 and AQDT methods based on
all the rule sets used. Table 3-14 summarizes the comparison between RBDT-1 and ID3
based on all the rule sets used as input to the RBD7-1. Table 3-15 summarizes the

comparison between RBDT-] tree and C4.5 tree with no pruning based on all the rule sets
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used as input to the RBDT-1. Table 3-16 summarizes the comparison between RBDT-1

tree and C4.5 tree with pruning based on all the rule sets used as input to the RBDT-1.

Table 3-13. A comparison between RBDT-1 tree and the AQDT trees.

Rule-set Less Complex Tree’
Association rules RBDTI1-1
AQ21 rules RBDT1-1
AQ19 rules RBDTI1-1, AQDT
ID3 rules RBDTI1-1, AQDT
C4.5 rules (No pruning) RBDTI1-1
C4.5 rules (with pruning) RBDTI1-1, AQDT

Table 3-14. A comparison between RBDT-1 tree and ID3 tree.

Rule-set Less Complex Tree
Association rules RBDTI-1
AQ21 rules RBDTI1-1
AQ19 rules RBDT1-1
ID3 rules RBDT1-1
C4.5 rules (No pruning) | RBDT1-1
C4.5 rules (with pruning) | RBDT1-1

* The name of the method that generates the smallest tree will appear in the table.



Table 3-15. A comparison between RBDT-1 tree and C4.5 tree with no pruning.

Rule-set Less Complex Tree
Association rules RBDT1-1
AQ21 rules RBDTI-1
AQI19 rules RBDTI1-1
ID3 rules RBDT1-1
C4.5 rules (No pruning) RBDTI1-1
C4.5 rules (with pruning) RBDTI-1

Table 3-16. A comparison between RBDT-1 tree and C4.5 tree with pruning.

Rule-set Less Complex Tree
Association rules RBDTI-1
AQ21 rules RBDTI1-1
AQI19 rules RBDTI-1, C4.5 wp®
ID3 rules RBDTI1-1, C4.5 wp
C4.5 rules (No pruning) RBDTI1-1
C4.5 rules (with pruning) RBDTI1-1, C4.5 wp

* (wp) is short for with pruning.
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3.6 Complexity of RBDT-1

We will present in this section the complexity of RBDT-1 method and compare it with
the complexity of AQDT methods regarding Query complexity and tree construction

complexity.

3.6.1 Query Complexity

Generally for any decision tree the process of constructing the tree is as follows: each
node of the tree is labeled by an attribute and the branches from that node are labeled by
the possible values of the attribute. The leaves are labeled by the output of the function.
The process starts at the root, and works down the tree, choosing to learn the values of
some of the attributes based on those already known and eventually reaches a decision.
The decision tree complexity of a function is the minimum depth of a decision tree that
computes that function. A query cost is the maximum if it requires a number of nodes to
be traversed equal to the number of attributes we have in the tree [53].

As illustrated in the weekend example and the upcoming experiments in chapter 4,
RBDT-1 produces on average a less complex decision tree than the tree produced by the
AQDT methods. As a result the query/classification complexity of RBDT-1 is also less
than that of the AQDT methods. As an example, we will consider the decision trees
presented in Figures 3-7 and 3-8 for the RBDT-1 and AQDT methods for the weekend
problem illustrated in section 3.6.

Assuming that we have the following three queries, about what the decision is when:

e Weather is rainy and parents are visiting?

e Weather is sunny and parents are visiting?

e Weather is windy and parents are visiting?
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For RBDT-1, each query will require a depth of one node to be traversed until we reach

the decision which is cinema. Thus, the cost of the three queries = 1 node x 3 queries= 3
nodes. For AQDT methods, each query will require a depth of two nodes to be traversed
until we reach the decision. Thus, the cost of the three queries = 2 nodes x 3 queries= 6
nodes which is double the query cost of the decision tree produced by RBDT-1.

We also calculated the query/classification cost for RBDT-1 and AQDT methods for the
10 example records presented in Table 3-3. We found that the query cost of AQDT
methods is 23% higher than RBDT-1’s query cost for the same records in this example.
The query cost required (in terms of the number of nodes) for each of the 10 records to be

classified by the methods is given in Table 3-17.

Table 3-17. The query cost for the weekend dataset by RBDT-1, AQDT1 & 2.

RBDT-1 AQDT
Record#
Query Cost Query Cost
1 1 2
2 2 2
3 1 2
4 1 2
5 2 2
6 1 2
7 3 3
8 3 3
9 1 2
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10 2 2

Total cost 1.7 22

3.6.2 Tree Construction Complexity

For the calculation of the complexity of the decision tree construction for RBDT-1,
consider the following:

e Let r be the number of rules in our rule setR .

e Let abe the number of attributes in R .

e Let K be the size of the largest domain attribute.

The decision tree 7 generated by RBDT-1 has the following characteristics:
e TisaK-arytree.
e T is atree with the maximum height = a.

e Eachpathin 7 is unique.

e Anattribute a, appears in a path P only once.

The decision tree has two types of nodes: the attribute node and the leaf node. Let ¢
be the computation cost of constructing one attribute node in 7, where ¢ is at mostrxa .
The total computational cost C for constructing 7  equals the total number of attribute

nodes in 7" times the cost of constructing one attribute nodec.

The attribute nodes AN = the total nodes in the trees N — the number of leaf nodes LN .
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Thus, C =rxax AN . Based on the characteristics of T that we mentioned, and given

that for K-ary tree [54] the maximum number of nodes N in a tree with the maximum

a+l _ .
KK 11 , the maximum number of attribute nodes in 7 is AN =II{< 11,

height is N =

Assuming the tree will have the maximum number of attribute nodes, the worst case cost

a

of constructing 77 by RBDT-1 is O(r X ax ] which is the same as with the AQDT

methods.

3.7 Summary

In this chapter we presented in detail the RBDT-1 method. We explained that RBDT-1
used both rules produced directly and indirectly from rule induction methods. We also
presented the rule format required by RBDT-1 and explained in detail the attribute
selection criteria adopted by the method.

We explained the process of Building and Pruning the decision tree by RBDT-1. We
illustrated the different steps of the method using a simple example based on the week-
end dataset. We also presented the complexity of RBDT-1.

In the next chapter, we will evaluate the RBDT-1 by comparing it to several existing

decision tree method and by using several publicly available datasets.
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Chapter 4.

Experiments

In order to evaluate the RBDT-1 method, we conducted some experiments using 16
publicly available datasets summarized in Table 4-1, including the weekend dataset used
in the previous chapter. Other than the weekend dataset, all the datasets were obtained
from the UCI machine learning repository [56]. First, the evaluation consisted mainly of
comparing the RBDT-1 method with the AQDT-1, AQDT-2, and ID3 methods in terms
of the complexity and accuracy of the decision trees produced. In view of the fact that the
ID3 method doesn’t handle datasets with missing values, we used only the complete
datasets from Table 4-1 in this experiment which are 12 datasets. In this chapter, we
present the experimental evaluation of the RBDT-1 method. Different experiments
involving both complete and non complete data sets were conducted by comparing
RBDT-1 to several existing decision tree methods. We first describe our evaluation setup
and then summarize and discuss the obtained results. Since we were comparing our
proposed method to AQDT-1 and AQDT-2 methods which are all rule-based decision
tree methods, it was a good idea to compare their performance with rule-sets produced by
different methods. Thus, besides using ID3-based rules we conducted an experiment
comparing all three rule-based methods along with the ID3 using AQ-based rules
generated by AQ19.

We also present a follow-up experiment in which we compare RBDT-1 to AQDT-1,
AQDT-2, and C4.5. The input rules to RBDT-1, AQDT-1, and AQDT-2 in this

experiment are two sets of C4.5-based rules. In this experiment the whole 16 datasets



70
summarized in Table 4-1 were used since C4.5 is capable of handling datasets with

missing values. Finally we present a comparison between RBDT-1 and AQDT-1 based

on an association rules method, namely the Apriori method.

41 Settings

We used the PYTHON language for implementing RBDT-1, AQDT-1, AQDT-2, and the
rule extractor for the ID3-based rules and the C4.5-based rules. We also used PYTHON
to implement a rule format-converter for converting rules produced by AQ19 into the rule
format used by our method. An implementation for the ID3 method written in PYTHON
was obtained from [56]. For C4.5 and the Apriori method, we used Orange [57], which is
a component-based data mining software that includes a module for the C4.5 and the
Apriori method as well. The experiments were conducted on a COMPAQ PC (2 Ghz, 512

Mb of RAM) with AMD Sempron 3000+.

4.2 Using Complete Datasets

In this section, we summarize and discuss the results obtained by applying all four
methods to the 12 complete datasets. Our evaluation consisted of comparing the decision
trees produced by the RBDT-1, AQDT-1, AQDT-2, and ID3 methods for each dataset in
terms of tree complexity (number of nodes and leaves) and accuracy. All four methods
run under the assumption that they will produce a complete and consistent decision tree
yielding 100% correct recognition on the training examples. In the first part of our
experiment, the rules used as input to RBDT-1, AQDT-1, and AQDT-2 were extracted
from the ID3 decision tree. The whole data examples were used for building the decision

tree by the ID3 method. Thus, the extracted ID3-based rules cover the whole set of
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examples (100% coverage). The size of the rules is equal to the number of leaves
produced by the ID3 tree. Please refer to Table A-1 in the Appendix for details. For 7 of
the datasets listed in Table 4-2°, the RBDT-1 produced a smaller tree than that produced
by AQDT-1 & 2 with an average of 274 nodes less or a 29% smaller tree while producing
a same tree for the rest of the datasets. Please refer to Table A-2 in the Appendix for
details. On the other hand, RBDT-1 produced a smaller tree with 5 of these datasets
compared to ID3 with an average of 142.6 nodes less or a 44% smaller tree while
producing a same tree for the rest of the datasets.

It is clear based on the results of the comparison that the RBDT-1 method performs better
than the other three methods in most cases in terms of tree complexity and achieves at
least the same level of accuracy.

AQDT-1 and AQDT-2 methods in some cases such as Monk’s 1, balance scale, car,
and connect-4 problems led to a syntactical instable decision tree. That is, the structure of
the final decision tree varied considerably in size each time the process is repeated for the
same original training examples. Naturally, this syntactical instability is undesirable for
instance if the methods are applied in knowledge acquisition. This could be illustrated
using the MONK’S1 problem. For the MONK’s1 problem, 325 ID3-based rules were
used as input to the RBDT-1, AQDT-1 and AQDT-2 methods. These rules were extracted
from the ID3 decision tree which consisted of 325 leaves and 172 nodes. RBDT-1
method generated a decision tree consisting of 28 leaves and 13 nodes. The AQDT-1 and

AQDT-2 methods produced a tree that differs syntactically in size.

5 In Tables 4-2, 4-3, 4-4 and 4-5 that present the results of the comparisons, the name of the method
that produced a less complex tree appears under the method column; the “=" symbol indicates that the same
tree was obtained by all methods under comparison.
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#

Dataset ; i g # # . # Class Missin
Name SoeckEvesopten Records | Attributes A‘t,t;;::ste Decisions Valuesg
Weekend A dataset Describing 10 3 2to3 4 no
different ways of
spending the weekend
Lenses A dataset for fitting 24 4 2to3 3 no
contact lenses
King-Rook A dataset for King- 2021 16 2to3 2 no
vs. King- Knight-King-Rook chess
Knight chess end-game
Car A dataset for car 1728 6 3to4 4 no
evaluation evaluation
Shuttle- A dataset of a space 253 6 2t04 2 no
Landing- shuttle auto landing
Control domain
Connect-4 A dataset of all legal 8- 67557 42 3 3 no
ply positions in the game
of connect-4 in which
neither player has won
yet, and in which the
next move is not forced
Nursery Dataset derived from a 12960 8 3to5 S no
hierarchical decision
model originally
developed to rank
applications for nursery
schools
Balance A dataset based on 625 4 Ito5 3 no
Scale balance scale weight and
distance database
MONK’s Contains three different 432 in 6 in each 2to4in 2 in each no
datasets ; MONK's1, each MONK’s each MONK’s
MONK's2 and MONK’s problem MONK’s problem
MONK's3 which were problem problem
the basis of the first
international comparison
of learning algorithms
Zoo A zoo dataset 101 16 2t0 6 7 no
Breast Breast Cancer dataset 286 9 2to 13 2 yes
Cancer
Lung Cancer Lung cancer dataset 32 56 3 3 yes
Primary Primary Tumor dataset 339 17 2to3 22 yes
Tumor
Voting 1984 United Stated 435 16 2 2 yes
Congressional Voting
Records

The minimum tree size observed is 109 leaves and 58 nodes. The maximum tree size

observed is 172 leaves and 325 nodes, which is the same size for the ID3 tree. The reason
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behind this fluctuation in size is the limitation of the Attribute disjointness (ADS)

criterion in choosing the fit attribute when the number of attributes to choose from is
more than two. Specifically in the MONK’s1 problem, when building the tree, there were
several nodes where the choice was between more than two attributes, all of which
achieved the same ADS score. In which case, they were all considered fit from the
criterion’s perspective and passed to the subsequent criteria. At certain nodes the attribute
that would lead to a smaller tree got eliminated and one of the other attributes was
selected randomly.

Table 4-2. Comparison of tree complexities of the RBDT-1, AQDT-1, AQDT-2 & ID3 methods
using ID3-based rules.

Dataset Method
Weekend RBDT-1
Lenses RBDT-1, ID3
Chess =
Car RBDT-1, ID3
Shuttle-L-C =
Connect-4 RBDT-1
MONK’s 1 RBDT-1
MONK’’s 2 RBDT-1, AQDT-1 & 2
MONK’s 3 =
Zoo =
Nursery RBDT-1
Balance RBDT-1, ID3
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Table 4-3. Comparison of tree complexities of the RBDT-1, AQDT-1, AQDT-2 & ID3 methods

using AQ-based rules.

Dataset Method
Weekend RBDT-1
Lenses RBDT-1, ID3
Zoo RBDT-1
Car RBDT-1
Monk’s1 RBDT-1
Monk’s2 RBDT-1
Monk’s3 =
Chess =
Balance RBDT-1, ID3
Shuttle-L-C RBDT-1, AQDT-1 & 2

Thus, using AQDT-1 and AQDT-2 methods to create a decision tree for the
MONK’s] dataset could result in a different tree in terms of size each time (all sizes
bigger than the RBDT-1 tree). In contrast, RBDT-1 method as described before calculates
the AA criterion to select the fit attribute. In that case although all attributes could
achieve the same ADS score, only the attributes with the maximum AA will be selected
and passed to the final criterion. This is why the RBDT-1 decision tree was smaller than
the other methods.

In our experiments we also compared the decision tree complexity and accuracy of
the RBDT-1, AQDT-1, AQDT-2 and ID3 methods using AQ-based rules generated by
the AQ19 rule induction program. The rules generated are complete rules with 100%

correct recognition on each datasets. Results for some datasets are presented in Table 4-3.
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Based on the results of the comparison in Table 4-3, the RBDT-1 method performed

better than the AQDT-1 & 2 and the ID3 methods in most cases in terms of tree
complexity by an average of 33.1 nodes less or a 17% smaller tree than AQDT-1 & 2 and
by an average of 88.5 nodes less or a 37 % smaller tree than the ID3 method. The
decision tree classification accuracies of all four methods were equal.

Based on the results of the comparison in Table 4-3, the RBDT-1 method performs
better than the AQDT-1 and AQDT-2 methods in most cases in terms of tree complexity
and achieves the same level of accuracy while using rules produced by the AQI9
program. Please refer to Table A-3 in the Appendix for details.

We also compared the decision tree complexity and accuracy of the RBDT-1, AQDT-
1, and AQDT-2 methods using association rules generated by the Apriori algorithm.
Despite the fact that association rules especially those produced by the Apriori algorithm
suffer from redundancy causing an increase of the number of rules generated, RBDT-1
was capable of coping with this redundancy to a certain extent and minimizing it into a
smaller number of rules represented in a decision tree. Based on the results of the
comparison in Table 4-4, the RBDT-1 method performed better than the AQDT-1 & 2
methods in most cases in terms of tree complexity by an average of 57 nodes less than
AQDT-1 or 16% smaller tree and by an average of 29 nodes less or an 11% smaller tree
than AQDT-2. The decision tree classification accuracies of all four methods were equal.

Based on the results of the comparison in Table 4-4, the RBDT-1 method performs
better than the AQDT-1 and AQDT-2 methods in most cases in terms of tree complexity
and achieves the same level of accuracy while using association rules produced by the

Apriori algorithm. Please, refer to Table A-4 in the Appendix for details.
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Table 4-4. Comparison of tree complexities of the RBDT-1, AQDT-1, AQDT-2 methods using

association rules.

Dataset Method
Weekend =
Lenses RBDT-1
Car RBDT-1
Shuttle-L-C RBDT-1
Nursery =
MONK’s 1 RBDT-1
MONK’s 2 RBDT-1
MONK’s 3 =
Balance RBDT-1

4.3 Using Incomplete Datasets

In this section, we assess the strength of our proposed method in handling datasets that
have missing values.

In the previous experiments we used two different rule-sets, one extracted from the
decision tree created using the ID3 method and another rule set produced by an AQ-type
rule induction program. Here, we present an experiment in which we used two different
C4.5-based rule sets. The two different C4.5-based rule sets are extracted from two
decision trees generated using C4.5 method for each dataset, one with the Orange pruning
option turned on and the other one without pruning. Unlike the ID3 method that handles

only complete datasets, C4.5 is capable of handling datasets with missing values. Thus,
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we were capable of experimenting with both rules extracted from complete and
incomplete datasets. The comparison was based on 16 datasets; so accordingly 32 C4.5-
based rule sets were extracted and used in this experiment. The rule sets are given as
input to the three rule-based methods under comparison.

In Table 4-5, we illustrate the results of the comparison between RBDT-1, AQDT-1,
AQDT-2 and C4.5 in two experiments named; experiment]l and experiment2. In each
experiment the C4.5 decision tree was generated from the whole set of examples of each
dataset and the rules extracted from that tree served as input to the other three rule-based
decision tree methods. In experimentl, the pruning option was turned off, while in
experiment2 the pruning option was turned on. Based on the results in Table 4-5, AQDT-
1 & 2 produce a larger tree than RBDT-1 by an average of 146.33 nodes with the
exception of 3 rule sets for which our proposed method is larger by an average of 3
nodes. In addition, the results illustrate that RBDT-1 is at least as effective as C4.5. In
experiment2 both methods achieved the same results, while in experiment] RBDT-1
performed better than C4.5 by producing a smaller tree for the connect-4, nursery and the
MONK’s 1 data sets. While for the connect-4 and nursery data sets RBDT-1 tree was
only slightly smaller than the C4.5 tree, it was 33% smaller than the C4.5 tree for the
MONK’s 1 data set. In terms of accuracy, the four methods have equal performance
which is equal to the classification accuracy of the C4.5-based rules. Please refer to

Tables A-5 and A-6 in the Appendix for details.

4.4 Summary

In this chapter we presented several experiments to compare RBDT-1 to other decision

tree generation methods, such as ID3, the C4.5, AQDT-1 and AQDT-2 methods. The
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experiments was based on 16 public datasets and on rules generated by different rule
induction methods. The results presented by the experiments show that RBDT-1 on
average creates a less complex decision tree than the other methods.

In the next chapter we will illustrate the application of the proposed RBDT-1 method to

an emerging research area, namely the field of application fraud detection.

Table 4-5. Comparison of tree complexities of the RBDT-1, AQDT-1, AQDT-2 & C4.5 using

C4.5-based rules.

Daiaeel Method Method
(Experimentl) (Experiment2)
Weekend RBDT-1, C4.5 RBDT-1, C4.5
Lenses RBDT-1,C4.5 RBDT-1, C4.5
Chess = =
Car RBDT-1, C4.5 RBDT-1, C4.5
Shuttle-L-C = =
Connect-4 RBDT-1 RBDT-1, C4.5
Nursery RBDT-1, z;QDT-l & _
Balance = =
MONK’s 1 RBDT-1 =
MONK’s 2 = =
MONK’s 3 AQDT-1 &2 AQDT-1 &2
Zoo RBDT-1, C4.5 RBDT-1, C4.5
Breast-C = =
Lung-C RBDT-1, C4.5 RBDT-1, C4.5
Primary-T RBDT-1, C4.5 RBDT-1, C4.5
Voting AQDT-1 &2 =
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Chapter 5.

Use of RBDT-1 for Application Fraud Detection

In this chapter, we illustrate the applicability of the RBDT-1 method for real-life problem
solving by proposing a new approach for identity application fraud detection which is
relatively an unexplored research area. We discuss the challenges involved in identity
fraud detection and describe the important role played by RBDT-1 in the design of the
proposed application fraud detector. We then present the elements of our fraud detection
framework and conduct empirical evaluation by collecting real identity information

online and generating synthetic identity fraud samples.

5.1 Background

Identity frauds can be categorized into two different types: transaction frauds and
application frauds. Application fraud occurs when an individual or an organization
applies for an identity certificate (e.g., passport, credit card etc.) using someone else’s
identity. Transaction fraud, also known as behavioral fraud, occurs when an identity thief
performs some operations or transactions using fake or stolen identity. Most of the
research in identity fraud detection has focused so far on credit transactional fraud
detection. Limited attention has been paid to application fraud detection, where only few
papers have been published so far. Application fraud detection, however, is an important
aspect of any sound and global strategy to combat identity fraud. Application fraud

detection is a proactive measure that allows early screening of fraudsters, contributing as
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a result to cutting down significantly the effort and resource required to detect fraudulent

transactions [37].

Application frauds share many of the characteristics of transaction frauds, including
the large amount of data processed, the need to make an acceptance or rejection decision
in a short time span, and the significant imbalance between normal and fraudulent data
(fraud cases represent only a very small fraction of performed operations). These issues
have widely been studied in the transaction fraud literature. The open issues concern the
differences between application and transaction frauds.

Transactional operations benefit typically from significant historical records collected
over time for a single person. Many Artificial Intelligence (AI) techniques can be used to
process past usage history and provide fairly accurate fraud detection results. In contrast
historical information related to application operations for a specific person is in general
very limited if non existent. For instance, there is a significant delay between consecutive
applications for passport renewal in most countries; in some countries it takes between 5
to 10 years before having to renew a passport. As a result the background historical data
per individual is very limited. Furthermore the application file contains only sparse
identity attributes, which by themselves might not be enough to make a proper decision.
So application fraud detection requires specific analysis techniques which can
compensate for the weak characteristics of the available data.

Another key difference between transaction and application fraud data is the breadth of
the identity information covered. While as discussed above, transaction fraud data
involve significant depth (at least from historical standpoint), application fraud data have

wider scope. Application forms may potentially be linked to a wider variety of data
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sources than what typical transactional operations could enjoy. For instance, information
contained in a passport application may be crossed with collateral information in many
other databases like vital statistics, death records, social security database, birth records
etc. In contrast transactional operations typically cover only a limited number of different
data sources maintained internally by the issuer or available externally. For instance, for
legal and competitive reasons, credit card transactions can be cross-checked against only
few external databases such as credit bureaus.

An alternative identity information source that transcends the above restriction is the
web. The web is actually a federation of many different identity information data sources.
Using the web, it may be possible to cross-check application forms with data from
various collateral identity information sources; even though such information might be
sparse or useful information could be missing.

The web is one of the richest and diverse sources of identity information. But at the same
time it is one of the most challenging to deal with because of the unstructured nature of
the data involved. To our knowledge none of the application fraud detection frameworks
proposed so far has explored the strength of such data source. All of them use traditional
offline or private data sources. In many ways, the Internet serves as a key vehicle for
identity fraud. The Internet represents an appealing place for fraudsters to collect a host
of personal and financial data related to many innocent users. Using the collected data
they can impersonate the users and commit fraudulent activities using stolen or fake
identities. Mining Internet data for fraudulent purposes using a search engine is

commonly referred to as black hat Google hacking.
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5.2 Relevance of RBDT-1 to Application Fraud Detection

In this work, we propose an application fraud detection framework that consists of two
main components: an online identity mining module and a fraud detector. Our proposed
online identity mining scheme is based on white hat Google hacking, in which identity
information is collected through online search targeting a specific individual (i.e. the
applicant). The fraud detector is an intelligent unsupervised decision model that analyzes
extracted online identity information related to the applicant and crosses such information
with information contained in the application form, in order to detect and report possible
inconsistencies or anomalies. We designed our fraud detector using rule-based decision
tree generation technique specifically RBDT-1 fed with a set of simple heuristics that
define general and common understanding of the notion of fraudulent and normal
behaviours.

Although various machine learning techniques (supervised or unsupervised) may be
used in designing such kind of detector, the lack of genuine fraud data tends to hinder
such process. A common challenge of data-mining based fraud detection research is the
lack of publicly available real data for model building and evaluation. For privacy and
competitive reasons, organizations are reluctant to release data related to fraudulent
activities.

In order to compensate for the fact that labels may not be readily available, ideally
such techniques should be unsupervised. Although many unsupervised detection
frameworks have so far been proposed for transaction fraud detection, none of them

apply specifically to application fraud detection. To our knowledge, the application fraud
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detection techniques proposed so far in the research literature are either supervised or
semi-supervised.

The solution commonly adopted in the industry and in the literature to address this
- issue is to encode expert knowledge and past knowledge of fraudulent behavior into rule
bases. Likewise, the application fraud detection techniques used in commercial
applications and in the research literature include rule-based matching of credit
application and credit history, fraud matching using black lists (based on previous
fraudulent applications), and supervised model based on labeled data. However, due to
the fast pace at which new fraud methods are created and used by fraudsters, the rule
bases are submitted to constant changes and usually tend to grow at an accelerated
rhythm, quickly reaching unmanageable size. This might not be conducive to timely
decision, which is required in many business environments. In this case, a decision tree
represents an effective alternative to rule-base reasoning for a quicker decision. This is
because in order to be able to make a decision for some situation we need to decide the
shortest most efficient order in which tests should be evaluated. In that case a decision
structure (e.g. decision tree) is much quicker than a rule engine to reach a decision. In the
decision tree the order of checking conditions and executing actions is immediately
noticeable. Second, conditions and actions of decision trees are found on some branches
but not on others. Those conditions and actions that are critical are connected directly to
other conditions and actions, whereas those conditions that do not matter are absent. In
other words it does not have to be symmetrical. Third, decision trees are more readily

understood by others in the organization than a set of rules.
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As we mentioned before, rule-based decision tree techniques are the solution to
bridge the divide between rule-base systems and decision trees, by allowing the creation
on-demand of a short and accurate decision tree from a stable or dynamically changing
set of rules. So fraud knowledge can be stored in a declarative rule form and then be
transformed (on the fly) into a decision tree only when needed for judging an upcoming
application. Thus, RBDT-1 is used for transforming the fraud rules into a comprehensive

decision tree once a new application requires a decision.

5.3 Conceptual Framework and Architecture

In this section, we describe basic identity concepts and give an outline of our identity

fraud detection framework design.

5.3.1 Identity Concepts

Identity can be defined "as one or more pieces of information that cause others to believe
they know who someone is" [33]. We divide such pieces of information into two
categories: basic identity information and specific identity information. Basic identity
information simply refers to the first name and last name of an individual. Specific
identity information refers to additional identifying information other than the basic
identity information, such as birth date, social security number, address, credit card
number, etc. A targeted search strategy typically consists of using basic identity
information to obtain specific identity information for a particular individual.

In [14], the notion of identity certificate is introduced. An identity owner applies for
an identity certificate for various purposes in his life, either administrative or business

related. Examples of identity certificates include passport, social security card, driver’s
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license, health card, credit card, digital (security) certificate, etc. Identity issuers,
represented by trusted government or private institutions, deliver identity certificates.

An identity certificate usually includes at least one or several of the following pieces
of identity information: certificate number, owner’s information, the purpose of the
certificate (social security or credit card), issuer’s information, validity time period,
issuer’s certification, and owner security information such as his signature or the security
number used for credit card. An identity owner is usually characterized by providing at
least one or several of the following pieces of identity information: the first and last
names, the parents’ names with a particular emphasis on mother’s maiden name, the
address, the date and place of birth and the telephone number.

Although identity issuers have various and more or less sophisticated ways to check
the validity of identity certificates, identity certificates still represent the main vehicle
used to conduct identity fraud. The delivery and use of identity certificates rely on a chain
of trust. For instance, the delivery of a credit card relies on the social security card, which
in its turn relies on the passport, which again relies on the birth certificate. This chain of
trust can be broken, when a fraudster is able to steal one’s identity or to fake a new one.
To obtain an identity certificate an individual submits an application to a certificate issuer
providing required identification information. In doing so, she makes an identity claim.
So, an identity claim occurs when an individual declares a specific identity, for instance,
on an official document like a passport application, or a business document like a credit

card application.
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5.3.2 General Architecture
Our application fraud detection framework consists of three main modules as illustrated
by Figure 5-1: the identity information source, the identity information retrieval engine,
and a fraud detector. The identity information source can be a single or a combination of
several identity data sources such as credit bureaus databases, previous applications
databases, vital statistics, or the web.

The identity information retrieval engine queries the identity information source by
targeting the identity of the applicant, and feeds the targeted search results into the
identity fraud detector. The identity fraud detector crosses and analyzes, using heuristics,
the search results with background identity information fetched from the application file
(e.g., credit card application) being checked.

The identity information retrieved for a particular individual consists of a collection
of identity information patterns. Each pattern may consist of a sequence of identity
information pieces such as address, credit card number, mother maiden name, social
security number etc. Resulting from a targeted search process, the patterns may belong to
different individuals that simply happen to share the same name. So it is necessary to
develop a strategy to sort and narrow down the returned patterns for the target individual.
The sorted information can then be analyzed to detect possible identity fraud.

Identity fraud detection will consist of screening a particular identity claim for
possible inconsistencies with the information in the search results. The system will
extract the identity information for the individual found in the search results and check

the results against the identity claim, reporting any discrepancy as an anomaly. This may
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either lead to a rejection of the application or to further investigations with some follow-
up questions.
We will describe in subsequent sections the identity information retrieval engine and

the identity fraud detector.

J Identity
Information Source
(e.g. web)

T

Query Results

identity identity Fraud
Target Parson Name——j» Information ———Identity Patterns——j» Detector -Analysis Results
Retrieval Engine
Application Form
l—-(e.g. credit card application,
Passport application)

Figure 5-1. Fraud Detection Framework.

5.4 Web-based Identity Information Retrieval Engine

The design of the identity information retrieval engine depends on the identity
information source. Unlike with other identity information sources, identity information
retrieval on the web involves a lot of challenges because of the scale, complexity, and
diversity of the information provided. On the other hand, the web represents a powerful

source of identity information that can be used effectively in combating identity fraud.
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We describe in this section the challenges and algorithms involved in the design of our

web-based identity information retrieval engine.

5.4.1 Design Challenges and Strategies

Although many tools are readily available for information retrieval, identity information
retrieval based on targeted search is a challenging task. Because of the huge amount of
information available online, locating and sorting identity information related to a
specific individual is a daunting task. We discuss in the following paragraphs some of the
challenges involved in this task.

A key challenge is that a wide variety of document formats are used on the Internet
(e.g., PDF, Doc, Excel, or Html). Some of these formats are not directly searchable, and
require some form of pre-processing. Also our search space is not limited to a specific
type of documents. As a matter of fact searching and extracting identity information from
a document, which has only identity values for the target name such as the curriculum
vitae is easier than doing the same with a document that could have more than one
person’s identity information such as a company employee list. For the latter, the
challenge bis to avoid extracting identity information for someone different from our
target.

Furthermore it is difficult to establish the existence of values corresponding to the
identity keywords located in the documents. The reason for such difficulty is that
although some of the identity keywords targeted in our search have a fixed number of
characters, such as social security number or telephone number, no standard format is
used to express corresponding values in the documents on the Internet. So, it is necessary

to design a general value filter that is capable of finding and extracting identity values
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based on the common ways that people usually tend to express them online. One of the
proposed solutions is to limit the search area in the document starting from the target
name and ending at the next existing name.

Another challenge is that some of our identity keywords have homonyms. In many
cases, sorting information pertaining to different homonyms is challenging. In the
literature, one of the main approaches used to handle homonyms consists of associating
semantic information with the keyword. The semantic-based approach, however, does not
make sense when the homonyms are proper nouns. Since we are dealing, in our work,
with targeted search, homonyms based on proper nouns are very important. We handle
this kind of homonyms using our identity profile derivation strategy, outlined in Section
5.5, which allows sorting and separating identity information belonging to different
individuals who happen to be homonyms.

Besides that, each of the identity information pieces, searched for, has synonyms.
Because our search space is the Internet, there is no standard word for expressing these
keywords. So we have to come up with all the possible synonyms for each of the identity
keywords and expand the search parameters in the identity keyword filter to include those

synonyms.



Algorithm: The Identity Information Detector IID
Input: The target person’s name n.

with those keywords and their values.

Uses: Set of search keywords Keys and the web.

Output: A list of documents containing at least one value for any of the keywords detected, along

Steps:

let D= &, a set that will contain all the documents returned from the search.
let D, = @, a set that will contain all the documents returned from the search after
converting them into text.
for each s € Keys do:
D= SearchEngineApi (s+n)
endfor
for each d; € D do:
D= ConvertToText(d;) v D,
endfor
for each d; € D, do:
ArrayofKeys= KeywordFilter (d;)
KeyValue = ValueFilter (d,, ArrayofKeys)
if KeyValue # @
result[i][1] = d;
result [i][2] = KeyValue
endif
endfor
return result
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Figure 5-2. Identity Information Detection (IID) Algorithm.

5.4.2 Search Algorithm

90

In order to illustrate our approach, we limit (in our proof of concept) our search keywords

to only credit card and social security information, which correspond to two of the most

popular and sensitive identity certificates available online. We think that this does not

affect in anyway the generality of our framework.

Our identity information retrieval scheme will use targeted search based on finding the

following specific identity information:

e Social security number
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e Date of birth

e Home address

e Home telephone number
e Mother maiden name

e Credit card number

e Credit card expiry date

e Credit card type

e Credit card security number

Through manual search using Google, different synonyms corresponding to the above
identity information were learned and were used in implementing our identity
information search module.

Table 5-1 depicts the selected keywords. All these keywords will be referred to, in the
rest of the chapter, as the identity search keywords.

Figure 5-2 depicts our identity information detection (IID) algorithm. The searching
mechanism of the IID algorithm has three phases. The first phase is described in steps 1
through 8. During this phase, first of all the search engine’s API is invoked to find web
pages containing the name of the target user and at least one of the identity search
keywords. In steps 6 and 8, the content of each document returned from the search is
converted into text and saved in a text document. This is because the returned documents
could be in different formats (e.g., PDF, DOC, XLS, HTML) and converting them into

text enables us to easily parse them.
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Table 5-1. List of Keywords for Automated Identity Information Retrieval.

Identity Information Search Keywords

Social security number | [ssn| social security number| social security no|

social security #| ssn#| ssnum| ssno|

Date of birth [date of birth| born| dob| birthplace and date| d.o.b|
birthdate]
Home address [address| add| home| home address]

Home phone number [Phone | telephone| Phones| home [tel. | tel | ph]

Mother’s maiden name | [mothers maiden name |mother's maiden name |

mother maiden name | mmn]

Credit card number [credit card number| creditno| creditnum| ccnum)|

ccno| cc#| card number| amex| master card]

Credit card expiry date | [credit expire date |expire date| e-date| expdate|

expiration date]

Credit card type [credit card type| card type| Ctype]
Credit card security [security number| verification number]
number

The second phase is described in steps 9 to 11. In this phase, a function named
KeywordFilter described in Figure 5-3 is invoked in order to identify the exact list of
identity search keywords appearing in each document. The keyword filter is designed
while taking into consideration possible synonyms for each of the identity keywords
described earlier.

The third phase covers steps 12 to 17. In this phase a (keyword) value filter function
named ValueFilter described in Figure 5-4 is used to identify the exact list of values

corresponding to the identity search keywords appearing in each document. The value
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filter is designed while taking into consideration all the different formats used to express

the identity keyword values.

Finally, document names along with a list of identity keywords and values are
displayed for only those documents that at least have one value corresponding to an
identity keyword. The rest of the documents are discarded.

The prototype of our retrieval engine was implemented and tested using Google APIL.
Figure 5-5 represents a screen shot of one of the files created by our tool as a result of
searching for an individual named John Q. Jones. Each block of information corresponds
to the identity information found in a single document for this particular individual. Each
block of information corresponds to an identity information pattern, which as mentioned
earlier will be processed (by the fraud detector) to detect possible incon_sistencies with

submitted applications by John Q. Jones.

Algorithm: keywordFilter(d)
Input: A document d.
Output: a list Keys of keywords found in the given document.

Uses: Set of regular expressions that returns a keyword if found or & otherwise, and a
list of keywords ArrayofK that we are going to search for in the document.

Steps:
let ArrayofKeys = &, a placeholder for the list of keys 1
found in the document
for each k; € ArrayofK do:
KeyFound=KeyRegularExpression(d, k;)
if KeyFound # &
ArrayofKeys [i]=k;
endif
endfor
return ArrayofKeys

SRR [« WV RN SN VRN

Figure 5-3. Keyword filtering algorithm that uses a set of regular expressions to identify the

identity keywords appearing in the document.
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5.5 Identity Fraud Detector
We illustrate in this section our proposed identity fraud detection strategy and algorithms.
Our identity fraud detection approach consists of two major phases: the derivation of
individual profiles and the analysis of the derived profiles using rule-based decision tree.

We illustrate each of the two phases in the following.

5.5.1 Shared Ildentity Information

Let P be the set of identity patterns returned by a targeted search. Each identity pattern
pie P is represented by a k-dimensional attribute vector <pji,..., pix>. Possible examples
of features include the following:
<Social security number, Date of birth, Address, Telephone number, Mother maiden
name, Credit card number, Credit card expiry date, Credit card type, Credit card security
number>
We exclude the name simply because at this stage we are dealing with identity
information belonging to homonyms. A typical identity pattern returned from a targeted
search might include only a subset of the k attributes set. The missing (or undefined)
fields will simply be considered non-applicable (NA), and will not be used for the

matching.
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Algorithm: ValueFilter(d, ArrayofKeys)

Input: A document d, along with the list of keywords ArrayofKeys found in that
document.

Output: An array of m rows and 2 columns, each row has one of the keywords found in
the document along with its value, or an empty array otherwise if no keyword-values
were found.

Uses: Set of regular expressions that returns a value of a keyword if found or &
otherwise.

Steps:
let ArrayofValues = &, a list that will contain the keywords found in the 1
document along with their values.

for each k; € ArrayofKeys do:
ValueFound=ValueRegularExpression(d, k;)
if ValueFound # &
ArrayofValues [i][1]=k;
ArrayofValues [i][2]= ValueFound
endif
endfor
return ArrayofValues

O oo~ & Wi

Figure 5-4. Value Filtering algorithm that uses a set of regular expressions to identify the values

for the identity keywords appearing in the document.

Figure 5-6 illustrates sample identity patterns. In this example the following five
identity attributes are considered: social security number (ssn), date of birth (dob), mother
maiden name (mmn), address (addr) and phone number (tel).

The retrieval engine uses a name and a set of keywords to search the identity information
source (e.g., the Web), and returns a collection of identity information related to the
identity claim corresponding to the application being checked.

As a result the returned identity information may correspond to several different
individuals, all having the same name. For instance, we can have in the search result
several social security numbers corresponding to the same name, which necessarily

means that different individuals actually share the searched name. But this could also
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mean that the same person is impersonating all these different individuals by simply
changing some of the identifying attributes. For the purpose of fraud detection, we need
to identify and isolate the trail of identity patterns that relate to the individual submitting
the application. We determine the patterns related to the applicant by determining direct
and indirect connections between the application pattern and the patterns retrieved from

the identity information source.

JOHN Q. JONES

g;;_keywords and their values found in the file named: htm142.html
orn

this could be a date of birth value 07 23 1832

1

Ehe keywords and their values found in the file named: htmi43.html
orn
{his could be a date of birth value 03 23, 1944

the keywords and their values found in the file named: html44.html
o]

;;e keywords and their values found_in the file named: pdf25.txt
;his could be a telephone number wvalue (858) 534-3750

the keywords and their values found in the file named: pdf26.txt
o]

the keywords and their values found in the Tile named: doc4.doc
social security number

this could be a2 social security number value 123-45-5678

date of birth

this could be z date of birth value 06/01,/1993

home address

phone
this could be a telephone number value 410-272-1234
1

the keywords and their values found in the file named: html45.html
social security number

tnis could be a social security number value 123-45-6789

phone

Ehis could be a telephone number value (410) 306-0229

the keywords and their values found in the file named: pdf27.txt
social security number
this could be 2 social security number value 123-45-6789

phone
this could be a telephone number value (410) 306-0229
1

;R;_;;;words and their values found in the file named: html46. html
ssn

this could be a social security number value 123456789

this could be a telephone number value 807-345-1234

1

Figure 5-5. Sample search results returned by our tool for an individual named John Q. Jones.

Each block of information represents an identity information pattern in our framework.

Two patterns are directly connected if they share at least one attribute value. Two

patterns p and q have an indirect connection, if there is a sequence of directly connected
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patterns linking them. In other words, there exists a sequence of patterns pl... pn, such
that (p, p1), (Pn,q), and (pi, pi+1), Vi e {I,...,n — 1} , are each a direct connection.

For the purpose of fraud detection, we trim the returned set P of identity patterns, and
retain only the patterns having direct or indirect connections with the application pattern;
let P* denote the subset of P containing all such patterns. Let py denote the application

pattern and let G denote a set of patterns such thatG = P* U{p,}.

As an example, let’s consider the sample patterns depicted by Figure 5-6. Figure 5-7
depicts a tree structure exposing the direct and indirect connections between the sample
patterns shown in Figure 5-7. We assume in this example that py is the application pattern
and the set of retrieved patterns is P, P= {py, p2, p3, ps}. The set of connected patterns is
G, G= {po. p1> P2, p3}. For instance, patterns py and p, share two attributes, namely ssn
and mmn. Pattern p4 has no connection (direct or indirect) with py, so it is excluded from
the fraud analysis. It is assumed in this case that ps does not belong to the applicant but

belongs to another person that shares his name.

Pattern PO Pattern P1 Pattem P2
Ssn: 911-855-045 Ssn: N/A Ssn: 911-855-045
Dob: 20-02-1965 Dob: 20-02-1965 Dob: N'A

Mmn: Wang Mmn: N/A Mmn: Wang

Addr: NFA Addr. 20 K street Addr: N/A
Telk 778-834-2245 Tel: 714-853-4670 Tel NJA

Pattarn P3

Ssn: 475-340-000

Pattemn P4

Ssn: 888-955-150

Dob: N/A Dob: 01-01-1970

Mmn: NiA Mmn: Areva
Addr: 20 K strest Addr: N/A

Tel: NA Tel: 350-400-4454

Figure 5-6. Examples of identity patterns based on 5 attributes.
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Figure 5-7. Direct and indirect connections between identity patterns.

For the purpose of fraud detection, we analyze the link between every pattern-pair
from G which are directly connected. Specifically we convert every pattern-pair that are
directly connected into a single feature vector characterizing the underlying relationship.

For each pattern-pair< p,,p, >e GxG, we derive a feature vectorv, =[J,].,, such

that:

? if ((p, = na) or (p, = na))
5:‘][ =41 lfp,-, =pj/ (51)

0 otherwise

Where “?” denote a missing value, which may be either 1 or 0, but this is unknown.
The derived feature vector captures numerically the existence (or lack) of shared identity
information in the corresponding pattern-pair. Let V denote the set of all the feature
vectors derived from G. The derived set of feature vectors corresponding to the previous

example (see Figure 5-7) is as follows:
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? 1 0 ? ? 0
1 ? ? ? ? ?
V= vy, =(?s v =1|s Vs =[5 Vi2 =5 Vi3 =|7s Va3 =|?
? ? 0 ? 1 ?
0 ? ? ? ? ?

5.5.2 Fraud Detection

We present, in this subsection, our fraud detection approach and the initial rule base used

along with the RBDT-1 method.

55.21 Approach

Our fraud detection approach consists of analyzing the coherence or consistency of the
shared identity information between patterns. For instance, two identity certificates
attributed to the same individual are expected to bear the same birth date and mother
maiden name, when such information is available. The feature vectors describing patterns
connections are used as basis for such analysis. As an outcome of the analysis, patterns
connections are classified in one of four categories: normal, suspicious-low, suspicious-
high, or fraudulent represented by the labels N, S-, S+, and F, respectively. A normal
connection is a connection for which no anomaly has been found. We consider two
strains or levels of suspicion, suspicious-low and suspicious-high that refer to unlikely
and highly unlikely situations, respectively. A suspicious connection may potentially
involve some fraud; the judgment is not definitive, and as such it calls for further
inspection. In contrast, a fraudulent connection is a profile involving definitely some

fraud; the judgment here is final.
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Our fraud detector is implemented as a decision tree that takes as an input pattern-pair
feature vectors, and provides as outputs fraud decisions. The tree is built and updated
dynamically based on a rule base which encodes expert knowledge or common sense
understanding of the notion of fraudulent or inconsistent behaviour. No previous fraud
instances should be required. The size of the decision tree resulting from such process is
expected to be manageable because typically application forms involve sparse and
limited identity attributes.

We use our proposed rule-based decision tree method RBDT-1 to transform the set of

rules into a decision tree, which is updated dynamically as more rules are found.

5.5.2.2 Rule Base
Based on the five attributes patterns considered in our previous example, we derived 82
rules for the initial implementation of our proof concept. Table 5-2 illustrates a decision

table for a sample of the rules. In the rules, “yes” corresponds to .

; =1, “no” corresponds

tod,

=0, “na” corresponds to &, =? and * is a placeholder for all possible values of 5,
(ie.1,0,“?).

While some of the rules are straightforward, many require some explanations. A
straightforward fraud case is when the social security numbers match and either the dates
of birth or the mother maiden names do not such as rules #5, #6 and #7 in Table 5-2.
Some other straightforward cases of fraud are when the home telephone numbers match
while the addresses do not such as rule #8.

In both cases one could assume that the same individual is impersonating two

different individuals: in the first case by changing either the mother maiden name or the
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date of birth, and in the second case by using different locations. Two straightforward

normal cases are when either none of the attributes match or all the attributes match such
as ruh;,s #10 and #15, respectively. We assume in the case when none of the attributes
match that the non-matching patterns belong to different individuals and have not been
used by the applicant (in some past attempt to defraud the system). Obviously, the case
when all the attributes match is regular. A variant of this case is when the telephone
numbers do not match; this is considered normal because it could simply be the case that
the same individual owns several telephone lines.

According to the degree of rarity the case is classified as either highly suspicious or
lightly suspicious. For instance, considering that we are dealing with homonyms, a case
where the social security numbers do not match, while the addresses, dates of birth, and
mother maiden names match, such as rule #4, is extremely unusual. Because this simply
means that there are two different individuals (different ssn), who are homonyms, born
the same day, from homonym mothers and living at the same location. This is highly
suspicious and requires further verification. If these two individuals (born on the same
day with the same mother maiden name) were living in different locations, with different
phone numbers, then the situation could be considered as a coincidence, although still
uncommon. We classify such occurrence as lightly suspicious. Further investigation
would also be required in this case as well, but such investigation does not have to be as

thorough as in a highly suspicious case.
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Table 5-2. Sample of the rules in the rule-base.

Attributes
Rule# ssn mmn dob add tel decision
1 no yes yes na na S-
2 no yes yes na no S-
3 na no yes | yes * S-
4 no " yes | yes ¥ S+
5 yes i No N T F
6 yes no yes * * F
7 yes no Na L * F
8 % : * no | yes F
9 no - * na | yes F
10 no no * no | no N
11 na no * no | no N
12 no na * no | no N
13 na na * no | no N
14 no no * na | no N
15 yes yes yes | yes | yes N

The decision tree obtained, by applying the RBDT-1 method to the rule base, is
illustrated in Figure 5-7. The resulting tree consists of 57 rules; the distribution of the

different decisions is summarized in Table 5-3.



Table 5-3. Rules distribution summary for the RBDT-1 decision tree.

103

Decision #Rules
Normal (N) 39
Fraud (F) 10
Suspicious-Low (S-) 7
Suspicious-High (S+) 1
Total 57
ssn_match?
¥es no
nfa
'
mmn_match? addr_match? addr_match?
yes
no yes 1o
yesor no or n/a
na N dob_match?
F cases
cases
dob_match? dob_match? tel_match? v 00 or /e ves
o tel_match?
yesor ves 1o or n/a ves
na
no frnfa 1o or ves S-S+
F mmn_match? N n/a cases  cases
addr_match? cases cases
N F
yesor no cases  cases
yesor, no nfa E
na cases
N mmn_match?
cases S-
N tel_match? cases
cases yes no or na
yes no or n/a
N
dob_match? cases
F N
cases cases yes noor
na
N N
cases cases

Figure 5-8. The decision tree produced by RBDT-1.
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5.6 Evaluation

We present, in this section, the evaluation of the different components of our fraud
detection framework. We start by presenting the evaluation method and data collection,
and then we present and discuss the evaluation results obtained for the identity

information retrieval engine, followed by the fraud detector.

5.6.1 Evaluation Method and Data

The most common way of evaluating frameworks like the one proposed in this thesis
consists of finding and using some public dataset containing real identity fraud
information. As expected, however, the evaluation of our framework faces difficulty in
obtaining real data to effectively analyze and test our system. Usually data containing real
identity (fraud) information is restricted from being used due to privacy issues. An
alternative approach may consist of generating synthetic fraud data. In this work, we
collected real identity information online and then generated and injected synthetic fraud
information in the data. Having, however, a dataset is not enough to carry out the
evaluation. We need an unbiased mechanism to label the data. In the absence of a domain
expert to label the data, we have decided to adopt a comparative labelling mechanism in
this work. More specifically, we used the communal scoring approach by Phua et al.
described in the related work to produce an initial set of labels, and then we compared the
produced labels to the labels obtained while using our proposed approach. Using such

comparative evaluation allows us to assess the relative strength of our approach.



105

To obtain real identity information, we conducted some white hat Google hacking
experiments over two weeks. During this study, we searched manually for identity
information using Google. We used different words that express identity information
such as the social security number and searched in different types of documents, and
were able to collect sensitive identity information for living as well as for dead persons.
The study allowed us to establish a database of online identity information related to 154
different individuals, which serve as basis for the validation of our identity fraud

detection framework. Details of the study and corresponding results can be found in [22].

5.6.2 Evaluation of the Information Retrieval Engine

In order to evaluate our search algorithms, described earlier, firstly, we used Google
search engine to manually search for pages containing identity information for only 70
different names out of the 154 names identified in our initial manual search described in
the previous section. Those 70 names were the subset of the 154 names for which identity
information were still available online at the time of this evaluation; the information
corresponding to the remaining names were removed between the time of the initial data
collection and the online evaluation reported here. In our search query we used the search
identity keywords listed in Table 5-1 along with each of the 70 names.
The search results for each name were classified into two categories:

- Keyword-only documents, which are documents that contain some keywords but no

values for any of them.
- Keyword-value documents, which are documents that contain at least one value

corresponding to an identity keyword.
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Secondly, we ran our identity information retrieval tool for each of the 70 names used
in the previous manual search. The results of each run consist of document names along
with a list of identity keywords and values displayed only for those documents that
contain at least one value corresponding to an identity keyword. The numbers of such
documents, which are categorized as Keyword Value documents, as well as the
execution time that each search takes are also displayed in the output.

These experiments were conducted on a COMPAQ PC (2 Ghz, 512 Mb of RAM) with
AMD Sempron 3000+ and the programs were written using PYTHON language.

We used three metrics to assess the performance of our automated information
retrieval scheme, namely recall, precision and false alarm. In the context of our identity
information retrieval scheme, these metrics can be defined as follows:

Recall: is the proportion of the correct Keyword Value documents retrieved by the
application from the set of total Keyword Value documents calculated in the manual

search. Recall can be calculated as follows:

Praoportion of Correct Keyword Value documents calculated by the tool(CKVT) (5.2)
Total number of Keyword Value documents calculated marmialbXKVM) )

Recall =

Precision: is the proportion of the correct Keyword Value documents retrieved by the
application from the set of total Keyword Value documents claimed in the application

output. Precision can be calculated as follows:

Praoportion of Correct Keyword _Value documents calculated by the tool(CKVT) (5.3)
Total number of Keyword Value documents calculated by the tool(KVT) .

Precision=
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False Alarm: is the proportion of the false Keyword_Value documents retrieved by the

Identity Information Detector (IID) from the set of total Keyword Only documents

calculated in the manual search. False alarm can be computed as follows:

Proportion of False Keyword _Value documents calculated by the tool(FKVT) (5.4)
Total number of Keyword _Only documents calculated marmuall(KOM)

False Alarm=

We calculated the recall, precision, and false alarm rates for each of the 70 names,
based on corresponding search results. Overall we obtained the following results:
- an average recall of 97.16% where the maximum recall was 100% and the minimum
was approximately 78%,
- an average precision of 81.82 % where the maximum precision was 100% and the
minimum was approximately 34%,
- an average false alarm of 13.33% where the worst false alarm rate was
approximately 45% and the minimum was 0%,.
In general these figures are acceptable since we are collecting information from
documents with different formats and structures. For instance, comparable results were
obtained in [45] and [46] although the information in their case was collected only from

one source of documents which are curriculum vitas.

5.6.3 Evaluation of the Fraud Detector

We present, in this subsection, the application fraud data used to validate our fraud
detector and the technique used to label the data. Finally we present the results produced

by our fraud detector based on the labelled data.
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5.6.3.1 Application Fraud Data

In order to evaluate our application fraud detector, we need instances of labelled data
both with normal, fraud and suspicious cases and then we need to label the data with our
proposed fraud detector and compare both labels.

As mentioned above, due to privacy and confidentiality reasons, obtaining real identity
fraud information is extremely difficult. Usually the available real data is encrypted and
key identity attributes are removed which makes it ineffective for evaluating our detector.
To overcome this issue we assume that the data that we collected in our white hat Google
hacking experiments are application forms submitted by applicants applying for an
identity certificate, which yields 154 normal applications. In addition we used the names
of each of the 154 applicants to search for identity patterns containing identity
information that share the same name.

Since the data that we collected does not include fraud instances, we created some
synthetic fraud data based on obvious fraud concepts. Specifically, the main obvious
fraud concept used in our evaluation was based on the case where pair of applications
bear the same social security number and have different dates of birth or mother maiden
names. Based on this fraud concept, we created synthetic data based on all the possible
value combinations of the identity attributes involved. The synthetic data produced is (2x
3%) — 9(redundant cases) = 45 fraud data instances. So, overall our evaluation dataset

involved 199 data instances consisting of 154 normal cases and 45 fraud cases.



109
5.6.3.2 Data Labelling

We used a methodology based on a technique proposed by Phua et al. in [43] for
labelling the data instances described in the previous subsection as normal, fraud or
suspicious.

In order to make the thesis self-contained, we briefly describe Phua ef al. technique
which we will refer to as CASS for communal analysis suspicion scoring. CASS is a
technique for generating numeric suspicion scores for credit applications based on
implicit links to other previous applications over both time and space.

Every new application v, is pair-wise matched against previous scored applications
within a window WV

The attribute vector y, between v, and v, which captures the relationship for an
application-pair is defined as:

Yy =00 s W'}V
Where N is the total number of attributes and y,” is the individual match score of each
pair-wise attribute: »,” =y, [a,k,a jk] ,1<k<N.

The match score of each pair-wise attribute y, could be Boolean 1 for a match or 0 for

a non match. In this case the maximum possible score of an application—pair

N
isz ¥,' = N . By assigning weights to the attributes, the maximum possible score of an
k=1

N
application —pair would be ) y,” =1.

k=1
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With their technique, Phua ef al. label a new application v, by first linking it with an

existing application v, from either a black list or a white list or as anomalous, or by

considering it unlinked. Linkage between v, and v, is denoted as v, ——v,, where Lis

a label, corresponding to fraud, or normal or anomalous. After establishing the linkage,

the communal suspicion score W, for the linked application-pair is computed

communaly
accordingly.

Phua ef al. assume that the black list is made up of actual identity applications
previously found to be fraudulent. As a result, any new application that contains similar
identity information to those applications in the black list is considered as a fraud.

For the black list, Phua ef al. define the communal link derived from pair-wise matching

of attributes W_,,,,,., as follows:

( - -
1 and v, —*? 5y ifv, is a known fraud

N
u/communal,] = J and ; S(yku) 2 Tfraud (55)

0 otherwise

\

Where T

"wa1S @n integer threshold for linking a new application to the black list

(0<T,,, <N)and Sis a string similarity metric, which can be exact matching or fuzzy

matching. We use in our evaluation exact matching.
Although the white list is the opposite of the black list, it is not made up necessarily

of the actual identity applications that are not fraudulent. The white list consists of a set
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R of N relationships (or rules) defined as normal: R =[R,R,, R;.,..., R, ] . A weight WR, is

associated with each relationshipR, (1<k <N), where 0.5 <WR, <1. The set of weights

W, =[WR,,WR,,...,WR,] is sorted in ascending order while the set of relationships R

normal

is ranked in descending order of WR, .

For the white list, the communal score W, . is defined as follows:

[ N
[WR.*)"S(3,")] andv,—™ >y ify, eR
k=1

w.

cnmmuna/u

N
) and Z S(y/(lj) 2 7';wrmal (5'6)

k=1
0 otherwise

\

Where 7,,.,1s an integer threshold for linking a new application to the white list
(0<7,,.. <N), and WR_ is the weight associated with relationship R, € R matching
withy, .

Phua et al. assume that anomalous application pairs correspond to linked applications

that are in neither the black list nor the white list. The communal score W, is

defined in this case as follows:

N
(ZS(yk”’) and v, —2m 5y ify g R
k=1

/4

communal;;

N
=9 and ZS(yky) 2 7:rormal (57)
k=1

0 otherwise
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Unlinked application-pairs are the results of too few attributes (below the selected

thresholds) or no attribute match at all. Phua e al. state that there is a strong possibility
that many fraudulent applications that share few (below the fraud threshold) identity
attributes or no attributes with those in the black list would not be detected and would be
accepted as normal.

In order to make a decision for a new application, the total suspicion score for that

application is calculated based on all the linked application pairs’ scores, and then a final
classification as fraud, normal or anomalous is made [43].
In the process of labeling our data using Phua et al.’s technique, we populated the black
list with identity information of four synthetic fraud applications crafted based on the
obvious fraud case explained in the previous subsection. These will be used to match
against our 45 synthetic fraud applications mentioned in the previous subsection. We
populated the white list with 15 normal relationships defined by Phua ef al. found in [58]
after adapting them to fit the five attributes used in our fraud detector. Table 5-4 presents
a sample of the normal relationships in the white list. We randomly selected 49 patterns
from the identity patterns that we collected online and labeled them as normal to link
them to the white list.

We assumed that the suspicion scores of the applications linked to the black list were
very high, and those linked to the white list were very low. Thus, in this case we labeled a

new application linked to an application in the black list with W =1 as a fraud

communal

application. We labeled the applications linked to the white list with W, >0 and the

communal

unlinked applications as normal applications and labeled those linked as anomalous with

W, maa > 0 @S suspicious.

co



Table 5-4. Sample of the normal relashionships in the white list.

Attributes
ssn mmn | dob | add tel decision
Rule#
1 yes yes yes | yes | Yes N
2 yes yes yes | na Na N
3 yes yes yes yes Na N
4 yes yes yes na Yes N
5 na yes yes yes Yes N
6 yes na yes yes Yes N
7 yes na yes na Na N
8 yes na yes |yes | Na N
9 yes na yes | na Yes N
10 na na yes yes Yes N

5.6.3.3 Evaluation and Results

113

To evaluate our application fraud detector we removed the labels of the data and allowed

our system to produce its own labels, and then compared them to the data labels produced

by CASS. The outcome of the comparison is the Match Rate (MR), when the labels

produced by both techniques coincide. The Non Match Rate (NMR), which is the

complement of the MR (NMR=1-MR) measures the disagreement between both

techniques. Note that a high NMR doesn’t necessarily mean a weakness of either of the

techniques. A closer error analysis needs to be done to find out which technique is

actually at fault.
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We chose the values 2 and 3 for the normal and fraud thresholds, which are
considered intermediate values since the application-pair matching score is based on five
attributes. As a result of setting the thresholds for fraud and normal to a combination of
the above two values (i.e. 2 and 3) we produced four different sets of labels for our data.
We compared the labels produced by our proposed fraud detector to each of the four sets

of labels and computed the match rate by our method which is summarized in Table 5-5.

Table 5-5. Summary of the match rates produced by our fraud detector when compared to CASS-

labelled data.
Tteana Thoormar | Match Rate
2 2 87%
3 3 82%
3 2 77%
2 3 92%

Based on the selected thresholds, the best match rate produced by our proposed fraud

detector was 92% for the data labelled by CASS using a combination of T =3 for the

normal

white list and the anomalous and 7,,,, =2 for the black list.

To analyze this result, we have to discuss the labels produced by the CASS approach.
By reviewing the 45 synthetic fraud applications that we created, we discovered that 12
fraud applications were labelled as unlinked by CASS, and as a result were considered as
normal and got accepted. These 12 applications are cases where two applications share
only one attribute value (below the black list threshold) that happens to be the social

security number. Although these applications share only one attribute, they correspond to
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an obvious fraud case because the social security number is a unique attribute and hence
requires that the rest of the attributes to be identical. Thus, in that sense our application
fraud detector produces a correct fraud label for all the 45 fraud applications which,
however, does not match the CASS labels. CASS produces the wrong labels because, as
explained above, the method depends on a threshold which is not effective in detecting
such fraud cases.

For the 154 normal applications, while our application fraud detector labels them as
normal, CASS labelled 3 of the 154 applications as anomalous and the rest as normal.
Examination of these 3 CASS-labelled anomalous applications shows that while the
threshold for a linkage between each of the applications and a normal application is met
there is no corresponding matching relationship in R. This could possibly be addressed
by expanding the initial set of normal relationships used for the evaluation.

Overall our proposed system performs well when assessed against data labelled using

CASS, which underscores its potential as a strong fraud detector.

5.7 Summary

We have presented in this chapter an unsupervised application fraud detection
framework that analyzes online identity patterns using an intelligent decision model to
identify fraudulent applications based on the RBDT-1 method. We designed a web-based
identity information retrieval engine capable of finding and collecting online identity
information. We defined heuristic rules for detecting fraudulent applications and used the
RBDT-1 method to transform the rules into a decision tree. To evaluate our fraud

detector we used a mix of real data collected online and synthetic data to induce some
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fraud cases. The data was treated as identity applications and labelled using a technique
called CASS as normal, fraud or suspicious. The data was labelled four times based on
the CASS approach by using different combinations of normal and fraud thresholds and
compared to the labels produced by our fraud detector. The best match rate produced by
our detector was 92%. The non-matching cases happened to be related labelling errors by
the CASS approach. Overall our approach shows strong promise for online identity
application fraud detection.

This confirms the applicability of the RBDT-1 method to tackle real-life problems for

which data may not easily be available or accessible.
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Chapter 6.

Conclusion

In this chapter we will present a summary of the work presented and the contributions.

We will also specify the limitations and the planned future work.

6.1 Summary and Contributions

The RBDT-1 method proposed in this work allows generating a decision tree for a
specific decision making situation from a set of rules covering the different possible
actions. Following this methodology, knowledge can be stored in a declarative rule form
and transformed into a decision structure when it is needed for decision making.
Generating a decision structure from decision rules can potentially be performed much
faster than by generating it from training examples.

Modifications to the data are handled easier in rule-based methods than in data-based
methods. This is because the modifications are applied to the rules rather than the
decision tree itself. At the same time rule-based methods could transform the rules to a
decision tree once we need to decide the order in which tests should be evaluated. Rule-
based decision tree methods although designed to create decision trees from rules, could
also generate decision tress from data examples. Rule-based decision tree methods are the
only solution for generating a decision tree for applications where no data is available and
only rules exist. The price of the RBDT-1 advantages is the need to generate rules first
before being capable of generating the tree. However, there are efficient rule learning

systems available.
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In our experiments, our proposed method was compared to two other rule-based
decision tree methods; AQDT-1 and AQDT-2. RBDT-1 was also compared to the ID3
method which is a data-based decision tree method. Experiments were done using public
datasets from the UCI repository and results for the RBDT-1 were better than the other
methods in most of the cases in terms of tree complexity. The accuracy of the decision
trees generated from all the methods was the same. In our experiments we used rules
extracted from the ID3, C4.5 decision trees and the AQ19 rule induction programs as
input to the rule-based decision tree methods that we were using in the comparison.

We also presented a technique for pruning decision trees using the proposed method
and conducted some experiments on datasets that have missing values using the RBDT-1
method. It was shown that RBDT-1 was as effective in terms of accuracy and the tree
complexity as C4.5.

We chose identity application fraud detection as an application for RBDT-1. In the
last several years; identity theft has been on the rise. Unfortunately, the Internet has been
facilitating this phenomenon since it represents a tremendous and open repository for
sensitive identity information available for those who know how to find them, including
fraudsters. We have presented in this work an application fraud detection framework that
analyzes online identity patterns using an intelligent decision model to identify fraudulent
applications. We designed a web-based identity information retrieval engine capable of
finding and collecting online identity information. We defined heuristic rules for detecting
fraudulent applications and used a rule-based decision tree method for transforming the
rules into a decision tree. For evaluating our fraud detector we used a mix of real data

collected by the web-based identity information retrieval engine and synthetic data to
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induce some fraud cases. The data both (real/synthetic) was treated as identity

applications and labelled using a technique called CASS as normal, fraud or suspicious.
The data was labelled four times by using different combinations of normal and fraud
thresholds and compared to the labels produced by our fraud detector. The best hit rate
produced by our detector was 92% based on the labels produced by the thresholds that we
used in this comparison. This underscores the ability of RBDT-1 to be used for real-life

problems.

6.2 Other Areas of Application for RBDT-1

There is a wide range of applications that are rule dependent and could benefit from rule-
based decision tree methods especially RBDT-1 in their approaches. Such applications
could be machine language translation systems which generally require rule-based
methods to parse the source text to create an intermediary, symbolic representation, from
which the text in the target language is generated. Law systems could be another example
of an application which is rule dependent and could benefit from transforming the rules
into a concise meaningful decision tree once a judgment needs to be made.

Other rule-based applications that could benefit from rule-based decision tree
methods are air traffic control systems, intrusion detection systems, firewall systems,

syntax analysis applications and clinical decision support systems.

6.3 Limitations and Future Work

The following limitations have been identified for RBDT-1:
e Although RBDT-1 is capable of accepting data as input, it performs better with

rules.



120

e RBDT-1 using rule sets with high redundancy (e.g Apriori association rules) rate
can result in a bigger tree than rule sets with less redundancy (e.g. AQ-based
rules).

Investigating these limitations will be the purpose of our future work. Other aspects that

we intend to study in the future include the following:

e Experimenting with other rule inducing programs that are known for their ability
to produce a shorter set of rules that is known to be accurate as well such as AQ17
[59]. Doing so, there is a possibility of producing a tree that has even less tree
complexity than already produced.

e Exploring how to improve RBDT-1 so that the tree accuracy can be better than
similar algorithms (based on the experiments that we performed it appeared to be
equivalent).

e We have started:

o Exploring the capability of adding new criteria or adapting the existing
criteria of RBDT-1 to overcome the above limitations.
o Examining the very few DT’s that RBDT-1 produced which were slightly

bigger than AQDT DT’s.
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Appendix A

Table A-0-1. Complexity of the decision trees created using the ID3 method.

Complexity " P

e #Nodes # Leafs e
Weekend 5 7 100%
Lenses 6 9 100%
King-Rook vs. King- 5 10 100%

Knight chess

Car evaluation 112 296 100%
Shuttle-landing-control 8 15 100%
Connect-4 13924 20193 100%
Nursery 320 839 100%
Balance Scale 100 401 100%
MONK’s 1 172 325 100%
MONK’s 2 171 308 100%
MONK’s 3 5 12 100%
Zoo 9 14 100%

® The accuracy of the decision tree in the tables is calculated as the percentage of the number of examples
correctly classified by the tree to the total number of examples.
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Table A-0-2.Decision tree complexities for the RBDT-1, AQDT-1, and AQDT-2 methods using

ID3-based rules.

Method

RBDT-1

AQDT-1, AQDT-2

RBDT-1

AQDT-1, AQDT-2

RBDT-1

AQDT-1,AQDT-2

RBDT-1,AQDT-1, AQDT-2

RBDT-1

AQDT-1, AQDT-2

RBDT-1

AQDT-1, AQDT-2

RBDT-1,AQDT-1, AQDT-2

Complexity
# Nodes # Leafs
The weekend problem
3 5
5 7

The fitting contact lenses problem

6 9
7 10
The MONK’s1 problem
13 28
Min=58, Max=172 Min=109, Max=325
The MONK’s 2 problem
131 308
The balance scale problem
100 401

Min=111, Max=114 Min=445, Max=457

The nursery problem
318 839
320 839

The King-rook vs. king-knight chess problem

5 10

Accuracy

100%

100%

100%

100%

100%

100%

100%

100%

100%

100%

100%

100%




Table A-2.Continued.
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Complexity
Method Accuracy
# Nodes # Leafs
The car evaluation problem
RBDT-1 112 296 100%
AQDT-1, AQDT-2 Min=137, Max=139 Min=389, Max=395 100%
The connect-4 problem
RBDT-1 13718 20188 100%

AQDT-1, AQDT-2

The MONK’s3 problem
RBDT-1,AQDT-1, AQDT-2 5
The zoo problem
RBDT-1,AQDT-1, AQDT-2 9

The shuttle-control-landing

RBDT-1,AQDT-1, AQDT-2 8

Min=14390, Max=14420 Min=20902, Max=20902 99%

12 100%
14 100%
15 100%
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Table A-3. Decision tree complexities for the RBDT-1, AQDT-1, AQDT-2 methods using AQ-

based rules.
Complexity
Method Accuracy
# Nodes # Leafs

The weekend problem
RBDT-1 3 5 100%
AQDT-1, AQDT-2 5 7 100%

The lens problem

RBDT-1 6 9 100%
AQDT-1, AQDT-2 7 10 100%

The MONK’s1 problem
RBDT-1 10 27 100%
AQDT-1, AQDT-2 13 28 100%

The MONKs2 problem
RBDT-1 125 293 100%
AQDT-1, AQDT-2 171 311 100%

The MONKs3 problem
RBDT-1, AQDT-1, AQDT-2 5 12 100%




Table A-3. Continued.
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Complexity
Method
#Nodes #Leafs
The car
RBDT-1 295 109
AQDT-1, AQDT-2 Min=139, Max=141 Min=393,Max= 399
The shuttle-control-landing
RBDT-1, AQDT-1, AQDT-2 7 14
The zoo problem
RBDT-1 10 12
AQDT-1, AQDT-2 9 14
King-rook vs. king-knight chess problem
RBDT-1, AQDT-1, AQDT-2 5 10
The balance
RBDT-1 Min=100, Max=106 = Min=401,Max= 425

AQDT-1, AQDT-2 Min=111, Max=117 Min=445 Max= 469

Accuracy

100%

100%

100%

100%

100%

100%

100%

100%
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Table A-4. Tree complexities and accuracy of RBDT-1, AQDT-1, AQDT-2 association rules.

Complexity
Method Accuracy
# Nodes # Leaves
The weekend problem
All three methods 9 7 100%

The fitting contact lenses problem
RBDT-1 6 9 100%
AQDT-1, AQDT-2 7 10 100%

The MONK’s1 problem

RBDT-1 10 27 100%

AQDT-1, AQDT-2 13 28 100%
The MONK’s 2 problem

RBDT-1 113 290 100%

AQDT-1 244 330 100%

AQDT-2 117 290 100%
The MONK’s 3 problem

All three methods 5 12 100%




Table A-4. Continued.
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Method

RBDT-1

AQDT-1, AQDT-2

RBDT-1

AQDT-1, AQDT-2

RBDT-1

AQDT-1

AQDT-2

All three methods

Complexity

# Nodes # Leaves

The balance scale problem
105
111

The car evaluation problem
108
140

The shuttle-landing-control problem
12
15
13
The nursery problem

7

421

445

297

394

19

22

20

14

Accuracy

100%

100%

100%

100%

100%

100%

100%

74%
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Table A-5. Tree complexities and accuracy of RBDT-1, AQDT-1, AQDT-2 using C4.5-based

rules produced without pruning and the C4.5 method.

Method

RBDT-1,C4.5

AQDT-1, AQDT-2

RBDT-1, C4.5

AQDT-1, AQDT-2

RBDT-1

AQDT-1,AQDT-2, C4.5

All four methods

All four methods

RBDT-1, C4.5

AQDT-1, AQDT-2

C4.5
RBDT-1

AQDT-1, AQDT-2

Complexity

# Nodes
The weekend problem
2

3

The fitting contact lenses problem

3
4
The MONK’s1 problem
19
29
The MONK’s 2 problem
88
The balance scale problem
22
The car evaluation problem
52
65
The connect-4 problem
5317
5316

5701

Using C4.5-based rules without pruning

Accuracy
# Leaves

4 90%

5 90%

4 91%

5 91%
38 97%
56 97%
166 85%
89 80%
134 96%
180 96%
10635 91%
10633 91%
11403 91%




Table A-5. Continued.

Method

All four methods

RBDT-1, C4.5

AQDT-1, AQDT-2

All four methods

RBDT-1,C4.5

AQDT-1, AQDT-2

RBDT-1, C4.5

AQDT-1, AQDT-2

RBDT-1, C4.5

AQDT-1, AQDT-2

RBDT-1, C4.5

AQDT-1, AQDT-2

All four methods

C4.5

RBDT-1,AQDT-1,

AQDT-2

Using C4.5-based rules without pruning

Complexity
# Nodes # Leafs
The chess problem
5 10
The Monks3
5 14
5 12
The breast-cancer problem
27 113
The lung-cancer problem
7 12
8 14
The primary-tumor problem
56 67
114 133
The voting problem
18 19
17 18
The zoo problem
8 13
10 15
The shuttle-control-landing
6 13
The nursery problem
264 680
262 680

Accuracy

100%

100%

100%

85%

90%

90%

57%

53%

92%

92%

99%

99%

99%

99%

99%
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Table A-6. Tree complexities and accuracy of RBDT-1, AQDT-1, AQDT-2 using C4.5-based

rules produced with pruning and the C4.5 method.

Using C4.5-based rules with pruning option set to true
Complexity
Method
# Nodes # Leaves
The weekend problem
RBDT-1, C4.5 2 4
AQDT-1, AQDT-2 3 5
The fitting contact lenses problem
RBDT-1, C4.5 3 4
AQDT-1, AQDT-2 4 5
The MONK’s1 problem
All four methods 13 28
The MONK’’s 2 problem
All four methods 0 1
The balance scale problem
All four methods 8 33
The car evaluation problem
RBDT-1, C4.5 51 131
AQDT-1, AQDT-2 64 177
The connect-4 problem
RBDT-1, C4.5 2142 4285
AQDT-1, AQDT-2 2394 4789
The nursery problem
C4.5 152 359
RBDT-1,AQDT-1, AQDT-2 150 359

Accuracy

90%

90%

91%

91%

100%

67%

75%

96%

96%

87%

87%

98%

98%




Table A-6. Continued.

Using C4.5-based rules with pruning option set to true

Method

RBDT-1, C4.5

AQDT-1, AQDT-2

RBDT-1, C4.5

AQDT-1, AQDT-2

All four methods

RBDT-1, C4.5

AQDT-1, AQDT-2

All four methods

All four methods

RBDT-1, C4.5

AQDT-1, AQDT-2

All four methods

Complexity
# Nodes # Leaves

The lung-cancer problem

6 10

7 12
The primary-tumor problem

41 47

47 53

The voting problem
5 6

The zoo problem

8 13
10 15

The shuttle-landing-control problem

5 10
The chess problem

5 10

The Monks3 problem

5 14

5 12

The Breast-cancer problem

2 4

Accuracy

87%

87%

58%

55%

93%

99%

99%

98%

100%

100%

100%

74%
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