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ABSTRACT

The standardization and interconnection of supervisory control and data acqui-

sition (SCADA) systems has exposed the systems to cyber attacks. To improve the

security of the SCADA systems, intrusion detection system (IDS) design is an effec-

tive method. However, traditional IDS design in the industrial networks mainly ex-

ploits the predefined rules, which needs to be complemented and developed to adapt

to the big data scenario. Therefore, this thesis aims to design an anomaly-based

novel hierarchical online intrusion detection system (HOIDS) for SCADA networks

based on machine learning algorithms theoretically and implement the theoretical

idea of the anomaly-based intrusion detection on a testbed. The theoretical design

of HOIDS by utilizing the server-client topology while keeping clients distributed for

global protection, high detection rate is achieved with minimum network impact. We

implement accurate models of normal-abnormal binary detection and multi-attack

identification based on logistic regression and quasi-Newton optimization algorithm

using the Broyden-Fletcher-Goldfarb-Shanno approach. The detection system is ca-

pable of accelerating detection by information gain based feature selection or principle

component analysis based dimension reduction. By evaluating our system using the

KDD99 dataset and the industrial control system datasets, we demonstrate that our
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design is highly scalable, efficient and cost effective for securing SCADA infrastruc-

tures. Besides the theoretical IDS design, a testbed is modified and implemented for

SCADA network security research. It simulates the working environment of SCADA

systems with the functions of data collection and analysis for intrusion detection. The

testbed is implemented to be more flexible and extensible compared to the existing

related work on the testbeds. In the testbed, Bro network analyzer is introduced to

support the research of anomaly-based intrusion detection. The procedures of both

signature-based intrusion detection and anomaly-based intrusion detection using Bro

analyzer are also presented. Besides, a generic Linux-based host is used as the con-

tainer of different network functions and a human machine interface (HMI) together

with the supervising network is set up to simulate the control center. The testbed

does not implement a large number of traffic generation methods, but still provides

useful examples of generating normal and abnormal traffic. Besides, the testbed can

be modified or expanded in the future work about SCADA network security.
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Chapter 1

Introduction

1.1 Background

Historically, industrial control systems (ICSs) are proprietary, making massive attacks

against them virtually impossible [48]. The standardization of these systems and

increasing adoptions of common communication protocols such as TCP/IP, Modbus

and DNP3, and common operating systems such as Windows and LINUX, despite

of obvious advantages on performance improvement and cost reduction, have made

the was-secretive information easier to access. Consequently, modern ICSs are more

vulnerable to attacks [64]. This is of particular concern to the supervisory control and

data acquisition (SCADA) system [57], one of the most important ICSs that typically

includes large-scale processes in multiple sites to control critical infrastructures such

as smart grid, oil and gas pipelines, water and sewage systems, etc.

A typical SCADA system is presented as Fig. 1.1, which is the Fig. 2 from the

work [16]. We can see that in a typical SCADA system, there is control centre and

multiple remote sites and the control center is connected to Internet with the pro-

tection of firewall. The control centre network and the remote site network are also

named supervising network and control network [57]. In the supervising network,

generally there are computers, web server, human machine interfaces (HMIs), his-

torians, engineering workstations(EWSs), application servers, etc. The supervisory

operation of SCADA system is by HMIs. HMIs are responsible for presenting the

simulated diagram with real time process states and control values, performing no-

tifications and alarms, and also controlling the process by setting control variables.

HMIs obtain all process data from the historians, which is a software application
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within HMI responsible for collecting the real time process data. In the control

networks, there are programmable logic controllers (PLCs), remote terminal units

(RTUs), intelligent electronic devices (IEDs) and some other embedded machines.

PLCs are industrial computers, responsible for controlling the manufacturing pro-

cesses with simple programming. Specifically, PLCs get the information from sensors

including states and values, and make changes to control the process based on the

preset programming logic. Mostly, PLCs work together with HMIs, which can get the

information from PLCs and control PLCs to manage the manufacturing processes.

RTUs are microprocessor-based electrical devices, responsible for transmitting the

data in a remote system to a RTU master system wirelessly, and receiving the mes-

sages from the RTU master system to control the connected sensors or processes.

IEDs are also microprocessor-based electrical devices for power equipment, receiv-

ing data from sensors and sending commands to control the equipment such as an

intelligent circuit breaker able to break the circuit when the current is anomalous.

Generally, the communication protocols between the supervising network and con-

trol network include Modbus protocol [5,20], Distributed Network Protocol (DNP3),

etc. This thesis focuses on Modbus protocol. Modbus protocol is one of the serial

fieldbus protocols used in industrial control system. To accommodate to the TCP/IP

network, Modbus/TCP, one of the Modbus variant, has been widely used nowadays.

All requests launched by Modbus clients are sent to Modbus servers via TCP/IP

network on port 502. In the control system, Modbus clients and servers are often

named Modbus masters and slaves, respectively. Modbus protocol is vulnerable to

attacks since the implementation of the protocol does not authenticate the messages

between the Modbus master and slave devices, which can be exploited to send any

control commands to the slaves by any Modbus master.

Breaches of SCADA systems lead to disastrous consequences. In the past, indus-

trial control systems were mostly physically isolated from Internet, however, since

the development of Internet, they have been connected to Internet for convenience

and efficiency. For example, it was stated in [47] that “Modern control centers have

data servers, Human Machine Interface (HMI) stations and other servers to aid the

operators in the overall management of the factory network. This SCADA network is

usually connected to the outside corporate network and/or the Internet through spe-

cialized gateway”. The interconnections between the SCADA and external networks

such as the Internet and corporate networks further expose SCADA to large-scale cy-

ber security threats. One of the typical examples is the Stuxnet worm [50] discovered
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Figure 1.1: HOIDS schemes for SCADA systems(Fig. 2 in [16])

in 2010, which infected more than 100, 000 computers worldwide and damaged almost

one-fifth of nuclear centrifuges in Iran by exploiting four zero-day vulnerabilities of

Windows systems.

To protect conventional information technology (IT) networks from cyber attacks,

implementing intrusion detection systems (IDSs) has been a common practice [29].

Specifically, an IDS is a software application responsible for monitoring the network

and reporting or alarming the abnormal network activity to an administrator. IDSs

are usually signature-based and/or statistical anomaly-based. Signature-based tech-

niques are highly efficient as they identify the malicious data flow through whitelists

or rules generated from the characteristics of known attacks while anomaly-based

IDSs spot intrusions by comparing data flow with a principle generated by statistic

algorithms [60]. Anomaly-based IDSs are comparatively less efficient as they adopt

complex algorithms and consume substantial computing resources. However, a ma-
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jor advantage over signature-based IDSs is that they can detect unknown attacks or

mutants of known attacks.

Anomaly-based IDSs mostly exploit machine learning classifiers for detecting anoma-

lies. Machine learning classifiers can be classified as supervised learning and unsu-

pervised learning. Unsupervised learning is beyond the scope of the thesis. Hereby,

the classifiers discussed in the thesis are supervised ones. Supervised learning often

applies the training dataset with multiple features and one class label to train the

learning algorithm and obtain the classification principle. Nowadays, broadly used

classifiers [26] include Naive Bayes, Logistic Regression, neural networks and Support

vector machine(SVM). These four classifiers have their own advantages and often

have different performances for different datasets. Here, these classifiers are to be in-

troduced briefly. Naive Bayes is based on the model of simplified Bayesian probability

model, which is under the strong assumption of independence among all the features,

and constructs the classifier by identifying some class with the highest model probabil-

ity. The model of Naive Bayes is very simple and often has satisfactory performance

for many datasets. But one of its disadvantages is the assumption of independent

features, which decreases its popularity to some extent. Logistic Regression is also a

probabilistic classifier, but based on logistic function [4] to obtain the classification

principle by maximizing the conditional probability of realizing the matching rela-

tionship between class labels and data features, which is to be introduced in detail in

Chapter 2.2.1. Logistic Regression realizes the classification without the limitations

for the correlation between features, and can easily update the principle when incor-

porating new data. Therefore, it is a popular method in both theoretical research

and industrial area. Neural networks classifier is based on a large number of neural

units often distributed in multiple layers. Each unit takes inputs, applies a principle

to inputs and passes the outputs to the next layer. SVM is based on a hyperplane

or sets of hyperplanes in a high-dimensional space to classify data that are hard to

be correctly identified in a low-dimensional space. Both neural networks and SVM

have high accuracy towards many classification problems, but one disadvantage is

time-consuming in both training and detection processes.

In supervised learning, there is often a testing dataset for verifying the perfor-

mance of the generated classification principle. When there is no testing dataset,

validation and cross validation [26] are often useful and reliable methods for estimat-

ing the performance of classifying the testing data or real-world data. Specifically,

validation is to split the whole training dataset into two parts, the training set and
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the validation set, and estimate the classification performance on the validation set

using the principle generated by the training set. Cross validation (CV) is to split

the training dataset into multiple equal-sized parts, and average the performances of

using one part as validation set and the remaining as the training data each time.

For example, 10-fold CV, the most widely used validation method, splits the training

dataset into 10 equal-sized parts. Validation and cross validation can also be applied

to model selection. In terms of classification performance, overfitting is a common

issue that needs to be addressed, which refers to a classification principle that models

the training set too well, but negatively impacts the performance on the testing data

or new data. To limit overfitting, using validation to select a proper model is often

used. As a contrast to the concept of overfitting, underfitting refers to a principle

that can neither model the training set or the testing set well, often not discussed

since it is easy to be identified when bad performance occurs on the training set.

To improve the learning performance, feature selection is often used to simplify

the model to be more easily interpreted or to shorten the training and testing time

or to limit overfitting to create a more accurate model. The method by calculating

the correlation coefficients among all the features is a commonly used way to reduce

the redundancy by removing some features with high correlation coefficients. One

disadvantage of this method is that there is a requirement of numerical features for

the calculation. Another effective feature selection method is based on information

gain, which is to be introduced in detail in Chapter 2.2.2. Normally, a feature with

high information gain is more important to the classification than those with low

information gain. A subset of features with high information gain can accelerate the

learning and detection process.

1.2 Related Work

Existing intrusion detection modules for conventional IT networks cannot be directly

exploited in SCADA networks due to different network characteristics and system

requirements [75]. For example, SCADA systems emphasize real-time processing and

many SCADA devices have limited computing abilities. The growing awareness of

SCADA security has motivated researches on SCADA-specific IDS. Among them,

many SCADA IDSs are signature-based to accommodate the strict real-time con-

straint and less computationally powerful devices in the networks. Cheung et al. [39]

developed three techniques for their model-based detection specific to SCADA sys-
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tems: protocol-level models, communication-pattern-based detections and a learning-

based heuristic detection technique, and further explored the effectiveness by monitor-

ing the networks of Modbus/TCP protocol and detecting the corresponding attacks.

Oman et al. [58] presented the implementation of a SCADA testbed with the im-

proved ability of overall auditing and detecting abnormal access by monitoring the

significant commands and the settings of the SCADA devices. Carcano et al. [37]

first proposed an intrusion detection method for the SCADA system based on the

analysis of multidimensional critical states and state proximity, and implemented the

approach on the test scenario of PLCs of the ABB AC800 family and the Modbus

over TCP protocol. Ten et al. [68] studied an intrusion detection and correlation

algorithm specific to SCADA substations networks and an impact evaluation method

based on the detected anomalies, and evaluated their design based on the modified

IEEE 118-bus system. Goldenberg et al. [43] presented an IDS specific for Mod-

bus/TCP systems based on deterministic finite automaton approach, and evaluated

the approach on a production Modbus system with high sensitivity and low false

positive rate. The deficiency is that they didn’t generate malicious attacks for model

validation due to the live production system. Yang et al. [71] constructed a rule-

based IDS including signature-based and model-based approaches targeting the IEC

60870-5-104 protocol for SCADA networks. In subsequent work, they presented a

multi-attribute SCADA-specific intrusion detection system for power networks, com-

prising access-control whitelists, protocol-based whitelists and behavior-based rules to

secure the whole network [72], and tested the approach on a practical grid-connected

photovoltaic SCADA system.

On the other hand, we should note that many attacks are either unknown in prior

or mutants of their original form. Under these circumstances, anomaly-based IDSs,

particularly using machine learning algorithms are advantageous. Yang et al. [70] ap-

plied an autoassociative kernel regression model along with the statistical probability

ratio test and demonstrated the effectiveness of their design on a simulated SCADA

system for intrusion detection. Their training dataset consisted of 1, 000 observations,

the network traffic statistics of which are from Simple Network Management Protocol.

Linda et al. [52] proposed an IDS based on two neural network learning algorithms:

the Error-Back Propagation and Levenberg-Marquardt, and tested their model using

datasets generated by software tools such as Nmap, Nessus and Metasploit. Valdes

et al. [69] investigated two anomaly detection techniques: pattern-based detection for

communication patterns among hosts, and flow-based detection for individual traffic
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flows, and showed that their methods are capable of identifying basic attacks against

the Modbus servers in their distributed control systems testbed. Zhang et al. [74]

exploited the support vector machine (SVM) technique and artificial immune sys-

tem tested on the NSL-KDD dataset to evaluate their distributed intrusion detection

system for the multi-layer network architecture of smart grid and related SCADA

systems. Maglaras et al. [54] presented their SCADA intrusion detection module

based on One-Class SVM, training the network data offline with a dataset of 1, 570

packets. Brushi et al. [66] explored an estimation-inspection algorithm using logistic

regression, and evaluated their design on the testbed of Linux based PLCs, generating

a high detection probability with a zero false positive rate.

The growing awareness of SCADA security has motivated researches on improving

the security of SCADA systems, not only on theoretical analysis, but also on practi-

cal experimental exploration. There are some works introducing the practical setup

for their testbeds which simulates SCADA system. The Idaho National Labs (INL)

National SCADA Testbed Program [25] set up a large scale electric power grid with

firewalls and virtual private networks (VPN) for the network security research of the

industrial control system, especially for the cyber security assessments of the control

systems in the industry or the government and help them to improve the system se-

curity. The testbed designed by [62] combined the network software simulation with

real devices such as sensors and actuators. The real devices were used to be attached

to the software simulator for observing and studying the hacking effects on the net-

work. The Virtual Power System Testbed (VPST) [31] was set up in University of

Illinois at Urbana-Champaign, combining software simulation and real elements as

well, for the purpose of being integrated with other testbeds such as Virtual Control

System Environment Project (VCSE) [53], which is a project for incorporating all the

tools for SCADA system simulation, to study the SCADA security. The European

CRitical UTility InfrastructurAL Resilience (CRUTIAL) project [40] [41] established

two different testbeds, one of which was to evaluate the protocol IEC 60870-5-104

traffic in electric power grid, and the other one of which was set up by connecting

the IED devices to a Matlab/Simulink system for controlling and observing. The

paper work in [44] made an overview of the testbeds designed for smart grid security

research, in which the necessary components for composing a realistic control system

evironment were introduced in detail. The paper work in [42] introduced a laboratory

using some real devices from an electric power generation system for exploring the

SCADA network security. And Hahn el al. [45] implemented a real SCADA testbed
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for security research, which provided a learning environment for students as well. The

British Columbia Institute of Technology (BCIT) [18] owns a SCADA testbed lab-

oratory named Industrial Instrumentation Process. The laboratory includes several

real control systems such as a batch pulp digester, a chemical/blending process and

so on for control and security research.

In the work of [73], a tank system, working as a testbed for control systems, was

simulated, communicating with the Modbus/TCP protocol. Some attacks and defence

toolkits were introduced to emulate the attack and defence in the tank system. The

report also showed that PLCs and sensors could be simulated by software to reflect

a real industrial production network. Specifically, extended from the tank system in

the MBLogic project [8], several components of the testbed system were simulated

including the sensors of the tank system, a PLC and a PLC user interface (which was

referred as HMI in [73]) on it for the control and monitor of PLC, and the Modbus

communication between them. An open source software Honeyd [6] was used to

create several fake PLCs by using Nova [6] to configure Honeyd. Some attacking

toolkits were discussed and used in the testbed to emulating the hacking behaviours,

which included Kali, Nexpose and Samurai. As for the defence of the testbed, an

open source software Honeywall [7] including Snort and iptables was used to fulfill

the functions of intrusion prevention and firewall. For the network of the testbed

system, three types of network were created, which are the external attack network,

internal control network and administration network, while the internal network and

the external attack network are connected in a bridging mode by Honeywall. Also

note that the intrusion detection used in this control system testbed is the signature-

based technique.

1.3 Motivation

SCADA systems have the following properties. Firstly, they belong to cyber-physical

systems [65], which operate real-time with low tolerance on packets delay. Secondly,

frequent patching and updating for SCADA intrusion detection modules are un-

favourable due to the inflexibility of the infrastructure and the potential negative

impact to the whole work process. Thirdly, a high proportion of SCADA devices

have limited computing abilities for implementing sophisticated intrusion detection

modules. Fourthly, SCADA networks consist of supervisory and control subnetworks.

Each sub-network has different characteristics. The hybrid nature of SCADA net-
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works leads to some distinguished characteristics. In particular, the features of field

network flows are simpler and more stable, making complex IDS unnecessary. Under

these considerations, we design a novel, highly scalable hierarchical online intrusion

detection system (HOIDS) for SCADA networks based on machine learning algo-

rithms. HOIDS is uniquely designed to satisfy the real-time requirement in control

systems by utilizing an IDS server-client topology where clients distributed at fields

perform intrusion detection using the learning principles generated by a central IDS

server. This is in sharp contrast to some existing work where IDS is independently

implemented at each node in the network and there are no interactions among the

IDS modules. By selecting the effective data features based on information gain or

reducing the dimension of the feature set, the implementation of IDS clients can be

simplified to accommodate the SCADA devices without significant impact on the de-

tection accuracy. HOIDS is also flexible to adjust the detection principles for clients

based on practical requirements to improve security.

Besides the theoretical IDS design for SCADA security, to study the SCADA sys-

tem in a lab environment with most environmental variables controllable, building

a testbed that can simulate the operations, physics and network communications in

the industrial system is very important and meaningful. Various attempts have been

made for practical testbeds simulating SCADA system [18, 25, 31, 40–42, 44, 45, 62].

However, they are either not being open sourced, or not being able to provide the

components or simulation details related to our intrusion detection experiments. Con-

sequently, we design and implement a testbed for SCADA network security research.

Extended from the control system testbed [73] introduced above, the work in Chap-

ter 4 presented in this thesis aims at a testbed for studying anomaly-based intrusion

detection, and with improvements on practicality and extensibility in terms of sim-

ulating the SCADA system. Therefore, it makes differences as follows. To reflect a

practical SCADA network architecture, the networks involved in the testbed include

the control network (for the field devices), which was the internal network in the pre-

vious testbed, and the supervising network (for the control center), which is added for

simulating a comprehensive SCADA system. An HMI is created in the supervising

network to simulate the function of the HMI and historian in the control center, which

communicates with PLCs. Note that the HMI in [73] was for controlling one PLC,

but the HMI created in the supervising network, a typical representative device in

the control center, is able to control all the PLCs, and also for collecting the normal

dataflow for studying the anomaly-based intrusion detection. Besides, a generic Linux
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system is introduced as a middle box between networks to emulate the network func-

tions, such as routing, IDS, network address translation (NAT) and firewall, through

which a higher extensibility for future experiments is achieved. Note that although

static routing is used in the settings discussed this thesis, other network functions

or approaches can be easily deployed in this Linux-based network middle box, such

as the bridge mode. Most importantly, Bro is introduced and discussed to fulfill the

IDS functions, of which the script language brings the support to more sophisticated

traffic monitoring and analysis, important for the research on anomaly-based intru-

sion detection. The traffic from the HMI to the PLCs and the attacks to PLCs will

go through the middle box, and therefore can be used for normal and abnormal anal-

ysis. In another word, based on the control system testbed in [73], which includes

the PLC and sensors in the control network, the defence system Honeywall working

in the bridge mode with the signature-based intrusion detection tool Snort and the

attacking toolkits deployed in the external network, the extension work in Chapter 4

includes adding a supervising network to simulate a comprehensive SCADA system

with a new virtual machine HMI in it for simulating the function of the control cen-

tre and generating the normal network data, replacing the previous defence system

with a new generic Linux middle box installed with anomaly-based and signature-

based intrusion detection analyzer Bro, and reconfiguring the routing of all the hosts

in the new testbed and configuring the forwarding function of the middle box as a

router to simulate the practical SCADA network function. Note that the new testbed

reuses the PLC and sensors in the control network, and reuses the attacking toolkits

moving into the new supervising network to generate the abnormal data while not

including the external network any more. The new virtual machine HMI is created

by reconfiguring the MBlogic project on PLC and configuring as the Modbus client

of its server PLC. To sum up, the overall features of the testbed introduced in the

thesis are as follows: First, the testbed is implemented by software, which can be

reconfigured flexibly and enlarged easily according to different research requirements.

Second, we adopt an HMI-PLC-Sensors deployment within the networks, which sim-

ulates a typical SCADA system communicating using Modbus/TCP protocol. Third,

a reasonable SCADA network is implemented, represented by the separated network

topology of the whole SCADA network, i.e., the supervising network and control net-

work. Fourth, a combination of useful tools such as Wireshark are supported by the

testbed, which are helpful in debugging and in-depth investigations. Last but not

least, the system utilizes Bro, a powerful network traffic analyzing tool, which can
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be used for the research on both signature-based intrusion detection and anomaly-

based intrusion detection. The procedures of signature-based intrusion detection and

anomaly-based intrusion detection using Bro analyzer has also been presented in the

thesis.

1.4 Overview of Thesis

The outline of thesis is as follows:

Chapter 1 contains an introduction and related work to the thesis followed by the

motivation of the thesis work.

Chapter 2 describes in detail the proposed anomaly-based hierarchical online intru-

sion detection system for SCADA networks and validates the design by numer-

ical results.

Chapter 3 presents the implementation of a SCADA network testbed, which can be

used to implement the anomaly-based intrusion detection system.

Chapter 4 concludes results of the thesis, and discusses the future work.
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Chapter 2

Hierarchical Online Intrusion

Detection for SCADA Networks

This chapter describes the proposed anomaly-based HOIDS designed for a large-scale

SCADA system under critical real-time requirements. The system architecture and

operating principles are described in Section 2.1, which presents the IDS server-client

distribution architecture and intrusion detection mechanism. The detailed detection

models, including normal-abnormal binary detection and multi-attack detection based

on logistic regression and quasi-Newton optimization algorithm, the fundamentals

of feature selection and dimension reduction to accelerate intrusion detection and

the performance measurement methods are illustrated in Section 2.2. The numerical

results including the simulations of the SCADA control center network and substation

and field networks are presented in Section 2.3. Section 2.4 makes a conclusion for this

whole chapter. To verify the design of HOIDS, we choose the KDD Cup 1999 (KDD99)

Dataset [23] to simulate the control center network of the SCADA system and the ICS

dataset [30] to investigate the substation and field networks in the system. Besides

the network simulations for general SCADA system, we evaluate our algorithm by

using a power system dataset [24] [59].

2.1 HOIDS System Design

The section describes the detailed design for HOIDS. The system architecture is

described in Subsection 2.1.1, which presents the IDS server-client distribution archi-

tecture. And the intrusion detection operating principles are illustrated in Subsec-
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tion 2.1.2.

2.1.1 HOIDS architecture

Fig. 2.1 illustrates a typical SCADA system consisting of the field networks, substa-

tions and control center which is connected to external networks such as the corporate

networks and the Internet. In the control center, there are engineering workstations

(EWS), human machine interfaces (HMI), energy management systems (EMS), his-

torians, application servers, etc. The network flow in the control center is similar

to that in the external IT networks. One reason for this similarity is that back-

end protocols [48] such as Open Process Communications (OPC) and Inter-Control

Centre Protocol (ICCP) work in a client/server manner supported by TCP/IP over

Ethernet. Another reason is that control center network is usually connected to cor-

porate business networks, and some might connect to the Internet directly [67]. In

the substations, there are EWS, HMI, historians, servers, etc. Field devices consist

of intelligent electronic devices (IED), remote terminal units (RTUs), programmable

logic controllers (PLC) and many other embedded machines. Generally, the com-

munication protocols used between substations and the field networks are fieldbus

protocols. Modbus, DNP3, etc., are widely used, and normally, the networks are

isolated from the Internet and other external networks. Protocol gateway (PG) is to

translate messages among various protocols.

Due to the hybrid nature of SCADA networks, hierarchical IDS deployment is

proposed for different network components as shown in Fig. 2.1. First, the IDS sys-

tem is composed of IDS agents residing at all components of the SCADA network.

Intrusion detection is realized by machine learning algorithms. Second, a client-server

model is adopted with the IDS server at the control center, and three levels of IDS

clients distributed in the control center, the substation networks and field networks,

respectively. The IDS server deployed in the control center is the command centre of

the whole system, and all the IDS clients communicate with and are controlled by the

IDS server in the control center. Such arrangement is motivated by the fact that field

devices are usually simple electronics with constrained computing capability, and the

amount of data traffic between the field devices and substations is generally limited.

Therefore, it will be impossible for these field devices to host IDS agents that exe-

cute full machine learning algorithms, unless external computing modules are added

specifically for IDS. The client-server model can greatly alleviate the IDS comput-
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Figure 2.1: HOIDS schemes for SCADA systems

ing needs. It provides flexible IDS complexity for different network components in a

SCADA system. Third, the IDS clients can be configured together with signature-

based techniques to strengthen security. Furthermore, the IDS server has a holistic

view of the whole network and can make adjustment to the detection model of the

clients, especially when a certain client detects intrusion, to improve the overall IDS

accuracy of all the components in the network.

2.1.2 HOIDS Operating Mechanism

Fig. 2.2 illustrates the mechanism of the IDS server in the control center and the IDS

clients distributed at three levels of the network. The IDS server with relatively high

computing ability mainly consists of the feature engine and the principle engine. The

feature engine is responsible for collecting the features of network flows in different

SCADA network components, forming datasets, using the datasets sequentially and

periodically to train machine learning algorithms and storing the generated principles

for each IDS client to the principle engine. The principle engine is responsible for

sending the detection principles to each IDS client sequentially and periodically. The

IDS clients deployed at different network spots extract features of the real time traffic
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and apply the received principles to analyze current data flows for intrusion detection,

launch alarm if anomaly is detected. The clients also constantly send the extracted

features and detection results to the IDS server for periodically updating the training

set and detection principles online to ensure the accuracy and timeliness of intrusion

detection. The separation of training and detection to server and client save con-

siderable computing resources at the client side. Meanwhile such architecture allows

sophisticated machine learning algorithms to be adopted and updated easily for the

whole network. Different network elements can use different IDS algorithms, both

for training at the server side and detection at the client side. Consequently, this de-

sign is effective to reduce the global financial budget for securing large-scale SCADA

networks. We should also note that most devices in the field networks have limited

computing abilities and stringent real-time requirement. Therefore, preprocessing

features by effective feature selection techniques and dimension reduction methods

will accelerate the detection process and achieve online intrusion detection with min-

imum impact on the accuracy of intrusion detection (demonstrated in Section 2.3).

Furthermore, when an intrusion is detected at a certain IDS client, the hierarchical

design has the potential to coordinate IDS detection at different network elements to

enhance SCADA security, for example, by adjusting the choice of feature sets for the

IDS client and its adjacent clients.

The communication overhead required in the HOIDS design is determined by

transmitting the extracted features of captured traffic from IDS clients to the cen-

tralized server for training, and by transmitting the detection methods, including the

feature extraction method and the principle weights, from the server to the clients.

Specifically, the communication overhead is related to two settings: the designated

number of features and the frequencies of transmission. Actually both of them are

adjustable. The number of features can be changed based on the traffic characteris-

tics and the relationship of the number of features with the detection accuracy will

be presented in Chapter 2.3. Technically, a certain number of traffic samples can be

used for training machine learning algorithms, so transmission amount is adjustable

by controlling the transmission frequency. The adjustment of the above two settings

is also constrained by the physical bandwidth of network, in the SCADA systems

with limited network capacity. But generally, through properly choosing the settings

of above parameters, HOIDS can be applied to an existing SCADA system without

violating its capacity. Based on what is discussed above, we may also realize that

the settings of feature number and transmission frequency can be formulated as an
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Figure 2.2: Workflow of the HOIDS data transmission

optimization problem that make the tradeoff between communication overhead and

detection accuracy, which can be further studied in the future.

Note that the hierarchical design discussed in this scheme mainly represents that

the intrusion detection is implemented in three different layers of the SCADA net-

works. The hierarchies differentiated in the scheme do not interact with each other

directly, instead, they are centrally coordinated and controlled the intrusion detec-

tion engines in the control center. For example, the operators of control centers are

possibly to adjust the intrusion alert threshold of different layers based on the phys-

ical equipment capacity and their empirical threat estimation. The main benefits of

such a design include both the useful consideration of different traffic characteristics

among layers, and the high reliability and simplicity in implementation.

The IDS in different layers of the network can employ machine learning based

intrusion detection algorithms of different complexities according to the available re-

sources. In the next section, details of logistic regression based intrusion detection

algorithms and feature reduction methods to lower computation complexity are pre-

sented.
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2.2 Machine Learning Based Intrusion Detection

and Detection Acceleration Methods

This section presents the detailed detection models, including normal-abnormal bi-

nary detection and multi-attack detection based on logistic regression and quasi-

Newton optimization algorithm, presented in Subsection 2.2.1. In Subsection 2.2.2,

we present the principles of information gain based feature selection and principle

component analysis based dimension reduction to reduce the feature set and acceler-

ate detection. Subsection 2.2.3 describes the performance measurement methods in

this Chapter.

2.2.1 Logistic regression [26]

In HOIDS design, we apply machine learning techniques to intrusion detection. Specif-

ically, we use logistic regression to classify the training dataset and generate the

detection model. Logistic regression has been a powerful mathematical method for

classification problems. Generally, different machine learning algorithms have their

own advantages. For HOIDS implementation, logistic regression has more advantages

over other techniques. For example, the model of logistic regression can be interpreted

clearly as a probability, beneficial for result analysis and model adjustment. As op-

posed to naive Bayes, another probabilistic algorithm that makes classification under

the assumption of independent features, logistic regression can generate the classifi-

cation principle regardless of the correlation among the training features. Compared

to SVM and neural networks, the training time of logistic regression is shorter. SVM

may generate many supporting vectors in the detection model, reducing detection

efficiency if applied in the HOIDS design. Moreover, logistic regression is able to

incorporate new training data easily into the current classification model by using

stochastic gradient descent method, which is important for industrial applications.

Logistic regression is also efficient to realize multi-classification with low complexity

and high accuracy by using the multinomial logistic regression [32] (details in Sec-

tion 2.3.1), while some other machine learning algorithms rely on the one-against-all

approach to achieve multi-classification. Therefore, logistic regression is an appro-

priate machine learning algorithm that can be applied to industrial network IDS.

Next we present the principle of normal-abnormal binary detection and multi-attack

detection based on logistic regression.
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Normal-abnormal binary detection [51]

In normal-abnormal binary detection, the logistic regression classifier identifies intru-

sive connections against normal connections. Here, intrusive connections can also be

called abnormal connections. Define the feature space of connections as X = RM ,

where M is the number of features for each connection and R is the set of all real

numbers. The classification output space can be expressed as γ = {+1,−1}, where

+1 is a label representing the abnormal connection and −1 representing the normal

connection. The training dataset D consists of N connections, i.e., D = {X,y} =

{(xi, yi), i = 1, 2, ..., N}, where X is a (M + 1)×N matrix representing N connections,

and each input connection xi = [xi0 xi1 · · · xij · · · xiM ]T has xi0 = 1, and y is an N-

dimensional label vector with each label yi ∈ γ. The classification model weights can

be represented by w = [w0 w1 · · · wj · · · wM ]T where wj represents the weight

of corresponding xij. In this case, we need to maximize the conditional probabil-

ity of getting y given the corresponding X to generate the classification model, i.e.,

maximizing

P (y|X) =
N∏
i=1

P (yi|xi) (2.1)

where

P (yi|xi) =

{
P (yi = 1|xi) for yi = +1

1− P (yi = 1|xi) for yi = −1.
(2.2)

Logistic regression uses the logistic function θ(z) = 1/(1 + e−z) to map the linear

combination z = xTi w to a value between 0 and 1. Let P (yi = 1|xi) = θ(xTi w), and

due to the property of logistic function θ(−z) = 1−θ(z), we have P (yi|xi) = θ(yix
T
i w).

Maximizing the joint conditional probability (2.1) is equivalent to minimizing its

scaled negative logarithm, therefore we have the minimization of the objective func-

tion Fbin for normal-abnormal binary classification

Fbin(w) = − 1

N

N∑
i=1

lnP (yi|xi) =
1

N

N∑
i=1

ln(1 + e−yix
T
i w). (2.3)

It can be proved easily that the Hessian (a square matrix of second-order par-

tial derivatives of a scalar-valued function) [3] of (2.3) is positive definite as long

as X 6= 0 which holds in all practical cases. Consequently, minimizing (2.3) is a

global convex optimization problem and can be solved using conventional gradient-

based techniques with a proper line search step. Here, we adopt the quasi-Newton
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optimization implemented with the Broyden-Fletcher-Goldfarb-Shanno (BFGS) ap-

proach and the back-tracking line search method [28], which has been verified as one

of the most efficient optimizers for logistic regression [55]. The basic quasi-Newton

algorithm is as follows: given initial weights w0 and the tolerance ε, the weights will

be updated in the next iteration wk+1 = wk + δk. And δk = −αkSkgk represents

the updated step, in which gk is the gradient vector of Fbin in the kth iteration, αk is

a small positive value decreasing the value of Fbin in the kth iteration, and Sk is an

(M + 1) × (M + 1) direction matrix. Both αk and Sk can be obtained by different

methods. Repeat the iteration until convergence, i.e., ‖δk‖ < ε. The BFGS approach

is to obtain Sk iteratively according to

S0 = I

Sk+1 = Sk + (1 +
γTk Skγk
γTk δk

)
δkδ

T
k

γTk δk
− δkγ

T
k Sk+Skγkδ

T
k

γTk δk

(2.4)

in which I is an identity matrix of size (M + 1), and γk = gk+1 − gk. The back-

tracking line search is an effective inexact line search method to obtain αk by finding

an α satisfying Fbin(wk−αkSkgk) 6 Fbin(wk), of which details can be referred to [34].

By minimizing (2.3), we can obtain the optimal classification weight vector w

and calculate the probability P (yi = 1|xi). A sample will belong to y = +1 if

the probability exceeds 0.5, otherwise it will belong to y = −1. Since the logistic

function is monotonically increasing, compare the value of xiw with 0, and the sample

connection will belong to y = +1 if the value is positive, otherwise belong to y = −1.

Multi-attack detection [51]

As mentioned above, logistic regression can realize multi-classification with low com-

plexity and high accuracy by using the multinomial logistic regression due to the

property of the probabilistic model. The representation of the feature space, the num-

ber of input data and the number of features are the same as the normal-abnormal

binary classification, while the classification output space is γmulti = {0, 1, ..., K − 1},
where K represents the number of class types. The classification model weights can

be represented by W = {w0,w1, ...,wk−2}. Note that W is a (M + 1) × (K − 1)

matrix, which consists of the classification model weights for (K − 1) class types.

And the objective function of multi-class logistic regression for minimization can be
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denoted as

Fmulti(W) = − 1

N
lnP (y|X) = − 1

N

N∑
i=1

lnP (yi|xi) (2.5)

where

P (yi|xi)=


ex

T
i wyi

/
(1 +

K−2∑
a=0

ex
T
i wa), 0 ≤ yi < K − 1

1

/
(1 +

K−2∑
a=0

ex
T
i wa), yi = K − 1

(2.6)

and note that
K−1∑
yi=0

P (yi|xi) = 1. By minimizing the multi-classification objective

function (2.5) using the quasi-Newton optimization implemented with the BFGS ap-

proach, we can obtain the optimal multi-classification weight matrix W. To classify

a new sample connection, calculate all the P (yi|xi), yi = 0, 1, ..., K−1 based on (2.6),

and then the sample connection belongs to the class type with the highest probabil-

ity. In this way, we can use the generated detection principle to classify the testing

dataset. Since the one-against-all approach needs to train the binary classification for

K times to generate K model weights for all the classes, multinomial logistic regres-

sion is more efficient than the one-against-all approach. The training complexity is

related to number of variables in the BFGS approaches. In our multi-class detection,

the number of variables is O(KM). Given that solving an optimization problem with

d variables by BFGS takes O(d2) time, the training complexity of our approach is

O(K2M2) per iteration. For the space complexity, it is also O(K2M2) determined by

the BFGS approach. For the testing, the calculation complexity is O(KM), since we

need to calculate P (yi|xi) for each of the (K − 1) classes, according to 2.6.

2.2.2 Feature selection and dimension reduction

In HOIDS, especially for the field networks, we apply two methods for preprocessing

SCADA network data features. The first method is to use information gain to denote

the significance of each feature, and select features with high information gain to

accelerate intrusion detection. Similar to mutual information, information gain is the

reduction in the entropy of labels achieved by partitioning the labels according to a

certain feature. For a certain feature, the information from labels will be changed if

this feature is not included in the system. As a result, the reduced label entropy is

the information the feature brings to the system.

For the training dataset D = {X,y} = {(xi, yi), i = 1, 2, ..., N} with M features



21

of the input connections and K classifications of labels, the information entropy H(y)

of the label y can be obtained by

H(y) = −
K−1∑
k=0

P (yk) lnP (yk) (2.7)

where P (yk) = Nk/N , and Nk represents the number of samples of class k in the

training dataset.

Assume a feature Fm consisting of values {f1, f2, ...fS}, the information gain IG

that feature Fm brings to the system is

IG(Fm) = H(y)−H(y|Fm) (2.8)

in which

H(y|Fm) =
S∑
s=1

P (fs)H(y|fs) (2.9)

P (fs) = Nfs/N , and Nfs denotes the number of samples which have the value fs in

terms of feature Fm. Usually, a feature with high information gain is preferred over

those with low information gain. Here, we exploit the concept of information gain to

select a feature subset to accelerate the detection model training and online detection

process.

The second method is to use singular value decomposition (SVD) to obtain a

low-dimensional approximation of the original feature set [28], which is also known

as principal component analysis (PCA). We apply PCA to the covariance matrix of

the N feature vectors. The covariance matrix can be calculated as

C =
1

N − 1

N∑
i=1

(xi − x̄)(xi − x̄)T (2.10)

where x̄ = 1
N

N∑
i=1

xi denotes the average vector of the N feature vectors, and xi is

normalized using zscore [2], the most commonly used method for normalization, to

obtain a normalized vector with an average of zero and standard deviation of one.

Since C is at least positive semidefinite, its SVD is the same as its eigen decomposi-

tion. We can obtain an approximation of variance matrix C by considering only the
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K largest eigenvalues and the corresponding eigenvectors as

C = USUT ≈ UKSKUT
K (2.11)

in which U = [u1 u2 · · · uM ] is an orthogonal matrix, S = diag{σ1, σ2, · · ·, σM} with

non-negative eigenvalues in a descending order, UK contains the first K vectors of U,

and SK is the diagonal matrix containing the first K largest eigenvalues. Compute

the projection of the variation (xi − x̄) onto the K-dimensional subspace spanned by

UK as

zi = UT
K(xi − x̄). (2.12)

We use zi as the new features for each connection. Since UK includes K orthogonal

vectors, the new features generated by PCA are uncorrelated. The number of principle

components K can be chosen by finding the smallest K satisfying
K∑
i=1

σi

/
M∑
i=1

σi ≥ ρ,

where ρ is the rate of variance retained. This method is specifically effective when

the original features are heterogeneous and some may be highly correlated.

2.2.3 Performance measurement methods

For the detection with a certain feature set, we mainly use recall and precision to

measure the performance, which are the critical performance measures for IDS. For the

IDS binary classification, true positive (TP), false negative (FN), false positive (FP)

and true negative (TN) denote the quantities of intrusions identified as intrusions,

intrusions identified as normal, normal connections identified as intrusions and normal

connections identified as normal, respectively. Note that for multi-classification, we

define TP, FN, FP and TN as the quantities of intrusions identified as correct intrusion

types, intrusions identified as normal connections, normal connections identified as

intrusions or intrusions incorrectly identified as different intrusion types and normal

connections identified as normal, respectively. Recall (r) is defined as TP/(TP+FN),

and precision (p) is defined as TP/(TP + FP ). For IDS, r is important, while p

can not be ignored as well, since intrusions should be detected as many as possible,

while alarms are supposed to be real intrusions as many as possible. Specifically, we

use 10× 10-fold cross-validation (CV), i.e., implementing 10-fold cross validation 10

times on the training dataset with different stochastic orders, to evaluate r and p

for each selected feature combination. Compared with 10-fold CV, the most widely

used validation procedure, 10 × 10-fold CV can obtain more reliable performance
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estimation since more estimates are always preferred [33]. Estimating the mean of r

for 10× 10-fold CV are compared using confidence intervals defined by

r̄ ± tα
2
(n− 1)

s√
n

(2.13)

in which r̄ and s are the mean and standard deviation of r of the CV samples, tα
2
(n−1)

is the value of t distribution at (n − 1) degrees of freedom for a (1 − α) confidence

interval, and n is the size of CV samples. Estimation for the mean of p is the same

as that for r.

Different practical scenarios may have different requirements for recall and preci-

sion. Fβ-measure considers both recall and precision to be a performance measure,

defined by

Fβ = (1 + β2)pr/(β2p+ r) (2.14)

in which β is a positive real weight that attaches importance to recall or precision,

e.g., F1-measure is the harmonic mean of precision and recall, F1.5-measure puts more

emphasis on recall than precision. Here, we use the means of p and r to calculate Fβ.

In this way, we can choose the model of preprocessing the original features based on

the performance estimation of CV.

We also use sensitivity (also called as recall above) and specificity to measure

the performance when attacks have a major percentage in the training datasets and

the testing datasets. In this case, the attack samples in the training dataset can

have a significant impact on algorithm training, which might cause negative effects

for classifying normal datasets. Specificity is defined as TN/(TN + FP ), which can

show the classification performance for normal datasets.

2.3 Numerical results

This section presents the classification results based on the logistic regression algo-

rithm to simulate the intrusion detection for SCADA networks. Note that network

data flows have unique characteristics specific to that type of network. For example,

the network data flows in a control center are similar to traditional IT networks, and

thus the corresponding features can be extracted by the corresponding IDS clients

in a similar way to those in IT networks. Therefore, we simulate the network data
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in the control center by exploiting the KDD99 dataset [23], the most widely used

dataset for evaluating the performance of an IDS designed for IT networks. On the

other hand, the network traffic in the substation and field network can be simulated

by the ICS dataset [24], [56]. Besides the network simulations for general SCADA

system, we evaluate our algorithm by using a power system dataset [24] [59]. All the

experiments are implemented by Matlab and run on a server with Intel Xeon 8-core

processor E5-2670 and 64 GB RAM.

2.3.1 Simulation of the SCADA control center network

In this section, we present the simulation results of a SCADA control center network

using the KDD99 dataset. In our experiment, we exploit the KDD99 (10 percent)

training dataset for training and KDD99 testing dataset for testing. The training

dataset consists of 494, 021 samples with 41 features (3 nominal and 38 numerical)

and 22 different types of attacks (e.g., Back, Land, Neptune and Smurf) that fall

into four categories: Denial of service (DOS), Probe, Remote to local (R2L) and

User to root (U2R). In the training dataset, there are 97, 278 (19.69%) normal con-

nections, 391, 458 (79.24%) DOS, 4, 107 (0.83%) Probe, 1, 126 (0.23%) R2L and 52

(0.01%) U2R connections. The testing dataset (consisting of 311, 029 samples with

41 features) contains 22 attack types existed in the training dataset and additional 17

different kinds of attacks. In the testing dataset, there are 60, 593 (19.48%) normal

connections, 229, 853 (73.90%) DOS, 4, 166 (1.34%) Probe, 16, 189 (5.20%) R2L and

228 (0.07%) U2R connections. The fact that the testing dataset does not have the

same probability distribution as the training dataset in terms of additional attacks

in the testing dataset, to some extent, makes the detection process close-to-realistic

scenarios. All the 41 features, including time- and host-based traffic features, are de-

rived from the characteristics of the network data flow. In our simulation, we exploit

38 numerical features for training and testing.

Using the multinomial logistic regression to classify the training dataset and ap-

plying the generated detection principle to the testing dataset, we get the confusion

matrix in Table 2.1. Compare these results (recall (r) and precision (p)) with those

obtained by the PNrule method [27] (recall (rPN) and precision (pPN)), a rule-based

classifier applicable to scenarios where different classes have very different distribu-

tions in training data. As shown, the overall performance of both methods are con-

sistent. The recalls and precisions calculated for each class by the two methods are
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Table 2.1: Classification for the KDD99 testing dataset

Predicted Class
Actual Class Norm DOS Probe R2L U2R r rPN

Norm 59579 790 172 44 8 0.983 0.995
DOS 6380 223451 20 0 2 0.972 0.969
Probe 1064 96 3004 0 2 0.721 0.730
R2L 16137 4 18 25 5 0.002 0.107
U2R 197 4 0 6 21 0.092 0.066
p 0.715 0.996 0.935 0.333 0.553
pPN 0.730 0.9995 0.925 0.880 0.105

close. This confirms the validity of multinomial logistic regression. Logistic regression

shows higher recall and precision for U2R than PNrule, while PNrule achieves higher

recall and precision for R2L. In terms of R2L, logistic regression may benefit from

more training samples, since the percentage of all R2L attacks in the training dataset

is only 0.23%, while 5.20% in the testing dataset with additional 7 attack types not

shown in the training dataset. How to determine whether the training samples are

enough is still mostly empirical and without much theoretical foundation in the cur-

rent research field of machine learning. And for the additional 17 new attacks not

shown in the training dataset, the detection rate using multinomial logistic regression

for new DOS(6, 555), Probe(1, 789), R2L(10, 196) and U2R(189) attacks are 6.19%,

42.82%,0.08%, 3.17%.

Next, we verify the performance of multinomial logistic regression by comparing

it with the one-against-all method. To simplify the simulation, we randomly sample

the training dataset. Since the percentages of attack categories of DOS (79.24%),

Probe (0.83%), R2L (0.23%) and U2R (0.01%) are uneven, we classify the attacks

into 4 categories as Normal (97, 278), Smurf (280, 790), Neptune (107, 201) and other

attacks (8, 752), which has the percentage of Normal (19.69%), Smurf (56.84%), Nep-

tune (21.70%) and Others (1.77%), as shown in Fig. 2.3. With the same percentage

as the KDD99 (10 percent) dataset, we randomly choose 800 Normal, 2, 320 Smurf,

800 Neptune and 80 Others to form the new training dataset (4, 000×38), and 1, 000

Normal, 2, 900 Smurf, 1, 000 Neptune and 100 Others to form the new testing dataset

(5, 000 × 38) such that the probability distribution of the testing dataset become

similar to that of the training dataset. We first use logistic regression one-against-all

binary classification to realize the multi-classification. The in-sample error (Ein, the
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Categories in the kddcup09 dataset

Category                                          Numbers

normal 97,278

smurf 280,790

neptune 107,201

others 8,752

Categories in the kddcup09 dataset 

2%
22%

57%

20%

normal
smurf
neptune
others

Figure 2.3: Categories in the KDD99 training dataset

ratio of misclassified samples to the total samples in the training dataset) changing

with the number of iterations for the new training dataset is shown in Fig. 2.4. Af-

ter 130 iterations, Eins are 0, 0, 0.001, 0.002 for normal-nonnormal, smurf-nonsmurf,

neptune-nonneptune and others-nonothers binary classifications, respectively. The

global Ein for the training dataset is 0.002. Out of 4, 000 training samples, 3, 993

samples are classified correctly. The out-of-sample error (Eout, the ratio of misclassi-

fied samples to the total samples in the testing dataset) for the new testing dataset

is 0.005. Out of 5, 000 testing samples, 4, 974 samples are classified correctly. Next,

we use the multinomial logistic regression method to achieve the multi-classification.

The global Ein for the training dataset is 0. And Eout for the testing dataset is 0.0046.

Out of 5, 000 testing samples, 4, 977 samples are classified correctly. The multinomial

logistic regression outperforms in terms of efficiency and accuracy.

2.3.2 Simulation of SCADA substation and field networks

To test the SCADA substation and field networks, we exploit the ICS dataset gathered

from a gas pipeline system of Mississippi State University’s Critical Infrastructure

Protection Centre [56]. This dataset has 26 features, including 17 numerical features

such as Invalid Function Code (a binary bit indicating the validity of function code),

Pump State (a binary bit indicating the state of the pump: on or off) and so on. Here
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Figure 2.4: One-against-all for KDD99 (Sampled)

we take the Multi-class Command Injection dataset, an important part of the above

ICS dataset, as an example to analyze the ICS dataset. The Multi-class Command

Injection dataset models the issued commands from the master to control the gas

pipeline system, consisting of 28, 086 Good commands (Good), 2 Address Scan attacks

(Addr), 9 Function Code Scan attacks (Func), 198 Illegal Setpoint attacks (IllSet) and

49 PID Modification attacks (PID).

We use all 17 numerical features to evaluate the performance of the multinomial

logistic regression classifier. To study the impact of features for the classifier, infor-

mation gains of each feature are shown in Fig 2.5. As mentioned before, normally,

the feature with lower information gain has less influence on the classifier. Thus,

features are reduced in succession to train the classifier based on their information

gain, and the result is shown in Table 2.2. In the table, the elements from left to right

in the in-sample error vector represent the misclassified numbers of Good commands,

Address Scan attacks, Function Code Scan attacks, Illegal Setpoint attacks and PID

Modification attacks, respectively. As seen from the table, when all 17 features are

used, the in-sample error is 0, which means all the attacks in the Multi-class Com-

mand Injection dataset can be detected by the classifier. When excluding F6, F8,
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F14 and F16, of which information gains are 0, the in-sample error is still 0. Then

exclude F2-F5 and F7 with low information gain, the in-sample error (7.06e− 3%) is

still satisfactory. When only select three features with highest information gain F1,

F9, F10, the in-sample error is only 1.06e−2%. Therefore, for the substation and field

network, we can use reduced feature sets for training and detection to accelerate and

simplify the IDS process. For example, if data traffic in a field network component

is higher and has more stringent real-time requirement, intrusion detection with only

3 features or 5 features can be a good choice. Or if only polls between masters and

slaves exist in a network component in substation or field networks, which means only

the read-only input registers of the slaves are operated, intrusion detection with F1,

F9 - F12, F17 (6) can be a good choice, since there cannot exist the Illegal Setpoint

attacks and thus the in-sample error will be 0.

To further verify the results, we present the 10× 10-fold CV performance for the

feature reduction sets in Table 2.2, shown as Fig. 2.6. Estimating the mean of re-

call and precision for 10 × 10-fold CV are compared using 95% confidence intervals.

We can get the same conclusion that reducing features based on information gain not
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Table 2.2: Feature reduction for Multiclass Command dataset

No. of features used Ein-vec Ein r/p
F1-17 (17) [00000] 0.00% 1/1

F1-5, 7, 9-13, 15, 17 (13) [00000] 0.00% 1/1
F1, 9-13, 15, 17 (8) [00020] 7.06× 10−3% 1/1

F1, 9-12, 17 (6) [00020] 7.06× 10−3% 1/1
F1, 9-12 (5) [02020] 1.41× 10−2% 0.996/1
F1, 9-10 (3) [02010] 1.06× 10−2% 0.996/1

necessarily degrades the classification performance, but speeds the intrusion detection

process. We can see that when reducing features based on the information gain, recalls

fluctuate in a small range, while precisions present a downward trend. If practical

requirement values recall and detection speed more than precision, then 3 features

should be a proper choice while precision of 3 features is 0.991, also satisfying. If

practical requirement considers both recall and precision, a feature combination with

high Fβ-measure, e.g., 5 features, would be a good choice. We can set β according

to practical requirement, for example, in Fig. 2.6, β = 1.5, which means that the

measure considers recall more than precision, satisfying the intrusion detection sce-

narios. Another usage of Fβ-measure in HOIDS design is when an IDS client detects

an intrusion, the IDS server will reconsider the feature selection with higher recall and

higher Fβ-measure value for the IDS client and the adjacent clients (in the same level

and in the adjacent levels) to raise vigilance, which also guarantees a good precision

for the incoming detection. However, a traditional way when an intrusion is detected

is to lower the detection threshold, which can increase the recall but decrease the

precision drastically, thus improving security while burdening the workload.

To further verify the results, we present the 10 × 10-fold CV performance for

the dataset starting from all the 17 features. Estimating the mean of r and p for

10× 10-fold CV are also compared using 95% confidence intervals, shown in Fig. 2.7

and Fig. 2.8, respectively. The features are reduced one by one in three different

ways: from the features with the lowest IG to the highest IG (blue lines), from the

features with the highest IG to the lowest IG (red lines) and reduce the features

randomly (yellow lines). The 95% confidence intervals of the last two reducing ways

are all less than 0.0025, not presented on the figures for clearer presentation. In

Fig. 2.8, precisions have no values when all the connections are classified as normal
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Figure 2.6: Cross validation performance for reduced feature sets

connections, referring to the definition of precision. From Fig. 2.7 and Fig. 2.8, we can

see that reducing features randomly or from those with the higher IG can make both

recall and precision much worse than the original feature set, while reducing features

with lower IG can keep good performance even when only 4 or 3 features left in the

feature set. Therefore, we can conclude that reducing the features with lower IG while

keeping a few features with higher IG is an effective way to select feature subsets,

able to accelerate training and detection while keeping high recalls and precisions.

Dimension reduction based on PCA is also applied to the ICS dataset, shown as the

purple lines in Fig. 2.7 and Fig. 2.8. The number of principle components is reduced

from 7, since the first 7 eigenvalues keep about 100% variance. The 10× 10-fold CV

performance is obtained by using the new features generated by projection. We can

see that when the number of new features is 6, the 10 × 10-fold CV performance

is better than reducing the original features with lower IG. Note that the original

features of the ICS dataset do not contain any traffic features and can be extracted

quickly. Therefore, dimension reduction based on PCA is especially effective here.

The performance of false alarm rate is shown in Fig. 2.9. With the number of features
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Figure 2.7: Recall performance with cross validation for all the features

decreasing, the false alarm rate for IG and PCA does not show much degradation,

which validates the proposed feature reduction is effective in terms of still keeping a

low false alarm rate.

In terms of the simulation results above, we started with all 17 numerical features

to evaluate the performance of the multinomial logistic regression classifier. After

further analyzing the dataset by calculating the correlation coefficients among all

the features, we find that F6 PID Rate, F8 Pipeline PSI, F14 delta PID Rate and

F16 delta Pipeline PSI are all constant, F3 PID Cycle Time, F4 PID Deadband,

F5 PID Gain, F7 PID Reset are highly correlated, and F11 delta PID Cycle Time,

F12 delta PID Deadband, F13 delta PID Gain, F15 delta PID Reset are highly

correlated. The correlation coefficients among all the features are presented in the

Appendix A.1, A.2. The high correlation among the feature set can also be verified by

observing the performance change when reducing the features from the ones with the

highest features to the lowest features, as shown in Fig. 2.10, Fig. 2.11 and Fig. 2.12.

We can see from these three figures, especially from Fig. 2.10 and Fig. 2.11 that there

are 3 stages during the dynamics of the performances. Therefore, 7 features are left
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in the dataset for analysis after removing the constant features and highly correlated

features. The results for false alarm rate are shown in Fig. 2.13. We can observe the

changing pattern of false alarm rate with the varying number of features is consistent

with that of precision, which is shown in Fig. 2.12. Also, it is reasonable to maintain

only 7 features as proposed above, because of the the low false alarm rate shown

under such a setting.

Next, we are to present the 10 × 10-fold CV performance for the dataset with

7 features. The recall and precision for 10 × 10-fold CV are presented using 95%

confidence intervals in Fig. 2.14 and Fig. 2.15, respectively. As mentioned before,

normally, the feature with lower information gain has less influence on the classifier.

The features are reduced one by one in three different ways: from the features with

lower IG to higher IG (blue lines), from the features with higher IG to lower IG

(red lines) and from a random order (yellow lines). The 95% confidence intervals of

the last two reducing ways are all less than 0.003, not presented on the figures for

clearer presentation. In Fig. 2.15, precisions have no meaning when all the connec-

tions are classified as good connections, because TP + FP is equal to 0, referring to
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the definition of precision. From Fig. 2.14 and Fig. 2.15, we can see that reducing

features randomly or from those with higher IG can make both recall and precision

much worse than the original feature set, while reducing features with lower IG can

keep good performance even when only 4 or 3 features are left in the feature set.

Note that although the recalls of red and yellow lines when 4 features are left are

marginally above the blue line with overlapping confidence intervals, their precisions

are notably less than the blue line. Therefore, we can conclude that reducing the

features with lower IG while keeping a few features with higher IG is an effective

way to select feature subsets, able to accelerate training and detection while keeping

high recalls and precisions. Dimension reduction based on PCA is also applied to the

ICS dataset, shown as the purple lines in Fig. 2.14 and Fig. 2.15. The number of

principle components is reduced from 7, since the first 7 eigenvalues keep about 100%

variance. The order of reducing new features is from the ones with lower eigenvalues.

The 10× 10-fold CV performance is obtained by using the new features generated by

projection. We can see that when the number of new features is 6, the 10 × 10-fold

CV performance is better than reducing the original features with lower IG. Even
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when the number of new features is reduced to 2, the recall does not show a significant

decline while having an increased precision. In Fig. 2.16, the results about false alarm

rate are shown. It apparently shows when there is no static relationship between the

number of features utilized and the false alarm rate achieved. Meanwhile, we can

observe that the false alarm rate of IG (Low to High) with the decreasing number of

features, shows a trend similar to that of PCA. Therefore, for the control networks,

we can use reduced feature sets by PCA or IG criterion to accelerate and simplify the

IDS process without much degradation of the detection performance.

Furthermore, recalls and precisions for each class are presented in Fig. 2.17.

The yellow lines are the results of using the 7 features, comparable with the best

work among 6 machine learning algorithms including Naive Bayes [49], Random

Forests [35], OneR [46], J48 [63], NNge [36] and SVM [61] in [30], which used 12

features in the dataset and 2 of them are exploited in our dataset. The blue lines are

obtained by using 6 new features generated by PCA, which improves the recall and

precision of detecting the Address Scan attack to around 0.1. Although the number

of this attack is only 2 in the dataset, it is still meaningful to improve the performance
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Figure 2.11: Recall performance dynamics with cross validation

of detecting them. Moreover, we process the Address feature among nominal features

and add it into our preprocessed dataset with 7 independent features, making a total

of 8 features. The results are presented with the red lines. We can see that the recall

and precision of detecting the Address Scan attack get improved significantly to 0.700

and 0.567, respectively, which has obvious advantage over the best work among 6 ma-

chine learning algorithms in [30]. Through the analysis above, we can know that the

multinomial logistic regression using selected 7 features is comparable with the best

detection algorithm in [30]. What’s more, the multinomial logistic regression using 6

new features generated by PCA and using an additional Address feature can improve

the detection performance significantly for class Addr, while keep the detection per-

formance for the other four classes. As for the false alarm rate, the results are shown

in Fig. 2.18. The only difference among methods in terms of false alarm rate lies on

the Good case, which is because some attacks are predicted as normal connections,

while no normal connection is predicted as attack.

By receiver operating characteristics curve or ROC curve, the performance of clas-

sification with varied threshold settings can be verified. Therefore, the schemes dis-



36

Number of features used
17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

C
ro

ss
 V

al
id

at
io

n 
Pr

ec
is

io
n

0.96

0.965

0.97

0.975

0.98

0.985

0.99

0.995

1

Figure 2.12: Precision performance dynamics with cross validation

cussed above are further compared based on the ROC curve and the results are shown

in Fig. 2.19, Fig. 2.20 and Fig. 2.21. As the formulated problem is fundamentally a

multi-class classification, each one of the 5 plotted lines in each figure represents the

ROC result of one class versus the others. Due to the characteristic of the dataset,

most classes show a very high true positive rate with a very low false positive rate.

The main difference is on the decision of Addr class. On that category, among the

schemes, the one with 8 features is the best and it is shown in Fig. 2.21. This justifies

that the added feature has a positive effect. Being consistent with the experiments

above, PCA with 6 features is better than the setting of 7 original features.

From all the above results, we can see that the design of HOIDS for SCADA sys-

tems is effective and feasible. The practical implementation of IDS clients distributed

at global SCADA networks can be achieved by devices with low computing ability

such as field-programmable gate array (FPGA), realizing online detection while sub-

stantially reducing financial budget. As can be seen another advantage of the HOIDS

implementation is the high flexibility and portability. When meeting different require-

ments for SCADA networks protection, what needs to be done is to determine the
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Figure 2.13: False alarm rate dynamics with cross validation

protection strategy and then modify the algorithms on the IDS server, since the most

critical parts for the hierarchical online detection accuracy are principle generation

and feature selection, both of which are only operated on the IDS server. For the

IDS clients deployed on a large scale, there is no need to make major modifications.

We choose logistic regression here, and other machine learning algorithms can also

be considered according to practical scenarios. Also, we can choose different machine

learning algorithms for different levels of SCADA network data flow, or exploit mul-

tiple algorithms simultaneously, which is known as meta learning. Likewise, features

can be selected based on information gain, correlation coefficients, PCA or other fea-

ture selection methods based on the property of the certain dataset. What’s more,

IDS clients can be configured with signature-based techniques together to strengthen

security. Therefore, the flexibility and portability of HOIDS implementation make it

highly practical and beneficial to financial budget saving.
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Figure 2.14: Recall performance with cross validation for optimized feature sets

2.3.3 Simulation using power system datasets

Section 2.3.1 and section 2.3.2 have presented the simulation results for general

SCADA networks. This section is to evaluate the multinomial logistic regression

using power system datasets [24] [59]. The datasets consist of fifteen sampled data

files, which were sampled from one original dataset at one percent randomly. De-

tails of the power system testbed for generating the datasets can be referred to the

description file in [24]. There are 37 types of scenarios including short-circuit fault,

remote tripping command injection, data injection and some other scenarios, which

are correspondingly divided into three classes natural events (8), no events (1) and

attack events (28). Here we use multinomial logistic regression to identify these three

classes. For each sample in the dataset, they have 128 features including 116 types

of measurements from 4 different phasor measurement units (PMU) and 12 features

for the control panel logs, Snort alerts and relay logs.

Since the data files are randomly sampled from the original datasets, we use

the first 5 data files for training, and another 5 date files (Data6, Data7, Data8,

Data9, Data10) for testing. After preprocessing and scaling the datasets, we exploit
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the multinomial logistic regression using the 52 new features generated by PCA,

by which the rate of over 99% variance of the whole dataset can be retained. We

compare the training and testing results using the multinomial logistic regression

(MLR) with those using LIBSVM algorithm [38], shown as Table 2.3. In the Table 2.3,

we present in-sample performance by classification accuracy (Acc), sensitivity (Sensi),

specificity (Speci) and training time, of which the unit measurement of time is second

(s). The reason using sensitivity and specificity here is because attack events in

the datasets have a major percentage in both the training datasets and the testing

datasets, which is over 60%. In this case, the attack samples in the training dataset

can have a significant impact on algorithm training, which might cause negative

effects for classifying normal datasets. Specificity is an effective measurement which

can show the classification performance for normal data, and sensitivity can present

the detection performance for attacks. Here, the calculation of accuracy follows the

same merit for the multi-classification used in section 2.3.1 and 2.3.2. And we should

note that the calculations of sensitivity and specificity here use the merit of binary

classification by treating natural and no events together as normal traffic, since the
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Figure 2.16: False alarm rate with cross validation for optimized feature sets

algorithm LR has better ability to identify natural traffic and no events while the

algorithm LIBSVM identifies most of the natural traffic and no events as attacks, and

we would not see the obvious difference by calculating the sensitivity and specificity

using the multi-classification merit. From the in-sample performance in Table 2.3, we

can know that the classification performances for MLR and LIBSVM are comparable.

For both of the algorithms, their sensitivities are quite high comparing to the low

specificity, which means both of the algorithms have accurate ability in detecting

the attacks in the training dataset, while they are relatively weak in identifying the

normal events in the training dataset. Also we can notice that the training time

for MLR is around 2.5 hours, while LIBSVM is around only 3 minutes. The time

obtained here are measured with the average CPU time by running 20 times of each

algorithm. However, we should note that the average testing time for MLR is only

0.5580 seconds, while the testing time for LIBSVM is 28.32 seconds, which is too long

to be accepted in terms of the latency requirement in a real-time control system.

Note that the implementation method, such as the programming language and

functions used, can affect the calculation time taken by the proposed method and
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Figure 2.17: Performance of each class for multi-command injections

SVM. We have discussed the analytical time complexity of the proposed method in

the above section. For SVM, the article [38] showed that for 2-class training, it takes

at least O(N) time per iterator, where N is the number of samples, while empirically

the number of iterations may be higher than the number of samples; for the testing

in 2-class SVM, its complexity is linear to the number of support vectors and the

number of features. For K-classification, libSVM maintains K× (K−1)/2 classifiers,

each for one pair of the K classes. In testing, the data vector should be tested on

all these classifiers, which somehow explains why libSVM is slower than the proposed

method in terms of the time taken in testing.

Table 2.3: Performance Evaluation for Power System Datasets

In-sample performance
Algorithms Acc Sensi Speci Training Time (s) Testing Time (s)

MLR 0.7169 0.9770 0.0915 8.9090e+ 03 0.5580
LIBSVM 0.7254 0.9888 0.0878 194.1010 28.32
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Figure 2.18: False alarm rate of each class for multi-command injections

Furthermore, we present the sensitivities and specificities of all the testing datasets

we used in Fig. 2.22. The first testing datasets are the training datasets, of which

the performance is denoted as in-sample ones. The other testing datasets Data6,

Data7, Data8, Data9 and Data10, which have no common samples as the training

datasets, are used to evaluate the out-sample classification performance. From the

figure, we can find that LIBSVM has quite high sensitivities, of which the average and

standard deviation are 0.9855 (corresponding to, on average, 98.55% of the attacks

can be identified) and 0.0044, separately, in detecting attacks, while it has quite low

specificities in identifying the normal events, of which the average and standard devi-

ation are 0.0515 (corresponding to, on average, only 5.15% of the normal events can

be identified) and 0.0093, separately. However, logistic regression has performances

in terms of sensitivities and specificities as follows. The average and standard devia-

tion of sensitivities using LR are 0.4804 (corresponding to, on average, 48.04% of the

attacks can be identified) and 0.0158, separately. The average and standard devia-

tion of specificities using LR are 0.5605 (corresponding to, on average, 56.05% of the

normal events can be identified) and 0.0611, separately. We can see that the classi-
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Figure 2.19: ROC curve for 7 original features

fication performances of both algorithms on the power system dataset are not that

good. One reason could be that only these two machine learning algorithms are used

here, while other algorithms might have better performance. Another reason could

be that the power system dataset published so far is for studying the features, not

necessarily perfectly classifiable. The learning curve using the power system training

dataset is presented in Fig. 2.23. From the figure, we can know that adding more

training dataset in the learning system is unnecessary to improve the performance.

The detection performance might get improved when the dataset generator provides

more useful features.

Compared with work [74], which proposed a distributed IDS for Smart Grid (SG-

DIDS) by deploying the analyzing modules, our IDS has obvious advantages. In [74],

they described the network of Smart Grid as a 3-layer network topology, includ-

ing home area networks(HAN), neighbourhood area networks (NAN) and wide area

networks (WAN). Intrusion detection was realized by deploying an analyzing mod-

ule(AM) at each node, using machine learning methods. The mechanism of SGDIDS

was that if the node could not get the classification result, it would transmit its
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Figure 2.20: ROC curve for PCA of 6 features

dataset to a higher layer with better computing ability using the shortest routing

path, which would be slow and unrealistic for the Smart Grid networks. It seemed

that the distributed IDSs in the SGDIDS with the communication ability to the adja-

cent ones could reduce the communication overhead in the network. However, if the

network state is good and the communication overhead can be controlled to satisfy

the network capacity, this design would be unnecessary. Besides, it would be hard

to implement and maintain as the AMs need to be coordinated since communication

among them. Also, it would need a higher cost for these AMs as they are respon-

sible for training in the design, requiring a higher computing ability. For HOIDS,

each IDS client with limited computing ability can process the detection easily, with

the efficient algorithms training in the control center, which is efficient, reliable and

feasible.
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Figure 2.21: ROC curve for 8 features (with address added)

2.4 Conclusion

This chapter has proposed a novel hierarchical online IDS based on logistic regres-

sion and quasi-Newton optimization algorithm. The design of the IDS server in the

control center and IDS clients distributed in the control center, substation and field

networks can secure all cyber assets within the SCADA systems intelligently, while

at the same time reducing the financial budget for the large scale systems. Further-

more, the design of intrusion detection with smaller sets of features based on feature

selection techniques and dimension reduction approaches can accelerate the detection

process to satisfy the real-time requirements of SCADA systems and facilitate the

implementation of the hardware devices.
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Chapter 3

SCADA Network Testbed

Implementation

Nowadays, the growing awareness of SCADA security has motivated researches on

protecting SCADA systems, not only on theoretical analysis, but also on practical

experiments. To explore the SCADA network systems, we can set up a testbed for

SCADA network security research. Simulating the working environment of SCADA

networks, the testbed helps to implement and verify the idea of anomaly-based

SCADA IDS proposed in Chapter 2. Through the testbed, we can record the net-

work data flows, extract significant features, exploit detection rules based on machine

learning algorithms and realize online detection. The testbed discussed in this chap-

ter is implemented by software, being flexible and adjustable. It simulates a typical

tank system communicating with Modbus protocol, one of the most common control

protocol in the control system.

The work done in this chapter extended the earlier work [73] with multiple im-

portant revisions introduced to the system. Specifically, to meet our research tar-

get of anomaly-based intrusion detection system for SCADA network, the following

changes are made: a supervising network with an HMI representing the system in the

control center replacing the external network in [73], a generic Linux-based middle

box for network functions, and a new powerful intrusion detection system for both

anomaly-based and signature-based analysis. With these modifications, the testbed is

a more comprehensive and reasonable software-based implementation of SCADA net-

work testbed, which can contribute to more advanced research of intrusion detection

in SCADA networks including anomaly-based detection using flexible and effective
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feature extraction approaches.

The outline of this chapter is organized as the following three sections: Section

3.1 presents the SCADA testbed architecture, including design principles, the overall

network topology, the HMI-PLC-Sensors deployment and the fundamentals of the new

intrusion detection framework. Section 3.2 introduces testbed working procedures, in

terms of handling both normal and abnormal network dataflows. Section 3.3 gives

the testbed configuration details, including the details for the virtual machines and

the network configuration.

3.1 Testbed Architecture

3.1.1 Testbed design

The design principles of the testbed are as follows: first, for representing a practical

SCADA system, the testbed is more to simulate both the functions and security

threats of existing SCADA systems than to show a paradigm of making the system

more secure; second, for the tractability, the components in the SCADA system is

implemented briefly and in a representative way, instead of with all details; third,

for the extensibility, a generic Linux system is used as the container to simulate the

networking functions, such as routing, firewall and IDS.

In a typical SCADA system, the networks involved are Internet, control center

network (or termed as supervising network), and field networks (or termed as control

networks). The testbed currently focuses on simulating the supervising network and

control network. Thus, the main tasks of implementation lie on the simulation of

entities or devices in these two types of networks as well as their connections. The

architecture of the proposed testbed is illustrated in Fig. 3.1, which consists of the

two types of networks discussed above, and the admin network for the simulation con-

trol. The testbed implementation is built based on the previous version in [73], with

changes in two nodes while the rest of the testbed nodes almost keep the same as [73]

except some network configuration modifications: one is the Bro hosting router node

replacing the Snort hosting node, and one is the added HMI node in the supervising

network. Control networks is connected with supervising network by a device termed

as Router and implemented based on a generic Linux system. Simulated Internet (or

termed as external network) could be added to the testbed, and connected to the

supervising network via a network device same as the one currently used between the



50

supervising network and control network. It is not implemented in the testbed so far

as technically it will not make a difference on the implementation of Router in the

testbed, beyond being replicated to the intersection between the supervising network

and external network. Note that it can be easily extended in the future, when we need

to differentiate the handling of threats from Internet and from the control center.

In terms of the entities simulated, it is different from the ones proposed in [73]

at least in two aspects: first, a human machine interface (HMI) was created in the

supervising network which represents the job of control center; second, the middle

box between the supervising network and control network is changed to a generic

linux-based system with the intrusion detection tool Bro [10] installed, substituting

Snort [14]. The first change makes the testbed closer to the real systems, and the

second brings the support to more sophisticated and advanced intrusion detection

design and provides a higher extensibility for network function simulation.

3.1.2 Testbed network topology

As shown in Fig. 3.1, the control network is within the IP range 10.0.0.0/24 and

used to represent the field networks, which contains programmable logic controller

(PLC) PLC Master, and multiple virtual PLCs and sensors Mod Slave. The design of

virtual PLCs is based on Honeyd technique using Nova configuration [6], which can be

referred to [73]. PLCs and Sensors are communicating with Modbus protocol [20], one

of the most common control protocol in the industrial networks currently. In terms

of Modbus protocol, Mod Slave is configured as the server of its client PLC Master.

PLC Master and Mod Slave simulate a typical industrial tank system, similar with

the tank system in [56].

The supervising network is within the IP range 192.168.100.0/24 and simulates

the control center. A human machine interface (HMI) is added to the supervising

network of the testbed system as illustrated in the figure, being one of the most

important contributions that I made to the testbed implementation, since it is used

for generating the normal data and simulating the function of SCADA supervising

network. In practical SCADA systems, people working in the control center use some

computer interfaces to input control commands and collect information, termed as

HMI. HMI can represent such a component of the system as well as the security

threats introduced by it. Note that although each individual PLC can have its own

HMI service for the remote access, termed as PLC HMI, to control the PLC directly
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through it is less effective in large scale systems. Differently, the HMI introduced

here is a representative of functions related to centralized control and management

used in the control center. Specfically, due to the largely different computational and

storage capability between PLCs and control center, HMI together with the infor-

mation system such as historians in the control center can aggregate the information

from distributed field locations and allow operators to efficiently apply a centralized

control. Therefore, it is simulated in the testbed.

For the currently implemented functions of HMI, it not only can present the state

of the PLC Master on the web console through reading, but also can control the

pump speed by writing. The appearance of web interface of HMI in Fig. 3.2 is like

the Fig. 8 in [73], which is similar to the demo figure on MBlogic website [1]. However,

we should note although the appearance of the web real-time monitor on HMI is like

the Fig. 8 in [73], the principles of monitor presentation are different. Fig. 8 in [73]

gets the monitor data by reading its own system address, while the web real-time

monitor on HMI in the thesis inquires the data by Modbus communication between

HMI host and PLC Master host. Similar to the practical SCADA systems, the HMI

here supervises the PLC and is able to control the PLC. They communicate with each

other using Modbus protocol as well. Normally in the supervising network or in the

control center, there also exist other components, such as engineering workstations

(EWS), historians, application servers and so on, which can be extended to in the

future.

The attackers in the testbed are deployed in the supervising network, forming a

reasonable hacking scenario. Note that moving them to the Internet is also supported

by the current testbed architecture. There are Kali [13], Nexpose [21] and Samurai [22]

attacking toolkits here to launch the attacks to the tank system networks, including

scan attacks, command injection attacks, denial of service attacks and so on. Cur-

rently, most attacks supported in our testbed experiments are launched by Kali and

Modpoll tool [19]. Kali Linux is a Debian-based open-source software, containing

more than 600 hacking tools. Modpoll tool is a command line based communicating

tool based on Modbus protocol, and can also be used for hacking the networks using

the Modbus protocol. Besides, all the hosts in the testbed are deployed with virtual

machines, which can be installed easily on a general computer. They are all set on

the administration network which is 172.16.1.0/24 for being remotely operated and

for the connection to the Internet.
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Figure 3.1: SCADA testbed architecture and network topology

3.1.3 Network function simulation

A generic Linux system is set up between the supervising network and the control net-

work for the simulation of network functions including the support of anomaly-based

intrusion detection. This component is illustrated as Router in Fig. 3.1. Using the

generic Linux, we can implement different network functions such as routing, firewall,

IDS, Network Address Translation (NAT), etc. In the testbed, the Router imple-

ments several functions simultaneously: first, it achieves the routing and forwarding

function as it makes the two networks connected; second, it fulfils the IDS function,

which means that it monitors and analyzes the traffic for intrusion detection. Note

that although these functions may have different implementation in the real system,

e.g., implemented by separated devices, our current design of Router can achieve our

design purpose of the testbed, i.e., to simulate the network functions in a SCADA

system.

In the Router, some tools can be installed such as the network traffic analyzer
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Wireshark [15] and Bro [10] for traffic learning. Bro can be set to supervise some

certain network interfaces. Compared with the Snort-based open-source software

deployed in the previous version, the Router deployed here is a general-purpose Linux

host, through which, people can easily and flexibly add new networking features and

functions to the testbed for different experiments. Using our current implementations

as examples, the routing between the supervising network and control network is set

up so that they are connected, and the Linux-based intrusion detection framework

Bro is installed which can monitor the traffic between the supervising network and

control network and the traffic inside each of them.

For the routing function, we simply implement it by the static routing function in

the Linux kernel, where the ip command is to used add routing rules. Currently the

static routing based on Linux kernel is enough to connect the two networks in the

testbed. Note that based on the generic Linux system, we can implement routing with

different tools or for extra features. For example, it is common that we can implement

NAT based on iptables so that private ip addresses can be used in the control network,

and not exposed to the other networks. The IDS function implemented by Bro in the

Router can identify the malicious traffic. The network card can be set to monitor the

traffic in promiscuous mode, in this way, the malicious intra-network traffic can also

be detected.

As mentioned above, this generic Linux-based middle box can provide a better

extensibility. Therefore, we can easily add the firewall function into the testbed,

although it is not implemented currently. For example, upon a malicious behaviour

detected by the IDS, we can easily take the action of blocking certain IP address by

adding some iptable rules to the Linux middle box.

3.1.4 HMI-PLC-Sensors deployment

The tank system is originally designed by MBLogic [8]. MBLogic is a collection of

software packages to simulate typical industrial processes. Here we exploit and make

configurations to the MBLogic Demo tank system and get the HMI-PLC-Sensors tank

system.

PLC Master installed with MBLogic is configured as a client communicating

with Mod Slave configured as a server installed with MBLogic. HMI in the exter-

nal network, installed with MBLogic is configured as a client communicating with

PLC Master. Speaking in another way, two pairs of client/server are formed, which



54

are PLC Master/Mod Slave and HMI/PLC Master. The configurations are made on

the config files in the mblogic including mbclient.config, mbhmi.config, mblogic.config,

mbserver.config and so on. HMI, PLC Master and Mod Slave are communicating with

Modbus protocol, which uses the function code to perform the command action. The

function code can be referred to Appendix A.3.

PLC Master reads the tank level sensors from Mod Slave (function code is 3) and

writes the pump speed value to the pump speed valve of Mod Slave (function code is

16), as shown in Fig. 3.3. Note that Fig. 3.3 is almost the same as Fig. 9 in [73], but

shows more details about reading and writing registers for continuous integration and

corrects 4 errors of address presentation in the previous work. HMI presents the state

of the PLC Master including the tank level values and the pump speed presentation

on the web console through reading (function codes are both 3), but also can control

the pump speed by writing using Modpoll tool [19], as shown in Fig. 3.4. In Fig. 3.3

and Fig. 3.4, the Logic Addresses are the addresses for the PLC or sensors. Actually,

they are corresponding to system addresses. Therefore, operations to the system

addresses can make effect in the configuration. In Fig. 3.3 and Fig. 3.4, H, L, HH, LL

are the thresholds limiting the capacity of water in each tank to protect the tanks.

The tank system is supposed to generate alarms when the water level is over HH (95)

or below LL (5), and to launch warning signals when the water level is between H

(80) and HH (95), or between L (20) and LL (5).

As mentioned above, the configurations are made in mbclient.config, mbhmi.config,

mblogic.config, mbserver.config and other files. We give the mbclient.config file of the

HMI module added in the external network as below:

[PumpSpeed TankLevels]

repeattime = 100

fault coil = 1330

protocol = modbustcp

readholdingreg = function=3, uid=1, memaddr=32210, qty=1, remoteaddr=32210

readholdingreg1= function=3, uid=1, memaddr=42210, qty=1, remoteaddr=42210

readholdingreg2= function=3, uid=1, memaddr=42211, qty=1, remoteaddr=42211

type = tcpclient

fault holdingreg = 1330

fault inp = 1330

retrytime = 5000
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Figure 3.2: The web real-time monitor on HMI of SCADA tank system(after [73])

host = 10.0.0.3

fault inpreg = 1330

action = poll

cmdtime = 100

port = 502

fault reset = 65282

The above mbclient.config file of HMI creates 3 client agents on HMI communi-

cating with their Modbus Server (the port for Modbus protocol is 502), i.e., PLC, to

read the contents of the pump speed and the water levels of two tanks by specifying

the system addresses on their Modbus server PLC, of which the IP is 10.0.0.3. The

contents of the pump speed and the water levels are stored in the holding registers.
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Figure 3.3: PLC-Sensor communication configuration (after [73])

There are 4 data types in total in terms of Modbus protocol, including discrete inputs,

coils, input registers and holding registers [20]. Holding registers are read-write 16

bit integers. Usually, they are used to denote analogue outputs or internal numbers

which can both be read and written by the user. The settings of mbclient.config files

for PLC and Sensors are in the same way as HMI.

We should note that some figures in these two subsections above are presented in

a style which is adapted from [73] with some differences, such as Fig. 3.1, Fig. 3.2 and

Fig. 3.3, for the continuous integration. Differences between the current configurations

and the previous ones are obviously shown when comparing the works.

3.1.5 Fundamentals of intrusion detection using Bro

To cope with the various demands and algorithms in intrusion detection, the frame-

work and tool Bro [10] is introduced to the proposed testbed. Bro is an open-source,

unix-based network intrusion detection system (IDS), developed at Lawrence Berkley

National Lab in 1998. The fundamentals of Bro is shown as Fig. 3.5. It can capture

and filter the network packets by libpcap tool. Then Bro puts these packets together

to form corresponding events, i.e., actions performed by certain packets, e.g., http

request or reply. Next, these events will be observed or compared by the policy script
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Figure 3.4: HMI-PLC communication configuration

interpreter, and Bro will generate notice.log files if it finds some packets wired or

abnormal.

For the Bro configuration, it is necessary to set three files: /nsm/bro/etc/broctl.cfg,

/nsm/bro/etc/networks.cfg, /nsm/bro/etc/node.cfg. For example, to assign a specific

network interface for Bro to observe and make records. In the testbed, the interface

eth1 192.168.100.111 of Bro is being observed. We can use the information summa-

rized by Bro’s Event Engine as features and use them to generate more features to

depict the normal connections and abnormal connections. When preparing enough

dataset, we can use them to train machine learning algorithms and get the detection

principles. Then we implement the principles to Bro’s Policy Script Interpreter and

realize the online detection. In the process of operating Bro, it is necessary to learn

the Bro script, the scripting language of Bro. Using Bro script to extend and cus-

tomize Bro’s analyzing function, e.g., extract network features and design detection

principles, is the primary way, efficient and flexible in terms of network analysis de-

velopment. Bro scripts can be learned from [17]. Bro is designed for the networks

with high speed of 80Mbps. Although Bro is not designed as multithreaded, it can

be extended the workload across multiple processor cores when the limitation of a

single core has been reached. This is the feature of Bro to build a larger detection or
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analysis system, called Bro Cluster, shown as Fig. 3.6.

Network Data Flows

Policy Script Interpreter

Other Policies
...

Modbus Policies

Event Engine

Other Parsers
...

Modbus Parsers

Packets

Events

Logs Notifications

Figure 3.5: The working mechanism of Bro IDS

Another intrusion detection system Snort [14] also can be deployed in the testbed

for intrusion detection, but between Snort and Bro, they each has some own advan-

tages. In terms of the network analysis ability, Bro is more powerful. The pros and

cons of Bro are compared with Snort, listed below as Fig. 3.7. Snort and Bro are

both open source softwares. Currently IDSs in the industrial system use Snort to

protect the networks. Bro has been used for network research for over 10 years due

to its powerful analysis for the network data flow and feature extraction. As shown

in Fig. 3.7, Bro is designed for high speed network and has a quicker dataflow pro-

cessing speed than Snort. For the attack detection rules, Snort has many predesigned

downloadable rules, only for signature-based intrusion detection. Bro not only has

lots of predesigned detection rules, but also can be designed by researchers based on

different scenario requirements using its own scripting language Bro script, which is

more sophisticated than Snort, and suitable for both signature-based and anomaly-
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Figure 3.6: The fundamentals of Bro Cluster [11]

based intrusion detection. In terms of flexibility, Bro is completely customizable since

researchers can write their codes for extracting specific new features and new detec-

tion rules while Snort has limited customization. The advantages of Snort are that its

installation is easier than Bro, and it supports multiple operating system (OS) such as

Windows, Mac OS and Linux, while so far Bro can only support the Unix-based OS.

What’s more, Snort has lots of documents available, while the documents of Bro are

limited, compared to Snort. During the research, we can use them based on different

requirements.

3.2 Testbed Working Procedures

The testbed simulates a HMI-PLC-Sensors tank system. The pump can topple over

the water from one tank to another by setting the pump speed properly. Positive

pump speed value is moving the water from the left tank to the right one, and

negative speed is moving the water in the opposite direction, referring to the demo

figure on MBlogic website. PLC is to monitor the states of the Sensors including the
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Figure 3.7: Comparison between Snort IDS and Bro IDS

water level values of two tanks and the pump speed, and able to control the pump

speed of the tanks by writing the value into the system address of the register holding

the value of pump speed. HMI can inquire all these information about Sensors by

reading from the system addresses of registers in PLC to monitor the whole tank

system. Since HMI is located in the supervising network, it has to communicate

with the control network through the Router, on which we installed the Bro network

analyzer on it. The attacking toolkit of Kali is also in the supervising network. It can

issue the attacks to the tank system. Similarly, the attacking dataflow has to pass the

Router to hack the tank system, which can be caught and recorded by Bro analyzer.

If Bro detects weird dataflow or attacks, it will generate the warning information or

alarming information to the notice.log file. This section is to illuminate the working

procedure of the testbed for SCADA network security study.

3.2.1 Generating normal and abnormal network dataflow

The design aim of this testbed is to simulate the SCADA system network and to

implement the anomaly intrusion detection based on machine learning algorithms.

Therefore, it is necessary to have the attacking network dataflow, as well as the

normal network dataflow in SCADA system, which can be extracted to be data flow

features to train the machine learning algorithms to generate the detection principle.

This subsection is to introduce the techniques used in the testbed for capturing the
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normal network data flow and abnormal data flow generated by launching attacks

from Kali.

To capture and collect the network data flow including the normal and abnormal

data flow, both Wireshark software and tcpdump tool can be used effectively. Here,

we first introduce the way using Tcpdump, in which we used in our testbed. Tcpdump

tool can be used in the command line. To assign the supervised network interface and

the pcap file to be written is necessary for the command. For example, to capture

the dataflow from the eth1 and write the data into capture data example.pcap file,

the command and presentation information are as below:

root@ubuntu: # tcpdump -i eth1 -w capture data example.pcap

tcpdump: listening on eth1, link-type EN10MB (Ethernet), capture size 65535 bytes

2036 packets captured

2040 packets received by filter

4 packets dropped by kernel.

From the command and information above, we can know that the tcpdump tool is

listening on the eth1 network interface card, and it has captured 65535 bytes, which

are included in 2036 packets.

Actually, Wireshark can be used in the similar way as Tcpdump, since their

fundamentals of capturing the network dataflow is almost the same. The advantage

of Wireshark is able to present the parsed network data on a graph use interface, as

is shown in Fig. 3.8. In the figure of Wireshark analyzing interface, the first part is

the presentation of the packet information. We can see that the 14th packet is one

of the three Transmission Control Protocol (TCP) handshake packets between the

two hosts Kali 192.168.100.11 and PLC 10.0.0.3. And the 17th packet is the query

packet using Modbus/TCP protocol with Function code 17 from Kali to acquire the

device information of PLC, which is a malicious connection to get access to the Slave

ID of PLC, according to Appendix A.3. The second part of the information shown in

the Wireshark user interface is the summary of a certain packet from the perspective

of four-layer TCP/IP protocol architecture [9], i.e., Network interface layer, Internet

layer, Transport layer and Application layer. In terms of the 17th packet in the figure,

we can see that it is using Modbus/TCP protocol in the application layer, TCP in

the Transport layer and IP in the Internet layer based on the Ethernet technique

in the Network interface layer. And each layer protocol can be expanded in more
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detail. For example, there are details of the packet content such as the transaction

identifier, protocol identifier, length and unit identifier in terms of the Modbus/TCP

application protocol. The third part shown on the user interface is the raw network

data in unit of bytes, which can also be parsed to the cleartext by Wireshark if the

protocol being used is not encrypted.

An example of normal network data analysis presented by Wireshark is shown in

Fig. 3.9. We can see that the 4877th packet is sending a query message from HMI

(192.168.100.2) to PLC (10.0.0.3), and the 4878th packet is responding the value in

the register from PLC to HMI. The 4880th packet and the 4881th packet are doing

the similar query and responding. We can also note that the 4886th packet is writing

a value from HMI to PLC and the 4888th is responding to HMI about the writing.

The other detailed parsed information can also be seen on the interface, just as the

abnormal data example introduced above.

Figure 3.8: Wireshark network data analysis example (Scan attack)

For normal and abnormal network dataflow, the procedures of capturing the pack-

ets are both the same. The unique difference is that the normal data should be

generated from the normal Modbus communication between PLC and HMI, while

the abnormal data should be generated from the abnormal hacking from Kali to the

control network such as PLC and Mod Slave. The abnormal data can be generated
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Figure 3.9: Wireshark network data analysis example (Normal data)

from different attacking tools in Kali, such as Namp, modpoll, Spoofing and so on.

3.2.2 Intrusion detection by Bro

When captured the data flow, one way to analyze the pcap file is to use Wireshark to

see the basic parsing details, as introduced in the previous subsection 3.2.1. Another

way is to use Bro to read, analyze and operate on the file using the Bro script to

obtain the specific features or information required. The fantastic advantage of Bro

is to detect the abnormal data flows using its own rules which can be designed flexibly

using Bro script. Below we would design some Bro scripts to detect some intrusions.

Note that although the examples shown below are based on the pcap files of pre-

captured traffic for the illustration purpose, the same scripts can also be used to

process live traffic on the network interfaces by using the command line utility to

start a Bro daemon.

Specifically, two attacking and defence examples are designed to verify the practi-

cality of Bro for the SCADA testbed. The first one is about a scan attack using Nmap

from Kali to obtain the detailed network information of the IP range 10.0.0.0/24. The

hacking command and information obtained are shown as below:
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root@kali: # nmap -T5 10.0.0.0/24

Starting Nmap 6.47 ( http://nmap.org ) at 2016-09-05 23:16 PDT

Nmap scan report for 10.0.0.3

Host is up (0.0028s latency).

Not shown: 995 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

80/tcp open http

6565/tcp filtered unknown

8080/tcp open http-proxy

Nmap scan report for 10.0.0.4

Host is up (0.0014s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

22/tcp open ssh

8081/tcp open blackice-icecap

8082/tcp open blackice-alerts

Nmap scan report for 10.0.0.5

Host is up (0.0018s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE

21/tcp open ftp

23/tcp open telnet

80/tcp open http

111/tcp open rpcbind

(...similar information for 10.0.0.6 - 10.0.0.8)

Nmap scan report for 10.0.0.111

Host is up (0.00059s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

22/tcp open ssh

Nmap done: 256 IP addresses (7 hosts up) scanned in 22.43 seconds

We can see that this Nmap scan attack is one of the smart but horrible attacks.
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From the information it obtained, we know the exact hosts active in the IP range

which are 10.0.0.3 - 10.0.0.8 and 10.0.0.111, the exact open ports of each host for

different protocol services such as ftp port 21, ssh port 22, http port 80, an unknown

port 6565 and http-proxy port 8080 open on the host 10.0.0.3. Once the attackers

know the open port information, it will be easy for them to use for attacking these

services. Therefore, it is a secure way to be able to detect these kind of Scan attacks

before the hackers launch a real attack.

The detecting principles for the attacks should be designed specifically to that

certain attack according to its characteristics. In most cases, the scan attacks are

supposed to attempt to connect to the hosts for a certain times, which is more than

the amount of attempts a normal connection tries. Therefore, we can exploit this

characteristic to design the detection principle for the Scan attacks. The following

code in Fig. 3.10 is a part of Bro exited script to detect scan attacks. The code shows

that it counts the failed connection attempts per source address. If the amount of the

failed attempts is equal to SOME THRESHOLD, it will generate a NOTICE, which

generates a notice.log file in the current directory.

global attempts: table[addr] of count &default=0;
event connection rejected(c: connection)
{

local source = c$id$orig h; #Get source address.
local n = ++attempts[source]; #Increase counter.
if ( n == SOME THRESHOLD ) # Check for threshold.

NOTICE(...); #Alarm.
}
}

Figure 3.10: Task: Count failed connection attempts per source address

When launching the scan attack at Kali using Nmap on the SCADA testbed and

using the scan attack Bro scripts to detect the traffic on the Router Net, a notice.log

file would be generated with features and information as below:

#notice.log

#separator x09

#set separator ,

#empty field (empty)
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#unset field

#path notice

#fields ts uid id.orig h id.orig p id.resp h id.resp p fuid file mime type

file desc proto note msg sub src dst p n peer descr actions suppress for

dropped remote location.country code remote location.region

remote location.city remote location.latitude remote location.longitude

#types time string addr port addr port string string

string enum enum string string addr addr port count string set [enum] interval

bool string string string double double

1471644241.318993 - - - - - - -

tcp Scan::Address Scan 192.168.100.11 scanned at least 25 unique hosts

on ports 443/tcp in 0m0s local 192.168.100.11 -

443 - bro Notice::ACTION LOG 3600.000000

F - - - - -

1471644251.336538 - - - - - - -

Scan::Port Scan 192.168.100.11 scanned at least 15 unique ports of host

10.0.0.111 in 0m0s local 192.168.100.11 10.0.0.111 - -

bro Notice::ACTION LOG 3600.000000 F - - - - -

The above notice.log file concludes the main information of the Scan attacks in-

cluding reporting the Address Scan attack and reporting the Port Scan attack from

the host 192.168.100.11, which actually is from Kali. The fields terms are the fea-

tures extracted for the attacks, such as the uid, id.orig h, id.orig p, actions and so

on. Since all the networks in the testbed are virtual simulated networks, not realistic

networks, some of the feature items cannot obtain the proper contents, which have

been replaced with “-”.

Another example of attacking and defending is about one type of command in-

jection attack. In the testbed, HMI can exploit Modpoll to control the pump speed.

Assume that it is the normal operation only when the pump speed value is set to be

0 from supervising network, which is the operation of HMI. Therefore, any operation

from the supervising network of which the pump speed is set more than zero will be

considered as abnormal operations. Based on the hacking scenario assumption, we

can launch an command injection attack on Kali by the command using Modpoll tool:

modpoll -0 -r 32210 10.0.0.4 10
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The Modpoll command above is trying to set the pump speed of Sensors to be 10

directly, which is supposed to cause damages to the tank system. Specific to this

type of command injection attack, a simple version of the principle interpreter can be

written to focus on the operating address and the corresponding values, as shown in

Fig 3.11. The code is to detect whether the first written value to registers of which the

addresses are from 32210 (pump speed) is positive value. Actually, the event of mod-

bus write multiple registers request is summarized by the event engine of Bro, which

can be searched and exploited on the website of Bro [12]. In terms of Modbus proto-

col, Bro has already included an protocol interpreter. For each Modbus connection,

Bro can make clear of the content of the communication and make records. Some

simple information has been presented in the Modbus.log files. Other information

can be easily accessible by printing out the variables in these events. After sending

the Modpoll command above, a notice.log file would be generated with features and

information as below:

#notice.log

#separator x09

#set separator ,

#empty field (empty)

#unset field

#path notice

#fields ts uid id.orig h id.orig p id.resp h id.resp p fuid file mime type

file desc proto note msg sub src dst p n peer descr actions suppress for

dropped remote location.country code remote location.region

remote location.city remote location.latitude remote location.longitude

#types time string addr port addr port string string

string enum enum string string addr addr port count string set [enum] interval

bool string string string double double

1471816187.552404 - - - - - - -

Modbus::Att CommandInjection - - 192.168.100.11 -

- - bro Notice::ACTION LOG 3600.000000

F - - - - -

The two attacking and defencing examples discussed above are basic representative,
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which can be followed as by generating other types of attacks and defencing them by

designing Bro scripts. Some other attacks can also be generated by Nmap in Kali, so

We can also explore more attacks in the future based on the research requirements.

event modbus write multiple registers request(
c: connection,
headers: ModbusHeaders,
start address: count,
registers: ModbusRegisters){

if ( start address == 32210 && registers[0] > 0) {
Notice ( $note=MODBUS::Att CommandInjection,

$src=c$id$orig h
#$msg=...,
#$identifier=... );

}
}

Figure 3.11: Task: Find the positive value written to the register with address 32210
(pump speed)

3.2.3 Implementing machine learning in Bro

The intrusion detection using Bro introduced in the previous section exploits the spe-

cific characteristics of the known attacks, which belongs to signature-based intrusion

detection. Bro can also implement machine learning methods flexibly by designing

Bro scripts, which belongs to anomaly-based intrusion detection. To test and verify

the intrusion detection based on machine learning through the testbed, two of the

machine learning stages need to be implemented in the testbed: data collection and

intrusion detection based on a trained model. For data collection, we need to obtain

a dataset of packets captured by tcpdump, or further a dataset of vectors with ex-

tracted features. The collected data are used to train a model by the machine learning

algorithm. To apply the training result, the trained model needs to be deployed to

the IDS framework where it takes effect in terms of identifying new traffic. Below we

briefly show how to achieve the data collection (i.e., feature extraction) and intrusion

detection under the framework of Bro. Note that the types of features used in data

collection and intrusion detection are assumed to be same, without loss of generality.

Feature extraction is an essential component of data collection. The built-in
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scripts in Bro can extract multiple kinds of features for each connection. Cur-

rently, Bro can generate 21 default basic features for each connection, summarized

in /nsm/bro/logs directory, as shown in Fig. 3.12, including content features such

as uid, id.orig h, id.orig p, service and so on, and time-based features such as ts,

duration, resp bytes, resp packets and so on. Bro can also generate basic features

for a certain protocol. For example, Bro is able to generate 8 default basic fea-

tures for the connections communicating with Modbus protocol including function

code content feature. For specific research purposes, it is necessary to design spe-

cific features for each connection such as for anomaly intrusion detection study. In

terms of generating features, it is useful to refer to the feature work of KDD99

dataset [23], of which all the features are generated and extracted by designing Bro

scripts. KDD99 dataset has 41 features including basic features of individual TCP

connections, similar as the basic features in Fig. 3.12 such as protocol type, flag,

service and so on, content features within a connection suggested by domain knowl-

edge such as num failed logins, num hot indicators, su attempted, num compromised

and so on, and traffic features computed using a two-second time window such as

num count same host, SYN error rate, REJ error rate and so on.

Figure 3.12: Example of connection features
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A set of features specific to the Modbus protocol, which plays an important role in

the SCADA network, can be designed and implemented as following. We can extract a

set of features based on the hooks provided in the protocol analyzer of Bro. In the file

src/analyzer/protocol/modbus/events.bif, Bro defines a set of event functions related

to the Modbus requesting types as shown in Fig. 3.13. We can implement and add

some scripts to the Bro framework as user-defined reactions to these events. When

the events listed in Fig. 3.13 are detected by the Bro protocol analyzer, we can execute

some customized code to achieve the steps of feature collection and intrusion detection

in machine learning. Such functions should be implemented by event functions, just

as shown in Fig. 3.11.

event modbus read coils request%(c: connection, headers: ModbusHeaders,
start address: count, quantity: count%);
event modbus read discrete inputs request%(c: connection, headers: ModbusHeaders,
start address: count, quantity: count%);
event modbus read holding registers request%(c: connection, headers: ModbusHead-
ers, start address: count, quantity: count%);
event modbus read input registers request%(c: connection, headers: ModbusHeaders,
start address: count, quantity: count%);
event modbus write single coil request%(c: connection, headers: ModbusHeaders, ad-
dress: count, value: bool%);
event modbus write single register request%(c: connection, headers: ModbusHeaders,
address: count, value: count%);
event modbus write multiple coils request%(c: connection, headers: ModbusHeaders,
start address: count, coils: ModbusCoils%);
event modbus write multiple registers request%(c: connection, headers: ModbusHead-
ers, start address: count, registers: ModbusRegisters%);
event modbus read file record request%(c: connection, headers: ModbusHeaders%);
event modbus write file record request%(c: connection, headers: ModbusHeaders%);
event modbus mask write register request%(c: connection, headers: ModbusHeaders,
address: count, and mask: count, or mask: count%);
event modbus read write multiple registers request%(c: connection, headers: Mod-
busHeaders, read start address: count, read quantity: count, write start address:
count, write registers: ModbusRegisters%);
event modbus read fifo queue request%(c: connection, headers: ModbusHeaders,
start address: count%);

Figure 3.13: Requesting event functions implemented by Bro analyzer for the modbus
protocol
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For feature collection, we should add some code to react to each of the listed

events. The added code will extract the features by processing the parameters and

the name of the event functions. Upon an event, some features will be extracted

and inserted to a log file as a new entry. The features extracted are in 4 categories.

The first category is designed as the type of request, i.e., the event type. As we can

observe that all these event functions share the same parameters about connection

and ModbusHeaders, so the second and third category are designed as related to the

connection information and the Modbus header. The fourth category is for the other

parameters in the listed functions. Although different functions may have different

number of parameters, we can always predefine the set of parameters extracted, so

that the feature vector length is determined. When filling a feature vector, if an event

function does not include some chosen parameters, we can set the default value of

these omitted item as zero in the vector. Following this procedure, we can obtain a

log file of the generated vectors, which is actually the dataset collected.

The implemented script in Bro would extract features for each connection, and

output them in a file notice.log shown as follows. These extracted features are directly

applied in determining whether the connection is an intrusion or not. Besides, the

output file is used by the training algorithm to determine the weights.

#factor.log

#separator x09

#set separator ,

#empty field (empty)

#unset field

#path factor

#open

#fields a class b orig p b resp p b orig size b orig num pkts

b orig num bytes b resp size b resp num pkts b resp num bytes b d

uration c tid c pid c len c uid c func d address d value

#types count count count count count count count count

double count count count count count count int

16 54253 502 15 2 112 0 1 60 0.00056 1 0 9 1 16 32210 5

#close

The intrusion detection are also implemented based on the event functions. Specif-
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ically, in each event function, we have already generated a feature vector following

the method in data collection above. This feature vector should be multiplied to

the weight vector from the training result. Depending on the resultant value of the

multiplication, IDS can choose between generating an alert notice or not based on a

threshold.

The weight vector is read from an input file by the program. The following file

weight.input is an example for that. The values shown in the file are set for illustra-

tion, and they are supposed to be determined by the training algorithm. Due to the

current limitation of traffic generation in the testbed, the number of collected samples

are not large enough to support a meaningful training, so the weights used here are

not from real training.

#weight.input

#separator x09

#set separator ,

#empty field (empty)

#unset field

#path factor

#open

#fields index a class b orig p b resp p b orig size b orig num pkts

b orig num bytes b resp size b resp num pkts b resp num bytes b d

uration c tid c pid c len c uid c func d address d value

0 1 5 5 2 3 1 0 -1 3 1 0 2 1 3 0 18

#close

The implemented script in Bro also makes decisions about intrusion detection.

Specifically, for each connection, the vector of extracted features is multiplied with

the vector of input weights, and if the result is above than a threshold, a notification

is shown in the output file notice.log as follows. In summary, the explanation about

how to use Bro to implement the feature collection and making decisions, which are

needed in the implementation of most machine learning methods, has been presented.

#notice.log

#separator x09

#set separator ,
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#empty field (empty)

#unset field

#path notice

#open

#fields ts uid id.orig h id.orig p id.resp h id.resp

p fuid file mime type file desc proto note msg sub

src dst p n peer descr actions suppress for dropped

remote location.country code remote location.region

remote location.city remote location.latitude remote location.longitude

#types time string addr port addr port string string string string

enum enum string string addr addr port count string set [enum]

interval bool string string string double double

1471216187.552404 - - - - - - -

Modbus::Att Anomaly - - 192.168.100.11 -

- - bro Notice::ACTION LOG 3600.000000

F - - - - -

1471216187.552404 - - - - - - -

Modbus::Att Signature - - 192.168.100.11 -

- - bro Notice::ACTION LOG 3600.000000

F - - - - -

#close

3.3 Testbed configuration details

For readers interested in reproducing the testbed system, the configuration details

are presented below. In the SCADA testbed system, referred to Fig. 3.1, there are

control network within the IP range 10.0.0.0/24, which contains PLC Master with

IP 10.0.0.3, several virtual PLCs with IPs 10.0.0.5 - 10.0.0.7, and sensors Mod Slave

with IP 10.0.0.4. They are communicating using Modbus protocol. Mod Slave is

configured as the server of its client PLC Master, which can also be referred as the

slave of its master PLC in the perspective of control system. The supervising network

within the IP range 192.168.100.0/24 contains HMI with IP 192.168.100.6. And the

PLC is the server of the client HMI. HMI, PLC Master and Mod Slave compose the
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tank system. The network configurations for the hosts HMI, PLC and sensors are

similar. But the configurations for the client roles and server roles should be different,

which are to be introduced in the following part. The supervising network can access

to the control network through the Router with one network interface card in the

control network with IP 10.0.0.3 and another network interface card in the supervis-

ing network with IP 192.168.100.111, on which has installed Wireshark and Bro for

traffic analyzing. Bro has been set to supervise the interface 192.168.100.111. The

network configuration for the Router and the installation of the softwares on it will be

introduced later. The attackers in the testbed, Kali with IP 192.168.100.11, Nexpose

with IP 192.168.100.22 and Samurai 192.168.100.33, are deployed in the supervising

network, to form a reasonable hacking scenario. The network configurations for the

hosts Kali, Nexpose and Samurai are similar. So far, most attacks in the testbed are

launched from Kali. Therefore, we only present the configuration details for Kali.

All the hosts in the testbed are deployed with virtual machines. They are all set

on the administration network with the IP range of 172.16.1.0/24 for being remotely

operated and the connection to the Internet.

3.3.1 HMI-PLC-Sensors configuration details

The detailed configurations for Sensors Mod Slave is as Table. 3.1. For the network

configuration, it is necessary to modify the file /etc/network/interfaces to configure

the interface cards and the file /etc/rc.local to add IP routing guide information as

the table. Note that since Mod Slave is the server of PLC, we should always start the

TCP/IP server first, i.e., Mod Slave, and then start the TCP/IP client PLC. Another

thing requiring attention is that if ./mod slave.sh cannot be started successfully, kill

the related processes with its PID number.

The detailed configurations for PLC Master is as Table. 3.2. Similar as Mod Slave,

it is supposed to modify the file /etc/network/interfaces to configure the interface

cards and the file /etc/rc.local to add IP routing guide information as the table.

Note that again we should start the TCP/IP client PLC after its server Mod Slave.

Similarly, if ./mb logic.sh cannot be started successfully, kill the related processes

with its PID number.

The detailed configurations for HMI is as Table. 3.3. For the network configu-

ration, we need to modify the file /etc/network/interfaces to configure the interface

cards and the file /etc/rc.local to add IP routing guide information as the table. Note
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that since PLC is the server of HMI, remember to always start the server PLC first,

then the client HMI. Similarly, if ./mblogichmi.sh cannot be started successfully, kill

the related processes with its PID number. Another thing requiring notification is

that HMI can not only acquire the information of the tank system from PLC, but

also able to control the tank system by exploiting Modpoll to set PLC pump speed.

3.3.2 Router configuration details

The detailed configurations for the Router virtual machine is as Table. 3.4. For the

network configuration, we need to modify the file /etc/network/interfaces to config-

ure the interface cards, the file /etc/sysctl.conf to open IP routing and forwarding

function and the file /etc/rc.local to start the Bro network analyzer as the table.

Note that for Bro’s normal function on the Router, there are three more files (i.e,

/nsm/bro/etc/node.cfg, /nsm/bro/etc/broctl.cfg and /nsm/bro/etc/networks.cfg) to

be configured to specify the supervised network interface, the email recipient when

notices generated and the network IP ranges to be supervised, of which the configu-

ration details are as below:

#(/nsm/bro/etc/node.cfg)

# This is a complete standalone configuration.

[bro]

type=standalone

host=localhost

interface=eth1

#eth1:192.168.100.111

#(/nsm/bro/etc/broctl.cfg)

# Can change the recipient address for all emails

sent out by Bro and BroControl.

#(/nsm/bro/etc/networks.cfg)

192.168.100.0/24 Private IP space
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3.3.3 Attacker configuration details

The detailed configurations for Kali virtual machine is shown in Table. 3.5. Similarly

for the network configuration, it is necessary to modify the file /etc/network/interfaces

to configure the interface cards and the file /etc/rc.local to add IP routing guide infor-

mation as shown in the table. Note that although there already exist multiple types

of attacking tools installed in Kali, Modpoll is not included and should be download

from its own website.

We should note that tables in this section present some common basis network

configurations which is adapted from [73] with some differences, such as Ethernet

information and IP addresses in Table. 3.1, Table. 3.2 and Table. 3.5. Differences

between the current configurations and the previous ones are obviously shown when

comparing the works. For example, the routing information for the new routing

system and the account information are all unique in the current system. We give

some simple summaries about the old configurations and present the new extensions

here for the continuous integration.

3.4 Conclusion

This chapter presents the fundamentals, working procedure and the configuration

details for the testbed, which is designed for SCADA network security research and

implementing the idea of HOIDS in Chapter 2 on a practical SCADA testbed. The

testbed simulates a classic tank system of HMI-PLC-Sensors deployment with virtual

machines, which can be modified easily and expanded conveniently to a larger SCADA

system. The distributed network topology of the tank system and the hacking host

with the control network and supervising network, make the testbed a reasonable

simulated SCADA control networks. With the Bro network analyzer supervising the

network data on the Router, the testbed is able to record, analyze and extract features

for normal and abnormal data flows, and can detect the abnormal ones through the

design of Bro script based on the characteristics of the attacks, which is beneficial

to the intrusion detection study using machine learning techniques, which would

be the future work. When the feature dataset with enough normal and abnormal

data samples, we may use it to train the machine learning algorithms introduced in

Chapter 2 and apply the generated detection principle to Bro. Therefore, the idea of

anomaly intrusion detection gets implemented. Besides, the whole testbed can also
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combine the signature-based intrusion detection and anomaly intrusion detection for

more secure protection.
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Table 3.1: Mod Slave configuration details

Virtual machine name Mod Slave

Interface and IP address
Eth0: 10.0.0.4/24 (control network)

Eth1: 172.16.1.4/24 (administration network)

Network information

(/etc/network/interfaces)
auto lo

iface lo inet loopback

#The primary network interface
auto eth0

iface eth0 inet static
address 10.0.0.4

netmask 255.255.255.0
network 10.0.0.0

broadcast 10.0.0.255

auto eth1
iface eth1 inet static
address 172.16.1.4

netmask 255.255.255.0

(/etc/rc.local)
# Add IP Routing

ip route add 192.168.100.0/24 via 10.0.0.111
Installed software MBLogic (https://sourceforge.net/projects/mblogic/)

Account and password

Mod Slave: root/elwa350

HMI (http://172.16.1.4:8082/hmidemo.xhtml)

MBLogic Status (http://172.16.1.4:8081/index.html)

Run procedure
(Under root account)

cd ∼/mblogic (to start MBLogic sensors)
./mod slave.sh
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Table 3.2: PLC Master configuration details

Virtual machine name PLC Master

Interface and IP address
Eth0: 10.0.0.3/24 (control network)

Eth1: 172.16.1.3/24 (administration network)

Network information

(/etc/network/interfaces)
auto lo

iface lo inet loopback

auto eth0
iface eth0 inet static

address 10.0.0.3
netmask 255.255.255.0

auto eth1
iface eth1 inet static
address 172.16.1.3

netmask 255.255.255.0

(/etc/rc.local)
# Nova IP routing add

ip route add 192.168.100.0/24 via 10.0.0.111

Installed software
MBLogic (https://sourceforge.net/projects/mblogic/)

Nova (https://github.com/DataSoft/Nova)

Account and password

PLC Master: root/elwa350

HMI (http://172.16.1.3:8082/hmidemo.xhtml)

MBLogic Status (http://172.16.1.3:8081/index.html)

Nova web console (https://172.16.1.3:8080/): root/root

Run procedure

(Under root account)
quasar (to start Nova)

Then log in Nova web console, click “Start Haystack”
and “Start Packet Classifier” on the top right corner.

Then virtual PLCs are running.
cd ∼/mblogic (to start MBLogic PLC)

./mblogic.sh
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Table 3.3: HMI configuration details

Virtual machine name HMI

Interface and IP address
Eth0: 172.16.1.6/24 (administration network)

Eth1: 192.168.100.6/24 (supervising network)

Network information

(/etc/network/interfaces)
auto lo

iface lo inet loopback

#The primary network interface
auto eth0

iface eth0 inet static
address 172.16.1.6

netmask 255.255.255.0
gateway 172.16.1.2

auto eth1
iface eth1 inet static
address 192.168.100.6
netmask 255.255.255.0

(/etc/rc.local)
# Add IP Routing

ip route add 10.0.0.0/24 via 192.168.100.111

Installed software
MBLogic (https://sourceforge.net/projects/mblogic/)

modpoll (http://www.modbusdriver.com/modpoll.html)

Account and password

HMI: abc/abc, root/elwa350

HMI (http://172.16.1.6:8082/hmidemo.xhtml)

MBLogic Status (http://172.16.1.6:8081/index.html)

Run procedure
(Under root account)

cd ∼/mblogic (to start MBLogic HMI)
./mblogichmi.sh
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Table 3.4: Router Net configuration details

Virtual machine name Router

Interface and IP address
Eth0: 172.16.1.3/24 (administration network)

Eth1: 192.168.100.111/24 (supervising network)

Eth2: 10.0.0.3/24 (control network)

Network information

(/etc/network/interfaces)
auto lo

iface lo inet loopback

auto eth0
iface eth0 inet static
address 172.16.1.5

netmask 255.255.255.0
gateway 172.16.1.2

auto eth1
iface eth1 inet static

address 192.168.100.111
netmask 255.255.255.0

auto eth2
iface eth2 inet static
address 10.0.0.111

netmask 255.255.255.0

(/etc/sysctl.conf)
# Enable packet forwarding for IPv4

net.ipv4.ip forward=1

(/etc/rc.local)
/nsm/bro/bin/broctl start

exit 0

Installed software
Bro IDS (https://www.bro.org/documentation/index.html)

Wireshark (https://www.wireshark.org/)
Account and password Net: net/net, root/elwa350

Run procedure
Bro is already started at the starting procedure.

Wireshark can be started using command in the terminal.
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Table 3.5: Kali configuration details

Virtual machine name Kali

Interface and IP address
Eth0: 192.168.100.11/24 (supervising network)

Eth1: 172.16.1.11/24 (administration network)

Network information

(/etc/network/interfaces)
# The loopback network interface

auto lo
iface lo inet loopback

#The primary network interface
allow-hotplug eth0

iface eth0 inet static
address 192.168.100.6
netmask 255.255.255.0

auto eth1
iface eth1 inet static
address 172.16.1.11

netmask 255.255.255.0

(/etc/rc.local)
# Add IP Routing

ip route add 10.0.0.0/24 via 192.168.100.111

Installed software
Kali (http://www.kali.org/)

modpoll (http://www.modbusdriver.com/modpoll.html)
Account and password Kali: root/elwa350

Run procedure
There are many different kinds of attacking tools

in Applications -> Kali Linux.
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Chapter 4

Conclusions and Future Work

To further improve the security of the SCADA systems, anomaly-based intrusion de-

tection system design can be as an efficient complement to the traditional signature-

based IDS in the industrial networks to embrace the big data era. This thesis presents

a novel hierarchical online intrusion detection system (HOIDS) for SCADA networks

based on machine learning algorithms theoretically and establishes a testbed for im-

plementing the idea of anomaly-based intrusion detection.

For the theoretical design, the IDS server deployed in the control centre and the

IDS clients distributed in the whole SCADA system including the control centre

network, substation networks and the field networks can well protect the system.

Accurate models of normal-abnormal binary detection and multi-attack identifica-

tion using logistic regression and quasi-Newton optimization are implemented for the

generation of the detection principle. Furthermore, the detection system can be ac-

celerated by feature selection techniques and dimension reduction approaches, while

keeping good detection accuracy. With the server-clients distributed topology and the

effective machine learning algorithms, high intrusion detection rate can be achieved

with minimum impact to the whole system. The whole intelligent design can secure

the system globally and even in a faster secure way while able to reduce the financial

budget for the large scale systems and facilitate the implementation of the hardware

devices.

For the testbed implementation, a classic tank system of HMI-PLC-Sensors de-

ployment with virtual machines is established for SCADA network security research

and implementing the theoretical idea of anomaly-based intrusion detection system

on a simulated SCADA testbed scenario. The testbed simulates a reasonable SCADA

network by deploying the control network and supervising network, and with hackers
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in the supervising network launching different types of attacks to the tank system.

With the Bro network analyzer installed on the router, the testbed can record and

analyze the network data, extract features for normal and abnormal data flows, and

detect the abnormal ones by designing Bro scripts according to the attacking charac-

teristics. In the future work, more datasets should be collected by implementing and

introducing more traffic generation methods to the testbed, including both normal

and abnormal data samples. And after that, they could be exploited to train the

machine learning algorithms introduced theoretically and apply the generated detec-

tion principle to Bro for intrusion detection. The whole design including both the

theoretical proposition and testbed implementation can combine the signature-based

intrusion detection and anomaly-based intrusion detection together for more secure

protection.

In the future, there are still many interesting areas to be explored further under the

discussed topic. People may find that the connection between the SCADA networks

and public networks makes the former vulnerable to attack, but it is still inevitable for

various communication purposes. Therefore, novel security infrastructures and algo-

rithms that can efficiently and accurately classify traffic flows including the Internet

network data and control protocol data to multiple detailed classes are necessary to

be studied. When studying intrusion detections, people should also follow the de-

velopment of machine learning algorithms and approaches, e.g., new hardwares have

made some complex algorithms feasible in the production environment. An efficient,

practical and reasonable testbed environment is important to verify new methods in

intrusion detection. For example, we can extend the feature extraction in the testbed

to provide more features that can be used in data training. How to automatically

execute the training process when a certain number of new data samples are avail-

able can be done in the future. The network architecture can be simulated in a more

practical way if the details of a real example industrial system are available. Further,

more attacking tools and normal traffic generator can be introduced to the testbed

to collect a meaningful dataset for SCADA IDS research.
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Appendix A

Additional Information
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Table A.3: Modbus protocol function code

Function Type Function Name Function Coe

Data access: Bit

Read Discrete Inputs 2
Read Colls 1
Write Single Coll 5
Write Multiple Colls 15

Data access: 16-bit

Read Input Register 4
Read Holding Registers 3
Write Single Register 6
Write Multiple Registers 16
Read/Write Multiple Registers 23
Mask Write Register 22
Read FIFO Queue 24

Data access: File
Read File Record 20
Write File Record 21

Diagonostics

Read Exception Status 7
Diagnostic 8
Get Com Event Counter 11
Get Com Event Log 12
Report Slave ID 17
Read Device Identification 43

Other Encapsulated Interface Transport 44
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