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ABSTRACT

Present-day IT environments are complex, heterogeneous tangles of hardware,
middleware and software from multiple venders that are becoming increasingly difficult
to integrate, install, configure, tune and maintain. In order to combat this increasing
level of complexity, automating many of the functions associated with computing today
seems to be a reasonable solution. IBM, inspired by the autonomic nervous system of
the human body which regulates without any conscious intervention, chose to call this
paradigm Autonomic Computing—computing using adaptive and self-managing systems
with minimal human intervention. Autonomic computing poses several research
challenges. In an endeavor to hide complexity, autonomic systems give up, to a certain
extent, accountability to the user. Consequently, autonomic systems exhibit fewer cause
and effect relationships and therefore engender trust and adoption issues. In other
words, the system itself takes over control whereby it may or may not operate as per
user expectations during its operation. Our goal is to develop a framework of trust that
will be useful for developers of autonomic computing applications or self-managed
systems dealing with trust issues. Our approach gathers key trust topics, issues,
nomenclature, taxonomies, and user task models from the literature which are then
distilled and pruned to form our own trust framework which is intended to aid developers
in the design of self-managed systems. We then use IBM’s Tivoli provisioning system,
which is one of the most successful autonomic systems, to consolidate our framework.
Finally, we evaluate our framework by trying to identify the strengths and weaknesses
with respect to trust of self-managed systems by performing a case study on a non-
deployed autonomic e-Commerce prototype.
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Chapter 1: Introduction

“There are two ways of constructing a software design: One way is to make it so simple
that there are obviously no deficiencies, and the other way is to make it so complicated that
there are no obvious deficiencies. The first method is far more difficult.” — C.A.R. Hoare

1.1 Introduction to Autonomic Computing

Present-day IT environments are complex, heterogeneous tangles of hardware,
middleware and software from multiple venders that are becoming increasingly difficult
to integrate, install, configure, tune and maintain [Keph2005b]. Computing systems’
complexity appears to be approaching the limits of human capability, yet the march
towards increased interconnectivity and interconnection rushes ahead unabated
[KeCh2003].

Even if there are enough skilled people, as computing evolves, the complicated web of
interacting applications in a typical IT environment overwhelms the decision making
capabilities of human administrators. Thus, the very benefits information technology
aims to provide seem to be threatened. As introduced by IBM's Senior Vice-President
of Research, Paul Horn, at Harvard University in a keynote address in March 2001,
such a scenario inevitably points towards the need to automate many of the functions
associated with computing today. IBM chose to call this notion of automated and self-
managing software systems requiring minimal human intervention Autonomic
Computing. The word autonomic stems from the nervous system that acts involuntarily
as reflexes to self-configure, self-optimize, self-heal, self-protect the biological system
in human beings. Analogously, autonomic software contributes to its own management
by taking appropriate actions when sensing problems and adjusting to various
circumstances just as human reflexes do for the body.

Autonomic systems operate on a set of policies or rules and are thus effective with
respect to mundane and repetitive tasks [THLM2003]. Also computer systems are



good at record keeping and maintaining a knowledge base. Hence there are many
benefits to automating tasks and having systems being capable of self-management.

While the term autonomic computing was coined by IBM in 2001, the concepts of
adaptive and self-managing systems have been discussed in the literature for many
years [Sous2005]. The autonomic computing literature has grown at an amazing rate
since the seminal papers by IBM researchers appeared in January 2003 [KeCh2003,
AHPR2003, GaCo02003, HIPD2003, RMDN2003].

IBM has developed an architecture blueprint for autonomic computing [KeCh2003,
IBM2006]. According to this blueprint, an autonomic element consists of an autonomic
manager and a managed element with an underlying control loop which is signified by
the grey ellipse as depicted in Figure 1.1 below. A collection of interacting autonomic

elements or even a single autonomic element constitutes an autonomic system. .

An autonomic manager in turn consists of a monitor, an analyzer, a planner, and an
execution engine operating on a knowledge base (Figure 1.1). The interface between the
autonomic manager and the managed element comprises sensors and effectors. The
data exchanged across this interface is event-based and standardized so that a single
autonomic manager can control multiple resources or a single resource can be controlled
by different mangers. Policies are either hard-wired into the autonomic manager or
injected into an autonomic element through its own effectors [Bowe2005]. The
monitoring process is responsible for collecting data from the sensors as well as filtering
and organizing data for storage in the knowledge base. The analysis engine detects
symptoms by analyzing the accumulated data and the planner devises corrective actions
which are executed through the effectors (i.e., tuning parameters or executing scripts).




Autonomic Manager

Sensors s
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Figure 1.1: Autonomic element

To be autonomic, a system must know itself as well as its boundaries and environment,
manage itself (e.g., configure and reconfigure itself, continually optimize itself, recover
or heal from malfunction, or protect itself), and function in a heterogeneous world—while
keeping its complexity hidden from the user [MuMy2004]. Note that an autonomic
application need not satisfy all of the characteristics simultaneously. For example, IBM
concentrates on the following four self-management functions: self-configuration, self-
healing, self-optimization and self-protection. Self-configuration provides increased
responsiveness by adapting dynamically to changing environments. Self-healing systems
deliver resiliency by discovering, diagnosing and preventing disruptions. Operational
efficiency is achieved by tuning resources and balancing workloads with self-optimizing
systems. Information and resources are secured with self-protecting systems by
anticipating and protecting against attacks.
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Figure 1.2: Autonomic computing properties

1.2 Problem Statement

Autonomic computing has gained widespread attention over the last three years for its
vision of developing applications with autonomic or self-managing behaviours
[Keph2005b]. Various approaches for the design and implementation of autonomic
systems have emerged, including the use of goal policies [KeWa2004], utility functions
[KeWa2004], intelligent monitoring, data mining, reinforcement learning, and planning.
Important engineering concerns arise related to security, privacy and trust [CSAW2005,
Keph2005, Keph2005b]. In autonomic computing, the system takes full or partial control
over itself and thereby potentially alienating the user during its operation. Consequently,
autonomic systems lead to trust and adoption issues since the system no longer displays
cause and effect relationships [Keph2005b, RMDN2003]. In other words, autonomic
systems in an endeavour to hide complexity, give up accountability to a certain extent.
Non-autonomic systems have a relatively direct connection between the users’
commands and the actions taken by the software [KAMK2005]. Russel et al/. rightly
argue that autonomic systems, in an endeavour to hide complexity, appear like ghosts in
that action and decisions are taken mysteriously without the knowledge of the user
[RMDN2003]. Chan et al. state that the autonomic approach to solve complexity
increases the administrators’ skepticism towards automation—how is an administrator to
believe that an autonomic system will help his or her systems perform better




[CSAW2005]? Hence, engendering trust in an autonomic system is a hard problem.
Much attention has been devoted to the importance but lack of transparency in an
autonomic system’s decision process [LMRW2005, GaCo2003] and the need for an
autonomic system to know itself [HIPD2003]. An autonomic software system lives in a
dynamic environment where autonomic elements interact and collaborate with each
other and their environment. Hence, in order to reap the benefits of autonomic
computing systems, building trust with autonomic systems is a grand challenge and an

important issue.

1.3 Motivation

Trust is one of the most desirable qualities in any close relationship [ReHZ1985].
Significant benefits can accrue from trust in business relationships [LeWe1l985] and
software systems today play a vital role in businesses, particularly e-Commerce
applications. As a matter of fact, modern systems depend on trust [Gidd1991] and
autonomic systems are rightly an integral part of modern software systems. Researchers
have stressed the fact that it is important to build trust in order to automate computing
functionalities in particular and increasing trust will in turn allow a further increase in
autonomicity in existing autonomic systems [LoLi2002]. Newly deployed autonomic
applications on the other hand will be more readily accepted and adopted if trust issues
are addressed. In fact, the issue of trust is in many ways at the core of self-managing
systems, and the issue is quite large and complex [LMRW2005]. There is not only a
need, but also an absence of mechanisms, to develop a rapport with autonomic systems
[BMKB2005]. In this thesis, we propose a framework for building ‘trustworthy’
autonomic applications that will hopefully help developers with their design choices. The
concern is over building autonomic systems that are usable [BMKB2005]. Norman
clearly states how feedback is an important element of usability [Norm1998].
Therefore, having systems that are usable refers back to the need to have interaction
between the user and the system, thus directly pointing at accountability. Trust directly
relates to accountability. To understand this, consider the following scenarios:

Scenario 1:
“You are requested to provide your bank details to person X.”




Scenario 2:

“You are requested to provide your bank details to the account manager for verification
purposes. The information provided by you shall be kept confidential and any losses
incurred due to leakage of information will be made good.”

In these scenarios who would you trust when providing your bank details?

A logical answer to this would be: Scenario 2 because some degree of accountability has
been provided to you. It seems to be a natural human tendency to trust any person or
system that is ‘accountable’ or in other words provides us with the relevant information
in the domain of concern. Hence, we can say that accountability and trust are
complementary and interwoven and thus go hand in hand [AHPR2003]. ’

Conversely, building trust should also facilitate reliance upon information received from
the system about uncertain environmental states and their accompanying outcomes in
risky situations [ScHT1973]. Established trust leads to positive interpretation of others’
behaviour, commitment, open communication, greater flexibility, learning and
knowledge sharing, and satisfaction. Hence, established trust is influenced by trust itself
[Falc2004]. Telford et al. states that earning trust of users such as Data Base
Administrators in an autonomic system like DB2 will allow the application to be ‘more’
autonomic [THLM2003]. Users who trust an autonomic system will more readily give out
information to the system for execution and will be more responsive towards the system
input. This in turn will allow autonomic systems to react more appropriately and
accordingly in unforeseen situations and therefore add to the knowledgebase and
policies to use in similar situations in the future.

Trust fosters the willingness of one person to increase his or her vulnerability to the
actions of another person whose behaviour could not be controlled [Zand1972]. Ideally,
in autonomic systems developed trust should encourage the user to ‘let go’ and rely on
the system’s decisions and actions during the course of its operation. Trust in autonomic
systems shall facilitate their ready acceptance by users and foster confidence in their
competence, thereby rightly achieving the goal that IBM has set forth—automation with
minimal human intervention. Also, since autonomic systems aim at reducing complexity,
as stated by Egger et al., trust may help reduce complexity when there is incomplete
information about other parties, promoting risk taking among consumers [Egge2001].




Building tools and techniques to instill trust should be an integral part of the
development of an autonomic system. Although a lot of work has been done on the
issues of trust, little has been done in the field of trust that specifically applies to

autonomic computing and autonomic systems; and hence the motivation for this work.

1.4 Approach

We advocate information exchange and communication as a tool to build trust with
autonomic systems. Using our trust framework as a canvas, we discuss how the theory
of communication helps build trust with software systems. In our thesis, we advocate
an exchange of information between the user and the autonomic application in order to
build trust incrementally. Improved interaction will allow autonomic systems to be
more autonomous, exhibiting increased initiative without losing the users’ trust.
Higher levels of trust and usability should in turn lead to improved adoptability. This
thesis addresses the trust problem by developing an in-depth understanding of trust
and applying the understanding to autonomic systems thereafter.

We follow an exploratory approach for our research. In an exploratory approach, usually
little is known of the subject under study at the outset of the research [Mode2004]. The
system under study is investigated from different viewpoints, and the researcher, in the
process, gains ‘insights’ of the subject under study as depicted in Figure 1.3. Hence the
researcher deepens his or her understanding. This method may therefore reveal
valuable new aspects about the subject. In our case, the insight led to a trust framework
for autonomic computing systems. We look at trust from different viewpoints—from the
way trust is defined to how trust is formed. We also review the literature on trust to
gather information on key trust topics, issues, nomenclatures and taxonomies as a basis

for our research.
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Figure 1.3: Exploratory research approach
Courtesy: http://www?2.uiah.fi/projects/metodi/177.htm

A framework is a simplified description of a complex entity or process. In our case, the
complex entity was trust itself. Our framework provided a simplified description of trust
by:

Presenting a nomenclature (naming conventions) of trust;

Presenting a taxonomy (classification) of our nomenclature;

Presenting a Venn diagram of the definition of trust;

Identifying the different levels of trust; and

Reviewing a method to measure trust [CSAW2005].

In this thesis we distill and prune the key topics of our trust framework. We investigate
Tivoli provisioning system, an IBM application that has significant autonomic capabilities,
to determine the nature and pieces of information exchange to build trust. To evaluate
the strengths and shortcomings with respect to trust in Tivoli, we look at the nature and
type of information exchanged in an adaptive system [Sous2005].

Upon identification of the nature and type of information to be exchangéd, our
approach involves meticulous planning and deciding which pieces of information among
these should be inherently built-in or provided to the system and which others should
be learned or communicated with time. We propose a three-stage trust model to
describe the varying levels of trust in autonomic applications. We describe the existing




methods to measure trust in autonomic systems and outline which pieces of
information need to be exchanged with each level of trust.

In order to evaluate our trust framework, we apply our findings to an autonomic e-
Commerce prototype called the E-Marketplace application as a case study. The
Electronic Marketplace Application was designed at the University of Victoria by Jing
Zhou [Zhou2006]. The system is based on a Mobile Multi-Agent autonomic architecture
to achieve e-Commerce functionalities. The system exhibits autonomic properties such
as self-protecting and self-healing from failures.

Based on these case studies, we feel that we are able to guide the development of
trustworthy autonomic applications to some extent. In particular, designers can use our
trust framework to gain understanding for designing incremental trust for autonomic
applications. This is our main contribution. The trust framework presented in thié thesis
is also a starting point for other researchers to follow and build up on.

1.5 Thesis Overview

This thesis is organized as follows. Chapter 2 provides insight into the work related to
our domain of research. Chapter 2 also presents background on autonomic systems
and a brief overview of trust related concepts and approaches. Chapter 2 discusses
how trust can be measured. Chapter 3 introduces our proposed framework of trust in
detail. Chapter 4 categorizes the nature and type of information to be exchanged to
build trust and shows how this fits in with the framework of trust as discussed in
Chapter 3. Chapter 5 is an attempt to evaluate our trust framework. Chapter 6
summarizes the contributions of this thesis and proposes areas for future research.
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Chapter 2: Related Work

This chapter reviews previous studies and analyses trust factors in non-autonomic
systems, autonomic e-Commerce systems and autonomic systems in general. There
are many tools, infrastructures, concepts and methods to build trust; here we simply
outline the ones that have influenced us the most. We also study related areas such as
task models and other related work which may have directly or indirectly affected this

research.

2.1 Introduction

Trust is a central concept in relationships, both because it is a pre-requisite for any
kind of collaborative activity, and because it is one of the primary outcomes of and
reasons for engaging in relationship development [Bick2003]. The literature on trust
spans the disciplines of sociology, social psychology and philosophy. Several models of
trust have been developed in the areas of software agents and artificial intelligence.

2.2 Communication and Interaction to Build Trust

Research on human-computer interfaces has produced several interesting results with
respect to trust. It has been shown that trust in intelligent systems is higher for
systems that can explain and justify their decisions [MiLa1992]. Also, it has been
pointed out how the inclusion of comprehensive product information can influence a
user’s perception to trust an interface of a system [LeKM2000]. Moon demonstrated
that a computer, which uses a reciprocal strategy—a deepening self disclosure in its
text based conversation with the agent—will cause the user to rate it as more
attractive, divulge more intimate information, and become more likely to buy a product
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from the computer [Moon1998]. Analysis has been done and experiments have been
performed to justify how applications having a human-computer relationship are
advantageous to the human participant [Bick2003]. For example, when a user who is
using an autonomic system that does not display a direct cause and effect relationship
to the user, building user trust in the system will allow him or her to ‘let go’. Bickmore
et al. describe how software agents can prove to be useful in building relationships with
computer systems. They design and advocate the use of Embodied Conversational
Agents (ECA) that are anthropomorphic interface agents which engage a user in real
time dialogue, using speech, and other verbal channels to emulate the experiences of
human face to face interaction. They argue that such relational agents, which are
computational artifacts that involve the user in small talk, can be designed to build and
maintain long-term, social-emotional relationships with their users and help people
negotiate and maintain better relationships. They present a case study with a real
time, multimodal, life sized ECA, called Real Estate Agent (REA), which processes the
conversation and its content. They perform an empirical evaluation of REA that
determines and confirms the effectiveness and success of relational agents and such
an approach to building relationships. Hence, all this and more demonstrates that
building relationships via information exchange plays an important role in the effective
use of intelligent systems.

Autonomy, pro-activeness, and goal-directed interactivity with their environment are
distinguishing characteristics of software agents. Viewing autonomic elements as
agents and autonomic systems as multi-agent systems make it clear that agent-
oriented architectural concepts will be critically important [Keph2005b]. Researchers
have described agents as an implementation method for autonomic software systems.
Therefore, we assume that tools and techniques to build trust with an agent based
system should be the same for and also apply to autonomic applications. Therefore we
envision that building trust in autonomic systems using the concept of information
exchange between the users and the autonomic systems is appropriate and
worthwhile.

An integral part of a good relationship is trust [ReHZ1985]. Based on the success of
relational agents in building relationships, the goal of this thesis is to recommend
guidelines for the design of trustworthy autonomic applications by using the tool of
communication. The success of relational agents underlines and provides reassurance
to the fact that our approach of looking at information exchange for solving issues of
trust in autonomic software systems is appropriate and worthwhile.
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Researchers have proposed to combat the problem of trust in autonomic computing via
communication and interaction [KAMK2005, CSAW2005]. In our thesis as well, we
suggest communication and information exchange as a tool fo help build user trust in
autonomic applications. We advocate humans as modal managed elements to help build
trust in autonomic systems [KAMK2005]. We also acknowledge the fact that humans are
an integral part of any autonomic application. Hence, the autonomic system must
account to the user.

The dual principle of initiative and interaction [KAMK2005] brings up the fact that while
using communication as a tool to build trust with users of an autonomic application; we
also need to consider the level of cognitive overload. Hence, we suggest exchanging
different sets of information at different instances of time to limit the information
overload in the minds of the user (cf. Tables 4.2a - 4.2e). We advocate exchanging
more information at levels of no trust. At levels of partial trust, the information
exchange is expected to decrease. At levels of full trust, we believe that information
exchange can be filtered and hence information exchange is expected to decrease with
increasing levels of trust.

Although interaction has been recommended in several papers, what exactly needs to be
conveyed by the system to the user has not been detailed. This thesis explicitly defines
the nature and type of information exchange and hence provides details on the
interactivity that is required between humans and autonomic systems to build trust. It is
important to apply and extend the approach of interaction and initiative with autonomic
systems to an existing autonomic prototype as a case study in order to evaluate the
framework. In fact, an in-depth study to build trust in autonomic systems has never
been performed. Therefore, the goal of this research is to understand trust itself with
respect to autonomic systems and then lay out specifically how and what type of
information exchange between the user and the autonomic system helps the users feel
as being a part of the loop for building trust. Application of the concepts presented in
[KAMK2005] to a domain specific area like e-Commerce makes things more believable,
understandable, and helps test its feasibility.
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2.3 Understanding Task Models in Adaptive Systems

Information exchange and communication is a popular approach to building trust.
However, the type of information to be communicated depends a lot on the task at
hand. Different applications tend to have different domains of operation and hence the
nature and type of information exchange with each system is contextual. As such, it is
imperative to understand user task models so that we may identify the tasks for an e-
Commerce application in particular, which is part of our research. We feel trust is
relative to properties such as task urgency, choice, or personal factors. Understanding
the details of scalability of task management across heterogeneous environment will
help identify the general user expectations or requirements which can then be applied to
our research. Therefore, in our research we borrowed ideas and concepts from Sousa’s
Ph.D. thesis where he presents an architectural framework for adaptive systems based
on high-level models of what users need from the computing environment for each of
their tasks [Sous2005]. An adaptive system is a device or mechanism, which is changed
or changes so as to become suitable to a new or special application or situation.
Adaptive systems are basically self-configuring systems and therefore a special case of
autonomic systems. Thus, with respect to developing incremental trust over time with a
user community, there is little difference between the specific notion of an adaptive
system and the more general notion of a self-managed system.

The main contributions of Sousa’s thesis are (1) an architectural framework that defines
a new software layer dedicated to gathering knowledge about user tasks to promote
system-wide awareness of user tasks and preferences; (2) a component dedicated to
managing the environment based on abstract models of user tasks and a global view of
the environment to promote coherent system-wide configuration and adaptation
decisions; (3) a strategy for matching user needs and preferences to environment
capabilities using a utility framework; (4) a three-level dynamic adaptation method
based on (a) fine-grained adaptation policies within resource-aware applications, (b)
adaptation to changes in the capabilities of an environment, and (c) adaptation to
changes in the requirements of user tasks. The new software layer and the component
managing the environment proposed by Sousa roughly correspond to the notion of an
autonomic element and an autonomic manager, respectively. The strategy for matching
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user needs and dynamic adaptation method can be used as a blueprint for meeting user
trust expectations and adapting the information exchange while developing trust

incrementally.

In his Ph.D. thesis, Sousa addresses heterogeneity and resource variations in the
environment, by presenting task models which represent the user’s preferences with
respect to alternative ways to carry out the task and preferred Quality of Service (QoS)
tradeoffs. The task models adopted in his work address three fundamental properties of
scalable task management. First, task models provide a handle for the coordinated use
of a set of services in the environment. Second, to address scalability in space, and in
particular heterogeneity and resource variations in the environment, task models
represent the user’s preferences relative to features and QoS. Third, to address
scalability in time, task models establish an enduring identity that enables users-to find
tasks long after they are gone from the list of currently active tasks [Sous2005].

Sousa’s ideas on how to address scalability in space, we feel, are most interesting and
relevant to our research. The following aspects of the scalability in space category have
been used and applied in our thesis: QoS, supplier preferences, configuration details,
context awareness and specification. The following is a brief overview of some of Sousa’s
ideas that we found intriguing, relevant and applied to our research. Chapter 4 describes
the applicability of Sousa’s work to our research in more detail.

* QoS: QoS preferences for a user may change with time and tasks. Users may
prefer to have different QoS tradeoffs for a given service in different tasks
[Sous2005]. Sousa in his Ph.D. thesis gives an instance wherein Fred is watching
a video over a network link and the bandwidth suddenly drops. Now, reducing the
frame rate or the image quality will depend on Fred’s preferences for the current
task. If Fred is watching a sports event, he may prefer frame rate to be
preserved at the expense of image quality. On the other hand, for watching a
documentary on painting, the reverse may be preferable. Furthermore, the
preferred QoS tradeoffs may change during the task. Sousa cites an instance
where there is a task that involves automatic translation of natural language. The
users in this case may prefer faster responses over accuracy of translation during
the introductory part of the conversation, but they may prefer the opposite once
the conversation gets more involved. According to Sousa, while the simplest form
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of expressing a tradeoff is to indicate which dimension is preferred, this form has
very limited expressive power. For instance, a user might indicate that response
time is preferred over accuracy of translation. However, how short of a response
time will satiate the user? And even if accuracy is less important, what if it
degrades so much that the translations become unusable? A clearly more
powerful form is to express the thresholds that characterize a tradeoff. For
example, if Fred requires highly accurate translations, he may be willing to wait
up to 30 seconds for an answer. In Sousa’s work, QoS tradeoffs are set by
expressing user happiness with the level of quality provided along each QoS
dimension. For example, when faster responses are preferred over accuracy of
translation, the QoS preferences set stricter happiness thresholds for response
time and looser thresholds for accuracy. The tradeoff can be reversed by relaxing
the thresholds on response time and tightening the thresholds on accuracy.
Supplier preferences: Sousa notes that users may be willing to use different
service suppliers in different circumstances. He quotes an instance where Fred
starts reviewing the video at home, using MS Word as a supplier for editing his
notes, and decides to resume that task at the office, where he has a desktop
running Linux. According to Sousa, if only Linux native text editors are available,
say Emacs and Vim, Fred may prefer using Emacs to Vim (or vice-versa). Sousa
mentions that during automatic configuration, supplier preferences play a key
role in choosing among alternative components to provide a given service. A
task model includes supplier preferences for every service in the task
[Sous2005].

Configuration details: The configuration management of a multimedia adaptive
application called Aura as suggested in his Ph.D. thesis is addressed as follows.
By finding the available components that best fit the user’s needs for each task,
the infrastructure enables users to take full advantage of diverse environments.
Furthermore, by kee‘ping track of user preferences with respect to QoS, of
resources demanded by alternative computing modalities, and resource
availability, the infrastructure can select the optimal configuration and carry out
dynamic adaptation to changes in the environment. By automatically configuring
environments, on demand, and by continuously adapting to changes in the
environment, the infrastructure reduces the burden of routine configuration and
reconfiguration tasks for the user.
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= Context awareness: Sousa in his Ph.D. thesis outlines how context awareness is
important. He presents an architectural framework describing ways to sense
changes in context and adapt to them [Sous2005].

» Specification: Sousa cites an instance: During a task that involves automatic
translation of natural language, a user may prefer faster responses over accuracy
of translation during the introductory part of the conversation, but may prefer the
opposite once the conversation becomes more involved [Sous2005]. We feel that
allowing the user to specify task based and other preferences and demonstrating
to the user that those preferences are applied by the system, should help in
gaining users confidence.

Hence, we use some of Sousa’s terminologies and concepts to develop our trust
management framework for autonomic systems. Knowing user requirements and
expectations with an understanding of users’ task models in general, helps us filter and
drill down into the nature and type of information exchange necessary for building
incremental trust when we look at Tivoli. While Sousa’s work is based on an interactive
multimedia application called Aura [Sous2005], our research focuses on an e-Commerce
autonomic prototype called E-Marketplace Application [Zhou2006].

2.4 Autonomic Computing and Trust

In order to accomplish our goals we need to study and understand existing autonomic
applications. We need to understand how we may map the process of building trust to
an autonomic element itself.
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2.4.1 The Correlation between the Process of Development of Trust
in Autonomic Computing and Autonomic Computing itself

As discussed in Chapter 1, an Autonomic Element constitutes an architectural
component of autonomic systems. In this thesis, we propose an analogous element
called ‘Autonomic Trust Element’ as depicted in Figure 2.1 below in an attempt to map
the architectural components of an autonomic element (cf. Figure 1.1) to the process

of building trust (cf. Figure 2.1).

Plan: The subset of
information

Trust Levels The Plan

v =

Trust Actuators: Exchange
a subset of information

Sensor: Measure Trust

Managed Element: Trust

Figure 2.1: An autonomic trust element

We argue that the process of building incremental trust with autonomic applications is
simply an autonomic or self-managing process itself. We perceive user trust in an
autonomic application as a managed resource. In order to have a trustworthy
autonomic application, we need to measure trust at different instances to make
adjustments accordingly. In order to accomplish this, any decrease or increase in the
level of trust needs to be monitored and analyzed based on user reactions or actions
[CSAW2005]. When the level of trust increases or decreases, the system needs to plan
and execute so as to adjust to the varying levels of trust. The feedback loop plays a
vital role in the policy-based management of trust. Hence building trust in autonomic
applications in itself conforms to the architecture of an autonomic element. Once the
trust level has been determined, the planner needs to decide which subset of
information needs to be presented to the user (i.e., how to increase or decrease the
amount of information exchanged with the user). The executer and the trust actuators
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may then in turn, display the specified pieces of information to the user. In Chapter 4,
we present a layout of the nature and type of information exchange in autonomic
systems. We group them into sets depending on the levels of trust which may be
picked up by the planner and be presented to the user while implementing such an

autonomic trust element.

2.4.2 Measuring trust in Autonomic Computing

We now review techniques to measure trust. Chan et a/. proposed the concept of Overal/
Trust Index (OTI) and Instantaneous Trust Index (ITI) for autonomic systems to
measure trust and thus allow the system to adapt to the varying levels of trust
[CSAW2005]. The OTI for an autonomic manager reflects the level of trust of a system
administrator in that autonomic manager [CSAW2005]. The ITI can be computed, for
example, by examining what fraction of suggested actions from an autonomic manager
the user accepts unchanged, or by examining how extensive the changes that the user
makes to the suggested actions are [CSAW2005].

Let ITI = f(m;, my, .. m,), where m;, m, ... m, are weights assigned to each user
modification, and 0 <= ITI <= 1. The OTI is then computed as follows: OTI = f(ITI,,
ITI;, ... ITIy) where ITI;, ITI, ... are the ITIs for each execution of the Autonomic
Manager, and f() is likely to be a variation of a moving or historical average.

The OTI and ITI values can be stored in the knowledgebase. The sensors in a
computing system may be seen as event listeners to mouse clicks or keyboard hits
which will modify the values of ITI. Since OTI is a function of ITI, every change in ITI,
will change the values of OTI. Recomputing of values of ITI or OTI according to the
formula discussed in [CSAW2005] may be seen as an analysis step. The actuators and
effectors can be seen as the exchange of relevant information based on OTI and ITI
values. This information exchange may be implemented using extensible languages
based on XML such as Common Base Events [IBM2006]. Reinforcement learning
processes can be used as a feedback loop from information extracted from user
interaction to the autonomic managers [CSAW2005].

Autonomic systems at any point during trust management may need to ‘self-configure’
trust. For example an autonomic system may need to decide which pieces of
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information need be presented to the user at any given instance to meet accountability
towards the user which may not be relevant at other instances. Also, in case there has
been a decline or complete loss in user trust, an autonomic system may need to ‘self-
heal’ by presenting the user with more detailed pieces of information such as the
current state of the system and expected actions for protecting after say a system
crash to re-build trust. Also, with the varying levels of trust, the autonomic application
will need to ‘self-optimize’ the level of detail in the information exchange between the
user and the system. The system will need to be proactive and work towards ‘self-
protecting’ itself against any losses in user trust. Hence, the process of development of
trust in autonomic computing systems in itself follows the paradigm of autonomic

computing.

-

2.4.3 Mapping Autonomic Computing maturity levels to different
levels of trust

The road map for the autonomic computing architecture describes the following five
levels of maturity, illustrating how businesses are constantly evolving their IT
environment [Word2004]: Basic --> Managed --> Predictive --> Adaptive -->

Autonomic.

These terms are defined as follows [Word2004]:

= Basic: The product and environment expertise resides in human minds, requiring
consultation on even mundane procedures.

= Managed: Scripting and logging tools automate routine execution and reporting.
Individual specialists review information gathered by the tools to make plans and
decisions.

= Predictive: Early warning flags are raised as preset thresholds are tripped. The
knowledge base recommends appropriate actions. The proposed resolution of
events is leveraged by a centralized storage of common occurrences and
experience.

= Adaptive: Building on the predictive capabilities, the adaptive system takes action
itself based on the situation.

= Autonomic: Policy drives system activities such as allocation of resources within a
prioritization framework.
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In the field of trust in autonomic computing, few researchers have made an attempt to
define levels of trust in an autonomic system. We see the above five levels of autonomic
computing maturity directly analogous to the user selectable operation levels as defined
by Chan and Lee which are minimal, partial and full trust [CSAW2005, LeSe2004].

= No trust or minimal trust: The OTI is close to zero (i.e., OTI = 0). The user
makes several modifications and the user expectations do not match the
autonomic capabilities and actions performed by the autonomic manager. In this
mode, the Autonomic Manager generated actions will not be executed and the
user will examine them. If these actions are accepted without modification, an ITI
of 1 is awarded. An ITI of O is assigned if these actions are completely rejected or
replaced by the users’ actions. Otherwise, ITI is assigned an amount specified by an
expert-defined function of the amount of modification. We see minimal trust as a
basic level of autonomic maturity when mapped to autonomic computing
[CSAW2005].

= Partial trust: The value of OTI lies is in the range 0 and 1 (i.e., 0 < OTI < 1). In
this case, the user trusts the Autonomic Manager generated actions but needs to
examine the parameters of these actions. The ITI for this execution is computed
as follows—if the action is accepted unchanged, an ITI of 1 is assigned; if the
action is changed, then the ITI is assigned a value specified by a function with
respect to the modification. We see partial trust as basic and managed levels of
autonomic maturity when mapped to autonomic computing.

= Full trust or calibrated trust: The OTI is a close to one (i.e., OTI = 1). There
exists a correspondence between a person’s trust in the automation and the
automation’s capabilities. In this case, the autonomic manager executes the
actions without user intervention. A summary is generated for each autonomic
manager action execution, and the user can examine this summary (or a digest
of it) periodically and decide if he or she wants to switch the system back to
partial trust mode or minimal trust mode. If the user does nothing, an ITI of 1 is
awarded for the autonomic manager. If the user decides to switch back to other
modes of operation, ITIs of 0 are assigned. An OTI is computed based on the
long term performance of each autonomic manager or group of autonomic
managers using user defined or other averaging techniques of all individual ITIs.
An OTI close to 1 indicates a high level of trust, and similarly, an OTI close to 0
indicates no confidence of users with respect to the autonomic manager. In
addition, this system could also use more advanced learning techniques to modify
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its behaviour, based upon the actions of the user in response to suggested
actions, in order to win the trust of the user (e.g. to increase the OTIs).
Reinforcement learning processes [AHPR2003] can be used as a feedback loop
from information extracted from user interaction to the autonomic manager. Full
trust based on our understanding may be seen as an adaptive and autonomic

level in the maturity of autonomic computing.

2.4.4 Trust in Automation

To understand the variation of trust and its dependencies that affect the level of trust,
Lee et al. present a relationship among calibration, resolution, and automation capability
in defining appropriate trust in automation as depicted in Figure 2.2 [LeSe2004]. They
say that inappropriate reliance associated with misuse and disuse depends, in part, on
how well trust matches the true capabilities of the automation. Supporting appropriate
trust is critical in avoiding misuse and disuse of automation, just as it is in facilitating
effective interpersonal relationships [WiBT1999]. According to Lee, calibration,
resolution, and specificity of trust describe mismatches between trust and the
capabilities of automation. Calibration refers to the correspondence between a person’s
trust in the automation and the automation’s capabilities [LeM02004].

Overtrust is poor calibration in which trust exceeds system capabilities; with distrust,
trust falls short of the automation’s capabilities. In Figure 2.2, good calibration is
represented by the diagonal line, where the level of trust matches automation
capabilities. The area above this line is overtrust, and below it is distrust. According to
Cohen et al. [CoPF1999] resolution refers to how precisely a judgment of trust
differentiates levels of automation capability. Figure 2.2 shows that poor resolution
occurs when a large range of automation capability maps onto a small range of trust.
Cohen et al. state that with low resolution, large changes in automation capability are
reflected in small changes in trust [CoPF1999]. According to them, specificity refers to
the degree to which trust is associated with a particular component or aspect of the
trustee. They introduce a term called functional specificity which describes the
differentiation of functions, sub functions, and modes of automation. With high
functional specificity, a person’s trust reflects capabilities of specific sub functions and
modes whereas low functional specificity means the person’s trust reflects the
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capabilities of the entire system. Cohen also says that specificity can describe changes in
trust as a function of the situation or over time. High temporal specificity implies that a
person’s trust reflects moment-to-moment fluctuations in automation capability,
whereas low temporal specificity would mean that the trust reflects only long-term
changes in automation capability. He points out that although temporal specificity
implies a generic change over time as the person’s trust adjusts to failures with the
automation, temporal specificity also addresses adjustments that should occur when the
situation or context changes and affects the capability of the automation. Temporal
specificity reflects the sensitivity of trust to changes in context that affects automation
capability. High functional and temporal specificity increase the likelihood that the level
of trust will match the capabilities of a particular element of the automation at a
particular time. Finally, as Cohen puts it, good calibration, high resolution, and high
specificity of trust can mitigate misuse and disuse of automation, and so they can guide
design, evaluation, and training to enhance human automation partnerships. In our
thesis, we acknowledge the significance of Cohen’s work but do not build on this. For
this thesis, we use Chan [CSAW2005] and Cohen’s [CoPF1999] work to determine trust

levels and methods to measure trust.

Overtrust: Trust exceeds
system capabilities,

leading to misuse
9 Calibrated trust: Trust

matches system capabilities,
leading to appropriate use

Distrust: Trust falls short
of system capabilities.
leading to disuse

Trust

LY

- - - - -

Good resolution: A range of
system capability maps onto
the same range of trust

Poor resolution: A large range
of system capability maps onto
a small range of trust

Automation capability
(trustworthiness)

Figure 2.2: The relationship among calibration, resolution, and automation capability in defining
appropriate trust in automation

Courtesy: Trust in automation, Lee and See, University of Iowa [LeSe2004]
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Our understanding of trust levels is based on several papers [CSAW2005 and
Rott1967]. In particular, we use Chan’s [CSAW2005] and Lee’s [LeSe2004] work to
understand the possible levels of trust in autonomic systems. There is significant
overlap with respect to the research domains of Chan and Lee because they both

discuss trust levels of autonomic systems.

2.4.5 Existing Autonomic Applications

Having described how development of trust in autonomic applications follows the
paradigm of autonomic computing itself, we now look at autonomic systems as an
application. Since our research domain deals with overcoming the human-con{puter
interaction and trust challenges that autonomic computing poses and hence, it is
important to identify the features and modus operandi of existing autonomic systems
deployed in the industry that may have led to its success. Studying Tivoli to determine
the strengths and shortcomings with respect to trust issues may help generalize the
basis for building trust for other autonomic systems. In this thesis, we also look at one
other autonomic application called E-Marketplace to evaluate our findings. The
following sub-sections provide details on these applications.

2.5 Autonomic applications

2.5.1 Tivoli—A Deployed Autonomic System

Tivoli systems management software helps traditional enterprises and e-businesses
worldwide manage security, storage, performance, availability, configuration and
operations. Tivoli's autonomic monitoring engine captures, analyzes and correlates key
metrics to automatically detect resource outages and potential problems before they
impact system performance or end-user experience. The monitoring engine has
embedded self-healing technology to allow systems to recover from critical situations
automatically. In a workshop on developing an e-Business policy framework, Joseph
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presented how and what features helped users build trust in Tivoli [JoGe2004].
Borrowing from his ideas may help us make concrete recommendations to newly
deployed autonomic systems and gain confidence in our trust framework.

2.5.2 The E-Marketplace Application—A Non-deployed Prototype of
an Autonomic System

In order to apply our framework to a non-deployed autonomic e-Commerce application,
we need to understand it. The system we looked at for this thesis is an autonomic
prototype called the E-Marketplace Application, designed and developed as part of a
Masters thesis at the University of Victoria, Canada [Zhou2006]. The E-Marketplace is a
shopping portal which allows users to make requests for an item, search amongst the
available sellers of the item to negotiate prices, and finally perform the most

economically viable transaction for the user.

The application has autonomic capabilities such as self-protecting and self-healing. In
this section, we briefly describe the E-marketplace application [Zhou2006]. The
application achieves a set of desired features of autonomic systems such as autonomy,
hiding complexity and self-healing. The E-Marketplace Application follows a mobile Multi-
Agent Systems (MAS) approach and applies the technology to build an autonomic
prototype. This system has not been evaluated or deployed in industry. In this section
we discuss only those characteristics of the application which are relevant to our domain
of research.

2.5.2.1 Architecture

The E-marketplace application is a multi-agent based application which comprises of
the following components:

= User Interface Agents that provide a graphical interface that links the user with
other agents.
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= Middle Agents that work as a bridge to match the request to a class of potentially
suitable candidates. These agents select the most qualified service provider from
among those candidates, and assign a specific task to the agent to perform a
particular function.

» Task Agents that support decision making by formulating problem solving plans.
The agents carry out these plans through querying and exchanging information
with other agents.

= Resource Agents that mediate access to a particular resource at a local level for
an agent.

= Domain Agents that supervise and coordinate the activities that occur within a
domain. A domain is a logical boundary used to delimit nodes, agents and
resources into manageable and distinct entities.

= Monitor Agents that continuously monitor the status of each agent, detect agent
failures, and execute protecting to achieve the self-healing property of autonomic
systems.

= Mobile Agents that migrate between network nodes, reduce the network load,
overcome network latency. These agents are naturally heterogeneous, robust and
fault-tolerant.

The E-marketplace application is divided into modules. Table 2.1 shows the main
modules in this electronic marketplace.

Table 2.1 List of design modules and descriptions

Courtesy: Masters Thesis - A Mobile Multi-Agent Autonomic Architecture for an Electronic
Marketplace Application by Jing Zhou [Zhou2006]

Module Name Description

Responsible for managing the E-marketplace including all
Management Module
buyers and sellers in this market

Acts as a buyer to trade with sellers to obtain the best
Buyer Agent Module

price

Seller Agent Module Acts as a seller to sell products and realize profits

_ Continuously monitors the E-marketplace to detect if there
Monitor Agent Module

is something wrong with any agent; recover from failures.
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Each module contains a number of stationary agents and/or mobile agents that interact

and are inter-related in some way to perform the tasks.

In order to cooperate effectively in this system, agents are required to communicate
with one another. We appreciate that while agents communicate with each other, the
application itself needs to communicate with the user based on the agent-agent
interactions to develop trust in the system. In order to achieve our mission, we need to
understand in detail how E-shopping works.

2.5.2.2 Autonomous E-shopping

This section introduces the autonomous transaction processing in the E-Marketplace
application. The steps of shopping for buyers are described below.

The steps of E-shopping are as follows [Zhou2006]:

= The User Agent receives the “"Go Shopping” message from a user action. It sends
a purchase query to a Buyer Agent. The Buyer Agent creates a purchase order,
which is an XML file. This purchase order is sent to the User Agent.

= The User Agent is required to send a cohﬁrmation to the Buyer Agent in terms of
confirm or failure. Once the Buyer Agent has received the confirmation, it creates
a Mobile Buyer Agent (MBA) and dispatches it to the Market Management Agent
(MMA). After the MBA passes the identity verification, the Market Management
Agent will check the configuration repository for the products that the buyer
needs, and get the relevant information about all sellers and forward the sellers’
address to the MBA.

= After the Buyer Agent receives the sellers’ addresses, it gets to choose the sellers
with which it wishes to transact. Based on the selection, the Buyer Agent then
sends an MBA to appropriate seller.

= Upon arrival at a seller’s site, the MBA starts to negotiate with the Seller Agent.
Firstly, the seller checks his own inventory through an Inventory Agent, if they
have the needed goods, the seller will accept the proposal from the MBA and
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begin to bargain with the MBA by using three negotiation strategies; otherwise, it
will send a “refuse” message to the MBA.

= Once the MBAs have visited the sellers, it returns with the purchase results. The
MBA processes the results: compares all prices, and selects the best price. Finally,
it generates a Mobile Report Agent and dispatches that to the relevant sellers so
as to communicate the final purchase result. The successful sellers then update
their inventories accordingly.

= After the Mobile Report Agent is done performing these tasks, it goes back to the
parent Mobile Buyer Agent to report to the MBA and disposes itself.

= Finally, the Buyer Agent presents the purchase information to the user which is an
XML file.

2.6 Concerns Affecting Trust in e-Commerce

Understanding and investigating the myriad areas of concern to build trust, as well as
the concepts of trust itself is imperative. The universe operates on inter-dependence. No
action may be performed in isolation. Analogously, building trust is not a stand-alone
concept. Hence, while looking at trust and communication as a means tb build trust it is
obligatory on our part to consider other areas that may affect trust. An outline of some
areas of concern to help build trust in e-Commerce systems such as informational
contents, interface properties, pre-purchase knowledge, or usability in e-Commerce
applications are already in place [Dekl2000, Egge2000].

Patrick suggests how interface design and comprehensive information, are contributing
factors in building trust and how they need to be studied to build trustworthy agents
[Patr2002]. Araujo states how embedded contextual help (field descriptions), customer
support in the form of online agents, frequently asked questions, feedback, easy access
to information, product descriptions on e-Commerce websites, privacy policy, pre-
purchase and post-purchase terms and conditions, warranties, and informed consent on
release of personal data, and so on are all responsible for building trust [Arau2003].
Anderson et al. stress how it is important to determine the nature and type of
information in detail that would need to be exchanged with users but the nonchalance of
focus in this direction [AHPR2003]. Hoffman et a/. provide statistics on how users of
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Internet commerce feel insecure while providing information to e-Commerce applications
due to their lack of trust in the privacy offered [HONP1999].

Hence, all this and more [LuNa2004] let us conclude that the communication (exchange
of information between the application and the user) are the primary concern in the
process of building trust. Also, another interesting finding from the above research
indicates that an application may not be trusted—even if it is secure enough—if the user
is not made aware of it. Hence, all concerns ultimately are based upon proper
communication and accountability from the system to the user.

There has been immense research in identifying the concerns to build trust. However,
the existing concepts only constitute a starting point for solving the problem at hand
since they are mainly based on non-autonomic systems. These concepts therefore need
to be investigated in detail and analyzed meticulously before applying to autonomic
systems. These areas of concern have been established in pre-autonomic systems
[Arau2003, Bruh2002, Egge2000, KaFJ2002] and few autonomic systems [Tivoli2006,
AHPR2003, BMKB2005, RMDN2003]. It may be useful to consider and carefully weigh
the consequences of using concepts in designing trust in non-autonomic systems to build
trust in autonomic systems. We also need to determine how and to what extent these
ideas can be useful. What we have not yet explored so far are the protocol, grammar
and character of information exchange for establishing and implementing trust in
autonomic systems.

Many theorists and experimentalists have offered ideas and some technical know-how
with superficial details that may allow the establishment of trust with systems,
specifically Internet applications. Design for trust requires enumerating the social
assumptions (e.g., every user has a credit card) and examining how those assumptions
can function to put some user of the system at risk [Camp2003]. Camp describes some
technical implementations to achieve trust [Camp2003]. He builds his argument that the
basis of trust is privacy (i.e., willingness to share information), reliance (i.e., a result of
belief in integrity or authority of the party to be trusted, based on the concept of mutual
self interest) and reliability. He argues that in order to design for trust we need to look
into the privacy which further has several different perspectives to it. On the other
hand, Kagal et al. advocate a distributed trust management security framework for
multi-agents [KaF]2002]. Such technical details may be useful while implementing trust
agents and may provide us with a useful feasibility study. Also, an initial requirements
list for designing our prototype may be obtained from existing research. Again, the
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existing concepts only provide a starting point for the feasibility analysis and
requirements engineering to the problem at hand since they are mainly based on non-
autonomic systems.

2.7 Chapter Summary

This chapter distilled several important approaches, methodologies and concerns that
have been a major influence on our Trust Framework for autonomic systems outlined
in the next chapter.
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Chapter 3: Trust Framework

Prior research on trust has taken into account human psychology and human-computer
interaction issues [ANBL2002]. It is important to understand trust as a concept and as
an abstract aspect to human behaviour before we can begin to apply it to autonomic
systems in order to advance the present state of art. This section attempts to define
trust and to classify trust into different categories. It also provides understanding,
explanation and insight into the various facets of trust and constitutes the major
contribution of this thesis. The result is a trust framework for autonomic computing.

3.1 Defining and Categorizing Trust

Trust has many dimensions, aspects and facets. Identifying trust categories that are
orthogonal or non-overlapping is futile. Nevertheless, we submit that the following
characterization of trust is useful for our purposes: type of trust, the basis or source of
developing trust, and the definition of trust itself. In this section we attempt to classify
these facets of trust to provide an understanding of trust. Figure 3.1 depicts our
understanding of a trust framework. Sections 3.1.1 to 3.1.4 describe the framework

and its applicability to autonomic computing in detail.
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Trust Classification

Type of Trust Basis for Trust Development Definition of Trust
Simple Trust Blind Trust Authentic Trust Intention or Belief and Uncertainty
willingness to Confidence Reduction and
act an Element of
Attitude or User Behaviour
expectation
History Based Personal Disposition Shared Category Role Behaviour

Figure 3.1: Framework of trust

3.1.1 Classification on the basis of Type

Trust can not only be classified on the basis of its definition, but also be categorized on
the kind of trust being established. Bruhn identifies the following categories: Simple
Trust, Blind Trust and Authentic Trust [Bruh2002]. Although we acknowledge this
category as part of our trust framework, we appreciate that there may be less
applicability of such a categorization with respect to autonomic computing. We,
therefore, merely outline the components under this category without an in-depth
analysis.

3.1.1.1 Simple Trust

Simple Trust is related to innocence and is seen to have no actual logic behind it. In
other words simple trust is naivety. For example, the trust of a child with respect to
strangers is simple trust. Simple trust in autonomic applications or software systems
may be seen as the trust of a novice or naive user who may not have details on the
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intricacies of autonomic computing capabilities and/ or is indifferent towards the
application tasks and efficiency of operation for that reason.

3.1.1.2 Blind Trust

Blind trust can be understood as extreme faith beyond reasoning. Blind trust is often a
consequence of extreme love or foolishness. Blind trust again has no logic behind it
and is often a result of extreme passion rather than naivety. Blind trust often comes
from the unwillingness to diverge from a particular viewpoint. For example, the trust in
one’s lover may be blind. Blind trust may be seen as a developer’s trust in his or her
application. Research shows that developers often times feel a sense of ownership with
a piece of code they have written. We believe that a sense of ownership- may
encompass extreme faith and hence take the form of blind trust.

3.1.1.3 Authentic Trust

Authentic trust is trust wherein the risks and benefits are well understood. Authentic
trust involves careful understanding and analysis of the pros and cons of a particular
issue. Trust is established based on some logical basis. In sum authentic trust is
rational assessment of reliability [KBCS1999]. For example, shareholders exhibit trust
towards a company which may be seen as authentic trust because usually a study of
the market share is done before investing. In terms of software systems and
autonomic computing, we may understand authentic trust as the trust of an educated
or informed user, who has computing experience, while using a third party application.
For our thesis, we assume that authentic trust is the type of trust that needs to be
instilled in users for autonomic systems.

3.1.2 Classification on the Basis for Development

Trust may be further classified on the basis of which trust was built. Trust may arise out
of some past experiences, roles played in society, personal disposition, or feeling of
shared category membership [Pysi2003]. This category of trust seems to have more
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relevance and a direct relationship with autonomic computing systems. The following
subsections give a brief description on how this part of our trust framework applies to

autonomic computing systems.

3.1.2.1 History based source of trust

In an individual, trust is a factor of how they were treated previously [ReHZ1985].
Sometimes trust is built on the premise that a past experience in a similar situation was
favourable. History based trust refers to establishing faith out of prior experiences. We
assume history based trust as a basis for our trust framework.

In autonomic systems if the system recovers from say a failure, there are chances that
the policy applied to overcome those issues will be considered a proven solution to
resolve a similar issue in the future as well. Since the concept of autonomic computing
entertains the concept rule based procedures, knowledge base and feedback loop, it
seems feasible to develop trust based on prior experiences (history based source of
trust) by reinforcement learning.

3.1.2.2 Personal disposition

Personal disposition means how signals are intérpreted. For example, some people
may be detail-oriented while others are brief and to the point. A concise description
from a straightforward person may be interpreted as lack of knowledge in the minds of
a detail-oriented individual. Hence, different people have different attributes and their
personal disposition is based on that. People having a similar interpretation of signals
may seem to trust each other more. Also, some people develop trust more easily than
others hence personal disposition relates to our thesis. However, for our thesis we do
not consider this as a factor while determining our trust framework but acknowledge it
as a limitation of our research.

This seems to be worthwhile in view of autonomic systems and may apply directly
because users may have varying levels of expertise and hence differences in personal
disposition. Sousa in his Ph.D. thesis, mentions that users with different degrees of
expertise on the demand side will ask for things at different levels: an inexperienced
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user will try to get more abstract services, hiding internal details as much as possible,
while an expert user may want to have more control over which, and how the parts are
configured. The same user may want to have more control over the structure supporting
a critical task, but be willing to take an off-the-shelf solution for a low priority task. On
the supply side, it is to be expected that sophisticated environments, such as smart
rooms, will have higher-level, well-tuned components, while poorer environments, such
as handhelds, will have a collection of generic parts that can be assembled to deliver a
similar function, but in a less polished way [Sous2005].

3.1.2.3 Shared category membership

Shared category membership refers to a sense of togetherness and feeling of working
towards a common goal. For example, a team of workers developing software in an
endeavour to meet deadlines tend to trust each other due to having a common goal.

We see this component as a vital force in building user trust with autonomic systems. An
explicit layout of information by the system to the user; cause and effect of those
actions shall re-affirm user belief and develop a sense of togetherness and feeling of
working towards a common goal.

3.1.2.4 Role behaviour

Role behaviour refers to the established role definitions. For example, a patient would
naturally trust a doctor to cure his or her ailment out of the role he or she plays and the
position he or she holds.

Haubert enlists the different categories of users of a high performance storage system
which includes system administrators, end users, and system architects [Haub2004]. We
envision autonomic computing systems to be a subset of such a system. Hence, trust
levels will vary for users performing varying roles due to differences in their task
structure and requirements from the system. For example, a system architect is usually
experienced, has a high degree of understanding of the system configuration
requirements and has familiarity with the documents; hence he or she may seem to
have more trust in an autonomic system and may seem to understand the system
intricacies and details presented in a more precise manner. Conversely, he or she is
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understood to be in a more eligible position to report to or query the system. The
system may on the other hand, seem to be more responsive to such users for the
aforementioned reasons. Hence, an autonomic system may seem to perform the role to
accomplish a predefined goal for an architect in a more timely and efficient manner.

3.1.3 Classification on the basis of definition

The concept of trust is a broad one. Today there exist several definitions of trust with
people taking their own stands with their own arguments in support of their theory.
Grandison defines trust as multidimensional which concerns many different attributes
such as reliability, dependability, honesty, competence, which may have to be ad@ressed
based upon the environment where it is specified [GrSI2000]. While some researchers
see trust as a sociological topic as opposed to a psychological trait within the individual
[Barb1983] others feel it is an attitude, belief and psychological trait rather than a
sociological topic [Dict2005, Kini1998, Wrigl1972]. Keeping these wide variety of
concepts and opposing ideas, in view, Lee et a/. make an endeavor to classify existing
theories of trust into three main categories: Trust as an attitude or expectation, Trust as
an intention or willingness to act, and trust as a behaviour [LeSe2004]. We develop and
build on these theories. We also introduce new categories of trust based on these
definitions. We see this classification of trust as most applicable to autonomic computing
systems for the reasons outlined in the following sections. Here is a pictorial
representation of our trust framework for autonomic systems based on definition.
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Intention and
illingness to act

Uncertainty
reduction

User belief :

%

expectations

Figure 3.2: Representation of our trust framework for autonomic systems based on definitions

Note that the circles depicted in Figure 3.2 overlap. For example, although we have
acknowledged the differences between user belief and user behaviour, we appreciate
that there is a point of intersection between the two and hence the overlap. Similarly,
user belief and user expectations are different yet not mutually exclusive and hence
overlap. The gradient applied to the circle in the center of the figure indicates that the
concepts represented by the lower circles contribute more to our trust framework of
autonomic computing than the concepts of the upper circles.

We acknowledge that the concept of trust is a vast domain and complete analysis of
trust in all dimensions may seem to be outside the scope of this research. We,
therefore propose the framework of trust as a combination of user belief, user
behaviour, user intention and willingness to act, user expectation and trust as an
element of risk and uncertainty reduction. The central gray circle overlaps each of the
five components mentioned in the preceding sections. Note that the central gray
(trust) circle also falls in an area where there is no overlap from any one of the five
components based on the classification of trust as a definition. This non-overlapping
free space area signifies the possibility of having other components in the trust
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framework. We believe that this composition is necessary, but not sufficient to

establish a solid trust framework.

3.1.3.1 Building on the existing categories from Lee

Trust as an attitude or expectation

While trust has been advocated as an expectation held by an individual due to a promise
or written communication of another that can be relied on [Rott1967], trust can also be
seen as expectations related to a subjective probability an individual assigns to the
occurrences of some set of future events [ReHZ1985]. Trust is also described as an
expectation of fiduciary obligation and responsibility, that is, the expectation that other
people in our social relationships have moral obligations and responsibilities to
demonstrate a special concern for others’ interests above their own [Barb1983].
Although Lee et al. rightly acknowledge the ‘expectation’ category of trust, they miss
some related definitions of trust that belong to this category. For example, Bickmore et
al. define trust as people’s abstract positive expectation that they can count on partners
to care for them and be responsive to their needs now and in the future [Bick2003]; this
notion of trust has not been acknowledged by Lee as a part of this category. Also,
Deutsch’s contribution, which explains trust as an expectation of an event requiring the
existence of both positive or desirable outcomes and negative or undesirable outcomes,
has been missed.

Sousa underlines how expectations and/or needs of users with respect to computational
support for their tasks are significant and applicable to task models [Sous2005]. For
autonomic systems, situation awareness is important [BMKB2005]. Fulfilling users’
expectations regarding what the system is doing, why it is doing that, and what will it be
doing next may prove to be worthwhile when building trust.

Autonomic systems do not display cause and effect relationships and are not
transparent. Hence, the user will not know if the operation performed by the autonomic
application actually matches the ‘expectation’ the user had in mind. This suggests that
for autonomic systems to be trusted, it would be worthwhile that users be informed of
the probability or success rate of a particular action based on prior knowledge and state
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changes that have occurred before. This seems feasible for autonomic systems provided
there is sufficient history stored in the knowledgebase to analyze patterns.

Trust as an intention or willingness to act

Lee aptly supports the approach to categorize trust as an intention or willingness to act
rather than portraying it as an expectation [LeSe2004]. He pleads that trust is the
willingness to place oneself in a relationship that establishes or increases vulnerability
with the reliance upon someone or something to perform as expected. Other
researchers campaign that trust is the willingness to rely on an exchange partner in
whom one has confidence [MoDZ1993]. Yet other researchers take the stand that trust
is the willingness of a party to be vulnerable to the actions of another party based‘ on the
expectancy that the other will perform a particular action important to the trust or,
irrespective of the ability to monitor or control that party [MaDS1995].

With respect to autonomic systems, we assume that users of our e-Commerce prototype
are open to the idea of building authentic trust based on the provided evidence that the
system itself cooperates. Thus, the autonomic system must also communicate to the
user in explicit terms that it is willing to perform the assigned tasks.

Trust as a user behaviour

Behaviour is the manner in which something or someone functions or operates
[Dict2005]. Although, Lee et a/. recognize this category of trust, they fail to provide
evidence and support to defend this classification [LeSe2004]. Wrightsman provides
evidence that people tend to develop a personal philosophy about their interaction with
people [Wrig1972]. As such it is important to appreciate trust as behaviour. Trust as
behaviour is a conscious regulation of one’s dependence that will vary with the task, the
situation or the person. Judgments made by a user based on the experience gained from
being a consumer and from the perception of a particular merchant [KBCS1999] is
another definition of trust which may be placed in this category. Note that judgments
and perceptions may vary from person to person.

Patrick states that the factors contributing to trust of a system also include the user’s
individual ability to trust and past experience [Patr2002]. He quotes a survey wherein
27% people in one group only marginally were concerned with online privacy, while 17%
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in another group were labeled as ‘privacy fundamentalists’ and were very particular
about privacy. The third group (56%) was labeled the ‘pragmatic majority’ because they
had some concern about privacy, but also had developed tactics to deal with those
concerns.

While this thesis focuses on building trust based on comprehensive information provided
to the user, we also appreciate that in order to build trust in totality we need to touch
upon the user behaviour part. We also acknowledge that although it may not be feasible
to change a user’s behaviour per se, it seems possible to roughly gauge a user’s
behaviour based on patterns and preferences. Making the autonomic system adapt to
user behaviour is possible. Reeves and Nass show that users prefer agents that match
their own personality [ReNa2003]. Having autonomic systems make adjustments to user
behaviour and thereafter conveying the same to the user will make it appear more
appealing, trustworthy and convincing. Moon demonstrated that a computer which uses
a strategy of reciprocal, deepening self disclosure in its text based conversation with the
agent will cause the user to rate it as more attractive particularly in e-Commerce
applications [Moon1998]. '

This definition of trust is important since it brings into limelight the user ought to be
assessed personally in order to build trust with autonomic software. Scenario questions
and questions to gauge his or her temperament before using autonomic software may
help the system decide the level of risk the system can take. Some researchers have
recommended that users play a game before they get to use software to test their
temperaments and their willingness to act in different situations. Sousa stores user
preferences and user knowledge (level of user expertise) to build truly usable adaptive
systems [Sous2005]. We understand that user interfaces are more often than not a
characteristic of user behaviour and preferences. Available devices are often a function
of the task behaviour. This reassures our understanding that defining trust as a
behaviour is justified.

3.1.3.2 Introducing New Trust Categories

The three categories of trust as identified by Lee et a/. provide a good starting point to
help understand trust as a concept by itself [LeSe2004]. However, based on our
research, these three categories of trust seem to be insufficient to fully cover the
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concept of trust. There seem to be many more than just three dimensions to the
definitions. The following sections introduce additional categories for our trust

framework based on definition.

Trust as a belief and confidence

Belief is different from expectations. While belief is a degree of conviction of the truth of
something especially based on a consideration or examination of the evidence,
expectation is more related to prospects, especially of success or gain. Expectation is a
mental picture of the future with the feeling that something is about to happen.

Belief is different from behaviour. Behaviour is more motor related or related to physical
action while belief is more psychological in nature. Behaviour is the manner in which
something or someone functions or operates [Dict2005]. Belief is the mental act,
condition, or habit of placing trust or confidence in one another. The mental acceptance
of and conviction in the truth, actuality, or validity of something may be understood as a
belief [HMKM2005]. Trust may thus, be justified as belief in the system characteristics,
specifically belief in the system’s competence, dependability and security of the system,
under conditions of risk [Kini1998]. Ring [RiVa1994] says that trust is the confidence of
goodwill in others when you are vulnerable. Trust at the individual level is
conceptualized as a belief, expectancy or feeling that is deeply rooted in the personality,
with its origins in the individual early psychological development [LeBul1996]. Trust is a
positive belief about the perceived reliability of, dependability of, or confidence in a
person, object, or process [TsF01999]. Webster’s dictionary defines trust as reliance on
character, ability, strength, or truth of someone or something.

Since we appreciate the distinction between belief, expectations and behaviour, it is
important to acknowledge trust as a belief. Researchers have stated that autonomic
decisions must be correct to the user’s belief [RMDN2003]. Hence, our classification of
trust as a belief and its application to autonomic systems seem to be worthwhile. Based
on our analysis and general experiences with life, we understand that providing
information to the user about the system state, intensions and operation modes in part
will help reassure the user’s belief. Hence, our work which is an explicit layout of the
nature and type of information to be expressed to the user fits well.
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Trust as a process of uncertainty reduction and an element of risk

Trust is a process of uncertainty reduction, the ultimate goal of which is to reinforce
assumptions about a partner’s dependability with actual evidence from the partners’
behaviour. Reliance upon information received from the other person about uncertain
environmental states and their accompanying outcomes in risky situations [ScHT1973].
This category of trust may also be related to Sousa’s [Sous2005] second category of
task models where task descriptions play the role of guiding users along complex tasks.
Task descriptions and guides help reduce uncertainty in the minds of the user.

We understand that providing the user with relevant information thereby allowing the
user to remain in the loop during operation of an autonomic system will help the user in
making informed decisions. We perceive that communication and transparent autonomic
systems will help reduce uncertainty and aid in risk assessment.

3.2 Chapter Summary

This chapter discussed our framework of trust. This chapter will help designers
understand the basics of trust which will in turn help in the development of trustworthy
autonomic applications.

Next, we present an explicit layout of a subset of the nature and type of information to
be exchanged between the user and the autonomic system to gain the users
confidence in its actions.
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Chapter 4: Type and Nature of Information Exchange to

Build Trust

Trust is formed by demonstrating to the user that the system makes correct and

expected decisions [CSAW2005]. In this chapter we present an explicit layout of a

subset of the nature and type of information to be exchanged between an autonomic

system and its users to gain the users’ confidence in its actions. While outlining the

nature and type of information exchange, we try to make corresponding relations to

our framework of trust and classify each piece of information into a class of trust as

introduced and discussed in the previous chapter.

In order to lay out the pieces of information that build trust with users, we inspect the

information exchanged in Tivoli, a successfully deployed autonomic system. Tivoli was

inspected by the author of this thesis over a period of three hours. The following is a

summary of the exercises performed over these three hours:

= Exercise 1: Taking a tour of the Tivoli Provisioning manager

o

(¢]

o

Step 1: Signing on to the Tivoli Provisioning manager
Step 2: Accessing help

Step 3: Finding objects in the Management interface

= Exercise 2: Creating a Customer Application

o

Step 1: Creating a new application

Step 2: Adding a tier

Step 3: Assigning workflows to the tier

Step 4: Adding a dedicated server to the tier

Step 5: Adding an overflow server to the tier
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« Exercise 3: Creating a Workflow
o Step 1: Creating a new automation package
o Step 2: Creating a new workflow file
o Step 3: Creating the MyFirstWorkflow workflow
o Step 4: Compiling and running your workflow
o Step 5: Viewing workflow results
= Exercise 4: Enabling Access Control
o Step 1: Enabling access control
o Step 2: Creating an access group
o Step 3: Creating a new user
o Step 4: Adding access permissions
o Step 5: Adding objects to an access group
o Step 6: Logging on

To identify the missing pieces in the information exchange between Tivoli and its users
we employed Sousa’s user task models for adaptive systems [Sous2005]. In this
chapter, we also offer recommendations on how to augment the Tivoli user-system
interaction to improve the incremental trust building. These recommendations might
help the designers of Tivoli in making the system more trustworthy.

The following sections describe the nature and type of information exchange required
to build trust in detail.
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4.1 Type of Information

From Chapter 1, we know that the characteristic of an autonomic system is that it
possesses any subset of the following characteristics: self-configuration, self-
protecting, self-healing, or self-optimization.

Therefore, while identifying the ‘type’ of information to be exchanged with the user of
an autonomic system, we are directed to consider, the information exchange which
would make the user aware of the system’s capabilities with respect to these
characteristics. Therefore, the type of information to be exchanged between an
autonomic application and the user of the application may be divided into the follpwing
categories: self- configuration, self-protecting, self-healing, and self-optimization.

4.1.1 Self-Configuration

Autonomic software systems may need to configure and re-configure resources both at
load time and at run time under varying and unpredictable conditions. This action may
be initiated by the need to adjust the allocation of resources based on the current
optimization criteria or in response to hardware or firmware faults. If a system is
capable of self-configuration, it is significant to apprise the user of such capabilities so
as to gain user confidence. Information that would reflect self-configuring capabilities
would include the information that communicates to the user, for example, the ability
to concurrently add or remove hardware or software resources in response to
commands from administrators, service personnel, or hardware resource management
software. In the last few years, we have become accustomed to regular self-
configuration by updating the components of our operating systems, desktop
applications and virus database automatically.
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4.1.2 Self-Optimization

Self-optimizing capabilities refer to those capabilities of computing systems that allow
the autonomous measurement of the performance or usage of resources and then tune
the configuration of hardware resources to deliver improved performance. In an
autonomic system, which is capable of self-optimization, we perceive that the
exchange of information that reflects these capabilities to the user will foster
confidence and build trust in autonomic systems. “An autonomic system never settles
for the status quo—it always looks for ways to optimize its workings” [Horn2001]. For
example, QoS requirements (e.g., for data or compute servers) can be satisfied and
optimized using autonomic computing solutions. i

4.1.3 Self-Healing

With self-healing capabilities, platforms can detect hardware and firmware faults
instantly and then contain the effects of the faults within defined boundaries. This
allows platforms to recover from the negative effects of such faults with minimal or no
impact on the execution of operating system and user-level workloads. Hence,
information exchange that reflects these capabilities to the user is understood to foster
confidence and build trust in autonomic systems. Just like our nervous system, an
autonomic system ought to recover from routine and extraordinary events that might
cause some of its parts to malfunction.

4.1.4 Self-Protection

Self-protecting allows computing systems to protect against internal and external
threats to the integrity and privacy of applications and data. Hence, information
exchange that reflects these capabilities to the user will foster confidence and build
trust in autonomic systems. As we all know by now, the virtual world is as dangerous
as the physical one. Thus, an autonomic computing system must be an expert in self-
protection [Horn2001].
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Having laid out the type of information required for building trust with autonomic

applications, we now characterize the nature of information exchange. This section

discusses each piece of information in detail. Table 4.1 presents an overview of our

trust framework (as introduced in the previous chapte) in tabular format for reference

purposes.

Table 4.1: Trust framework in autonomic systems

Trust framework

Trust framework (sub-
classification)

Type of trust

Simple

Blind

Authentic

Basis for development

History-based

Personal disposition

Shared category
membership

Role behaviour

Definition of trust

Attitude or expectation

Intention or willingness to
act

User behaviour

Belief and confidence

Uncertainty reduction and
An element of risk
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Table 4.2 below outlines the nature and type of information required to be exchanged.
The expansion of the nature and type of information falling under the Type of Trust and
Basis for Development of Trust categories has been left as areas for future work. For
the purpose of this research, we delve into the definition of trust and enlist the nature
and type of information that fall under it. This section specifies the levels of trust at
which the respective piece of information should be exchanged. In Tables 4.2a-4.2e,
we list each type of information and map it correspondingly to our trust framework.
Table 4.2a-4.2e also specifies the levels of trust for information exchange.

Table 4.2a: Level of trust and nature and type of information exchange to build
trust with autonomic systems for the attitude or expectation category ~

Trust
framework Tvpe of
(sub- . yp . Nature of information
- information
classificatio
n)
Expectations with regards to
All functionality and goal oriented
performance assessment
Sibiade o All Modus operaT\di or.the plan to solve an,
expectation issue in hand
Self- !
) User-perceived state
configuration
Self-optimization User expectations tpwards QoS such as
throughput
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Table 4.2b: Level of trust and nature and type of information exchange to build
trust with autonomic systems for the intention or willingness to act category

Trust
framework . Typs of Nature of information
(sub- information
classification)
Intention or All
willingness to All

act

Self-optimization

Table 4.2c: Level of trust and nature and type of information exchange to build
trust with autonomic systems for the belief and confidence category

Trust
framework
(sub-
classification)

Type of
information

Nature of information

Belief and
confidence

Self-configuration

All

Self-configuration

Self-optimization

Self-configuration

Self-optimization and
self-configuration

Self-protection

Self-protection rial runs




Table 4.2d: Level of trust and nature and type of information exchange to build
trust with autonomic systems for the user behaviour category

49

Trust
framework
(sub-
classification)

Type of
information

Nature of information

User Behaviour

Self-configuration

User-attributes should be saved in the
environment model.

Self-configuration

Task-specific preferences with resbect to

alternative configurations for supporting the

task.
Self-optimization Supplier
Self-optimization QoS

All

Specification

Table 4.2e: Level of trust and nature and type of information exchange to build
trust with autonomic systems for the uncertainty reduction category

reduction and
an element of
risk

Self-configuration

Trust
framework Type
i i o_f Nature of information
(sub- information
classification)
Self-protection Alternative suppliers to support a service
Self-optimization QoS aspfects such as r.esponse time, accuracy,
. image resolution, frame rate.
Uncertainty

Changes in user task

Self-configuration

Changes in environment

Self-healing Error messages
Self-healing Unforeseen circumstances with
recommendations to correct them
LEGEND

At all levels of trust

At levels of full trust

At levels of partial trust

At levels of partial and full trust

At levels of no trust and partial trust

At level of no trust
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Sections 4.2.1 to 4.2.5 describe each piece of information in detail and how it relates
to autonomic software like Tivoli. We also consider user-task models for adaptive
systems to analyze pieces of information exchange that may help build trust and
identify the ones that are missing in autonomic systems such as Tivoli.

4.2.1 User expectations

Mayer et al, state that in order to build trust, the trustee must communicate and
demonstrate to the other party that it is performing an important action as is expected
[MaDS1995]. Autonomic systems must communicate with the user so that he or she can
decide if the system is meeting the expectations or not. Also, there would be pieces of
information that users would expect the system to communicate to them. Hence, the
importance of information to fulfill or conform to user expectations needs to be taken
into consideration. With respect to autonomic applications, users may have several
expectations from the system as listed in the sections below.

4.2.1.1 Functionality and goal-oriented performance assessment

Lee et al. state that automation has a perspective that is related to the goal-oriented
nature to assess performance [LeSe2004]. While working with software applications
users are goal-oriented. Thus, it is worthwhile to acknowledge the communication of
functionality of a system (or module), as an expectation from the user.

Functionality of a system could be with regards configuration, optimization, healing or
protection. Hence, this piece of information falls under the ‘All’ type of information
category.

Level of trust for information exchange

At levels of no trust and partial trust, the user is understood to doubt the doings of the
autonomic system. Hence, the user might like to be informed of the goals of the system.




51

With the increase in the level of user trust in the system, the user would be more
interested in the results than the goal of the system. Hence, we feel that the need to
communicate the functionality of the system should tend to decline with increasing
levels of trust.

Application with respect to Tivoli

In the Tivoli Storage Manager, there exist brief descriptions of the functionality and goal
of each module on top of the controls to perform the tasks (cf. Figure 4.1).
Communicating information of this sort may be seen as a user experience goal because
it helps the user. Users can recognize rather than having to recall the purpose of the
module. Also, this adheres to Nielsen’s principle of usability heuristics because a
description of functionality provides the user with help and documentation [‘Nielsen
1994b].
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Figure 4.1: Tivoli Store Manager: health monitor

4.2.1.2 Modus operandi

Users may also like to know in some cases, the modus operandi or the plan to solve an
issue on hand (depending on the level of interest and expertise of the user). Modus
operandi may be seen as the mode of operation of a user to accomplish a certain task in
an autonomic system. In addition to the system communicating the purpose and/or
procedure of a certain action on its part, the system may also like to inform the user of
the steps he or she needs to take to cooperatively perform a given task when working
towards a common goal, and indicate when human intervention may be required.
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System adaptation and implementation of this information is described in Section 4.1.4 in
detail. Satisfying and communicating this expectation to the user seems to be feasible.
This is because autonomic systems are policy-driven and have a knowledgebase. Hence,
the communication of the plan of how a task will be carried out should not be hard to
achieve. During our research we discovered surveys that demonstrate how the
communication of modus operandi is important. For example, a survey demonstrated by
Whitten and Tygar revealed that the majority of users of PGP software were unable to use
the system to perform the desired task [WhTy1999]. This was because the PGP interface
failed to provide comprehensive information about how the public key encryption works
and the roles and uses of the public and private keys. 25% of the people surveyed
emailed secret information without any protection. An analysis of errors and an evaluation
of the interface led these researches to conclude that the major source of the problems
was that the users did not understand the public key model used in PGP.

Modus operandi of a system could be related to system configuration, optimization,
healing or protection. Hence, this piece of information falls under the ‘All" type of
information category.

Level of trust for information exchange

At levels of no trust and partial trust, we believe users will be more skeptical about how
the system operates. Once the user gets a fair idea of how the system operates, the user
should be more interested in the final results. Hence, our understanding is that when a
user starts to believe in the capabilities of the autonomic system, the system will not
need to communicate modus operandi details under normal conditions.

Application with respect to Tivoli

In the Tivoli Storage Manager, the system presents Hints and Tips to the user to
accomplish a given task (cf. Figure 4.2). This helps fulfill users’ expectation of being
communicated of the modus operandi. Such a communication is expected to reduce
human errors and allow the required results to be achieved more quickly and easily.
Autonomic systems today are seen as intelligent software applications, capable of making
decisions while offering recommendations to users. Therefore, autonomic systems are
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expected to demonstrate its capabilities while providing full support to the user when

human intervention or attention is required.
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Figure 4.2: Tivoli Storage Manager: the restore feature with Hints and Tips

4.2.1.3 User-perceived state

In the present context, user perceived state would refer to a set of properties in the
environment that characterizes the support for the task. Specifically, user perceived
state is seen as the user-level settings (e.g., preferences, options) associated with each
of the services supporting the task, the materials being worked on, user-interaction
parameters (e.g., window size, cursor), and the user preferences for the task. Reeves
and Nass also show that users prefer agents that match their own personality
[ReNa1996]. System adaptation and an implementation of the mode of communicating
this information are described in Section 4.1.4 in detail. Initially and ideally, users will be
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required to define their preferences with respect to state. With time, the system must
learn to adapt to these preferences. Once users have defined their preferred state(s),
they will expect the system to display it. In other words, an autonomic system is
expected to demonstrate its capabilities to ‘autonomically’ adjust to user-perceived

state(s).

Information to communicate the state as perceived by the user may require adding or
removing resources. Self-configuration by example is the ability to concurrently add or
remove hardware resources in response to commands from administrators, service
personnel, or hardware resource management software. Hence, this piece of information
falls under the self-configuration type of information category.

Level of trust for information exchange

At levels of partial trust and full trust, we understand that the user will start to expect
things from the autonomic application. The user may start developing expectation from
the system with regards to the environment settings and so on. In such a scenario, the
user is also likely to make perceptions on the system state. Thus, demonstrating that
the system conforms to the user perceived state at levels of partial and full trust seems
to be beneficial.

Application with respect to Tivoli

In the Tivoli Storage Manager, the system allows the user to configure and specify user
preferences for accomplishing a given task (cf. Figure 4.3). The user can make
modifications as per his or her requirements and desires. They may filter out the pieces
of information deemed irrelevant or of relatively low importance at a particular point in
time. We believe that saving and storing such preferences made by the user, and
allowing the flexibility to change the same at a later point, should not be a difficult task.
The system may learn to adjust to these preferences once they have been set by the
user. This functionality in the autonomic application offers flexibility and control over the
system by the human allowing the required results to be achieved more quickly and
easily. This is also a user experience goal because it supports creativity. For example,
configuring certain parameters may allow alternative views to present a report. This
feature is emotionally fulfilling and hence again a user experience goal because the user
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can control the way they want the environment to look. Freedom, flexibility and user
control are included in the Usability Heuristics Principles of Nielsen for good design
[Nielsen 1994b]. Hence this piece of detail also conforms to principles from Human
Computer Interaction.
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Figure 4.3: Tivoli Storage Manager: setting preferences and filters to suit user perceived state

4.2.1.4 Quality of Service

In the present context, QoS refers to the acceptable levels of QoS and the preferred
tradeoffs. User’'s expectations with regards to QoS typically relate to response time. QoS
preferences play a key role in guiding the adaptation policies within resource-adaptive
applications while users carry out their tasks [HIPD2003]. Additionally, during automatic
configuration, QoS preferences play a role in choosing among alternative service
suppliers, and in determining the optimal resource allocation among the service
suppliers involved in a task [LMRW2005].

Information on QoS would include details such as throughput or turnaround time. QoS in
itself is a measurement of performance. Self-optimizing capabilities refer to those
capabilities of computing systems that allow the autonomous measurement of the
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performance of hardware resources to deliver improved performance. Hence, this piece
of information is in sync with the self-optimization type of information.

Level of trust for information exchange

We recommend QoS details to be exchanged at all levels of trust. This is because the
QoS preferences for a user may change with time and tasks. Users may prefer to have
different QoS tradeoffs for a given service in different tasks [Sous2005]. Sousa in his
Ph.D. thesis gives an instance wherein Fred is watching a video over a network link and
the bandwidth suddenly drops. Now, reducing the frame rate or the image quality will
depend on Fred’s preferences for the current task. If Fred is watching a sports event, he
may prefer frame rate to be preserved at the expense of image quality. On the other
hand, for watching a documentary on painting, the reverse may be pre?erable.
Furthermore, the preferred QoS tradeoffs may change during the task. Sousa cites an
instance where there is a task that involves automatic translation of natural language.
The users in this case may prefer faster responses over accuracy of translation during
the introductory part of the conversation, but they may prefer the opposite once the
conversation gets more involved. According to Sousa, while the simplest form of
expressing a tradeoff is to indicate which dimension is preferred, this form has very
limited expressive power. For instance, a user might indicate that response time is
preferred over accuracy of translation. However, how short of a response time will
satiate the user? And even if accuracy is less important, what if it degrades so much that
the translations become unusable? A clearly more powerful form is to express the
thresholds that characterize a tradeoff. For example, if Fred requires highly accurate
translations, he may be willing to wait up to 30 seconds for an answer. In Sousa’s work,
QoS tradeoffs are set by expressing user happiness with the level of quality provided
along each QoS dimension. For example, when faster responses are preferred over
accuracy of translation, the QoS preferences set stricter happiness thresholds for
response time and looser thresholds for accuracy. The tradeoff can be reversed by
relaxing the thresholds on response time and tightening the thresholds on accuracy.
Therefore, QoS aspects keep changing over time and, hence, are recommended to be
communicated to the user at all times.
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Application with respect to Tivoli

In the Tivoli Storage Manager, the system displays the response time the user may
expect (cf. Figure 4.4). This is satisfying and hence also a good experience for the user
since the system is accountable and transparent in its doings. However, the application
does not allow the user to set or change QoS preferences for scaling over user tasks and
time. We suggest incorporating capabilities as suggested as discussed above.
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4.2.2 Intention and willingness to act on tasks and services

4.2.2.1 Service awareness — tracking tasks or services

In the present context, service awareness refers to the engagement or the employment
of the system’s tasks or processes. According to Sousa [Sous2005], the fault tolerant
and load balancing systems are the most primitive forms of service aware systems. He
says that today service awareness includes suppliers providing a service for a task,
qualitative models of QoS to guide adaptation policies, and so on. Under the following
umbrella, we see users to naturally expect their autonomic system to be service aware.
Service awareness could cater to system needs such as configuration, optimization,
healing or protection. Hence this piece of information falls under the ‘All" type of
information category.

Level of trust for information exchange

The ability to track tasks or services should be made possible at all instances. At level of
no trust, the user will be extra conscious of the progress of tasks being performed and is
therefore likely to be interested in such information. At levels of trust partial trust, the
user is understood to be in a transition state from controlling the system to ‘letting go’.
Hence we perceive that there might be instances where the user may like to confirm
that the system is making progress. At the level of full trust, the user may still need to
track tasks or services. This information may be helpful for the user to schedule other
tasks. Hence at the level of full trust, the user may still like to know that the system is
self-aware and willing to account to the user.

Application with respect to Tivoli

In the Tivoli Storage Manager, the system displays service awareness (Figure 4.5) on
the aforementioned terms. The TODO list, the Scheduler and the Activity information as
depicted in Figure 4.5, all communicate the engagement or the employment of the
system’s tasks or processes. In Figure 4.5, the QoS aspects to service may be seen
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under schedule which displays the accuracy or success rate with respect to tasks

completed.
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Figure 4.5: Tivoli Storage Manager: the system status feature depicts state of the system

4.2.2.2 Context awareness — event detection

In the present context, context awareness refers to circumstances in which an event is
placed or occurs. Context-aware systems react to variations in the physical context
around users [CSAW2005]. Examples of observed variables are: user location, attention
focus, physical activity, emotional state (relaxed, working, in distress), privacy (who else
is in the vicinity), and so on. Typical context-aware systems represent such awareness
as collections of interpreted rules (clauses of the form “if context then action”), or
embedded logic in the code [CSAW2005].
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Context awareness of a system could be referred to in relations to system configuration,
optimization, healing or protection. Hence this piece of information falls under the ‘AllY

type of information category.

Level of trust for information exchange

Information to demonstrate the system’s context awareness should be made possible at
all instances. At level of no trust, the user will be extra conscious of what is being done
and why. Therefore, the user is likely to be interested in context information at the level
of no trust. As mentioned above, at levels of trust partial trust, the user is understood to
be in a transition state wherein he or she is moving from the notion of controlling the
system to simply ‘letting go’. Hence we perceive that there might be instances where
the user may like to confirm that the system is making progress in the right context. At
the level of full trust, the user may still need to detect events and contexts in which they
occur. This information may be helpful for the user to schedule other tasks.

Application with respect to Tivoli

In Tivoli Storage Manager, and some Windows applications as well, we see the
hierarchical display of file structures and directories as a mode of presenting context
awareness (Figure 4.6). Each file or subsection is contained within a super-file which
gives meaning and context to the existence of the file itself. However, Tivoli does not
seem to be context aware in view of the above definition. Hence, we believe there is
scope for improvement in Tivoli in this regard. Sousa presents an architectural
framework describing ways to sense changes in context and adapt to them [Sous2005].
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Figure 4.6: Tivoli Storage Manager: the restore feature depicts file hierarchy

4.2.2.3 Resource awareness — support and maintenance of services

In the current context, a resource can be seen as something that can be used for
support or help [Dict2005]. Resource-aware systems react to resource variation:
components adapt their computing strategies so they can function optimally with the
current set of resources (bandwidth, memory, CPU, power, and so on) [CSAW2005]. The
adaptation policies in such resource-aware systems are often hard-coded. However,
which adaptation policies are appropriate at each moment depends on the user
preferences for the current task. And user preferences change dynamically, as users
switch between tasks, or even in the middle of a task. Sousa’s research associates user
preferences to each task, and provides mechanisms to communicate those preferences
dynamically to all the components supporting the task. Such preferences determine the
appropriate resource allocation, and adaptation policies.
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Resource awareness of a system is generally related to the hardware and software
resources available to it. Self-optimization refers to those capabilities of computing
systems that allow the autonomous usage of resources and then tune the configuration
of hardware resources to deliver improved performance. Hence this piece of information
falls under the ‘self-optimization’ type of information category.

Level of trust for information exchange

The adaptation policies in resource-aware systems are often hard-coded. However,
which adaptation policies are appropriate at each moment depends on the user
preferences for the current task. And user preferences change dynamically, as users
switch between tasks, or even in the middle of a task. Hence we recommend excﬁanging
information related to resources at all levels of users trust.

Application with respect to Tivoli

In the Tivoli Storage Manager, the system displays the available means of storage space
which shall give the user an idea of the resources at his disposal. See Figure 4.7.
Hence, Tivoli displays information related to resources. However, based on the above
mentioned definition of resource aware systems, we find information exchange in Tivoli
to be lacking.
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4.2.3 Users’ belief and confidence

4.2.3.1 User environment

In the current context, environment details refer to the set of suppliers, materials such
as an information asset (a file or data stream), and resources that are accessible to a
user at a particular location. An autonomic system that makes dynamic changes to the
environment to suit user tasks and communicates the same will be seen as a system
affirming to users’ belief with regards to the efficiency of its operation.

Environment details in the current context refer to resources available for use. The
purpose of exchanging this piece of information with the user is to allow the system to
reassure the user’s belief that the system is adapting to the environment to suit user
tasks. Adapting to the environment to suit user tasks can require tweaking several
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parameters, addition or removal of several resources. Hence this piece of information

falls under the ‘self-configuration’ type of information category.

Level of trust for information exchange

User environment is expected to change with change in user task, system status, and
time. Information that conveys changes with respect to changes in user environment is
recommended to be visible to the user at all levels of trust.

Application with respect to Tivoli

The resource accessible to a user is communicated in Tivoli. The system displays the
available means of storage space which shall give the user an idea of the resources at
his disposal (cf. Figure 4.7).

4.2.3.2 Context awareness

We acknowledge that presenting information demonstrating that the system is context
aware not only demonstrates the system’s willingness to act but also reaffirms user
belief. Hence we repeat this piece of information. Section 4.2.2.2 describes context
awareness in detail.

4.2.3.3 Configuration details

Carrying out a task may require configuring the environment, and accessing several
materials. A configuration means a set of possibly interconnected services that together
support a task. The system may require the user to provide this piece of information
early on to adjust itself so that it may reassure the user’s belief at a later stage.

As the name would suggest, this piece of information falls under the ‘self-configuration’
category.
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Level of trust for information exchange

Configuration details are expected to change with change in user task, system status,
and time. Information that conveys changes with respect to changes in configuration is

recommended to be visible to the user at all levels of trust.

Application with respect to Tivoli

During our experience with the Tivoli Storage Manager, we did not discover the software
to offer such capabilities. Although Tivoli Storage Manager may have built-in
characteristics and functionalities to encompass configuration management of services
for an environment; we are convinced by the ideas suggested by Sousa [Sous2005] and
find it more appealing. The configuration management of a multimedia adaptive
application called Aura as suggested in his Ph.D. thesis is addressed as follows.

By finding the available components that best fit the user’s needs for each task, the
infrastructure enables users to take full advantage of diverse environments.
Furthermore, by keeping track of user preferences with respect to QoS, of resources
demanded by alternative computing modalities, and resource availability, the
infrastructure can select the optimal configuration and carry out dynamic adaptation to
changes in the environment.

By automatically configuring environments, on demand, and by continuously adapting to
changes in the environment, the infrastructure reduces the burden of routine
configuration and reconfiguration tasks for the user.

We believe that these ideas may be applied to any autonomic application, as is.

4.2.3.5 Status indicators

A status is a position relative to others or a state of affairs. A system wide view of
aspects such as QoS would satisfy user’s belief. Information on status as mentioned
above can include QoS. QoS in itself is a measurement of performance. Self-optimizing
capabilities as discussed on Page 42 refer to those capabilities of computing systems
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that allow the autonomous measurement of the performance of hardware resources to
deliver improved performance. Hence this piece of information is in sync with the ‘self-

optimization’ type of information.

Level of trust for information exchange

The perceived reliability of, dependability of, and confidence in an object or process will
vary depending on the circumstances. A status indicator is itself a position relative to the
state of affairs. Hence, the status indication of an operation should be accessible to the

user at all levels of trust.

Application with respect to Tivoli

In Tivoli, status indicators are available in abundance (e.g. Figures 4.8 and 4.9).
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4.2.3.6 Data review

Displaying data or information already entered provides reassurance towards users’
belief. Hence we consider this as a relevant piece of information exchange to build
trust with autonomic systems.

Data review requires saving and retrieving data from a memory space. Self-
configuration capabilities as discussed on Page 42 may also involve addition or removal
of resources. Information may also bee seen as an intangible resource. Hence, this piece

of information is in sync with the ‘self-configuration’ type of information.
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Level of trust for information exchange

Data review must be allowed at all times. If users have no trust in the system, they will
want to make sure that the system is being receptive of user input. Hence data review is
important. Data review may not only mean presentation of text. In the present context,
we refer data review to the display of any user activity such a created folder, resource
access or modification, or (text) input in the past. Irrespective of the level of users trust
in the system, not allowing users to look up what they did before makes things appear
mysterious. Hence data review must be allowed at all levels of trust.

Application with respect to Tivoli

Figure 4.10 depicts a file that was once manually backed up in the Tivoli Storage
Manager. Hence Tivoli allows the capability of data review. Based on our experience,
other forms of data review also seemed to be possible with Tivoli.
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4.2.3.7 Visibility of information and tracking of processes

Russel et al. suggest that information required should be readily and easily accessible to
the users of autonomic software. This piece of information is in sync with data review
and status indicators as discussed in the previous sections.

Because, this piece of information is in sync with status indicators and data review, it
falls under the ‘self-configuration’ and ‘self-optimization’ category. For more information
about why this piece of information falls in the category mentioned, see Section 4.2.3.5
and 4.2.3.6.

Level of trust for information exchange

Visibility of information and tracking of processes must be exchanged at all levels of
trust for reasons discussed in Sections 4.2.3.5 and 4.2.3.6.

Application with respect to Tivoli

Figure 4.8 shows how visibility via tracking is imposed in Tivoli Storage Manager.

4.2.3.8 Recourse and undo

User actions should be saved in their profiles and undo capabilities should be possible.
Recall or undo options should be visible and accessible to users. Russel et al. also
advocate autonomic systems with the capability to allow users to back out of changes
easily. This reassures user belief that the system is working towards a common goal and
is willing to cooperate. This will build user trust with autonomic systems.

Recourse or undo is usually done to avoid an unfavourable situation. Hence this piece of
information seems to be a good fit for the ‘self-protection’ category of information.
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Level of trust for information exchange

Users may want to back out 6f operations at any instance. Barring few restrictions,
recourse should be allowed at all times. Therefore user steps and information entered
must be visible at all levels of trust.

Application with respect to Tivoli

Based on our experience with the Tivoli Storage Manager, the system does not have
recall and undo features.

4.2.3.9 Trial runs

Trial runs refer to demos and documentation. Allowing trial runs build the users’
confidence in the system.

Trial runs are usually done to gain a hand over something before doing the actual thing.
Hence, trial runs minimize the chances of failure or breakdowns. Hence this piece of
information seems to be a good fit for the ‘self-protection’ category of information.

Level of trust for information exchange

We see trial runs to be more a source for building trust rather than re-enforcing trust.
Hence trial runs are good to be accessible to the user at levels of no trust.

Application with respect to Tivoli

The Tivoli Storage Manager provides several online demos and has good documentation.
An inexperienced user may perform trial runs on demo versions in case he or she is not

confident and wishes to gain some proficiency before operating on the actual software.
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4.2.4 User and task behaviour

4.2.4.1 User-attributes

User attributes should be saved in the environment model. Users with different degrees
of expertise will ask for things at different levels: an inexperienced user will try to get
more abstract services, hiding internal details as much as possible, while an expert user
may want to have more control over which, and how the parts are configured. The same
user may want to have more control over the structure supporting a critical task, but be
willing to take an off-the-shelf solution for a low priority task [Sous2005]. This piece of
information is in accordance with the classification of trust as an expectation.

Exchanging pieces of information to demonstrate adaptability to and match user-
attributes may require hiding or presenting of tasks, capabilities, environments,
information and so on. This can be seen to involve a great deal of configuration
overhead on the part of the system. Hence this piece of information falls under the ‘self-
configuration’ type of information category.

Level of trust for information exchange

We feel that with an increase in level of trust in someone or something, the level of
expectation rises. Hence at the levels of partial and full trust, the user is understood to
more often expect that the system adapts to its attributes. Therefore, information
exchange that provides reassurance that user attributes are being stored or saved (for
system adaptation to user behaviour) is required at levels of partial and full trust.

Application with respect to Tivoli

In the Tivoli Storage Manager as well, each user is assigned a login name (cf. Figure

4.11). As such, user-attributes are saved in the environment model.
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Figure 4.11: Tivoli Storage Manager: feature that facilitates logon to specific user profiles

4.2.4.2 Task-specific preferences

To address the heterogeneity of ubiquitous computing environments, and the fact that
their resources are subject to frequent variation, user preferences relative to
functionality and QoS must be exchanged with the system. Sousa’s thesis [Sous2005]
cites an instance: if a task involves editing a text document and two distinct text editors
are available in the environment, the answer to which should be activated depends on
how the user appraises the functionality of each editor for the task at hand. For editing
natural language, the user may prefer an editor with automatic spell checking, but for
editing a computer program that feature may hinder more than help [Sous2005]. This
also depends a lot on the users’ behaviour. Different users tend to give priorities to
different tasks. Hence this piece of information falls under the user and task behaviour
category.
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Exchanging pieces of information to demonstrate adaptability and matching of user’s
task-specific preférence may require hiding or presentation certain system capabilities,
environments, information and so on. This can be seen to involve a great deal of
configuration overhead on the part of the system. Hence this piece of information falls

under the ‘self-configuration’ type of information category.

Level of trust for information exchange

At no level of trust, we believe the user would not expect the system to adjust or be
receptive to task specific preferences of a user. However, with time as users will start to
work on several tasks, their preferences will change perpetually. Hence users’ task-
specific preferences should be communicated to the system at levels of partial and full

-

trust.

Application with respect to Tivoli

During our experience with the Tivoli Storage Manager, we discovered that task
preferences may be specified and are communicated to the user but only at a low level.
Figure 4.12 shows how a user may select an existing path for new volume or set a path
reference afresh. The user may also go back and change these settings at a later stage.
However, we feel it is worthwhile for Tivoli to better address task specific preferences of
users. User should be allowed to specify their preferences relative to functionality and
QosS.




74

Add Disk Yoluma
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Figure 4.12: Tivoli Storage Manager: task specific preferences

4.2.4.3 Supplier information

In the present context, supplier refers to the provider of resources. Users may have
preferences with respect to suppliers. Therefore, supplier information has been placed
under user behaviour category.

Supplier information of a system is related to resources as mentioned above. Hence as
described in Section 4.2.2.3 this piece of information falls under the ‘self-optimization’
type of information category.

Level of trust for information exchange

As discussed in the previous section, tasks change with time. Depending on the nature
of the task, the suppliers to provide resources to complete those tasks change. Also,
users’ preferences keep changing from time to time. Therefore information that the
system must be communicated of users preferred supplier at all instances. Information




75

that demonstrates to the user, the alternative suppliers of a resource needs to be
communicated at all levels of trust.

Application with respect to Tivoli

Although Tivoli Storage Manager may have built-in characteristics and functionalities to
encompass configuration management of services from an environment, we as
researchers are more inspired by the ideas suggested by Sousa for an adaptive
multimedia application called Aura [Sous2005]. Sousa suggests a Managed Environment
layer (ME) to be responsible for monitoring the availability of suppliers and resources,
and for optimally matching the incoming requests to the available alternatives. Upon
resuming a task, the ME maps the service requests to the concrete suppliers that best
match the user preferences. While tasks are being carried out, the ME monitars the
environment for failures and opportunities for improvement. Should an alternative
configuration become more attractive, the ME is the first to reason whether to replace
one or more suppliers to reach the desired configuration. According to Sousa, a cost of
change is factored into this reasoning, since users may perceive a cost whenever they
are interacting directly with a supplier targeted for replacement. The Aura framework as
described by Sousa, takes advantage of the knowledge about user tasks and preferences
captured by an element called a Prism [Sous2005] to guide adaptation policies inside
resource-aware applications. We envision that a similar functionality may be
implemented in autonomic systems and will be useful to build trust.

4.2.4.4 Preferences relative to QoS

Preferences relative to QoS play a key role in guiding the policies for adaptation to the
variation of resources. For that, however, we need to take into account that QoS is
seldom expressed along a single dimension. For instance, suppose that the user is
watching a video over a network link and that the bandwidth suddenly drops. Should an
adaptive video player reduce the frame rate, or the image quality? The answer depends
on the user’s preferences for the current task. If the user is watching a sports event, he
may prefer frame rate to be preserved at the expense of image quality. For watching a
documentary on painting, the opposite might be preferable. Task models should capture
the QoS tradeoffs that are appropriate for each task [Sous2005]. For reasons
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mentioned in Section 4.2.1.4, this piece of information is in sync with the ‘self-

optimization’ type of information.

Level of trust for information exchange

User's QoS preferences change with the task on hand. The system needs to make
adjustments in QoS with changes in the environment (resources available, task being
performed) as well as with user’s preferences. Communicating this to the user at all
levels of trust QoS will build the users confidence in the system.

Application with respect to Tivoli

-

Figure 4.13 depicts how the Tivoli Storage Manager allows the setting of QoS

preferences.
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Figure 4.13: Tivoli Storage Manager: preferences with respect to QoS
4.2.4.5 Specification

In the context of daily task management, users constantly switch between tasks,
incrementally change their needs for the ongoing task (e.g., by adding or removing
services), may change their QoS preferences midway through a task. For instance,
during a task that involves automatic translation of natural language, a user may prefer
faster responses over accuracy of translation during the introductory part of the
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conversation, but may prefer the opposite once the conversation becomes more involved
[Sous2005]. .Allowing the user to specify task based and other preferences and
demonstrating to the user that those preferences are applied by the system, should help
in gaining users confidence.

The specification of could relate to system configuration, optimization, healing or
protection. Hence this piece of information falls under the ‘All’ type of information
category.

Level of trust for information exchange

Specifications indeed change with time and task. Hence, exchanging this piece of
information at all levels of trust is recommended.

Application with respect to Tivoli

Although Tivoli Storage Manager may have built-in characteristics and functionalities to
encompass configuration management of services from an environment, we as
researchers are more inspired by the ideas suggested by Sousa for an adaptive
multimedia application called Aura [Sous2005]. Sousa, in his Ph.D. thesis presents a
dashboard for adaptive systems in which users can save and select their task based

preferences.

4.2.5 Reducing uncertainty in the mind of the user

This piece of information is in accordance with the classification of trust as an element to
reduce complexity. The autonomic applications need to provide reliable user
assessments of the system and the world to ensure proper operation in an unpredictable
environment [Camp2003].
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4.2.5.1 Alternative suppliers to support a service

This may be seen as an overlap with the information presented on suppliers in Section
4.2.4.3. Providing information on alternatives reduces uncertainty in the mind of the

user.

Being able to provide alternative suppliers is a form of protection for the system. Hence
this piece of information falls under the ‘self-protection’ category of information.

Level of trust for information exchange

We recommend exchanging this piece of information at the levels of partial and full
trust. For details, see Section 4.2.4.3.

Application with respect to Tivoli

The application to Tivoli remains almost the same as discussed in Section 4.2.4.3.

4.2.5.2 QoS

QoS cover aspects such as response time, accuracy, image resolution, or frame rate.
This may be seen as an overlap with the information presented on QoS in Section
4.2.4.4. A good rate of QoS could possibly eliminate user doubts and uncertainty levels
to some extent.

For reasons mentioned in Section 4.2.1.4, this piece of information is in sync with the
‘self-optimization’ type of information.

Level of trust for information exchange

This piece of information is good to be exchanged at all the levels of trust. For details,
see Section 4.2.4.4.
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Application with respect to Tivoli

The application to Tivoli remains almost the same as has been discussed in Section
4.2.4.4.

4.2.5.3 User task-specific preferences

This may be seen as an overlap with the information presented on task-specific
preferences in Section 4.2.4.2.

For reasons mentioned in Section 4.2.4.2, this piece of information is in sync with the
‘self-configuration’ type of information.

Level of trust for information exchange

This piece of information is good to be exchanged at all the levels of trust. The reasoning
behind this may be seen as an overlap with the information presented in Section
4.2.4.2.

Application with respect to Tivoli

The application to Tivoli remains similar to what has been discussed in Section 4.2.4.2.

4.2.5.4 Changes in environment

In the present context, environment refers to an aggregation of user attributes,
resources and/or suppliers available, tasks being performed or in the queue, QoS
settings, and so on.

Exchanging pieces of information to depict adaptability to and match changes in the
environment can require the hiding or presenting certain system capabilities,
environments, information, and so on. This can be seen to involve a great deal of
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configuration overhead on the part of the system. Hence this piece of information falls
under the ‘self-configuration’ type of information category.

Level of trust for information exchange

We recommend exchanging this piece of information at levels of partial and full trust.
This is because if the system informs a skeptical user of changes in environment, it will
only increase the user’s skepticism. Hence at levels of no trust, we believe it is not a
good idea to present details that reveal changes in environment to the user.

Application with respect to Tivoli

Although Tivoli Storage Manager may have built-in characteristics and functionalities to
encompass configuration management of services from an environment, we as
researchers are more inspired by the ideas suggested by Sousa for an adaptive
multimedia application called Aura [Sous2005]. This may be seen as an overlap with the
information presented on configuration in Section 4.2.3.

4.2.5.5 Error messages

Communicating error messages is a vital part of any system-human interaction.
Autonomic computing systems while being at the best of behaviours is still understood
to throw exceptions at some point or the other during its operation. So long as the error
message is communicated effectively, the user will know what to expect. Communicating
faults to the user will help users to make informed decisions with regards to future
operations. This will reduce the risk involved in an operation and is hence understood to
reduce uncertainty in the mind of the user. Error messages by definition are a form of
‘self-healing’ information.
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Level of trust for information exchange

We propose exchanging error messages, when they occur, at all levels of trust. The
error message must contain some explanation of the exception, background information
on the error and the effect of the error on the environment. This will reflect that the
system is self-aware. Hence, this should help reduce user anxiety, especially at low
levels of trust.

Application with respect to Tivoli

Based on our research and existing literature, we believe that the Tivoli Storage
Manager exchanges messages when an error occurs. However during our hands on
experience with Tivoli, this piece of information was not communicated. We believe this
was because an error event did not occur during our operation.

4.2.5.6 Unforeseen circumstances with recommendations

Autonomic systems are policy based and learn by experience. Therefore, autonomic
systems are expected to face circumstances that it may not have experienced before. In
such conditions, the autonomic system must communicate the state of affairs to the
users with some background information so that the user can take over control.
Communicating recommendations to fix the state, if possible, will help reduce
uncertainty in the minds of the user.

Communicating unforeseen circumstances and offering recommendations are a form of
‘self-healing’ information.

Level of trust for information exchange

Reflecting the systems’ unfamiliarity to something at levels of no trust is understood to
back track the level of trust. If a user does not trust a system, he or she will tend not
believe in the recommendations offered by the system. At levels of partial trust,
exchanging this information may be somewhat more useful. At level of full trust
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providing users with recommendations on unforeseen situations should strengthen user-
confidence in the system. However, we believe that at levels of overtrust, the exchange
of such information is most fruitful. This is because overtrust is a sensitive level of trust,
the damage of which may lead to no trust. Hence in unforeseen circumstances, the
system needs to be more transparent.

Application with respect to Tivoli

Based on our research and existing literature, we believe that the Tivoli Storage
Manager exchanges messages and offers recommendations when an unforeseen
circumstance is met with. However during our hands on experience with Tivoli, this piece
of information was not communicated. We believe this was because such a scenario did
not occur wherein it would need to offer recommendations during our interaction with
the system.

4.3 Development of the trust framework

Studying Tivoli helped us identify the nature and pieces of information exchange that
can help build trust and come up with our trust framework. Table 4.3 summarizes our
trust framework upon investigation of Tivoli.
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Table 4.3: Development of the trust framework by studying Tivoli

Trust framework (sub

Type of information
exchange

Nature of information

classification based on
exchange
the definition of trust)
All Functionality
All Modus operandi

User expectations

Self-configuration

User perceived state

Self-optimization

QoS

Intention and willingness

All

Service awareness

to act Self-optimization Resource awareness
Self-configuration User environment
Self-optimization Status indicators
User belief Self-configuration Data review

Self-optimization and self-

configuration

Visibility of information via
tracking

User task and behaviour

Self-configuration

User attributes

Self-configuration

Task specific preferences
at a low level

Self-optimization

QoS

Reduce the uncertainty in
the minds of the user

Self-optimization

QoS

Self-configuration

Task specific preferences
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4.4 Evaluation of Tivoli

Conversely, in the process of developing our framework using Tivoli, we were also able
to evaluate Tivoli and determine the strengths and shortcomings with respect to trust
issues in the application. Table 4.4 lists the plus and minus points of Tivoli with respect
to information exchange, based on our trust framework. The plus sign indicates that the
respective piece of information is exchanged with the user whereas the information
pieces listed in the minus sign column indicate that those pieces of information exchange
are not available (based on the author’s study).
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Table 4.4: Evaluation of Tivoli with respect to our trust framework

Table 4.4: Evaluation of
Tivoli with respect to our
trust framework

+ =
Trust framework (sub
classification based on
the definition of trust)
Functionality

User expectations

Modus operandi
User perceived state
QoS

None

Intention and willingness

Service awareness

Supplier information

to act Resource awareness
User environment Context awareness
Status indicators Configuration details
User belief Data review Recourse or undo

Visibility of information via
tracking

Trial runs

User task and behaviour

User attributes
Task specific preferences
at a low level
QoS

Specification

Reduce the uncertainty in
the minds of the user

QoS
Task specific preferences

Supplier information
Error messages
Recommendations in

unforeseen circumstances
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4.5 Chapter Summary

This chapter outlines the nature and type of information for building trust with
autonomic applications. Tables 4.2a - 4.2e outline the nature and type of information
exchange to help build trust with autonomic applications.

This chapter also helps us evaluate Tivoli with respect to trust issues. Based on our
study, Table 4.3 lists the plus and minus points of Tivoli with respect to the pieces of
information it exchanges that fall under our trust framework.

Next, we apply our trust framework to a case study and apply the nature and type of
information mentioned in this chapter to an autonomic prototype.
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Chapter 5: Evaluation

Evaluating this thesis entails demonstrating that (i) the proposed framework of trust is
useful with respect to autonomic systems; and (ii) the nature and type of information to
be exchanged fits into our proposed trust framework. Ideally, we would conduct a case
study in industry to assess the value of the framework for developers of autonomic
systems. However, a better tactic is to perform some internal case studies first to
further refine the trust framework before deploying it in industry.

Thus, to evaluate (i) we cite literature and demonstrate how our trust framework holds
with respect to autonomic systems (cf. Section 5.1). To evaluate (ii), we apply our
framework to a non-deployed autonomic e-Commerce prototype (cf. Section 5.2).

5.1 Trust Framework with respect to Autonomic Systems

In the following sections we perform a documentation review to evaluate how our trust
framework is useful with respect to autonomic systems.

5.1.1 User expectations and autonomic systems

For autonomic systems, situation awareness is important [BMKB2005]. Sousa underlines
how expectations and/or needs of users with respect to computational support for their
tasks are significant [Sous2005]. We have mentioned previously that there is little
difference between Sousa’s specific notion of an adaptive system and the more general
notion of a self-managed system (cf. Section 2.3). Fulfilling a user’s expectations
regarding what the system does, why it does that and what it will be doing next may
prove to be worthwhile for building trust [ANBL2002]. This suggests that for autonomic
systems to be trusted, it would be worthwhile to communicate the probability of success
of a particular action based on past experiences. This seems feasible because autonomic
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systems are primarily policy based. Calculations to determine the success or failure rate
of a particular action should be possible with information from the knowledgebase and

by observing the pattern of behaviours of the system.

5.1.2 Willingness to act and autonomic systems

Lee et al. aptly categorize trust in automated systems as an intention or willingness to
act [LeSe2004]. In this thesis, we assume that the user is willing to trust the system
provided that the system is accountable to him or her. In fact, our thesis is based on the
premise that users of our e-Commerce prototype are receptive to building authentic
trust based on the past experiences (cf. Section 3.1) provided the system itself is willing

to cooperate. .

5.1.3 User belief and autonomic systems

We appreciate the distinction between belief and behaviour and acknowledge trust as a
belief (cf. Chapter 3). Autonomic decisions must be correct to the user’s belief
[Camp2003]. Hence, our classification of trust as a belief and its application to
autonomic systems seems worthwhile. Based on our research, we argue that providing
information to the user about the system state, intentions and operation modes in part
will help reassure the user’s belief. Hence, our work which is an explicit layout of the
nature and type of information to be expressed to the user fits well in place.

5.1.4 User behaviour and autonomic systems

The definition of trust, as a willingness to act, is important since it brings into the
limelight the fact that in order to build trust with autonomic software, the user himself or
herself needs to be assessed personally. Scenario questions and questions to gauge his
or her temperament before use of autonomic software may help the system decide the
level of risk it can take. Some researchers have recommended that users be presented a
game to play before using the software so that their temperaments and their willingness
to participate in different situations may be gauged. Sousa in his Ph.D. thesis mentions
that it is important to store user preferences and user knowledge (level of user
expertise) in order to build adaptive systems that are truly functional [Sous2005]. Lee et
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al. also recognize that trust in automated systems is affected by behaviour to some
extent [LeSe2004]. This reassures our understanding that defining trust as a behaviour

is justified with respect to autonomic software.

5.1.5 Reducing uncertainty and autonomic systems

We understand that providing the user with relevant information will keep users in the
autonomic operation loop. This will help the user to make informed decisions.
Communication and transparent autonomic systems will help reduce uncertainty in the

minds of users.

-

5.2 Nature and Type of Information Exchange with respect
to the E-Marketplace Application

We have described the basics of our E-Marketplace autonomic e-commerce prototype in
Section 2.4.2.2. The E-Marketplace application was inspected over a period of four hours
by the author. During our inspection, the author performed transactions with the system
to buy products from various fictitious sellers. In this section, we present an evaluation
of the E-Marketplace application. In turn, we also apply the nature and types of
information, which we described in Chapter 4, to the E-Marketplace application to
evaluate the usefulness of our trust framework from a developer’s perspective.

5.2.1 User expectations

5.2.1.1 Functionality and goal-orientated performance assessment

This piece of information exchange is missing in the E-Marketplace application. We
propose an ‘About E-Marketplace’ option to be visible to the user which would specify
the functionality of the application.
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5.2.1.2 Modus operandi

In some cases the users may like to know the modus operandi or the plan to solve an
issue at hand (i.e., depending on the level of interest and expertise of the user). This
display of information is apparently missing from the E-Marketplace application and
recommended. For example, when a User Agent receives the “Go Shopping” message
from a user action, it sends a purchase query to a Buyer Agent (cf. Section 2.5.2.2). The
Buyer Agent immediately creates a purchase order, which is an XML file, and sends it to
the User Agent to get confirmation. The user does not know what the system is up to
until it receives the confirmation. Therefore the user is kept in the dark and may not
know what to expect as a result or may expect something completely different. A’tool tip
above the ‘Go Shopping’ button that states ‘Sends a purchase query and creates a
purchase order’ may be useful. Also, upon obtaining confirmation from the User Agent,
the Buyer Agent creates a Mobile Buyer Agent (MBA) and dispatches it to the Market
Management Agent. After the MBA passes the identity verification, the Market
Management Agent checks the configuration repository based on the products that the
buyer needs, and gets the relevant information about all sellers and gives the MBA the
sellers’ address. This information is not communicated to the user. We recommend that
this be communicated to the user so as to depict the mode of operation the application
follows to achieve user expectations. Displaying the mode of operation to perform a task
increases the credibility of the application and makes the system efforts sound more
prudent, believable and visible.

5.2.1.3 User perceived state

The E-Marketplace application does not adapt to user preferences with respect to user
level settings and interaction parameters. The system does not allow the user to set his
or her preferences in the first place. Hence, the display of user perceived state
information is apparently missing from the E-Marketplace application and s
recommended.
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5.2.1.4 Quality of Service

This display of information is apparently missing from the E-Marketplace application and
recommended. For example the expected turnaround time after a user hits the 'Go
Shopping’ button should be communicated to the user.

5.2.2 Intention and willingness to act on tasks and services

5.2.2.1 Service awareness

-

Fault tolerant and load balancing systems represent the earliest form of service aware
systems [Sous2005]. Modern service aware systems would also include QoS details. This
display of information about the systems willingness to be service aware is apparently
missing from the E-Marketplace application and is recommended.

5.2.2.2 Context awareness

Context refers to the circumstances in which an event occurs. The E-Marketplace is not
receptive to and does not exchange information such as user location, attention focus,
emotional state, and so on. This piece of information exchange should be considered to
depict the system'’s willingness to act on tasks and services.

5.2.2.3 Resource awareness

This display of information is apparently missing from the E-Marketplace application and
is recommended. For example upon arrival at a seller’'s site, the MBA (cf. Section
2.5.2.2) starts to negotiate with the Seller Agent. Firstly, the seller checks its own
inventory through an Inventory Agent, if it has the needed goods, the seller will accept
the proposal from the MBA and begin to bargain with the MBA by using negotiation
strategies; otherwise, it will send a “refuse” message to the MBA. This information is not
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communicated to the user. We recommend that this be communicated to the user so as
to depict the willingness of the MBA to be aware of the available resources and operate
accordingly. However, the E-Marketplace application does display the name and the
location of the sellers and the buyers. This allows the user to be aware of the context in
which the transaction has been processed. For example, a single seller in the seller’s list
will be indicative that there has been little or no negotiation with respect to the price of
the product.

= Market Manager -atp://uluru:4000/

4 LR -
Sellers Repository Hakiom | Buyers Repasitory =y 1
~ Seller's Name | sallers Location 1 Buyer's Name | BuyersLocation |
~ latpdiulure:5000/ | § |[Buyer ABC atpAuluru:6100/ i
A atp:ifuluru: 5100/ | Buyer UDP __atpifuluru.6000/
B _ stdulurus2000 4 2

Figure 5.1: User interface of the Market Manager agent in the E-Marketplace application

5.2.3 Users’ belief and confidence

5.2.3.1 User environment

This display of information is apparently missing from the E-Marketplace application and
recommended. For example, environment details such as the set of suppliers, materials
(e.g., an information asset such as a file or data stream), and resources accessible to a
user at a particular location, should be communicated if available. This communication to
the user shall reassure the user that there are alternative suppliers for a product and,
hence, the transaction has better chances of success. Also, depicting that the system is
aware of its options will increase the users’ confidence and hence the user will
appreciate that he or she got a good deal.
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5.2.3.2 Context awareness

In the present context, context awareness refers to circumstances in which an event is
placed or occurs. Context-aware systems react to variations in the physical context
around users [CSAW2005]. Examples of observed variables are: user location, attention
focus, physical activity, emotional state (e.g., relaxed, working, or in distress), or
privacy (i.e., who else is in the vicinity). Typical context-aware systems represent such
awareness as collections of interpreted rules (i.e., clauses of the form “if context then
action”), or embedded logic in the code [CSAW2005]. The E-Marketplace is not a
context-aware system.

5.2.3.3 Configuration details

Carrying out a task may require obtaining a configuration of services from an
environment, and accessing several resources. In this case, configuration means a set of
possibly interconnected services that together support a task. The presentation of such
information is apparently missing from the E-Marketplace application and s
recommended. We envision that configuration details may not be desired by a user who
is using the E-Marketplace for shopping. However, an administrator or maintainer of the
system may need pieces of information such as details on the constituent components of
the system or network details.

5.2.3.4 Status Indicators

In the E-Marketplace application, Monitor Agents continuously monitor the status of each
agent, detect agent failures, or restart an agent to achieve self-healing. However, the
presentation of this information to the user is missing and is recommended. For
example, a progress bar indicating the status of a negotiation process will keep the user
in the loop and reassure the user of the system’s endeavour to work towards his or her
goal. Hence, the capabilities of the system need to be expressed to the user to reassure
the user’s belief and build user’s confidence in the system.
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5.2.3.5 Data review

The E-Marketplace allows the display of information already entered. Figure 5.3 shows
how the application remembers input text from the user for future references.
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== 1 [ The final selling price is 1.8519412
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Figure 5.2: User interface for the Seller Agent in the E-Marketplace application

5.2.3.6 Visibility of information and tracking of processes

Figure 5.3 exhibits how, in the E-Marketplace application, the Negotiation Result space
(cf. Figure 5.2) displays the failed status of the negotiation process in addition to the
final result. However, the application needs to be more responsive to the user during the
shopping process. In the E-Marketplace application, the system does not communicate
to the user what it is doing and where exactly the Mobile Agents are wandering at a
specified point in time. For example, the system should allow the user to be able to keep
track of its activity and allow transparency during its operation. Communicating
information during the negotiation process such as ‘Reached seller A and awaiting
response’, ‘Seller A refused to transact, approaching Seller B’, ‘Seller B does not have
the product, searching for other suppliers’, ‘No more suppliers found, transaction
cancelled” and so on will facilitate continuous visibility of operations to the user and
reassure him or her that the system is working towards the goals specified.
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Figure 5.3: User interface for Seller Agent in the E-Marketplace application

5.2.3.7 Recourse or undo

Figure 5.4 depicts how the E-Marketplace allows recall or undo. However, once the user

hits the ‘Go Shopping’ button, the shopping command cannot be aborted. Allowing users

to undo such an action will reassure the users’ belief that the system is receptive to

users discretion and flexible enough to adapt to users wishes.




< Purchasing Services User Interface - atp://ulurw6000/
Product BuyForm

Product Name Quantity N Comments
{Orange l25 ] 18618412
g P e ¥ R 10.5620985
(Open Price Reservation Price : 16689263
15 P | Sory! No seller has such product
| it 15689263
f s i L . 00 No seller's price meet your requirement
Product To Buy

1.6541017

| ProductName | Quantiy | OpenPrice |ResewationPricel |’
15 2 -

Orange 25

Watermelon 25 1 2

‘rpplﬂ 26 1 2 f

Kiwi 25 1 2

[Banana 26 ! 2

\Pear 25 95 11 !

\Grapefrut 26— 123 =

L . cwoymem RS
Log Out ; |

Figure 5.4: User interface for the Buyer Agent in the E-Marketplace application

5.2.3.8 Trial runs

The E-Marketplace application does not provide the feature to allow users to perform
trial runs. The user is expected to know how the system works. However, no
documentation or guidance is available for reaffirming the user’s belief that the action he
or she may be taking will be correct and cause the expected result. We recommend the
provision of trial runs to reassure the user’s belief in the system.

5.2.4 User behaviour

5.2.4.1 User-attributes

Section 4.2.4.1 mentions how users with different degrees of expertise may have
different levels of expectations from the system and react differently. The E-Marketplace
application does not allow user-attributes to be saved in the environmental model. We
recommend the set up of user accounts and profiles so that users can customize the
environment as per their preferences. This will also provide the system with information
on user-attributes and allow the system to adjust accordingly.
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5.2.4.2 Task-specific preferences

User-attributes should be saved in the environment model task-specific preferences with
respect to alternative configurations for supporting the task as discussed in Section
4.2.4.2. The E-Marketplace does not exchange user preferences relative to functionality
and QoS. The system therefore is not receptive of user task specific preference
information and does not display information to demonstrate adaptability in this regard.
Hence it is recommended that in the E-Marketplace application, user task specific
preferences be considered to build user trust in the autonomic prototype.

5.2.4.3 Supplier information .

The E-Marketplace application does not allow the user to specify his or her preferences
with respect to the supplier they are obtaining the services from. For example, if the
user wishes to exclude a particular seller from the market when the user ‘Goes
shopping’, it is not possible. We recommend that the E-Marketplace allow users to rank
sellers based on their preference or exclude a particular seller. This can be made
possible by saving users preferences under the users’ identity in the user profile. When
a user logs on with their identity, these preferences can be retrieved from the users
profile and loaded for the user. This will allow the system to make adjustments with the
user’'s behaviour and the communication of such system adjustments to the user will
help build trust with the system.

5.2.4.4 Preference relative to QoS

The presentation of such information is apparently missing from the E-Marketplace
application and is recommended. Section 4.2.4.3 explains how users may have different
preferences over QoS for different tasks. Also QoS covers several aspects of service
including turnaround time, failure rate etc and the user may be interested in only a
particular set of QoS preferences. The user should be allowed to make these
specifications and save them in their profile so that the application may make
adjustments accordingly. When a user logs on with her identity, these preferences can
be retrieved from the users profile and loaded for the user. This will allow the system to
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make adjustments with user’s behaviour and the communication of such adjustments to

the user will help build trust with the system.

5.2.4.5 Specification

Section 4.2.3 describes how users may have specifications for different tasks. The E-
Marketplace application does not allow specification of QoS related issues. Looking
beyond QoS in the E-Marketplace application, the user may like to specify the currency,
the number of decimal point for the cost of a product or simply its features in specific
terms. This is not currently possible with the E-Marketplace application. However, the
user can make specifications to a certain extent in the application. Figure 5.5 shows the
fields where users can specify the price range and abstract requirements for the product
that they would like to buy. However, users should have the better flexibility in making
specifications. The system should adjust to these specifications and the adjustments
made by the system should be communicated to the user. This reflects the system’s
willingness to make adjustments according to the user’s behaviour which will help build
the user’s trust in the system.
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Figure 5.5: User interface for the Buyer Agent in the E-Marketplace application
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5.2.5 Reducing uncertainty in the mind of the user

5.2.5.1 Alternative suppliers to support a service

The presentation of such information is apparently missing from the E-Marketplace
application and recommended. In the E-Marketplace application, after the Buyer Agent
receives all the relevant sellers’ addresses from the MBA, it can decide which sellers to
transact with. Then the Buyer Agent sends the MBA to visit each seller (cf. Section
2.5.2.2). However the alternative of the supplier available is not communicated to the
user. Displaying this piece of information will help reduce uncertainty in the mind of the

user. -

5.2.5.2 QoS

The presentation of such information is apparently missing from the E-Marketplace
application and is recommended. QoS aspects include issues such as response time,
accuracy, image resolution, or frame rate. The E-Marketplace application does not
communicate the QoS setting of the system. Allowing the user to view the QoS settings
will check the user from making unreal expectations from the system and the system
violating such expectations. Also, the user will then know the state of art and, hence,
this will reduce uncertainty in the mind of the user.

5.2.5.3 User task-specific preferences

Changes in users’ tasks are the same as task specific preferences as discussed in
Section 5.2.4.2. Expressing system adjustments to accommodate changes in user’s
tasks will help reduce uncertainty in the mind of the user.

5.2.5.4 Changes in environment

The presentation of such information is apparently missing from the E-Marketplace
application and is recommended. Environment details include information such as the
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set of suppliers, and resources accessible to a user at a particular location. Expressing
the system adjustments made to accommodate changes in the environment will help

reduce uncertainty in the mind of the user.

5.2.5.5 Error messages

The presentation of such information is apparently missing from the E-Marketplace
application and is recommended. Any deviation from the expected output is considered
an error [CSAW2005] from a user’s point of view. A possible list of user expectations has
been listed in Section 5.2.1. Once the system has processed the information based on
the user’s expectations, if any deviation is found it should be communicated to the user.

5.2.5.6 Unforeseen circumstances with recommendations

The presentation of such information is apparently missing from the E-Marketplace
application and is recommended. The E-Marketplace application does not offer

recommendations to the user in unforeseen circumstances.

5.3 Evaluation of the E-Marketplace application

By evaluating the E-Marketplace application using our trust framework, we were able to
recommend a set of improvements to the developer of E-Marketplace. This
demonstrates that this systematic inspection of trust issues can be utilized by
developers during the design of an autonomic system to improve the design with respect
to trust. Moreover, the same systematic inspection techniques can be used to analysis
operational autonomic systems. Thus, the E-Marketplace case study gives us confidence
that the nature and type of information exchange described in Chapter 4 are useful.

Conversely, in the process we were able to evaluate E-Marketplace application and
determine the strengths and shortcomings with respect to trust issues. Table 5.1 lists
the positive and negative aspects of the E-Marketplace application with respect to
information exchange, based on our trust framework. A plus sign indicates that the
respective piece of information is exchanged with the user whereas the information
pieces listed in the minus sign column indicate that those pieces of information are not
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available. These findings are based on the author’s case study of the E-Marketplace

application.

Table 5.1: Evaluation of E-Marketplace application with respect to our trust

framework
Trust framework (sub-
classification based on the + _
definition of trust)
Functionality
Modus operandi
User expectations None .
User perceived state
QoS i
Supplier information
Intention and
. None Service awareness
willingness to act
Resource awareness
Data review User environment

User belief

Visibility of information
tracking
Recourse or undo
(available in some

situations)

Status indicators
Context awareness
Configuration details
Recourse or undo
Trial runs

User task and behaviour

Specification (available in

some situations)

User attributes
Task specific preferences
QoS
Specification

Reduce the uncertainty in
the minds of the user

None

Supplier information
Error messages
Recommendations in
unforeseen circumstances
QoS
Task specific preferences
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5.4 Chapter Summary

In this chapter, we applied our trust framework in a case study to the E-Marketplace
autonomic computing prototype. We are pleased that our ideas readily apply to this
prototype. We concluded that the autonomic prototype has significant issues with
building user trust. It turns out trust issues were not really considered during the design
of the E-Marketplace application. As a result, this chapter offers recommendations to the
developer of the E-Marketplace application on how to build user trust into her
application. In the next chapter, we discuss the limitations and contributions of our

research and outline avenues for future research.

-
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Chapter 6: Conclusions

6.1 Summary

The increasing heterogeneity, dynamism and interconnectivity in software applications,
services and networks lead to complex and difficult-to-manage systems. Coping with
such a complexity directs us to investigate a new computing paradigm, namely
autonomic computing. Of course, autonomic computing poses significant research
challenges. Two of the most critical research challenges are trust and adoptability.
Autonomic systems, in an endeavour to hide complexity, give up accountability. to the
user to a certain extent. The system itself takes over full control whereby it may or may
not operate as per the user’s expectations during its operation. Consequently, autonomic
systems engender trust and adoption issues since the system by definition hides cause
and effect relationships. Researchers have stressed the fact that building trust is critical
when automating tasks. Increasing trust will allow the proliferation of autonomicity in
existing autonomic systems [LoLi2002]. Newly deployed autonomic applications on the
other hand will be more readily accepted and adopted if trust issues are addressed. In
fact, the issue of trust is in many ways at the core of self-managing systems, and the
issue is very complex [LMRW2005]. There is not only a need, but also an absence of
mechanisms, to develop a rapport with autonomic systems [MiLa92]. Until now, there
has been no concrete understanding, specification and layout of methodologies, and
steps to describe how trust can be built with autonomic systems.

We advocate information exchange and communication as a tool to build trust with
autonomic systems. Using our trust framework as a base, we discuss how the tool of
communication helps build trust with software systems. In our thesis, we advocate an
exchange of information between the user and the autonomic application in order to
build trust. Improved interaction will allow autonomic systems to be more autonomous,
exhibiting increased initiative without losing the users’ trust. Higher levels of trust and
usability should in turn lead to improved adoptability. This thesis addresses the trust
problem by enabling an in-depth understanding of trust and applying the
understanding to autonomic systems thereafter.
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In order to achieve the above mentioned goal, we followed an exploratory approach for
our research. In an exploratory approach, usually little is known of the subject under
study at the outset of the research. The subject under study is investigated from
different viewpoints, and the researcher, in the process, gains ‘insights’ of the subject
under study (cf. Figure 1.3). Hence, the researcher deepens his or her understanding
and this method may therefore, reveal valuable new aspects about the subject. In our
case, the insight led to a trust framework for autonomic computing systems. We looked
at trust from the different viewpoints—from the way trust is defined to how trust is
formed. We also reviewed the literature on trust to gather information on key trust
topics, issues, nomenclatures and taxonomies and then derived our trust framework.

A framework is a simplified description of a complex entity or process. In our case, the
complex entity was trust itself. Our framework provided a simplified description ef trust
by:

Presenting a nomenclature (naming conventions) of trust

Presenting a taxonomy (classification) of our nomenclature

Presenting a Venn diagram of the definition of trust

Identifying the different levels of trust

Reviewing a method to measure trust [CSAW2005]

We related the concepts of trust and autonomic computing. In this thesis we distilled
and pruned the key topics of our trust framework. We investigated the Tivoli
provisioning system (i.e., an IBM application that has autonomic capabilities) to
determine the nature and pieces of information exchange to build trust. To evaluate the
strengths and shortcomings with respect to trust in Tivoli, we looked at the nature and
type of information exchanged in an adaptive system [Sous2005].

After identifying the nature and type of information to be exchanged, our approach
involved meticulous planning and decision making regarding which pieces of
information among these should be inherently built into or provided by an autonomic
system. We proposed a three-stage trust model to describe the varying levels of trust
in autonomic applications. We described the existing methods to measure trust in
autonomic systems and outlined which pieces of information need to be exchanged
with each level of trust.
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In order to evaluate our trust framework, we applied our findings in a case study to an
autonomic e-Commerce prototype called the E-Marketplace application. This application
was designed at the University of Victoria by Jing Zhou [Zhou2006]. The system is
based on a Mobile Multi-Agent Autonomic Architecture to achieve its desired e-
Commerce functionalities. The system implements autonomic properties such as self-
protecting, and self-healing from failures. The case study produced a set of
recommendations for the developer of the E-Marketplace application to improve the

application with respect to trust issues.

Based on our experiences gained with the analysis of the commercial Tivoli system and
the non-deployed e-Commerce prototype, we feel that our findings will be able to guide
the developers of trustworthy autonomic applications to some extent. We are confident
that the trust framework can be used by other researchers in a step-by-step fashion. It
is our hope that our trust framework will form a base for other researchers to build

upon.

6.2 Contributions

We cannot claim that we have completely solved the problem of building incremental
trust for autonomic systems by providing guidelines for communication and interaction
with such systems. However, we believe that our approach is a step in the right
direction. The following list outlines our main contributions to the research in this
specific field.

= Investigated trust from various viewpoints, organized and categorically presented
the different dimensions of trust.
= Proposed a trust framework for autonomic computing systems, while outlining a
subset of the nature and type of information exchange required for building trust.
Our trust framework
o Presents a nomenclature (naming conventions) of trust;
o Presents a taxonomy (classification) of our nomenclature;
o Presents a Venn diagram of the definition of trust;
o Identifies the different levels of trust; and
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o Reviews a method to measure trust [CSAW2005].
= Studied a deployed autonomic application, Tivoli, to discover how or how our
trust framework does or does not conform to a successful solution.
= Identified the trust strengths and shortcomings in Tivoli using our trust
framework by exposing concepts from user task models for adaptive systems to
determine how autonomic applications may violate these ideas.
= Applied our concepts to a non-deployed autonomic prototype to evaluate the

system itself and also our trust framework to autonomic systems.

It is our hope that our research will benefit developers and researchers in the following

ways:

= Aiding designers in understanding and designing incremental trust in AC systems.
* Guiding the development of autonomic computing systems with respect to trust.
= Proposing a trust framework for other researchers to follow and build upon.

6.3 Limitations

As stated earlier in this thesis, trust is multi-dimensional in that it is affected by several
parameters (cf. Section 2.5). Communication alone cannot completely solve trust issues
within a software system. For example, trustworthiness in an e-Commerce system also
depends on the vendors behind the scene who are selling the products. Financial risk in
online transactions is also a major consumer concern; vendors may or may not provide
guarantees on transactions. Hence, there are several aspects to trust which may be
beyond the reach of software engineering researchers. Nevertheless we argue however
that communication is the key tool to help building trust. Hence, our trust framework and
listing of the nature and type of information exchange may not be a complete solution to
the issue of trust with autonomic systems—but it is a step in the right direction.

The concepts and ideas presented in this thesis are based on the researchers’ study and
understanding. Therefore there may be a bias in the pieces of information identified as a
part of our trust framework.
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Also, trust levels may depend on a user’s basic nature, personality and mood. Patrick
[Patr2002] quotes a survey wherein 27% people in one group only marginally were
concerned with online privacy, while 17% in another group were labeled as ‘privacy
fundamentalists’ and were very particular about privacy. The third group (56%) was
labeled the ‘pragmatic majority’ because they had some concern about privacy, but also
had developed tactics to deal with those concerns. We understand that it is difficult to
gauge a user’s basic nature, personality, and mood. Therefore the framework may or
may not prove to be effective in all circumstances. This thesis is based on the
assumption that all users will ultimately develop authentic trust with the system if the
system is accountable. Autonomic systems are rule based and include a knowledgebase
in its autonomic element. Therefore our assumption is that history based trust is the
basis for building trust with autonomic systems. Although we see this to be a reasonable
argument, we cannot guarantee that our assumptions will be true at all instances-

6.4 Future Work

This research does not address all aspects related to trust issues with Autonomic
Systems. Several interesting but unexplored research avenues are as follows:

= Modify the E-Marketplace application so as to exchange the pieces of information
that are missing amongst the ones we described.

= Conduct a user study before and after the modification of the applications. The
comparison of the results will help in determining the effectiveness of our
approach.

=  Present a complete and comprehensive listing of the pieces of information that
should be exchanged with users to build trust with autonomic computing
systems.

= Qutline the character and grammar of the information being exchanged.

= Explore the nature and type of information that fall in the ‘type of trust’” and
‘basis for development’ dimensions (i.e., Table 4.1, Sections 3.1.1 and 3.1.2) in
detail.
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