Detection and Analysis of Connection Chains
in Network Forensics

by

Ahmad Almulhem

M.S., King Fahd University of Petroleum and Minerals, Saudi Arabia, 1996
B.S., King Fahd University of Petroleum and Minerals, Saudi Arabia, 1991

A Dissertation Submitted in Partial Fulfillment of the Requirements for the
Degree of
DOCTOR OF PHILOSOPHY

in the Department of Electrical and Computer Engineering

© Ahmad Almulhem, 2007
University of Victoria

All rights reserved. This dissertation may not be reproduced in whole or in part,
by photo-copying or other means, without the permission of the author.



i

Detection and Analysis of Connection Chains
in Network Forensics

by

Ahmad Almulhem

M.S., King Fahd University of Petroleum and Minerals, Saudi Arabia, 1996
B.S., King Fahd University of Petroleum and Minerals, Saudi Arabia, 1991

Supervisory Committee
Dr. I. Traore, Supervisor
(Department of Electrical and Computer Engineering)

Dr. F. Gebali, Departmental Member
(Department of Electrical and Computer Engineering)

Dr. M. Sima, Departmental Member
(Department of Electrical and Computer Engineering)

Dr. K. Wu, Outside Member
(Department of Computer Science)

Dr. I. Woungang, External Examiner
(Department of Computer Science, Ryerson University, Toronto, Canada)



Supervisory Committee
Dr. 1. Traore, Supervisor
(Department of Electrical and Computer Engineering)

Dr. F. Gebali, Departmental Member
(Department of Electrical and Computer Engineering)

Dr. M. Sima, Departmental Member
(Department of Electrical and Computer Engineering)

Dr. K. Wu, Outside Member
(Department of Computer Science)

Dr. I. Woungang, External Examiner
(Department of Computer Science, Ryerson University, Toronto, Canada)

ABSTRACT

Network forensics is a young member of the bigger family of digital foren-
sics discipline. In particular, it refers to digital forensics in networked en-
vironments. It represents an important extension to the model of network
security where emphasis is traditionally put on prevention and to a lesser
extent on detection. It focuses on the collection, and analysis of network
packets and events caused by an intruder for investigative purposes.

A key challenge in network forensics is to ensure that the network itself is
forensically-ready, by providing an infrastructure to collect and analyze data
in real-time. In this thesis, we propose an agent-based network forensics

system, which is intended to add real-time network forensics capabilities into



v

a controlled network. We also evaluate the proposed system by deploying
and studying it in a real-life environment.

Another challenge in network forensics arises because of attackers ability
to move around in the network, which results in creating a chain of con-
nections; commonly known as connection chains. In this thesis, we provide
an extensive review and taxonomy of connection chains. Then, we propose
a novel framework to detect them. The framework adopts a black-box ap-
proach by passively monitoring inbound and outbound packets at a host, and
analyzing the observed packets using association rule mining. We assess the
proposed framework using public network traces, and demonstrate both its
efficiency and detection capabilities.

We, finally, propose a profiling-based framework to investigate connection
chains that are distributed over several ip addresses. The framework utilizes
a simple yet extensible hacker model that integrates information about a
hacker’s linguistic, operating system and time of activity. We establish the
effectiveness of the proposed approach through several simulations and an

evaluation with real attack data.
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Chapter 1

Introduction

1.1 Context

Undoubtedly, the Internet has revolutionized the computer and communi-
cations world like nothing before. It has opened the doors for enormous
advancement and applications. Unfortunately, however, it has also allowed
for great possibilities of abuse and damage.

Nlowadays, it is more common than ever for computer attacks and crimes
to make headlines in media. The CSI/FBI annual survey is an insightful
reference of how often those crimes occur and how expensive they can be.
In their survey for the year 2003 [1], it was reported that the total annual
financial losses were more than $200 millions USD. This figure could actually
be worse, since only 251 out of the 530 participants (47%) reported their

financial losses.



The survey also shows other compelling statistics.
e 92% of the respondents detected attacks during the last 12 months.

e 75% of the respondents acknowledged financial losses due to security

breaches.

e Theft of propriety information is reported to be the costliest form of
computer crime with more than $70 millions USD. Denial of service

attacks came next with more than $65 millions USD.

In many cases, the costly theft of propriety information is due to the clas-
sic theft of business information by insiders. The website of U.S. department
of justice lists many of such cases [2]. The following case is quoted from

there.

“Richard Glenn Dopps, 35, pleaded guilty to one felony count
of obtaining information from a protected computer.

Until February 2001, Dopps was employed by The Bergman
Companies (TBC), a contracting firm based in Chino. After leav-
ing TBC to go work for a competitor, Dopps used his Internet
connection to gain access to TBCs computer systems on more
than 20 occasions.

Once Dopps was inside the TBC systems, he read e-mail mes-
sages of TBC ezecutives to stay informed of TBCs ongoing busi-

ness and to obtain a commercial advantage for his new employer.



prevent
detect

Figure 1.1: Security Model.

Dopps unauthorized access into TBCs computer system caused

approzimately $21,636 in damages and costs to TBC.”

Unfortunately, those attacks will only get worse. Our networks are only
getting larger and more complex. They are unlikely to shrink or become
simpler.

Conceptually, many organizations address security from three different
perspectives; namely prevention, detection, and reaction (Figure 1.1). Ac-
cording to the 2003 CSI/FBI survey, 99% of the respondents use a mixture
of various technologies pertaining to those perspectives. For example, more
than 90% use prevention technologies, like firewall, access control, and phys-

ical security. Also, 73% use intrusion detection systems.



1.2 Problem Statement

Although the above model is quite effective, a very important piece is miss-
ing. Specifically, current technologies lack any investigative features. In the
event of attacks, it is extremely hard to tie the ends and come up with a thor-
ough analysis of how the attack happened, what the steps were. In many
cases, serious attackers are skillful at covering their tracks. Firewall logs and
intrusion detection alerts are unlikely to be adequate for a serious investi-
gation of a security incident, especially when the goal is to apprehend the
perpetrator.

What is the solution? We believe the solution is in the realm of Network
Forensics [3]; a dedicated investigation infrastructure that allows for the col-
lection and analysis of network packets and events for investigative purposes.
It is the network equivalent of a video camera in a local convenience store.

In this thesis, we are concerned with digital forensics in networked en-
vironments; i.e. network forensics. In some respects, network forensics rep-
resents all the complexities and challenges associated with moving from the
forensic analysis of already complex standalone computers to the forensic
analysis for networked computers. In particular, it has to deal with dis-
tributed computers and network devices.

A key challenge in network forensics is to ensure that the network itself
is forensically-ready. In particular, a network must have an infrastructure

to collect and analyze data in real-time. Such infrastructure is intended



to augment an existing network. It may employ software technology, hard-
ware technology or both. Because of networks’ distributed nature, designing
such infrastructure is a challenging task. One, for instance, has to decide
what/where data should be collected?

Another challenge arises because of attackers ability to move around in the
network. In particular, it is common for a computer attack to originate from
an attacker’s computer, propagate through other computers, then attack
a victim computer. This ability to move around in the network results in
creating a chain of connections; commonly known as connection chains. They
are widely used by attackers to stay anonymous and/or to confuse the forensic
process.

Detecting and analyzing connection chains is a challenging, yet important
task. Particularly, it has the potential of revealing an attack’s path as well as
the involved hosts. Investigation then typically proceeds by isolating affected
hosts and collecting data from them. Ideally, this also may lead to the origin
of an attacker especially insiders. Coupled with collected evidences, the
attacker may also be prosecuted in a court of law.

Our goal in this thesis is to address the above challenges by developing
an agent-based architecture for network forensics analysis with a focus on
connection chains detection and profiling. We summarize in the next section

the contributions made in this regard.



1.3 Contributions

Three main contributions are made in this thesis.

First, we propose an agent-based network forensics infrastructure, which
is intended to add real-time network forensics capabilities into a controlled
network. The proposed architecture employ different agents to support the
distributed nature of computer networks and to separate the collection, log-
ging and analysis processes.

Secondly, we propose a novel framework to detect connection chains. We
adopt a black-box approach by passively monitoring inbound and outbound
packets at a host, and analyzing the observed packets using association rule
mining. We assess the proposed framework using public network traces, and
demonstrate both its efficiency and detection capabilities.

Thirdly, we propose a profiling-based framework to investigate connection
chains that are distributed over several ip addresses. The framework utilizes
a simple yet extensible hacker model that integrates information about a
hacker’s linguistic, operating system and time of activity. We establish the
effectiveness of the proposed approach through several simulations and an

evaluation with a real attack data.

1.4 Thesis Outline

The rest of the thesis is organized as follows. In chapter 2, we review various

aspects in the field of network forensics and highlight related technologies.



We also present notions and relevant challenges. In chapter 3, we detail
the architecture, implementation, and evaluation of the proposed network
forensics system. In chapter 4, we present an extensive review and taxonomy
of approaches for detecting connection chains. In chapter 5, we present a
framework to detect connection chains. In chapter 6, we present a framework

to profile connection chains. Finally, in chapter 7, we conclude the thesis.



Chapter 2

Network Forensics: Notions

and Challenges

Network forensics is a young member of the bigger family of digital forensics
discipline [4]. In particular, it refers to digital forensics in networked envi-
ronments. In this chapter, we review various aspects in the field of network

forensics and highlight related technologies.

2.1 Background

The term network forensics has been used in different contexts without an
official definition [4]. However, it generally refers to the analysis of data
collected on active networks devices, such as firewall logs, network traffic,

IDS logs, etc. Essentially, this analysis is for investigating a security breach,



such as a system compromise.
Back in 1997, security expert Marcus Ranum coined the term network

forensies [3], and described it as follows:

“For lack of a better term, we’ve been referring to this as
“network forensics” instead of mapping blood patterns and DNA
samples, we’re looking at how to analyze packet traces and net-
work connectivity graphs. Just like forensic scientists at a crime
scene, we’d rather be able to re-construct events using a closed-
circuit video camera’s recording, than to have to use scuff-marks
on the floor. Especially since network “scuff marks” are much,

much easier to conceal.”

Technically, network forensics is. a member of an already-existing and
expanding field of digital forensics [4, 5]. In real life, forensic science refers
to the use of proved scientific methodologies to answer questions related to

criminal and civil litigation. Analogously, digital forensic refers to

“The use of scientifically derived and proved methods toward
the preservation, collection, validation, identification, analysis,
interpretation, documentation and presentation of digital evidence
derived from digital sources for the purpose of facilitating or fur-
thering the reconstruction of events found to be criminal, or help-
ing to anticipate unauthorized actions shown to be disruptive to

planned operations [4].”
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In theory, digital forensics (and hence network forensics) is not a pro-
tection product. In particular, it is not supposed to replace firewalls and
intrusion detection systems. Instead, it is a process in which tools, tech-
niques, and human effort combine for the purpose of investigation.

Generally, digital forensics is of a great interest and importance. Law en-
forcement needs digital forensics in investigating crimes in which a computer
or digital system is either being the target of a crime or being used as a tool
in carrying a crime. In civilian applications, digital forensics is important
in investigating anomalous activities and ensure service availability. For in-
stance, the outcome of digital forensic can be used to set the filter rules of

firewalls and update intrusion signatures in IDS systems.

2.2 Definition and Model

The following definition is adopted by the Digital Forensic Research Work-
shop (DFRWS) [4]:

“Network Forensics: The use of scientifically proved tech-
niques to collect, fuse, identify, ezamine, correlate, analyze, and
document digital evidence from multiple, actively processing and
transmitting digital sources for the purpose of uncovering facts re-
lated to the planned intent, or measured success of unauthorized
activities meant to disrupt, corrupt, and or compromise system

components as well as providing information to assist in response
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Readiness | |Deployment | .| Physical Crime Sceme | .| Review
Phases Phases Investigation Phases Phase

A

A

Digital Crime Scene
Investigation Phases

h 4

Figure 2.1: The Integrated Digital Investigation Process (IDIP)

to or recovery from these activities.”

In general, digital forensic is a complex process. Accordingly, this also
applies to network forensic. In the literature, few models have been proposed
to model the digital forensics process [4, 5, 6, 7, 8]. There is no consensus
about which model best (or even correctly) represents the process. However,
the proposed models share a common foundation when fine details are ig-
nored. In particular, they are based on standard investigation models that
are applied in real-life crimes.

The Integrated Digital Investigation Process (IDIP) is a representative
model of the digital forensic process [8]. It consists of various phases that are
organized into five groups as shown in Figure 2.1. The following is a brief

description of these groups:

e Readiness phases: The goal of these phases is to ensure that the
personal and infrastructure are able to fully support an investigation

when an incident occurs.

e Deployment phases: The goal of these phases is to provide a mech-

anism for an incident to be detected and confirmed.
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e Physical Crime Scene Investigation phases : The goal of these
phases is to collect and analyze the physical evidence and reconstruct

the actions that took place during the incident.

e Digital Crime Scene Investigation phases : The goal of these
phases is to analyze digital devices that were obtained from the physical

investigation phases.

e Review phases : The goal of these phases is to review the whole

investigation and identify areas of improvement.

2.3 State of the Art

Network forensics is generally a manual and brute-force process [9]. It is
typically conducted by experienced system administrators. In some respects,
it is arguably more art than science.

A typical network forensic investigation proceeds by analysing various
types of logs. In a typical network setting, logs can be found in a number of
places. For instance, a network is usually equipped with a dedicated auditing
facility, such as Syslogd in Unix networks. Also, applications like web servers
and network devices like routers and firewalls, maintain their own logs.

Various tools and homemade scripts are typically used for the investiga-
tion. For example in a Unix environment, an investigator may use free util-

ities like tcpdump [10], grep, strings, etc. Some investigators employ costly
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commercial tools known as network forensic analysis tools [11, 12, 13]. The
architectures of these commercial tools are not disclosed. However, they
provide functionalities similar to those free utilities. Although, they are gen-
erally more user-friendly and versatile.

Since network forensics is generally a manual and brute-force process, it is
usually both time consuming and error-prone. Additionally, the mentioned
logs are not meant for thorough investigation. The logs may lack enough
details or contrarily have lots of unrelated details. They also come in different
incompatible formats and levels of abstraction. As such, there is a constant

need for tool support.

2.4 Related Technologies

In this section, we review some relevant fields showing their connection with

network forensics and their limitations.

2.4.1 Intrusion Detection Systems
overview

An intrusion detection system (IDS) is a system that monitors computing
resources (a single host or an entire network) in order to detect attacks and
security violations. In principle, it has the same goal as a “burglar alarm”
installed in a house to detect trespassers.

To achieve their mission, IDSs collect various kinds of data from different
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IDS

detection deployment

misuse anomaly policy host network

Figure 2.2: Classification of intrusion detection system (IDS).

sources and then process them employing a number of different approaches.
Collectively, they can be classified according to their deployment and detec-
tion as shown in Figure 2.2. Firstly, in terms of deployment, an IDS can be
either host-based or network-based. Whereas in terms of detection, there are

three main approaches:

o Misuse-based: An approach where detection is achieved by matching
against a database of known attacks. This approach is very similar to

anti-virus software.

o Anomaly-based: In general, malicious activities should be different from
normal ones. In this approach, an IDS builds a model of “normal”

activities of a system. It then alerts when a deviation is detected.

e Policy-based: In this approach, usage policy of a system is explicitly

stated. Accordingly, an IDS detects any policy violations.
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network forensics

Network forensics is fundamentally different from IDS. First, it requires col-
lecting far more data than what a typical IDS requires. Also, it is required
to generate detailed output compared to an IDS’s high-level alerts.

Within a network forensics framework, however, we believe that an IDS

can be utilized for two purposes:

e Detecting an Attack: An IDS is used as a sensor that detects attacks,
and subsequently triggers the forensics process. This is especially im-

portant for real-time systems.

e Profiling an Attacker: A class of anomaly-based IDS operates by pro-
filing each user of a computer system [14, 15, 16, 17]. Theoretically,
users can be distinguished from one another based on their patterns
of usage of the computer system. Therefore, a user can be profiled by
taking measures of his “normal” usage of the system. For instance,

NIDES [14] use many measures like CPU usage, file usage, etc.

If the profiles are reliable enough, they can be actually used to identify
the users just like identification IDs. Ideally, one would build a profile
“X” of an attacker while the attack is taking place. Then, the profile

“X™ is matched against a database of known users’ profiles.
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limitations

There are a number of issues pertaining to using IDS for network forensics.

‘We summarize them as follows.

e Detection Reliability: When relying on an IDS’s output, there are a
number of concerns. First, IDS suffers from false alarms; namely false-
positives and false-negatives. A false-positive refers to the case when
an IDS generates an alert for a nonexistent attack. To the contrary, a
false-negative refers to the case when an IDS misses an actual attack.
In general, misuse-based and policy-based IDS have low false-positives

and high false-negatives. Anomaly-based IDS are quite the opposite.

A second concern is specific for network-based IDS. They can be a tar-
get for known classes of attacks; namely evasion and insertion attacks

[18]. Also, they can not handle encrypted traffic.

e Data Details: In general, IDS’s output lacks enough details for serious

investigation. Typically, the output is a one-line text alert.

2.4.2 Honeypots
overview

The concept of a honeypot is simple, yet very powerful. It is a set of services,
an entire operating system or even an entire network that is built to lure and

contain intruders [19]. Although, honeypots are meant to be compromised,
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they are in reality a tightly sealed compartment that is very well controlled
and heavily monitored. An intruder will not have any idea that he is being
watched.

A more precise definition of honeypots [20] is

A honeypot is a security resource, whose value lies in being probed,

attacked, or compromised.

It is a versatile tool that can serve different purposes. For instance, it
can be setup to draw attention away from other real targets by directing
malicious activities into it [21].

Essentially, all honeypots share the same concept. They do not have any
production value or any authorized activity. Thus, any attempt to interact

with them is most likely malicious.

network forensics

From an investigative perspective, a honeypot is an ideal tool to closely
study hackers and capture their tools, keystrokes, etc. Few studies have
been proposed to adopt honeypots for forensics purposes [22, 23]. A notable
example, however, is the Honeynet Project; a voluntary research organization

dedicated to study the tools, tactics, and motives of the bad guys [20].

limitation

From a legal point of view, honeypots can be problematic for at least two

reasons. First, a honeypot has no value. It is solely setup to be compromised
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and attacked. Therefore compromising it does not incur any damages. In
other words, how could one assesses a damage when the victim has no value!

Secondly, honeypots can be regarded as a borderline between keeping
attackers out of a network and inviting them in [19]. Therefore, they may be

challenged as an unfair entrapment.

2.4.3 Computer Forensics
overview

Computer forensics is the oldest member in the digital forensics family. Tra-
ditionally, it refers to the forensics analysis and thorough investigation of
standalone computers found in crime scenes. In particular, it involves ana-
lyzing their data storage devices, like hard disks. Typically, an investigator
uses specialized software to recover deleted files, decrypt encrypted files, crack
passwords, investigate found contact lists, etc.

Computer forensics has evolved over time following the standard method-
ologies used by law enforcement in investigating crimes in real life. Typically,
the computer itself is not necessarily a victim of an attack, it is usually a
tool used by a criminal. The forensics process usually follows well defined
procedures to preserve, identify, extract, document, and interpret recovered
data in the seized computer.

In general, computer forensics is not limited to personal computers. It

also refers to investigating other digital devices that have some type of data
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storage medium. Examples of such devices include cellular phones, PDAs,
digital cameras, etc. Like computers, these devices can also be found in crime

scenes or with suspects.

network forensics

When performing a network forensics investigation, computer forensics tech-
niques can be employed to investigate the computers as if they were not net-
worked. In other words, a networked computer can be isolated and analyzed
as a standalone computer. Accordingly, computer and network forensics ac-

tually complement each other.

limitations

Computer forensics is solely for investigating standalone computers. It lacks
in terms of investigating networked computers. In particular, it does not deal
with issues that arise as a result of distributed sources of data. Such issues
include data correlation, attack propagation, etc.

Additionally, computer forensics exclusively deals with persistent data
stored on a local hard drive or other medium. In other words, the data
is preserved when the computer is powered off. In networked environment,
however, there is a need to deal with volatile data such as network traffic.
Accordingly, the forensics process requires a real-time (or near-real-time) data

collection and analysis.



2.5 Research Challenges

Network forensics represents all the complexities and challenges associated
with moving from the forensic analysis of standalone computers to the foren-
sic analysis of networked computers. In this section, we highlight some of
the research challenges associated with network forensics. These challenges

are then addressed in succeeding chapters.

2.5.1 Network Readiness

A key challenge in network forensics is to first ensure that the network is
forensically ready. For a successful network investigation, the network itself
must be equipped with an infrastructure to fully support this investigation
[5, 4, 6, 7, 8]. The infrastructure should ensure that the needed data exists
for a full investigation. After all, no investigation can be performed if data
does not exist.

Designing a network forensic infrastructure is a challenging task because
of the many possibilities in this design space. We will discuss several chal-
lenges when we introduce the proposed network forensic system in chapter

3. At a high-level, however, the challenges are briefly:

e Data Collection: In network forensics, data has to be collected in real-
time. The challenge is to decide what/where data should be collected

in the network.

e Data Analysis: The second major challenge is analyzing the collected
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data, in order to produce useful information that can be used in a de-
cision making process. Such analysis process is in many respect chal-
lenging due to the complexity of a typical network environment, the
amount and diversity of data involved, the complexity and diversity
of the attacks’ tools and methods used. As a result, network forensic
data analysis is a multifaceted problem with many different unsolved
and partially solved issues. The analysis of connection chains in net-
work forensics data is one such issue, which we discuss in the next
section. Other issues include date and time synchronization of the col-
lected data, dealing with emerging technologies (wireless for instance),

managing legal and privacy issues, etc.

2.5.2 Connection Chains

Computer networks give attackers the opportunity to attack their victims
indirectly. In particular, it is common for a computer attack to originate from
an attacker’s computer, propagate through other intermediary computer(s), .
then attack a victim computer. This leads to what is called connection chains
[24]. Attackers resort to connection chains to hide the origin of their attacks
and/or to confuse the network forensic process.

A connection chain is created when someone recursively logs into a host,
then from there logs into another host, and so on as shown in Figure 2.3.
Due to the design of TCP/IP suite, the origin of the chain is effectively

concealed as we move down the chain. As such, a connection chain actu-
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a series of stepping stones

Figure 2.3: Using a connection-chain to hide an attacker’s origin.

ally provides an interactive channel to remotely manipulate a host without
revealing someone’s origin.

Connection chains can be further complicated to confuse the network
forensics process. In Figure 2.4, two variations of connection chains are
shown. In the first scenario, two independent attackers use the same inter-
mediary host to attack a victim machine. In this case, a forensic process
would mistakenly aggregate/correlate data from two different attackers and
hence two different attacks.

In the second scenario, an attacker uses two different intermediary hosts
for his attack. The victim will see two different ip addresses and has no way
to tell that they are originating from the same hacker. Consequently, data
and alerts from the two ip addresses would pass uncorrelated.

Technically, detecting and analyzing connection chains belongs to the
data analysis class of challenges that were mentioned earlier under network
readiness. In chapters 4, 5 and 6, we study them in greater details and

propose methodologies to address them.
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Figure 2.4: Two scenarios which confuse a network forensic process. (a) Two
independent hackers use same intermediary node to attack a victim. (b) One
hacker use two intermediary nodes to attack the same victim.



Chapter 3

Agent-Based Network Forensics

System

For a successful network investigation, the network itself must be equipped
with an infrastructure to fully support this investigation [5, 4, 6, 7, 8]. The
infrastructure should ensure that the needed data exists for a full investiga-
tion. After all, no investigation can be performed if data does not exist.

In this chapter, we detail the architecture, implementation, and evalu-
ation of a proposed network forensics system. The system is intended to
add real-time network forensics capabilities into a controlled network. The
proposed architecture employs different agents to support the distributed na-
ture of computer networks and to separate the collection, logging and analysis
processes.

Several concepts are employed in this design. In particular, the proposed
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system uses:

e A network-based watch list to maintain a list of offending ip addresses.

e A network-based marking scheme to distinguish packets originating

from offending ip addresses.

The ability to support several monitors (IDS for instance) to improve

detection efficiency of the system.

e A network-based logging facility.

Host-based agents to collect data at hosts in order to circumvent en-

cryption.

A set of lightweight, intelligent and specialized analysis agents, which
help to answer some of the main questions raised during a typical net-

work forensic analysis process.

3.1 Design Space
Designing a network forensics system poses a number of challenges which
includes the following:

e Data Capture: The system has to capture data in real-time, which

raises a number of issues:

— Sources of Data: where should the data be captured? This leads

to three possible locations: host, network or both.
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— Details of Data: How much data should be captured? There are
many possibilities depending on where the data is captured. At
network level, we may capture entire raw packets or just sum-

maries like source/destination ip and port numbers, protocol, etc.

— Integrity of Data: the system has to ensure the integrity of col-

lected data.

e Detection Efficiency: The system has to detect attacks in order to
trigger the forensics process. An IDS is a natural choice for this
task. IDSs use different detection approaches; namely misuse-based,
anomaly-based and policy-based. Each approach has its own advan-
tage and disadvantages. To increase the system’s detection efficiency,
the system should accommodate for various types of detection tech-

niques.

e Data Analysis: After collecting the data, it is important to correlate
them together. In particular, we would like to be able to reconstruct

an attack the way it happened.

e Attacker Profiling: The system has to maintain information about the
attacker himself. For instance, it can identify the attacker’s operating

system through passive OS fingerprinting.

e Privacy: Depending on the application domain, privacy issues can be

a major concern.
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Figure 3.1: The overall architecture of the system

e Data as Legal Evidences: For the collected data to qualify as evidences
in a court of law, they have to be collected and preserved correctly to
pass the admissibility test; a screening process by the court [25]. They

also have to be authentic, complete, reliable and believable [26].

3.2 The System Architecture

In Figure 3.1, the proposed architecture is depicted. The system consists of

four main entities:

e A Marking agent: An agent to identify and mark malicious packets as

they enter our network.
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e Capture agents: agents installed on all the hosts to gather marked

packets and post them to a logging facility (see next item).

e A Logging agent: A logging facility responsible for archiving the cap-

tured data.

e Analysis agents: agents to analyze the collected data.

In a typical network, those agents are placed as shown in Figure 3.1.
The marking agent and the logging agent are network-based, while the cap-
ture agents are host-based. They together form a kind of closed circuit. An
incoming packet first passes through the marking agent which marks "mali-
cious” packets. Subsequently, when a host receives a marked packet, it posts
it to the logging agent. At last, analysis agents are task-specific processes
for analyzing the collected data. Each agent will now be explained in further

details.

3.2.1 Marking Agent

This agent is the entry point to our system on which subsequent agents
depend. It is in charge of the difficult task of deciding whether a passing-by
packet should be considered friendly or malicious. Then, it marks the packet
accordingly. Figure 3.2 depicts the architecture of this agent. It consists of

three main components:

e Sensors: One or more network-based sensors to report suspicious ip

addresses to the watch list. Technically, a sensor is a software that
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Figure 3.2: The marking Agent

sniffs traffic, detects suspicious actions, and reports the corresponding

ip addresses. Two examples of sensors are

— An intrusion detection system (IDS) that maintains a database

of known attacks. If a packet matches a known attack the cor-

responding ip address is reported. As the system evolves, this

database of attacks is updated with new attacks.

— A policy-based sensor that enforce certain policies. For instance,

a policy may state that a machine hosting a web server should

not initiate an ftp or telnet connection. Detecting such an action

is a violation of the policy, and the concerned sensor would then

report the incident.

Allowing the use of diverse sensors is essential to increase the system’s
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detection efficiency.

e A Watch List (wlist): A list of bad ip addresses. It will be discussed

in more details shortly.

e A Marker: A process to mark packets. Before sending a packet to its
way, it queries the watch list to check whether the packet’s ip address
is in the list. It accordingly modifies the type of service field (TOS)
in the ip header. The TOS field is an 8-bit field which is generally
unused; i.e. it is typically set to 0. Therefore, we use the TOS field to
differentiate those packets coming from offensive ip addresses, in order
for the receiving hosts to recognize them. Specifically, the TOS field is
set to one of three values that correspond to the offense levels: HIGH,

MEDIUM or LOW.

The watch list (wlist) is a data structure which maintains a list of the cur-
rent system’s offenders. One may think of it as a cache memory of bad ip
addresses. Each row corresponds to a unique ip address reported by at least
one of the sensors. For every bad ip address, the list also maintains the

following information:

e priority: It stores a priority measure, which indicates the current of-
fense level of this ip address. Three levels are defined: HIGH, MEDIUM
and LOW. A sensor must be able to classify an attack into one of these

three levels. Also, this field always contains the highest level reported.
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In other words, if different priorities for a single ip address were re-

ported, the list only keeps the highest.

e count: It is a counter which is incremented every time the correspond-

ing ip address is reported.

e timer: It is a count-down timer which is decremented automatically
every second. If it reaches zero, the corresponding row is removed from
the list. This field is set to a certain value when the ip address is
first added. It is also reset to that value every time the ip address is
reported. One may think of this field as a sliding time window. If an
ip address was not seen for a long time (say 1 week), we may remove

it from the list.

e Jock: This field is to synchronize accesses. It is needed because the list

is asynchronously accessed by a number of processes.
To interact with wlist, two methods are provided:

e wlist_add(ip, priority): A method to add an attacker’s ip address popu-
lating the watch list. In addition to the ip address, it requires a priority

measure: HIGH (1), MEDIUM (2) or LOW (3).

e wlist_query(ip): A method which returns the priority of a given ip

address if it exists in the list.
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3.2.2 Capture Agent

The second major component in our architecture is a collection of capture
agents. They are lightweight agents, which reside silently in the hosts waiting
for marked packets. They then arrange to reliably transport them to the
logging agent for safe archival. This transportation is necessary because we
cannot store the data locally. Once a system has been compromised, it cannot
be trusted.

The capture agent is host-based and hence implementation-specific. Un-
fortunately, it is very hard to come up with an architecture that fits several
operating systems or even different version of the same operating system.
However, in general, it should provide the operation shown in Figure 3.3.

Installing capture agents in the host is essential for two reasons. First,

attackers increasingly use encryption to hide their actions, rendering traffic
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sniffing useless. Even if we use trojaned encrypted service (like secure shell),
attackers usually use their own encrypted channels. Therefore, only at the
host, we can circumvent encryption and fully record an attacker’s actions.
The second reason concerns the attack itself. There is no guarantee that
a malicious packet will actually compromise or damage a host. In fact, the

packet may be directed to a nonexistent service or even a nonexistent host.

3.2.3 Logging Agent

The logging agent is our system’s repository where attack data are being
stored. Ideally, one would turn to this agent for reliable answers and docu-
mentation about any attack.

In general, most network systems are supplemented by a logging facility.
For example, in a typical Uniz environment, syslogd is a standard logging
daemon that reads and logs messages to the system console or log files. The
message sent to syslogd is restricted, however, to only a single line text
message. It is a useful facility but logging for network forensics purposes
clearly requires more than simple one-line text messages.

When designing a logging facility, there are a number of problems we
need to address. First, we need to determine the appropriate sources of data
that are relevant. Understandably, there are several possible candidates.
Also, a related problem is how much data can safely be considered enough.
Specifically, what level of details one should include. More details mean

more information about the situation. It, however, requires more storage
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and more time to process. On the other hand, less details saves us some
storage space and processing time. But, it may lead to missing important
details. Therefore, we need to aim for a trade-off that provides a reasonable
balance between level of details, storage requirement and time requirement.

In Figure 3.4, we show the proposed architecture of a network-based log-
ging agent. We propose to collect data from three different sources using

three loggers.

e Hosts Logger: This logger is responsible for logging data gathered by
the capture agents installed in the hosts. It is expected to log detailed
data pertaining to real attacks. Both time and storage overheads are
not high though. After all, attacking a host should not be happening

all the time.
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e Sensors Logger: This logger stores the sensors’ alerts. Although, a
typical alert is only a one-line text message, it provides a quick diagnosis

about an attack. Both time and storage requirements here are low.

e Raw Logger: This is an optional logger which provides a last resort
solution when other loggers fail. It archives raw packets straight off
the line. In busy networks, however, this logger is expected to require

an excessive amount of storage.

The last part in this agent’s architecture is a layer that should provide a

common user interface to access these loggers.

3.2.4 Analysis Agents

The fourth major component in our architecture is a set of analysis agents.
They are intended to support the analysis of the collected data. In particular,
they are supposed to consume raw data and produce useful information for
an investigator.

An analysis agent is designed to perform a specific task. Ideally, it should
provide specific and simple answers to specific queries. In forensic science, a
DNA test (for instance) can be used to answer questions about an individual
identity. Analogously, an analysis agent should be designed with similar
perspective.

An analysis agent can be simple or complex, may have straightforward

goals or deal with more challenging tasks. For instance, passive fingerprinting
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tools can be used to analyze the collected data and identify the operating
system of the attack machine. Another instance of analysis agent, which is
currently being investigated in our research lab, consists of biometric-based
profiling [27]. The goal is to establish the identity of the attacker by deriving
a biometric signature (fingerprint) from his keystrokes and mouse dynamics
while interacting with a victim computer.

Technically, an analysis agent is not restricted to certain methodology
and/or architecture. Depending on it’s task, it can employ analysis method-
ologies such as data mining 28], clustering analysis [29], etc. Similarly, it’s
architecture can be distributed, modular, etc.

Overall, we view analysis agents as lightweight, intelligent and specialized
modules which help to answer some of the main questions raised during a
typical network forensic analysis process. In particular, an agent is designed
for a specific class of attacks or anomalies. In this thesis, we focus our effort
on the study of an analysis agent that is designed to answer queries about
connection chains at a host. As more attacks and anomalies are detected, we

expect the system to evolve by introducing more specialized analysis agents.

3.3 Implementation

As a proof of concept, we built a prototype that implements the proposed
architecture. The goal is to test our approach and draw some initial results.

Specifically, we wanted to see if the system can reliably document attacks as
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Figure 3.5: The Prototype

they happen.

In this section, we describe the implementation of the prototype. The pro-
totype, implemented as depicted in Figure 3.5, consists of two PCs; namely
a target (or victim) and a bridge. A capture agent is hosted in the target
machine, while the marking and logging agents are hosted in the bridge. At
this stage, we did not implement any analysis agents. Instead, all analysis
were done manually. In Chapters 5 and 6, we describe in details two analysis
agents for detecting and analyzing connection chains.

In this prototype, the experimental network consisted of one host; i.e. the
target. The results would be similar, if we used more hosts. In that case,

we simply need to install capture agents in each host. In section 3.4.3, we
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further discuss scalability issues related to our design.
In the rest of this section, we describe in details the target and bridge in

this prototype.

3.3.1 The Target

The first PC is a laptop with a 400MHz Pentium II processor, 132 MB RAM
and 6GB hard drive. It was setup to be a potential target for attacks. It
is fully accessible from the Internet via the bridge described below. It is
physically attached to the bridge using an Ethernet cross-cable. To allow at-
tacks in, we installed a relatively old Linux distribution; namely RedHat 7.1.
Also, we enabled two vulnerable services: FTP (wu-ftpd 2.6.1-16), and RPC.
We chose Linux because it is free and open-source. Using other operating
systems would lead to same results and conclusions.

According to our design, we require a capture agent to be installed in the
host. For this purpose, we installed sebek [30] — a tool from the Honeynet
project [20]. Sebek is a kernel-based data capture tool which circumvent

encryption by intercepting the read system call at the host.

3.3.2 The Bridge

The second player in our prototype is the bridge. It hosts both the marking
and logging agents. It is a PC with a 1.7GHz Celeron processor, 512MB
RAM, 40GB hard drive and 2 network cards. We installed a custom Linux
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Figure 3.6: The Bridge Internal

operating system and a collection of tools and homemade programs which
reflect the proposed architecture. Figure 3.6 shows the internal architecture.

The marking agent follows the architecture described earlier. One sensor
was used; namely SNORT! [31]. Both the watch list (wlist) and the marker
was implemented using C language and pthread — the multi-threading stan-
dard library. For each packet, the marker sets the TOS field in an IP header
according to the returned priority.

The logging agent also follows the proposed architecture. It is comprised
of three loggers and MySQL [32] as a backbone database. The first logger is
to log packets captured by the host. Since sebek was used to capture packets
at hosts, we used its corresponding server-side tools, which include a tool

to log packets to MYSQL and a navigation web application front-end. The

1Snort is a free intrusion detection system (IDS) [31]. It belongs to the class of network-
based misuse-based IDS. It can perform protocol analysis, content searching/matching of
network traffic in real-time. Accordingly, it can be used to detect a variety of attacks and
probes.
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second logger is for the sensor: SNORT. We used the barnyard tool from
SNORT project to log alerts to MYSQL and ACID Lab [33] to analyze the
alerts. Finally, we chose to use tcpdump [10] as a raw packets logger just in

case we miss something.

3.4 Experiment

3.4.1 Approach and Setup

We run an experiment over a period of 12 days from March 17** until March
28t 2004. The prototype was connected to the Internet using a local ISP,
making it accessible for our research group and strangers as well. The sys-
tem’s ip address was not advertised. It was, however, given only to our
research group.

During the experiment, the system was compromised three times. Two
of which were committed by total strangers from the wild. In all these cases,
however, the attacks were detected and well documented making it possible
to reconstruct an attack. Overall, the experiment proved to be extremely

useful.
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General Statistics
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In this section, we look into some general statistics about the traffic that was

directed to the target host. Table 3.1 lists the number of packets directed to

the target.
invited wild
packets | packets
TCP 70130 | 133216
UDP 8928 9581
ICMP 5150 6986
total | 84208 | 149783 |
36% 64% |

Table 3.1: Number of invited and wild
packets directed to the target by pro-

tocol type

[ | count | size |
SNORT 3482 alerts 111KB
sebek 336132 packets | 38M B
tepdump || 734500 packets | 69M B

Table 3.2: Storage requirement for

each logger

First column lists the protocol types of the packets. Second column is

marked "invited packets”. It lists the number of packets generated by our

research group members who participated in this experiment. The last col-

umn is marked “wild packets”. It shows the packets coming from uninvited

strangers.

It is a surprise that a totally anonymous unimportant ip address receives

so much scans knowing that it was neither advertised nor located in a popular

organization or company. As shown in the table, 64% of the traffic was not

invited. In fact, the target has been probed and actually compromised by
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two of the uninvited strangers! In the next section, I will provide a detailed
discussion about a complete compromise carried out by someone outside
our research group. He did not only compromise the system. He actually
installed a rootkit ? enslaving the machine.

The table also shows a break down of the number of packets received
based on the type of protocol. As shown, TCP is more prevailing than other
protocols. For the wild traffic, TCP packets are about 10 times and 20 times
more than UDP and ICMP packets respectively.

Table 3.2 sorts the storage requirement for the three used loggers in as-
cending order. SNORT requires the least amount, while tcpdump requires
the most. Although, sebek is a powerful tool in honeypot settings, it actu-
ally did not fit our need. It captures far more data than we need. As the
table shows, it requires a relatively excessive storage. In the future, we are

planning on developing our own tool.

A Detailed Attack

In this section, we discuss one of the successful attacks that happened during
the experiment. It was carried out by an uninvited stranger who found our
vulnerable ftp server. He then successfully compromised the target machine
and installed a rootkit. Figure 3.7 shows a time-line diagram of his steps.

As shown in the figure, he first found the ftp server (wu-ftpd 2.6.1-16).

2A rootkit is a malicious software used to hide running processes, files or system data
in an operating system. It is used by hackers to maintain access to systems while avoiding
detection. A rootkit typically modifies critical parts of the operating system. In Unix, for
instance, a rootkit usually replaces standard utilities like ps, netstat, etc.
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Timeline of FTP Attack by 211.42.48.148

(03/25/2004)
—
03:07:03 03:07:06 19:48:44 19:49:03 23:30:04 23:31220  23:33:38
download and install 4
rootkit

Figure 3.7: Time Analysis of one of the attacks on our ftp server

This ftp server has readily available exploits which can be easily searched

for. Therefore, he returns back after about 16 hours with a workable exploit.

He then runs the exploit and immediately gains a root shell. He left the

connection open until later that night after about 4 hours.

Upon returning, he typed a number of commands and then exited. The

following is a recreation of those commands.

[23:
[23:
[23:
[23:
[23:
[23:

[23

29

30

:33:

28:

30:
30:

31:

52]

:54]

:04]

19]
24]
20]
38]

w
wget

wget 65.113.119.148/11tere/l1tere.tgz
1s

tar xzvf litere.tgz

./setup

First, he runs the w command to check who is logged-on to the system.
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Then, he checks if wget (a program for downloading) is installed; wget re-
sponds by complaining about missing arguments. This indicates that the
program is actually installed. He then proceeded by downloading his rootkit
from an IP address which points to a site for free web hosting. Now the
rootkit is in place as he double-checks by running the Is command. Next
is un-tarring the rootkit and starting the installation by running the setup
script.

Figure 3.8 shows a snapshot of what the attacker console might look like.
The first shot shows running the exploit which gives a root shell. Then, the
commands are continued in the second shot.

It is interesting to note that the attacker first compromised the system
then waited for about 4 hours probably wondering if nobody has noticed.
Then he quickly downloaded and installed a rootkit then left in about 5
minutes. He actually showed up later after 2 days. However, we already
took the system offline, reinstalled the operating system and disable the ftp
server.

Before leaving this section, we would like to give a brief description about
our analysis of the installed rootkit. A two step analysis was conducted. We
first tested the compromised system itself. We were also curious to know
whether this is a new rootkit or an already known one. We run chkrootkit
[34] — a free tool that checks for signs of a rootkit. chkrootkit found a number
of trojaned binaries and warned a rootkit named showtee may have been

installed. This however may not be accurate for two reasons. First, a number
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| Sesslon Edit View Bookmarks Seftings Help

$./a.out -t 19 —-d 192.168.100.102
7350wurm — x86/1linux wuftpd <= 2.6.1 remote root (version 0.2.2)
team teso (thx bnuts. tomas. synnergy.net !).

# trying to log into 192.168.100.102 with (ftp/mozillal) ...connecting... done
net_rlinet

sending USER

sending PASS

connected.

# banner: 220 localhost.localdomain FIP server (Version wu-2.6.1-16) ready.

### TARGET: RedHat 7.1 (Seawolf) L[wu—ftpd-2.6.1-16.rpm]

# 1., filling memory gaps
# 2. sending bigbuf +. fakechunk
building chunk: (LOx0807314c]1 = 0x08085f98) in 238 bytes
# 3. triggering free(globlistl[11)
#
# exploitation succeeded. sending real shellcode
# sending setreuid/chroot/execve shellcode
# spawning shell
BRBERREBRBANBRRBRBRERB LGV ERREEREGRRERRBBARERRBBR R AR ERURBURRERBRERBREBRERRRE
uid=0(root) gid=0(root) groups=50(ftp) =
Linux localhost.localdomain 2.4.2-2 #1 Sun Apr 8 20:41:30 EDT 2001 i686 unknown pui

") New [[ (@) sheil @] shett No, 2

iSsssiun Edil View Bookmarks Setlings Help

# exploitation succeeded. sending real shellcode
# sending setreuid/chroot/execve shellcode
# spawning shell
BEBBEBRERBBERERRBERBRRBRBERRER BB BB RBERERBRERARBBRBERBBRRBENEBERUBRRBRBBERERE
uid=0(root) gid=0(root) groups=50(ftp)
Linux localhost.localdomain 2.4.2-2 #1 Sun Apr 8 20:41:30 EDT 2001 i686 unknown
u
9:47am up 45 min. 1 user. load average: 0.00. 0.00. 0.00
TTY FROM LOGINE IDLE JCPU PCPU HHAT
ttyl = 9:02am 32:55 0.09s 0.00s script

: missing URL
: wget [OPTION]... CURLI]...

Try “wget —help' for more options.
wpet 65.113.119.148/11tere/l1tere.tgz

litere.tgz

1lib

pub

tar xzvf lltere.tgz
./setup

53 NeML! @) Shell ) Shell No, 2

Figure 3.8: Attacker’s console
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of binaries on the system were actually trojaned but reported safe. We
actually know this because we have downloaded the kit itself as discussed
shortly. Also, warning about the showtee rootkit is based on a simple check
whether certain files exist or not.

A more thorough analysis was done using a fresh copy downloaded from
the address used by the attacker. The analysis was done by manually going
through the various files enclosed in the kit. The following is an enumeration

of the main impacts of this kit:

e creates directories and files under /lib/security/www/.

e removes other rootkits.

e replace some binaries with trojaned ones; many to mention!
e shut down the RPC portmapper at port 111.

e installed a sniffer and a SSHD backdoor.

e updates the init.d scripts.

e disable the anonymous vulnerable ftp server.

e send an email to 11tere@yahoo.com with detailed information about

the found treasure!

e cleans up and delete downloaded files.

Overall, this particular attacker generated about 1100 packets. He also
caused a 158 SNORT alerts. Only two alerts had priority one meaning high

risk. For the remaining 156 alerts, 154 were medium risk and 2 were low
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risks. On another note, the passive fingerprinting tool p0Of [35] indicated

that he is most probably using a Linux 2.4/2.6 operating system.

Assessing the Results

Assessing the results are informal at this stage. We, however, can safely
argue that we were able to detect and reconstruct all the compromises of the
target.

The proof pertains to using sebek at the target. In particular, sebek
(besides many things) captures keystrokes at the host and transport them
to the corresponding logging facility. We setup the target in such a way
that it should not be accessed. Therefore, seeing any keystrokes means a
compromise!

Also, SNORT (our sensor) is aware of the relatively old vulnerable fip

and RPC servers. This gave us another indication of an ongoing attack.

3.4.3 Discussion

In this section, we discuss some of the issues related to the proposed archi-
tecture.

Reliability

When designing a network forensics system, one of the main concerns is to
ensure that the system can reliably detect an on-going attack and collect data

about it. The proposed architecture addresses this issue by allowing the use
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of several sensors. A sensor can be an “off-the-shelf” intrusion detection
system (IDS), or a specialized sensor that detects certain class of attacks or
anomalies. We believe that this collaboration of several sensors would greatly

improve the overall reliability of the system.

Performance and Scalability

Considering the proposed architecture, the marking agent is apparently the
bottleneck in the system. Therefore, it is expected to be the main concern
in terms of performance and scalability.

In our experiment, we evaluated the performance overhead caused by
running the marking agent in the bridge as follows. We used a tool called bing
3 [36] to measure the bandwidth (in bps) of the bridge with and without the
marking agent running. Our measurements indicated that the bandwidth has
actually dropped when running the marking agent. The reduction, however,
is less than %1.

Although the overhead is reasonable, it is possible to improve the per-
formance and scalability of the system by distributing the marking agent
over several machines. For instance, we may host every sensor in a separate

machine.

3Bing is a point-to-point bandwidth measurement tool. It determines the real band-
width on a link by measuring ICMP echo requests round-trip times for different packet
sizes for each end of the link.
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Data Analysis

In our experimentations, all data analysis was performed manually similar to
the current practice. We experienced, firsthand, the data analysis process.
It is a time consuming and error-prone process. It also requires diverse skills
and expertise to link various clues found in the data.

We believe that the key issue in any network forensic infrastructure is
data analysis. In the proposed architecture, this key issue is addressed by
a set of specialized analysis agents. Instead of dealing with all attacks in a
monolithic way, we propose the use of specialized analysis agents that are

able to answer specific queries.

3.5 Conclusion

A network forensics system can prove to be a valuable investigative tool to
cope with the attacks that computer systems have t6 deal with these days.
If well designed, they can also provide legal binding evidences of abuse and
malicious activities.

In this chapter, we proposed an architecture of network forensics system,
and then discussed our implementation of the proposed architecture. We also
deployed and studied the system in a real-life environment. The proposed
system manages to collect data related to attacks unlike the brute force
manual approach, where data is scattered everywhere for an investigator

to look for. Also, an investigator does not have to sort through unrelated
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data; all data is attack related. Finally, the system is capable of capturing
encrypted activities at the hosts. This is an advantage over automated tools
which cannot handle encrypted traffic, for instance to capture an attacker’s
keystrokes.

One of the key aspects of the proposed architecture is implemented by
analysis agents. We view analysis agents as lightweight, intelligent and spe-
cialized modules which help to answer some of the main questions raised dur-
ing a typical network forensic analysis process. One such issue is the analysis
of connection chains which raises several challenges. In the next chapter, we
survey existing work on connection chains and elaborate a related taxonomy.
Then, in chapters 5 and 6, we introduce two different complementing analysis
agents which address the issues of connection chains detection and profiling,

respectively.
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Chapter 4

Connection-Chains: Review

and Taxonomy

A connection-chain is a set of connections created by sequentially logging
into a series of hosts, known as stepping-stones. It provides an effective
scheme for attackers to manually interact with a victim machine without
disclosing their true origin. The victim will only identify the last host in
the chain, while the true origin is hidden behind a series of stepping-stones.
Addressing connection-chains poses challenges for researchers in the field of
computer security. Accordingly, several approaches have been proposed in
the literature. In this chapter, we review those approaches and classify them

according to a proposed taxonomy.
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4.1 Introduction

a series of stepping stones

) victim
hacker

Figure 4.1: Using a connection-chain to hide an attacker’s origin.

The increase in hacking activities over the Internet is attributed to a
number of factors. Probably, one important factor is the lack of accountabil-
ity. Attackers have plenty of tricks and techniques that help them to stay
anonymous during their attacks.

A very effective anonymity technique is to indirectly attack a victim ma-
chine via a series of intermediary hosts; a scheme that is often called a
connection-chain. The chain is established by recursively logging into dif-
ferent hosts (known as stepping-stones) before attacking the target machine
as shown in Figure 4.1. Effectively, the connection-chain constitutes a chan-
nel that connects the attacker on one side with a victim machine on the other
side. It gives the attacker an anonymous mean to manually interact with the
victim machine without revealing the attacker’s origin. The victim will only
see packets coming from the last host, when in fact; the attack is hidden
behind a list of possibly unrelated hosts.

Tracing connection-chains is a challenging yet important task for a num-

ber of applications. The following is a sample:
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e Network Forensics: Tracing connection-chains plays a crucial role in
network forensics applications. Particularly, it has the potential of re-
vealing an attack’s path as well as the involved hosts. Investigation then
typically proceeds by isolating affected hosts and collecting data from
them. Ideally, such tracing also may lead to the origin of an attacker
especially insiders. Coupled with collected evidences, the attacker may

also be prosecuted in a court of law.

e Liability: If a host owned by an organization were exploited as a
stepping-stone, the attack would appear to be originating from this
organization. As a result, this organization may be held liable for
such attack. Detecting connection-chains can help to enforce policies

of transit traffic.

e Deterrence: Anonymity is a main concern of serious attackers. In fact,
it is the whole purpose of establishing a connection-chain in the first
place. An effective tracing tool will deter some attackers in fear of

exposing their true origin.

Historically, connection-chains have been used repeatedly by attackers to
hide their true origin. For instance, they have been used in a spy chase
documented in the popular book: the cuckoo’s egg [37]. Yet, Staniford-Chen
and Heberlein are first to actually address the problem within a network
security context and propose a solution [24]. They also coined the term

connection-chain. The term stepping-stones was later coined in [38]. Since
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then, different approaches for detecting and tracing connection-chains have
been proposed in the computer security literature.

In this review, we survey several approaches for detecting and tracing
connection-chains. We also classify these approaches according to a proposed
taxonomy. The review focuses on the technical issues. Specifically, we try to
show how an approach works and highlight some shortcomings as well. There
are some non-technical issues, for instance legal and societal ones. Such issues
are not discussed here, but the interested reader is advised to reference the
paper by [39].

The rest of the review is outlined as follows. In section 4.2, we address
some related and subtle issues surrounding connection-chains. In section 4.3,
relevant terminology and background material are presented. Then, taxon-
omy of connection-chains approaches is briefly described in section 4.4. The
taxonomy is then explored in further details in the succeeding sections. First,
network-based approaches are discussed in section 4.5. Then, host-based ap-
proaches are discussed in section 4.6. At last, system-based approaches are
discussed in section 4.7. In section 4.8, we evaluate the reviewed approaches
against a set of criteria. Finally, we conclude the review and present possible

open challenges in section 4.9.
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4.2 Related Issues

4.2.1 Anonymity: Connection-Chains Vs Spoofing

Serious attackers may have different motives, but definitely share a common
concern; i.e. anonymity. They strive to hide their true origin during their
attacks by employing different tricks and techniques. Generally, these tech-
niques belong to one of two major schemes. One of them is using connection-
chains, which is the focus of this review. The other one is to carry an attack
using spoofed traffic; i.e. traffic where packets have forged source ip ad-
dresses.

From a tracing perspective, the settings of the two schemes are very
different. As a result, researchers have treated them almost in parallel. IP
traceback or just traceback ! is coined for tracing spoofed traffic, while plain
terms like tracing or tracking are used in the context of connection-chains.
In what follows, we highlight some of the main differences between the two

schemes.

e A connection-chain is established to create a bidirectional channel for
an attacker to manually interact with a victim machine. As a result,
every connection in the chain must have correct source and destination
ip addresses. On the other hand, spoofed traffic is used for flooding
denial of service attacks (DOS/DDOS). An attacker is not interested

in receiving any traffic from the victim machine. Therefore, source ip

IFor IP traceback approaches, the interested reader is referred to a review by [40]
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addresses can be anything.

e In connection-chains, anonymity is achieved because a victim can only
trace traffic to the last host in the chain. The true origin is laundered by
several intermediary hosts. In spoofing attacks, however, an attacker

stays anonymous because the packets’ source ip addresses are fictitious.

e The type of traffic underlying the two schemes is very different. Connection-
chains carry interactive traffic that reflects an attacker’s typing dynam-
ics. Therefore, the packets typically carry few (mostly one) bytes with
timings of a typewriting human. On the other hand, spoofed traffic is

generally massive and only limited by the dynamics of the network.

4.2.2 Legitimate Connection-Chains

Many users establish connection-chains on a daily basis either for convenience
or necessity. A typical example is accessing restricted machines. These types
of connection-chains are legitimate, because they conform to typical usage
policies. The focus of this review, however, is the “bad” type of connection-
chains. Distinguishing one from another is a subtle issue that may cause some
confusion. In this section, we try to highlight what makes a connection-chain
bad.

One distinguishing criterion is the objective of creating a connection-chain
in the first place. As mentioned earlier, legitimate connection-chains are es-

tablished for either convenience or necessity. On the other hand, illegitimate
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ones are established by someone to hide her true origin; i.e. to stay anony-
mous. Clearly, the objective is very different in the two cases. Unfortunately,
there is no easy way to identify the objective of a connection-chain. However,
the next criterion can help.

Another distinguishing criterion is the association of a connection-chain
with an attack. A connection-chain by itself is not an attack. In fact, it is just
a channel to carry an attack. Therefore, legitimate connection-chains should
not carry any attacks. On the other hand, illegitimate ones should carry
signs or signatures of some attacks. Accordingly, “bad” connection-chains

are those that can be associated with an attack.

4.2.3 Progressive Difficulty

From a computer security perspective, connection-chains are troublesome
since they are quite easy to establish and use for attacks. At the same time,
they are hard to trace as they may span different autonomous systems (AS).
Additionally, neither the standard TCP/IP suite nor standard operating sys-
tems adapt protocols or mechanisms to deal with them.

The difficulty level of tracing a connection-chain is related to its envi-
ronment. Specifically, the difficulty is inversely proportional to the ability
of controlling the hosts and the network. This progressive difficulty can be

demonstrated with the following three reference models [41].

1. Closed Model: Both hosts and network are under the control of a central
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authority.

9. Academic Model: A central authority controls the network, but not the

hosts.

3. Internet Model: Neither the hosts nor the network are controlled by a

central authority.

In reference to the above models, the challenges in detecting and tracing
connection-chains progressively increase as one moves from one model to the

next one.

4.3 Background Knowledge

4.3.1 Terminology and Definitions

In TCP/IP suite, applications like telnet [42], rlogin [43] and ssh [44] are
used to log in a host and acquire a virtual terminal (or simply a terminal)
on that host. The terminal (also called console or shell) is useful to execute
commands and other programs interactively. For convenience, we refer to
such applications as terminal applications.

If a user runs a terminal application on host ho to log into another host
hy, a terminal on host hy 18 obtained and a TCP connection [45] (or simply a
connection) co 18 established. The user then may use the terminal at host hy

to log into another host ho. This procedure may be repeated as many times
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as the user wishes ? creating a series of connections as follows:

ol — co — [ha] — -+ - S S P —

This series of connections is called a connection-chain [24], whereas the in-

termediary hosts are called stepping-stones [38].

Definition 4.3.1 A connection-chain C is a list of TCP connections created

by recursively logging into a series of hosts; C = {(Co, ..., Ciy- - Cn-1)-

Definition 4.3.2 Stepping-stones H are intermediary hosts that are used in
establishing a connection-chain;

H = (hl,...,hi,...,hn_1>.

A related notion to consider is the relative position of the hosts and

connections within a connection-chain. For this purpose, the following terms

are defined.

Definition 4.3.3 In reference to a given host h;, an upstream host h; is
a host that is closer to the origin host (ho); i.e. 0 < i < j. Conversely,
a downstream host hy is a host that is closer to the target host (hy); i.e.
j < k < n. The terms upstream connection and downstream connection are

defined similarly.

2In practice, the number of hosts is limited by the maximum delay that a user is willing
to tolerate [46].
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Yet, another issue to consider is the notion of directionality. Although a
connection is bidirectional, it has a direction in the sense of the client/server
paradigm [47]. To distinguish each direction, the following definition is pro-
vided.

Definition 4.3.4 Each connection is made of a forward flow and a back-
ward flow. The forward flow refers to the sequence of TCP packets sent by
the client-side (or simply the client), while the backward flow refers to the

sequence of TCP packets sent by the server-side (or simply the server).

At last, it is worth highlighting the following idea. In a connection-chain,
each flowing packet has a header part and a possible content (or payload)
part. The header part is unique for every single connection in the chain. It

can be described by the following 5-tuple:

(sre.ip, sre.port, dest.ip, dest.port, protocol)

The abbreviations src and dest stand for source and destination respectively.
They refer to the notion of directionality mentioned earlier.

Unlike the header part, the content part of a packet is relayed across
the connections of a connection-chain. Therefore, it should remain the same
during its journey through the chain. It, however, can be transformed in its
passage depending on the used applications. A common transformation is -

encryption.
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4.3.2 Dynamics of Terminal Applications

Terminal applications have distinctive functionality and traffic pattern, which
set them apart from other applications. Functionality refers to the way that
the client-side and the server-side interact during an established session. On
the other hand, traffic pattern refers to the characteristics of generated pack-
ets as observed at the network-level, such as packets’ sizes and inter-arrival
times.

In terms of functionality, a terminal application exhibits a distinctive
send/echo activity between its client-side and server-side. When a user es-
tablishes a terminal session and starts typing on her keyboard, the following

types of packets are exchanged:

1. Send packet: The client sends every character as it is being typed by

the user.

2. Echo packet: The server echoes back the sent character in order for the

client to display it.

This routine is repeated for every typed character until the user hits the key
“return” which causes executing the typed command. After the command’s
execution is finished, the server sends the command’s output to the client.
In the case of a connection-chain, the above basic send/echo model is
stretched over the entire chain. Effectively, the connections are equivalent
to a single logical TCP connection where a client is located at one end and

a server is located at the other end. The individual connections are glued
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by in-between stepping-stones. A send packet traverses every forward flow,
while the corresponding echo packet traverses the backward flows.

To stitch the connection-chain, each stepping-stone runs two processes:
a server and a client. The server accepts connections from an upstream
stepping-stone (or the chain’s origin), whereas the client connects to a down-
stream stepping-stone (or the chain’s target). Send and echo packets are
passed over between the two processes inside a stepping-stone. Effectively,
send packets are pushed downstream towards the target, while the corre-
sponding echo packets are pushed upstream towards the origin.

Moving on to the concept of traffic pattern, there are generally two classes
of network traffic: interactive and bulk transfer. Terminal applications gen-
erate traffic that belongs to the former class. Essentially, the packets flowing
in forward flows are dictated by the user’s activity instead of the network
dynamics. On the contrary, bulk transfer sessions (for instance, ftp [48])
are limited by factors like TCP flow control, mazimum transfer unit (MTU),
network congestion, etc.

In general, several metrics are used to characterize interactive traffic [49,
50]. For the purpose of studying connection-chains, the following metrics are
considered: packet size and packet timing. Packet size refers to the size of
the TCP payload in bytes, while packet timing refers to the characteristics
of a packet’s arrival/interarrival times.

If the connection is not encrypted (as in telnet), a send (and an echo)

packet normally has a size of one byte that corresponds to a character typed
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by a user. With encryption (as in ssh), however, a send (and an echo) packet
carries an encrypted version of the typed character. Hence, a packet’s size
depends on the encryption algorithm used. There are exception cases where
few characters may be _combined. For instance, telnet has a line mode where
a client sends lines of text instead of individual characters.

For packets’ timing, send packets in a forward flow are generated one by
one as the user types on her keyboard. As a result, the packets’ arrival (and
inter-arrival) times are faithful reflections of her typing dynamics rather than
the network dynamics. In particular, the inter-arrival times reflect how fast
a user can type. There are empirical and statistical models that describe
these times rigorously [49, 50]. Also, there are simulation tools to simulate

them [51]. We refer the interested reader to the cited publications.

4.3.3 Model and Assumptions

Fortunately, it is not necessary to address the connection-chain problem in a
general manner. In practice, there are several domain knowledge constraints,
which are generally stated as either explicit or implicit assumptions. This
section addresses these assumptions.

In principle, connection-chains are solely used for interactive attacks. In
other words, an attacker uses a connection-chain as a bidirectional channel
to interact with a victim machine. This entails two main consequences.
First, the TCP protocol is the transport protocol used in connection-chains.

Secondly, the underlying traffic is interactive.
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It is conceivable for an attacker to use another transport protocol or an
unusual covert channel. This, however, requires a great deal of activities
such as installing special modules on the stepping-stones. Potentially, such
interactions are very loud and easier to detect and trace.

The above discussion leads to the following points:

e TCP [45] is the transport protocol employed in establishing connection-

chains.

e A connection-chain can be modeled as a single logical TCP connection
that connects a human agent at one side to a wvictim machine on the

other side.

e Stepping-stones act as relay machines. They however may modify the
relayed traffic. Possible modifications include encryption, embedding
fictitious packets and adding random or intentional delay. Nonetheless,
incoming traffic is related to outgoing one. This sets stepping-stones

apart from other types of attack relays; namely zombies and reflectors.

4.4 Taxonomy of Approaches

In the literature, many approaches have been proposed to detect and/or
trace connection-chains. Those approaches integrate numerous interesting
ideas and techniques. Before we start exploring them in details, we present

a taxonomy that encompasses them. The taxonomy should render a “big
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Iconnecﬁon-chain detection approacheﬂ

[ network-based | [ host-based | | system-based |

I

[ similarity-based | | anomaly-based |

Figure 4.2: Taxonomy of proposed approaches for detecting and tracing
connection-chains.

picture” of the proposed approaches.

Generally, connection-chain detection approaches align with the taxon-
omy shown in Figure 4.2. The top level of classification is based on the
familiar deployment criteria. In particular, approaches are classified based
on the location where analysis takes place. Accordingly, approaches that
operate on packets at the network level are classified under network-based
(section 4.5). Also, approaches that function inside hosts are classified as
host-based approaches (section 4.6). Finally, those approaches, which employ
both host-based and network-based components, are classified as system-
based approaches (section 4.7).

Noticeably, network-based approaches have received most of the research
effort. Therefore, we further classify them into either similarity-based (sec-
tion 4.5.1) or anomaly-based (section 4.5.2) approaches. In this case, the

classification is based on the nature of analysis employed in each class.
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4.5 Network-Based Approaches

Network-based approaches operate at the network level by examining pack-
ets for signs of connection-chains. They are further divided into two main
categories; namely similarity-based and anomaly-based. The difference lies at
the scale of analysis. While, similarity-based approaches operate on a set of
connections, anomaly-based approaches operate on only a single connection.

Each category will now be explained in further details.

4.5.1 Similarity-Based

If two connections ¢; and c; belong to the same connection-chain C, then
they are more likely to share some common features. This is especially true
for interactive traffic. Therefore, one could devise a similarity measure to
compare the connections, and flag similar ones as candidates for being part
of the same connection-chain. Such measure is typically a function of some
invariant features that are relayed by the stepping-stones.

Two classes of similarity measures have been proposed in the litera-
ture: content-based measures and timing-based measures. A content-based
measure computes similarity by analyzing the packets’ contents (payload),
whereas the timing-based measure computes similarity by analyzing the pack-
ets’ timing characteristics.

If the connections are not encrypted, then a content-based measure works

well. Basically, a character appearing in a given connection is assured to
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appear later in time in either a downstream or upstream connection of the
same connection-chain. A naive measure is to simply perform a brute-force
text matching between packets’ contents [38]. Another simple measure is to
trace unique strings, for instance a login greeting message [38]. Yet, another
simple measure is to compute frequencies of characters traveling through
connections [24].

In addition to introducing the connection-chain problem, Staniford-Chen
and Heberlein are first to propose a content-based similarity measure, which
they referred to as thumbprint [24]. In essence, a thumbprint is a real vector
that is computed based on frequencies of characters traversing a connection
during a specified time period . It serves as a condensed signature that can
be used to differentiate (or relate) two connections.

Regrettably, content-based similarity measures are limited, because they
only work if the packets’ contents are not encrypted nor modified as they
flow through the connection-chain. A more general approach is to correlate
connections based on the packets’ timings instead of their contents. Collec-
tively, such approaches employ timing-based similarity measures. In fact, the
majority of connection-chain research belongs to this particular class.

Zhang et al. proposed a simple yet effective timing-based measure [38].
The measure exploits the distinctive ON/OFF patterns observed in interac-
tive traffic. Specifically, observing an interactive connection reveals a pattern
of alternating ON and OFF periods. An ON period is when the user is typing
on his/her keyboard, while an OFF period is when he/she is idle. The au-
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thors devised a similarity measure that computes coincident transition from
OFF periods to ON periods among a set of connections. Using such measure,
connections with similar transitions are correlated.

Deviation is another timing-based measure proposed by [52]. The mea-
sure relies on the following idea. As packets flow through a connection, the
total size of transferred bytes tends to increase monotonically in time. There-
fore, if two connections belong to the same connection-chain, then their total
size of transferred bytes should grow at a similar rate. Obviously, this mea-
sure only works if the packet sizes are not altered at the stepping-stones. The
authors formally developed this concept and used it to correlate connections.

Wang et al. proposed a timing-based measure that correlates connections
based on the inter-packet delay (IPD) in forward flows [53]. In interactive
traffic, IPD is a reflection of the typing dynamics of a user. Hence, the au-
thors propose that they are unique and preserved through a connection-chain.
They developed a similarity measure to compute and compare connections’
IPDs.

Blum et al. proposed a timing-based measure that correlates connections
by counting packets observed in a time interval [54]. They also showed how
many packets are needed to declare whether two connections belong to a
connection-chain or not.

He and Tong adapted a signal processing approach to detect connection
chains [55]. In this approach, a connection is modeled as a point process,

where the points represent the stream of packets in the given connection.
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Two connections are part of a connection chain, if their corresponding pro-
cesses can be shown to exhibit a casual mapping (bijection). On the other
hand, two connections are not part of a connection chain, if their correspond-
ing processes are shown to be independent. To search for casual mappings
between connections, the authors proposed two algorithms. One of the al-
gorithms is timing-based, one that employs a delay constraint to search for
possible mapping between incoming and outgoing packets. The other one
uses a memory constraint to perform the same task.

Wang and Reeves proposed an active timing-based measure [56]. The idea
is to embed a specially designed watermark into the flow of packets. If such
watermark reappears later in another connection, then the two connections
are part of the same connection-chain. The proposed watermark is essen-
tially a modification of inter-packet timing between some selected packets.
Peng et al. studied the secrecy of such watermarks and whether they can be
detected [57]. They found out that embedded watermarks can be success-
fully recovered and duplicated if they are not designed carefully. Also, the
existence of watermarks can always be quickly detected. .

At last, timing-based measures avoid using packets’ contents, hence they
can be used even if packets are encrypted. They, however, may fail if pack-
ets’ timing characteristics (for instance arrival times) are disturbed either

deliberately or due to the dynamics of the network and hosts.



4.5.2 Anomaly-Based

In similarity-based approaches, the theme is comparing connections using
some similarity measure. In contrast, anomaly-based approaches conform
to a more local approach, where each connection is analyzed in isolation of
other connections. Specifically, a connection’s forward and backward flows
are analyzed. The idea is that direct terminal sessions behave differently
from indirect ones like those comprising connection-chains. In other words,
connection-chain manifests a deviation from the normal direct terminal ses-
sion.

This novel approach was first proposed by Yung in [58]. He suggested

measuring the following two time estimates:

e Send-Ack time: The time taken by a send packet to travel to the next
host and gets acknowledged. In some respects, this time represents the
“hop-to-hop” roundtrip time. Basically, it is an estimate of the normal

roundtrip time exhibited by a direct terminal session.

e Send-Echo time: The roundtrip time for a send packet to reach the
server side and gets echoed back. In some respects, this time represents

the “end-to-end” roundtrip time.

In a direct terminal session, the Send-Ack and Send-Echo times are ex-
pected to be similar. In an indirect terminal session (connection-chain) how-
ever, the Send-Echo time is expected to be larger than the Send-Ack time.

In fact, the Send-Echo time becomes larger as the connection-chain becomes
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longer. There is, however, a catch. Matching a send packet with the cor-
responding echo packet can be tricky especially when encryption is used.
Yung developed these concepts formally and provided a heuristic matching
algorithm.

Yang et al. proposed another anomaly-based algorithm [59, 60]. Their
approach suggests analyzing connections in real-time as a connection-chain
is being established. They proposed several heuristic algorithms to match
a send packet with its corresponding echo packet, in order to measure the
Send-Echo time in real-time. When a new connection is appended to the
connection-chain, the Send-Echo time jumps to a higher value. A plot of the
Send-Echo time reveals a step-like function, where every step corresponds to
a newly added connection. As such, a step-like behavior is indicative of a

connection-chain.

4.6 Host-Based Approaches

In a typical network, a host usually has several inbound and outbound con-
nections that correspond to listening servers and talking clients respectively.
If the host is exploited as a stepping-stone, then there must be a correlation
between some inbound and outbound connections. In other words, a packet
arriving at an inbound connection is assured to reappear in an outbound con-
nection. In network-based approaches, such correlation is ascertained using

different similarity measures (see section 4.5.1). In host-based approaches,



however, the story is different.

Typically, all operating systems, by default, do not have a function or a
data structure that tells whether an outbound connection has been created by
an inbound connection. As a result, one has to actually explore the operating
system to find out if such link exists. In the literature, several techniques
have been proposed to address this shortage.

One class of techniques employ a process searching algorithm based on
the following concept. If an outbound connection ¢, is created by an inbound
connection ¢;, then the processes p; attached to ¢; and p, attached to ¢, may
be linked. Depending on the operating system, the processes tree can be
searched to discover if such link does exist.

Kang et al. proposed a simple search algorithm for a UNIX operating
system [61]. Using the notations stated above, the algorithm operates as
follows. If ¢; and ¢, are part of a connection-chain, then p, (in many cases)
is created (fork-ed) either directly or indirectly by p;. Given the fact that in
Unix, each process maintains a pointer to its parent process. Then, a simple
way to link p, to p; is to start at p, and recursively visit its parent process
until p; is found.

The above simple search algorithm fails if the link between p, and p; is
more involved. For instance, this can be a result of using a pipe or other
interprocess communication means. Carrier and Shields proposed a more
comprehensive search algorithm to resolve those cases [62]. For each p,, they

proposed walking up the processes tree, exploring a process’s parent and all
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its siblings. They implemented the algorithm for three Unix-like operating
systems; Linux, OpenBSD and Solaris.

Buchholz and Shields proposed a different approach, which does not re-
quire searching processes [63]. The approach calls for modifying an operating
system to support linking an outbound connection to an inbound one. For
each process, a new data structure origin is stored in its process table. For
processes created by a remote connection, origin holds the typical 5-tuple
information associated with that connection. For locally created processes,
origin is undefined. When a process forks another one, origin is as usual
inherited. The authors also proposed other supporting system calls and data
structures.

At last, it is worth mentioning that host-based approaches are useful to
detect stepping-stones with high accuracy. However, they are not useful by
themselves to trace connection-chains. To do so, such approaches have to be
employed within a system in order to recursively reveal the whole chain. Also,
host-based approaches suffer from an obvious drawback. Specifically, they
rely on the integrity of the stepping-stones. Such trust can not be established

because stepping-stones are compromised hosts by definition.

4.7 System-Based Approaches

In the literature, several system-based approaches have been proposed. In

general, they employ an arrangement of collaborating components that to-
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gether cooperate to detect and trace connection-chains. The components are
both host-based and network-based.

One of the first proposed systems in this class is called Distributed In-
trusion Detection System (DIDS) [64]. It consists of distributed host/LAN
monitors and a centralized analysis module called the director. In essence,
monitors collect auditing data and send them to the director for analysis.

DIDS has an interesting feature that enables tracing a user as he/she
moves across a monitored network. The idea is to assign every user a unique
network identification (NID) when he/she first logs in the monitored network.
An NID is different from the typical user identification (UID). A user may
have several UIDs for different hosts and resources, but only a unique NID.
Accordingly, a user’s activities (including logins) are associated with a single
NID by the director. Based on its records, the director can then track a
user’s movement across the network.

In some respects, DIDS employs a centralized paradigm (the director)
to trace connection-chains. In contrast, Jung et al. proposed a fully dis-
tributed system called Caller Identification System (CIS) [65]. The system
requires installing two modules at each host: an extended version of tcp-
wrapper (ETCPW) [66] and a CIS server (CISS). These modules interact
locally and remotely using a distributed protocol to verify the origin of an in-
bound connection before allowing it in. Connections with inconsistent route
information are denied.

Under CIS, a connection-chain < hyg, ..., h;, ..., h, > is recursively traced
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as follows. When a new connection arrives at a host h;, the local ETCPW
intercepts it and contacts the local C 1SS to verify its origin. The local CISS,
in turn, contacts the CISS at host h;_; requesting route information about
the new connection. The remote CISS replies with a list of the previous
hosts in the chain; i.e. < hg,...h;_s >. The local CISS then contacts every
host in the returned list to verify its integrity. If the integrity test is passed,
it saves the list for future requests by the next hosts in the connection-chain;
ie., < hiy1,...,h, >. It, finally, replies back to the local ETCPW to allow
the connection in.

Session Token Protocol (STOP) is another fully distributed system that
allows to recursively trace connection-chains [62]. In essence, STOP is an en-
hanced version of the standard Identification Protocol (IDENT) [67]. It adds
forensics and tracing functionality to IDENT in two essential ways. First,
a STOP server is capable of saving user-level and application-level data as-
sociated with an outbound connection upon the request of a downstream
host. The data is kept locally for future forensic investigation. Secondly, a
request can be recursively propagated back to upstream hosts allowing trac-
ing connection-chains. This latter feature is somehow similar to the recursive
operation in CIS.

Wang et al. proposed another distributed system that calls for installing
special modules at routers as well as modified servers at hosts [68]. This
system employs an active approach. Basically, the servers (like telnetd) are

modified to inject a watermark into backward flows upon request. Modules at
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the routers detect a watermark and respond appropriately. A watermark is
a specially designed string of characters that depends on the modified server.

At last, system-based approaches are projected as a comprehensive solu-
tion. They are also meant to attain the best of two worlds; netwofk-based
and host-based. They are however expected to be more costly in terms of

installation, operation and maintenance.

4.8 Assessment of Approaches

We have reviewed several connection-chain approaches and classify them into
several categories. In this section, we evaluate those approaches against a

set of criteria. Particularly, the following criteria are considered:

e Domain: The different approaches are applicable to certain domains
but not to others. For concrete treatment, we assess their applicability
against the following three reference network models suggested in [41]
(see section 4.2.3): closed model, academic model and Internet model.
As indicated earlier, the challenges progressively increase as one moves
from one model to the next one. Hence, ideally, a technique should

work in the most general model; i.e., the Internet model.

e Scalability: An important aspect of a given approach is its ability and
flexibility to meet growth demands. We refer to such aspect as scalabil-

ity, and evaluate the different approaches as good, average or poor. In
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principle, network-based approaches have better scalability than host-
based ones. Additionally, a central entity is an indication of poor scal-

ability.

e Tracing Ability: Some approaches are designed to only detect connection-
chains. Others, however, are capable of tracing as well. In theory, a
detection module is needed within a tracing system to initiate a trac-
ing task. We use this criterion to indicate whether a given approach is

designed for tracing. We use yes or no for that.

e Detection Accuracy: Detecting connection-chains is an important as-
pect of any approach. We use this criterion to rate the detection accu-
racy® for each approach. High accuracy is obviously a desired feature.

The following scale is used in this rating: high, average and low.

e Evasion: This criterion refers to the ability of an attacker (who is pos-
sibly aware of the system) to escape detection and/or tracing. Ideally,
an approach should be immune to evasion attempts. Depending on
how hard it is to evade a given approach, the following scale is used:

hard, average and easy.

e Cost: Different approaches incur varying costs. Such costs are the
result of different factors such as installation, operation, and mainte-

nance. This criterion is an estimate of the aggregate costs incurred by

3Detection accuracy is analogous to the true-positive rate in intrusion detection systems
(IDS).
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a given approach. The following scale is used: high, average and low.

Using the above criteria, the assessment is summarized in table 4.1. We
use descriptive labels such as high and low to establish a relative comparison
between the different approaches. It is important to note that the comparison
is largely subjective due to the lack of any quantitative comparison studies
in the literature.

For the application domain, we noticed that none of the proposed ap-
proaches applies to the Internet model. This is because all of them require
installing special modules in the hosts and/or the network infrastructure.
Such access is not granted in the Internet model. We also noticed that
network-based approaches are more general than other approaches, because
they apply to the academic model for which controlling hosts is not required.

For scalability, network-based approaches obviously have an advantage
over other approaches. Host-based approaches are expected to have a poor
scalability, because modifications are required for every added host. Yet,
system-based approaches are expected to have an average scalability, since
they employ both host-based and network-based components.

For tracing ability, we mentioned earlier that anomaly-based and host-
based approaches can only detect a connection-chain. This is because they
employ local analysis. On the other hand, tracing a connection-chain requires
a global analysis to reveal the whole chain. Such ability exists in similarity-

based and system-based approaches.



79

'sotporoxdde Ureyp-uoIj0auuod JUSIIYIP A1) JO JUIWISSASSY 1§ S[(R],

LEI|
prey
V|
S0k
oderoar
posoro

oderoAr
Aseo
43
ou
100d
Pposo[o

MO[
odeIoae
MO
ou
poo3
OTIIOPRIR

MO]
odeIoAe
ogderoAe

S0A
poosd
oruapeOR

180D

UOISBAT]

AoRINDOY UOI99(]
Ayqy Sumedy,
Ayiqereos

urewo(

poseq-wo)sAg

poseq-1soy

(poseq-ATeurour)

Paseq-I0mjaN

(poseq-Ajrrermurs)

Paseq-y10mjaN

RLIDILI)




80

For detection, host-based modules are expected to produce more accurate
results. Network-based modules are inherently less accurate, because they
have to deal with issues such as encryption and delay. In fact, anomaly-based
ones are expected to be even less accurate. This is because they rely on time
estimates (for instance Send-Ack) that are hard to measure accurately.

The difficulty of evasion varies among the different approaches. System-
based approaches are harder to evade, since they employ different distributed
components. Therefore, if one component fails, there is a better chance that
another component would resist the evasion. On the other hand, host-based
approaches are easiest to evade, because the hosts are already compromised.
Finally, network-based approaches are expected to be in between.

In terms of cost, system-based approaches are expected to incur the high-
est cost, because of the different distributed components involved. Host-
based approaches come next, as the cost is expected to be per host. Network-
based approaches are expected to come last, since the cost is associated with

the network infrastructure.

4.9 Conclusion and Open Directions

In this review, we surveyed several approaches for detecting and tracing
connection-chains. We also classified them according to a proposed taxon-
omy. The review focused on the technical issues. Specifically, we showed

how an approach works and highlighted some shortcomings as well. We also
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assessed the different approaches against a set of criteria. The review also
included relevant background materials and various discussions.

We conclude this review by highlighting some possible directions in connection-
chains research. Taking this review as a starting point, the following are some

possibilities of where to go from here.

e Simulation Environment: Studying connection-chains would benefit
from a powerful and flexible simulation environment. Existing simula-
tion packages (for instance ns-2) need nontrivial modifications to sim-
uiate connection-chains. Along this direction, Xin et al. have recently
described a promising testbed to simulate and evaluate connection-

chains [69].

e Quantitative Comparative Study: A valuable study could be conduct-
ing a quantitative comparative study of the proposed approaches. Such
study requires a framework where different approaches can be compared
according to a set of quantitative criteria. In particular, similarity-

based approaches are a good candidate for such study.

e Evasion: It is a possibility for a careful attacker to evade detection
and/or tracing. Technically, these evasions are targeting the detection
and/or tracing process itself. A valuable study would be to enumerate

various scenarios under which proposed techniques can be evaded

e New Approaches: This area of research is relatively new. The review

may inspire creating new approaches or combining existing ones. The



82

solution space is quite large, and many ideas are still undiscovered.

e The Internet Model: We mentioned earlier that none of the proposed
approaches applies to the Internet model. The ultimate challenge is to

propose a solution for tracing connection-chains in this model.

e Network Forensics: Tracing connection-chains is important for network
forensics applications. In particular, it has the potential to help un-
covering compromised stepping-stones, the attack’s path and even the
attacker’s origin. Therefore, tracing connection-chains could be pro-

jected as an infrastructure for a network forensics system.

In the next chapter, we propose a new host-based approach to detect con-
nection chains. The main drawback of the host-based approaches proposed
so far in the literature is that they are operating system specific. Specifically,
they need to be re-designed and re-implemented differently for different op-
erating system. Also, it is not obvious if they can be applied to proprietary
operating systems such as MS Windows.

Another issues, which was not addressed in the literature, is analyzing
connection chains that are distributed over several ip addresses. Analyzing
these types of connection chains is more challenging. In chapter 6, we further
highlight this problem, and propose a profiling-based framework to analyze

them.
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Chapter 5

Detecting Connection Chains

In this chapter, we propose a host-based algorithm to detect connection
chains. We adopt a black-box approach by passively monitoring inbound
and outbound packets at a host, and analyzing the observed packets using
association rule mining. We first explain the proposed algorithm in details.
We then assess the algorithm using public network traces, and demonstrate
both its efficiency and detection capabilities.

In general, the main disadvantage of the host-based approaches proposed
so far in the literature is that they are operating system specific (63, 62,
61]. Specifically, they are expected to be re-designed and re-implemented
differently for different operating system. Also, it is not obvious if they can
be applied to proprietary operating systems such as MS Windows.

The proposed technique avoids being operating system specific, by em-

ploying a black-box approach. In essence, inbound and outbound packets
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are passwwely monitored to detect if there is a connection-chain. The tech-
nique is inspired by concepts from association-rule mining in the data mining

literature. It also has the following features:
e Portable: The approach is independent of any operating system.
e Real-time: The algorithm is efficient for real-time processing.

e Preserve Privacy: For a packet, the algorithm only uses its arrival time

and its header to operate. It neither stores nor uses its payload.

e Robust: The algorithm resists encoding (encryption/compression), be-
cause neither packets’ payloads nor their lengths are used in the anal-

ysis.

e Relative Interpretation: Instead of a crisp yes/no answer, a confidence
measure is attached to possible connection-chains. This particular fea-
ture enables the setting of a user-defined threshold (minconf) in order

to reduce false positives.

5.1 Attack Model: Another View

Consider the host shown as a rectangle in Figure 5.1. Suppose that this host
is exploited as a stepping-stone, and the connections a and b are part of the
corresponding connection-chain. Let @iy, @out, bin and by,; be the correspond-

ing inbound and outbound flows. Since a and b are bidirectional connections,
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Figure 5.1: Two views of a connection-chain at a host: (a) A connection-view.
(b) A flow view.

packets in one connection should re-appear “later” in the other connection.
Specifically, an inbound packet coming on a;, is expected to reappear as an
outbound packet on bg,. Similarly, an inbound packet coming on by, is ex-
pected to reappear as an outbound packet on a,,;. The packets’ flow inside
the host is shown as dotted line. Figure 5.1.(a) depicts a connection view of
the connection-chain. Figure 5.1.(b) depicts a flow view, where inbound and
outbound flows are sorted out.

An important question is how soon a packet in one connection will re-
appear in another connection if the two connections are part of a connection-
chain. Actually, it is not possible to exactly determine this delay ahead of
time. However, we know that for a connection-chain to be useful, this delay
has to be bounded [46]. In other words, we expect the delay to be random,
but not to exceed some constant value. Throughout this thesis, we refer to

this constant as A.
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In reference to the flow view shown in Figure 5.1.(b), our algorithm tries
to identify outbound packets that might have been triggered by inbound ones.
This is considered the case when the difference between the timestamps of

an outbound packet and inbound one is < A

5.2 Approach Overview

5.2.1 Mining For Association Rules

The proposed approach is based on concepts from the problem of association
rules mining. Therefore, we first present a formal statement of this problem
before explaining our approach in greater details. The discussion is necessar-
ily brief, however the interested reader may refer to the mentioned citations
for more details.

In the field of data mining, association analysis is a methodology used to
discover interesting relationships in large data sets [28]. The term association
rules is used to denote the discovered relationships, while the process itself
is called mining for association rules. Agrawal et al. were first to introduce
the methodology, and demonstrate its usefulness in analyzing a database of
sales transactions (market basket transactions) [70].

The following formulation is adopted from [28]. Let I = {7;,4s,...,i,} be
a set of n items. Let T = {t1,t2,...,tx} be a set of N transactions, where

each transaction t; contains a subset of items from I, i.e. t; C I. An itemset

is defined as a set of items. A k-itemset is an itemset that contains k items.
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For instance, {bread, milk,eggs} is a 3-itemset.

A transaction ¢; is said to contain an itemset X, if X C ¢;. An important
property of an itemset is its support count, which refers to the number of
transactions that contain a particular itemset. Mathematically, the support

count o(X) of an itemset X is given by the following formula:

U(X) = |{t,|X Q ti,ti S T}I

where |.| denotes the number of elements in a set.
An association rule is an implication of the form X — Y, where X and
Y are disjoint itemsets, i.e. X NY = ¢. The quality of an association rule is

measured by its support and confidence, which are defined as follows:

support = s(X —=Y) = w (5.1)
confidence =c(X —Y) = (j(—;Y(;TY) (5.2)

Intuitively, the support implies that X and Y occur together in s% of the
total transactions. On the other hand, the confidence implies that, of all the
transactions containing X, ¢% also contain Y.

It should be noted that there are alternative indices to measure the quality
of association rules besides the mentioned support-confidence framework. For

an account of various indices, the interested reader may refer to [28]. Also,
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it is important to note that the implication in an association rule does not
necessarily mean causality. It simply indicates a co-occurrence relationship
between the items in the antecedent and consequent of the rule.

The problem of association rules mining can be formally stated as follows:

Definition 5.2.1 Association Rule Mining: Given a set of transactions
T, find all the rules having support > minsup and confidence > minconf,
where minsup and minconf are user-defined support and confidence thresholds

respectively.

5.2.2 Mining For Connection-Chains

In our approach, we closely follow the classic formulation of association rules
mining that was presented in the previous section. In this instance, the
items of interest correspond to a set of connections, while the connection
chains correspond to the desired association rules. Additionally, a confidence
measure is used to denote the strength of a particular connection chain.
Formally, let C = {¢;,¢s,...,¢,} be the set of active connections at a
given host. Also, let T = (t1,%s,...) be a sequence of transactions, where
a transaction is restricted to one of the following two classes of transaction

types:
e A I-tuple Transaction: A transaction of the form [¢;], where ¢; € C.

o A 2-tuple Transaction: A transaction of the form [c;, ¢;], where ¢; # ¢;

and ¢;, ¢; € C. In this type of transaction, the order is not significant;
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ie. [¢,¢j] = e, ai

Unlike the original formulation, the transactions here are generated dy-
namically as packets flow in the connections. As such, we refer to the col-
lection of transactions as a sequence instead of a set. A 1-tuple transaction
[c;] is generated whenever an inbound packet is received on the correspond-
ing connection. On the other hand, a 2-tuple transaction [¢;, ¢;| is generated
whenever an inbound packet in one connection is followed by an outbound
packet in the other connection within a A amount of time. We will provide
more details about the generation of these transactions when we discuss the
proposed algorithm in the next section.

In theory, for a set of n connections, there are n 1-tuple transaction
types, and ('2') 2-tuple transaction types, where the symbol ( ) denotes the
combination (choose) operator. For example, let the set of connections be
{a,b,c}. Then, there are 3 1-tuple transaction types: [a],[b] and [c]. Also,
there are 3 2-tuple transaction types: i.e. [a,b], [a,c| and [b, c].

In our formulation, we make a distinction between a transaction type t;
and how many times ¢; actually occurred. We use the support count o(t;) to
refer to how many times a transaction of type t; has occurred. For example,
let the set of connections be {a,b,c}. Then, we might have the following
support counts: o([a]) = 10,0([b,c]) =2, ...etc.

As mentioned earlier in the introduction, a connection chain appears at a
host as a pair of connections through which traffic flows back and forth. As

a result, in our framework we view a connection-chain as an association rule
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of the form {c¢;, ¢;}, where ¢; # ¢; and ¢;, ¢; € C. Note that a set notation is
used to represent a connection chain instead of an implication (—). This is
to emphasize the fact that a connection chain does not imply any direction.
For instance, given a connection chain {c;,c¢;}, packets are investigated in
both directions; i.e. ¢; — ¢; and ¢; — ¢;.

The confidence of a connection-chain {c;, ¢;} is defined as follows:

U([Ci’ cj])
(el + o(l5) (5:3)

confidence({c;,c;}) =

where ¢; # ¢j and ¢;,¢; € C.

Intuitively, the numerator represents those times when packets in both
connections occur within A amount of time, while the denominator represents
the times they occur solely. Typically, a true connection chain is expected
to have a high confidence close to 1.

To understand the logic behind this formula, note that the classic confi-
dence measure (equation 5.2) is an asymmetric one; i.e. the confidences of
A — B and B — A may neither be the same nor related. In our formulation,
however, we need a confidence measure that combines both. In particular,
consider the two connections a and b and the possible connection chain {a, b}.
We like to account for packets flowing in both directions: @ — b and b — a.

Specifically, we like to investigate the following two association rules:

Ain — Oout
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bin — Qout

where in and out stand for inbound and outbound packets respectively.
According to the classic definition of confidence (equation 5.2), the con-

fidences of these two association rules are given by:

o (@in U bout)

con fidence(aip, — bout) = o(ag)

. 0 (bin U aout)

confidence(bin, — Aout) = Tm)

Recall that a 1-tuple transaction [¢;] is generated whenever an inbound packet
is received on the corresponding connection, and a 2-tuple transaction [¢;, ¢;]
is generated whenever an inbound packet in one connection is followed by an
outbound packet in the other connection within a A amount of time. As such,
the denominators in these two confidences correspond to the support count of
1-tuple transactions [a] and [b] respectively. Also, the sum of the numerators

is equal to the support count of 2-tuple transactions [a,b]. Therefore, the

above confidences can be restated as follows:

(I([a, b])l

confz'dence(ain —2 out) = W

o([a, b])®

a([b])

where o([a,b])! and o([a, b])? are the support count of 2-tuple transactions

con fidence(bin — Qout) =

[a, b] contributed by each direction.
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In order to assess the connection chain {a, b}, we have to combine these
two individual confidences by taking into account the symmetrical nature of
a connection chain. The formulation adopted in this thesis is similar to the
well-known Jaccard similarity index [28]. For reference, the Jaccard similarity
index for two sets A and B is given by

ANB

We find out that the proposed formula actually works well, as we show

later when we discuss the evaluations of the algorithm in section 6.4.

5.3 Algorithm and Implementation

5.3.1 Data Structures

In the proposed algorithm, we employ the following two main data structures.

e A Connection-Chain Graph (ceGraph): An undirected weighted
graph G(N, E, W), where

— a node n € N represents an active connection ¢;. For 1-tuple

transactions of type [¢;], the support count o([¢;]) is stored here.

— an edge e € E exists between two nodes v (representing a connec-
tion ¢;) and u (representing a connection c¢;), if there are packets

suspected to be flowing between the two connections. An edge’s
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Figure 5.2: Overall flow of the algorithm and used data structures.

weight w € W corresponds to the support count o([c;, ¢;]) for the

2-tuple transactions of type [¢;, ¢;].

e Inbound Packets Set (inSet): A set of current inbound packets.
When a new inbound packet is received, it is added to this set. For
a particular connection, inSet contains only the most recent inbound
packet on that connection. In some respects, this set acts as a time-
sliding window of the current inbound packets. The size of the window

is approximately A time unit.

Figure 5.2 depicts an overall flow of the algorithm. It also shows how
these data structures fit in the whole picture. In essence, the input to the
algorithm is a stream of packets seen at a host’s network interface. Inbound
packets are buffered into inSet for later comparisons. Outbound packets are
not buffered. Instead, they are compared with the already buffered inbound

packets to determine if there is a correlation. In addition, ccGraph maintains
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an up-to-date status of active connections and possible correlations between
them. In particular, ccGraph holds the support counts for the two types of

transactions that was discussed earlier.

5.3.2 Algorithm

Algorithm: PROCESSPACKET(p)

if d(p) = in then
increment o([¢(p)]) in ceGraph ;
add p to inSet ;
else if d(p) = out then
forall g € inSet do
if t(p) — t(¢) < A then

if ¢(p) # c(q) then
increment w(c(p), ¢(q)) in ccGraph ;

end
else
remove ¢ from inSet ;
end
end
end

Figure 5.3: The overall algorithm as a pseudocode.

In Figure 5.3, we summarize the whole algorithm as a pseudocode. For

each packet p € P, the following operators are defined:
e t(p) : the time-stamp of p.
e ¢(p) : the connection to which p belongs.

e d(p) : the direction of p; either inbound (in) or outbound (out).
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The received packets are processed on a first-come-first-served basis ac-
cording to their timestamps. Each packet generates a transaction that de-
pends on its direction. An inbound packet p generates a 1-tuple transaction
of the type [¢(p)]. The support count for this type of transaction o([c(p)]) is
stored into the corresponding node in ccGraph. Additionally, the packet itself
is buffered into inSet as mentioned earlier. Intuitively, an inbound packet
either results in incrementing the count of that connection, or creating a new
node (connection) if it does not exist. Additionally, it is buffered in inSet for
later comparison with outbound packets.

On the other hand, an outbound packet p generates a 2-tuple transaction
of type [e(p),c(q)], if ¢ € inSet, c(p) # c(q), and t(p) — t(qg) < A. The
support count for this type of transaction o([¢(p), ¢(g)]) is stored as a weight
w(c(p), c(q)) of the edge between c¢(p) and c(g) in ccGraph. Intuitively, we
keep counts of every pair of outbound and inbound packets, if the outbound
packet comes after the inbound one by at most A.

At any time, connection-chains are edges in ccGraph that have a confi-
dence exceeding some user-defined threshold (minconf). The confidence is

computed according to equation 5.3.

5.3.3 Example

In this section, a simple example is presented to demonstrate how the algo-
rithm works in practice. We show how a stream of packets is processed, and

how the data structures are updated.
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Let C = {a,b,c} be the set of active connections at a given host. As

packets flow in these connections, we then have the following:
e 3 possible connection chains; i.e. {a,b}, {a,c}, and {b,c}.
e 3 possible types of 1-tuple transactions; i.e. [a], [b] and [¢].
e 3 possible types of 2-tuple transactions; i.e. [a, b, [a,c] and [b, ¢].

Consider the list of packets shown in table 5.1. In the first column, we list
the packets in the order they are processed. For instance, a packet denoted as
(@in, 1) means that the packet is an inbound packet, belonging to connection
a and received at time 1. After processing a packet, we show generated
transactions types (if there is any) in the second column. Additionally, the
third and fourth columns are used to show the content of inSet and ccGraph
as the algorithm progresses. In particular, inSet column shows the buffered
packets, while ccGraph column shows the support counts for all possible
transaction types.

In this example, assume that A is set to 2 time units. Consequently, the

following is a highlight of the algorithm’s operations for each packet:

® (@in,1): An inbound packet on a is received. Therefore, an [a] transac-
tion is generated. Because this is the first inbound packet on a, a new
node in ccGraph is created for the connection a and o([a]) is set to 1.

The packet is then added to inSet.
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® (Cout,2): An outbound packet on c is received. Therefore, it is compared
with packets in inSet. In this case, this packet occurs within a A
time from the buffered packet (a;,,1). As such, an [a, ¢] transaction is
generated, and an edge in ccGraph is created with o([a,c]) set to 1.

Note that a node for connection ¢ is also created with o([c]) = 0.

e (bout,3): An outbound packet on b is received. Therefore, it is compared
with packets in inSet. In this case, this packet also occurs within a A
time from the buffered packet (a;,,1). As such, an [a,b] transaction is
generated, and an edge in ccGraph is created with o([a,b]) set to 1.

Note that a node for connection b is also created with o([b]) = 0.

(¢in»4): An inbound packet on c is received. Therefore, a [c] transaction

is generated, and o([c]) is incremented. The packet is then added to

inSet.

(bin, 5): An inbound packet on b is received. Therefore, a [b] transaction
is generated, and o([b]) is incremented. The packet is then added to

inSet.

(bin,6): Another inbound packet on b is received. Therefore, a [b]
transaction is generated, and o([b]) is incremented. The packet is then
added to inSet. However, notice that the old packet (b;,, 5) is replaced

by the new one (b;,, 6).

(@out, 7): An outbound packet on a is received. Therefore, it is com-
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pared with packets in inSet. In this case, this packet occurs within a A
time from only one of the buffered packet; i.e. (bin,6). Assuch, an [a, b]
transaction is generated, and o([a, b]) is incremented. Additionally, the

other packets in inSet are deleted.

® (aou,8): Another outbound packet on a is received. Therefore, it is
compared with packets in inSet. In this case, this packet occurs within
a A time from the buffered packet (b;,, 6). As such, an [a, b] transaction

is generated, and o([a, b]) is incremented.

® (Cin,9): An inbound packet on c is received. Therefore, a [¢] transaction
is generated, and o([c]) is incremented. The packet is then added to

inSet.

® (Cout, 10): An outbound packet on ¢ is received. Therefore, it is com-
pared with packets in inSet. In this case, this packet does not match
with any of the buffered packets. In particular, (b;,,6) occurs before
(Cout, 10) by more than A time unit, and (¢;,,9) belongs to the same
connection. As such, no transaction is generated here. Additionally,

the packet (b;,, 6) is deleted from inSet.

After processing those packets, there are two detected connection chains;

namely {a, b} and {a,c}. The confidences of each one is given by:

o([a, b)) 3

confidence({a,b}) = () + o) = e =
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and
, _ o(a,) 1
confidence({a,c}) = ) +o(d) 112 0.33

5.3.4 Implementation

We implemented the algorithm in Java 1.5 [71]. We also used a Java bind-
ing of the pcap library, called Jpcap [72]. Concerning the data structures,
ccGraph was implemented using two hash tables; one for the nodes (connec-
tions), and one for edges (connection-chains). inSet was also implemented

using a hash table.

5.4 Evaluation

5.4.1 Data and Settings

We used a public network trace to assess the algorithm in terms of processing
time and detection capability. The trace is called LBNL-FTP-PKT, and is
available from [73]. The trace contains all incoming anonymous FTP con-
nections (i.e. to port 21) to public FTP servers at the Lawrence Berkeley
National Laboratory during a ten-day period in Jan 10-19, 2003. It contains
3.2 million packets flowing in 22 thousand connections. The connections are
between 320 distinct servers and 5832 distinct clients.

We chose this trace for two reasons. First, it is reasonably large to assess

the algorithm. Secondly, it only contains the interactive part of ftp sessions;
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i.e. the control stream, on which commands are passed to the FTP server
[48]. This type of traffic is similar to interactive traffic generated by terminal
applications such as telnet [42], rlogin [43] and ssh [44]. In particular,
this is the type of traffic seen in connection-chains.

It is important to note that this trace does not contain any connection
chains. Therefore, to assess the detection capabilities, we simulated some
connection chains and merged them into the trace as we show later.

To start with, we sliced the trace into 320 subtraces by server ip address.
Each subtrace contains the packets exchanged with the corresponding server.
Then, we run the algorithm on those subtraces, as if the algorithm was
running on the corresponding server.

By analysing inbound and outbound packets of those servers, we esti-
mated the response time of the servers to be between 10-90 msec. We used
this value as a guidance to set A in our test suite. In particular, A is varied
as 1. 10, 50, 100, 200, and 500 msec. The selected values are intended to
investigate the effect of varying A, when A is set below, around, and above
the estimated true A value.

Finally, the tests were run on a laptop with the following specifications: a
1.3Ghz Intel Pentium m-processor, 2 GB RAM, and 80 GB 7200 RPM Hard

drive.
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Figure 5.4: The processing time of the 320 subtraces sorted in increasing
order of the number of packets. Note that the processing time exhibits a
linear trend as subtraces increase in size, and also that varying A does not
significantly impact on the processing time.

5.4.2 Processing Time

The proposed algorithm is intended for real-time processing of a live stream
of packets. Therefore, we are interested in investigating the processing time
per packet, and how does this time scales as a subtrace increases in size. We
are also interested in studying how the processing time is affected by varying

A.
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The experimentation is performed as follows. For every subtrace (320
subtraces), we run the algorithm with a A of 1, 10, 50, 100, 200, and 500
msec; i.e. a total of 6 x 320 = 1920 cases. For a particular subtrace S;, we
then observe the processing time 7;. The results are plotted in Figure 5.4.

In Figure 5.4, we notice the following points:
e The processing time exhibits a linear trend as subtraces increase in size.

e The processing time per packet is constant. It basically corresponds to
the slope of the lines. Mathematically, it is given by I_gﬁ seconds/packet,

where |S;| is the number of packets.

e For this trace, the average processing time per packet is about 35

psec/packet.

e Finally, varying A does not seem to have a significant effect on the

processing time.

Based on the above observations, we conclude that the algorithm is ef-
ficient for real-time operation. This is because the average processing time

per packet is both constant and low.

5.4.3 Detection

To assess the detection capabilities of the algorithm, we simulated some con-
nection chains, because the trace does not contain any. We then merged the

simulated connection chains into the original subtrace and run the algorithm.
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As in the previous section, we also varied A here. We then made note of the
detected connection chains and their confidences.

The process of simulating connection-chains is depicted in Figure 5.5. In
this figure, L, R and R’ respectively stand for the local host, a remote host
and a fictitious remote host. The steps to create a simulated connection

chain {R,R’} are as follows:

e For an inbound packet (R,L), create an outbound packet (L,R’). The
time-stamp of the new packet is set to original time-stamp plus some

random time t.

e For an outbound packet (L,R), create an inbound packet (R’,L). The
time-stamp of the new packet is set to original time-stamp minus some

random time t.

e Merge those generated packets into the original trace.

Following the above steps, packets would seem to be flowing between the
two remote hosts R and R’. In the figure, original packets are shown as solid
arrows, while the simulated ones are shown as dotted arrows. Obviously, a
table is maintained to keep a consistent mapping between hosts R and R’.

Consequently, the experimentation is performed as follows. At first, we
picked the largest subtrace among the 320 subtraces. This particular subtrace
was chosen because of its large size, although other subtraces give similar re-
sults. The subtrace has 1.7 millions packets flowing in 3391 connections. The

traffic is exchanged between the server (131.243.2.12) and 236 unique remote
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Figure 5.5: The process of simulating a connection chain. L, R and R’
respectively stand for the local host, a remote host and a fictitious remote
host. Original packets are shown as solid arrows, while the simulated ones
are shown as dotted arrows.

clients (addresses). Among these 236 unique remote addresses, we randomly
picked 88 of them to create simulated connection chains according to the
steps explained earlier. For the random time t, we use a uniform random
variable between 10-90 msec (an estimate of the server response time). Ac-
cordingly, the modified subtrace has 236 + 88 = 324 remote addresses and
(334) = 52326 possible connection chains. Only 88 out of the 52326 possible
connection chains are true connection chains ( = 0.2% ). Those are the ones
that we actually simulated.

The modified subtrace is then used as an input to the algorithm. In order
to study all connection chains detected by the algorithm regardless of their
confidences, we compute confidence statistics for different values of A. The
following values of A were considered: 1, 10, 50, 100, 200, and 500 msec.

Note that a A of 100 msec is the ideal value in this case, because the server
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response time is estimated to be 10-90 msec.

A summary of the the algorithm’s output is shown in Table 5.2. For
each value of A, we list several descriptive statistical quantities to show the
confidences distributions about the true and false connection chains involved
in the evaluation dataset. For true connection chains, there are 88 possible
ones. For false connection chains, there are (334) - 88 = 52238 possible
ones. To evaluate the actual detection capability of the algorithm we need
to select a minconf value. We set minconf to 0, in order to study all
connection chains detected by the algorithm regardless of their confidences;
minconf = 0 actually corresponds to the worst case scenario. Figure 5.6 and
Table 5.3 illustrate the true and false detection rates under such scenario.
The true detection rate (TDR) corresponds to the percentage of detected true
connection chains in relation to all possible true connection chains, while the
false detection rate (FDR) is the percentage of detected false connection
chains in relation to all possible false connections.

Considering the number of detected connection chains, we notice the fol-
lowing points. First, the number generally increases as A increases. This is
actually expected because increasing A would increase a connection’s buffer-
ing time in inSet. Consequently, a connection would have greater chance
to correlate with other connections. However, notice that the rate of this
increase slows down as A gets larger than the ideal A (100 msec). For in-
stance, increasing A from 100 to 500 msec results in less than 1% increase

in the number of false conection chains. Secondly, notice that setting A to
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Table 5.3: True and False Connection Chain Detection Rates under Worst
Case Scenario: minconf =0

A (ms) | 1 | 10 50 | 100 | 200 | 500 |

TDR(%) | 4.5 | 31.8 | 100.0 | 100.0 | 100.0 | 100.0
FDR(%) | 1.0 | 4.2 | 6.9 7.8 8.2 8.7

a very low value can result in missing true connection chains. For instance,
only 4.5% and 32% of true connection chains were detected when A is set to
1 and 10 msec respectively. Based on these two points, we conclude that it
is safe to set A to a higher value than the true one in order to detect all true
connection chains, especially that the increase in false connection chains is
not significant.

Considering the confidences data in Table 5.2, true connection chains
generally have higher confidences. In Figure 5.7, the ranges (min-max) of
confidences are visualized. For each value of A, a band is shown that spans
the range of all possible confidences. Inside each band, the grey region indi-
cates the range for false connection chains, while the black region indicates
the range for true connection chains.

In Figure 5.7, notice how the confidences of true and false connection
chains overlap when A is set to very low values (1 and 10 msec). How-
ever, once A is set around or above the ideal value, true connection chains
are clearly separated. In this case by appropriately setting the confidence
threshold (minconf) in the separation area, we achieve perfect detection
rates. For instance, for A = 100 msec, by setting minconf = 0.5 we obtain

TDR = 100% and FDR = 0%. Also, notice that increasing A beyond the
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Figure 5.6: ROC curve showing how the TDR and FDR vary when different
values are used for A, under worst case scenario (minconf = 0).

ideal value decreases the separation between the confidences of the true and
false connection chains. In this case, the maximum separation occurs at the
ideal value of A (100 msec). However, notice that this separation is reason-
ably large even when A = 500 msec; i.e. 5 times the ideal value. In essence,
large separation is desirable because it gives greater flexibility in setting the
minconf threshold. Such threshold is used to reduce (or eliminate) false
connection chains.

Considering the confidences of false connection chains alone, we notice
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Figure 5.7: The ranges (min-max) of confidences of true and false connection
chains for different values of A. For each value of A, a grey region indicates
the range for false connection chains, while a black region indicates the range
for true ones.

that they exhibit a similar distribution. In Figure 5.8, the distributions are
shown as a set of histograms for each value of A. They approximately follow
a decaying exponential distribution. In other words, the majority of them
have confidences close to zero, while few have larger confidences. In fact, this
is a desirable feature because the majority of false connection chains can be

eliminated using a low minconf threshold.
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Figure 5.8: The confidences of false connection chains are shown as a set of
histograms for different values of A. They approximately follow a decaying

exponential distribution.

5.5 Evaluation using Real Attack

In this section, we evaluate the proposed framework using a real attack that

was posted as a forensic challenge by the Honeynet project [20]. The attack

was presented as challenge#18 in a series of 34 challenges called scan of the

month challenges.
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Figure 5.9: A diagram showing the ip addresses involved in the attack, and
the attack steps.

5.5.1 Attack Overview

For this attack, Honeynet project provided a file of captured traffic to/from
a honeypot. The file is in the standard pcap format [10]. In total, there were
993 packets communicated between the honeypot and 7 remote ip addresses.
Among the 7 ip addresses, two ip addresses were involved in a successful
attack against the honeypot. Specifically, one ip address was used to scan
and compromise the honeypot, and one ip address was accessed to download
a rootkit.

The steps of the attack and the involved ip addresses are shown in Figure

5.9. Briefly, the attack proceeded as follows:

1. 211.185.125.124 scanned the honeypot for rpc service (port 111), and

confirms that statdis running. It then executed a successful exploit(rpc.statd)

which bound a root shell at port (39168). It finally connected to the

honeypot (via port 39168), and obtained a root shell.

2. Via the obtained shell, the attacker connected (ftp) to an ftp server on
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Table 5.4: The confidences of the true connection chain for different values
of A

[Alms) [1]10 ][50 [100 [200 [500 |
| Confidence | - | 0.3335 [ 0.3666 | 0.406 | 0.4391 | 0.7644 |

193.231.236.41, and downloaded/installed a rootkit.

5.5.2 Results

Since the captured traffic contains 7 ip addresses, there are, technically, (;)
= 21 possible connection chains. Among these 21 possible connection chains,
there is only one true connection chain, which is depicted in Figure 5.9.

We run the algorithm on the original trace provided by Honeynet project.
As in the previous section, we also vary A here, and consider the same values
of A; namely 1, 10, 50, 100, 200 and 500 msec. Also, minconf is set to 0 here
in order to study all connection chains detected by the algorithm regardless
of their confidences. Then, for every A, we record the detected connection
chains and their corresponding confidences.

In this attack, the algorithm successfully revealed the true connection
chain with a false detection rate (FDR) of 0%. Except for A = 1 msec,
the algorithm only detects one connection chain which is the true connection
chain depicted in Figure 5.9. The confidences of this connection chain for
different values of A are shown in Table 5.4. For A = 1 msec, the algorithm

do not detect any connection chains.
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5.6 Conclusion

In this chapter, we proposed a host-based algorithm to detect connection
chains by passively monitoring inbound and outbound packets. From a host
perspective, a connection chain appears as a pair of connections through
which packets pass back and forth. We took advantage of the fact that the
time taken by a packet inside the host has to be bounded for a connection
chain to work. We refer to this time as A. As such, we employed concepts
from association rule mining in the data mining literature. In particular,
we proposed efficient algorithm and data structures to discover connection
chains among a set of connections. Also, a confidence measure is used to
attest the likelihood of a connection chain.

We used public network traces to assess the algorithm in terms of pro-
cessing time and detection capabilities. For processing time, our experimen-
tations suggest that the algorithm is efficient for real-time operation. It has
a constant and low average processing time per packet. In terms of detection
capabilities, our experimentations suggest that the algorithm is effective in
detecting true connection chains. The setting of A seems to play an impor-
tant role. We found that it is always safe to set A to a higher value than the
true value. This ensures the detection of all true connection chains, while the
increase in false connection chains is not significant. Also, our experimen-
tations showed some desirable features of the algorithm. In particular, the

majority of false connection chains have confidences close to zero, while few
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have larger confidences. This means that the majority of false connection
chains can be eliminated using a low confidence threshold. Also, we found
that the confidences of true and false connection chains are clearly separated
when A is set around or above (even 5 times) the true value. This also gives
greater flexibility in setting a confidence threshold to reduce (or eliminate)

false connection chains.
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Chapter 6

Profiling Connection Chains

Investigating connection chains can be complicated when several ip addresses
are used in the attack. In this chapter, we highlight this challenging problem.
We then propose a solution through hacker profiling. Our solution includes
a novel hacker model that integrates information about a hacker’s linguistic,
operating system and time of activity. It also includes an algorithm to operate

on the proposed model.

6.1 Connection Chains as Multistage Attacks

Generally, an attack is either considered a single-stage isolated attack or
a step in a multi-stage attack scenario. Most intrusion detection systems
operate with the first assumption [74]. On the other hand, investigating

attacks as a multi-stage scenario is the central focus of research in the area of
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alert correlation [75] and network forensics [76]. In some respects, connection
chains can be viewed as a multistage attack.

A multi-stage attack scenario can be further studied from two perspec-
tives; namely temporal and spatial. From a temporal perspective, an attack’s
steps are assumed to be originating from a single ip address. Additionally,
each step of the attack follows the next one in time. In the spatial view,
however, an attack’s steps are distributed over more than one ip address.
Most work in the area of alert correlation is concerned with the temporal
perspective.

We illustrate the consequences of such limitation with two scenarios. The
first scenario is depicted in Fig 6.1.a. In this example, two independent
hackers use the same intermediary host to attack a victim machine. In this
case, those approaches would mistakenly aggregate/correlate data from two
different hackers and hence two different attacks.

Figure 6.1.b depicts the second scenario. In this example, a hacker uses
two different intermediary hosts for his attack. The victim will see two
different ip addresses and has no way to tell that they are originating from
the same hacker. Consequently, data and alerts from the two ip addresses
would pass uncorrelated.

To address this problem, we need a way to profile hackers in order to
differentiate one from another. Specifically, we need to look for invariant
features that may distinguish one hacker from another, instead of only relying

on his ip address. By examining received packets, we believe that it is possible
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(a)

hacker

-zj;_!/

Figure 6.1: Two scenarios which confuse a correlation process. (a) Two
independent hackers use same intermediary node to attack a victim. (b) One
hacker use two intermediary nodes to attack the same victim.
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to extract such features.

One of these features is a hacker’s operating system (OS). OS passive
fingerprinting is a well established technique that can be used for OS identi-
fication by examining the headers of certain packets (especially SYN packets)
[35].

We propose a solution that enhances the OS passive fingerprinting [35]
by using two additional features; namely a hacker’s linguistics and activity
time. For linguistics, the content of a packet is examined to look for clues
about a hacker’s language. For instance, a user/password combination may
reveal a name that is known to belong to a certain language.

For time of activity, a hacker may have a preferred time to carry out his
actions. By measuring his activities during a day, we may obtain a consistent
pattern that further enhances the profiling process. We use arrival time of
packets to determine this feature as we will show later.

The main contributions in this chapter are (1) introducing the spatial
factor of network hacking activities. Such factor affects both alert correla-
tion and network forensics approaches, (2) proposing a simple yet extensible
hacker model to address the mentioned spatial factor, and (3) providing a

framework /algorithm where the mentioned hacker model is applied.
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6.2 Model Formulation

6.2.1 A Hacker Model

Our model for a hacker is defined as a 3-tuple H over the Cartesian product

{O x L x T} where:

e O = {z: z is the name of a known operating system}
e L = {xz:z is the name of a known natural language}

e T = {Morning, Evening, Night}

O is basically a set of nominal values corresponding to different operat-
ing systems; such as {Windows98, Linux, ...}. Similarly, £ is a set of nom-
inal values corresponding to different natural languages, such as {English,
French, ...}. Lastly, 7 is a tri-valued variable that indicates when a hacker
is most active. Instead of recording detailed time information, we use this
variable to classify a hacker as either a morning, evening, or night hacker.
This provides an enormous reduction in data and a reasonable granularity

for our purpose.

6.2.2 Model Application

Applying our model to a stream of incoming packets is essentially an ab-

straction process by which we intend to map every ip address into a hacker
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instance. Given a list of ip addresses P, this is formally stated as follows.
P—-H:{OxLxT}

In order to execute this mapping, we need the following three mapping

functions:

¥ = header(p) — O
A = content(p) — L
¢ = arrivalTime(p) — T

where, header(p), conteﬁt(p) and arrivalTime(p) are, respectively, the head-
ers, contents and arrival times of packets originating from an ip address p.

The v function applies OS passive fingerprinting techniques in order to
infer the OS of an ip address p [35]. Typically, the header portion of an
ip packet is used for such task. Formally, this function is a trained classifier
that operates by comparing certain header’s fields to a database of known OS
signatures. For example, the 8-bit time-to-live (TTL) field in the ip header
is set with different values depending on the operating system. By default,
for instance, TTL is set to 128 in Windows and 64 in Linux. Such features
can be used to distinguish between different operating systems.

The A function assigns an ip address p to one or more natural languages.
This task is known as language guessing in the field of tezt categorization
[77]. A popular technique, that accomplishes this task with almost-perfect

accuracy, is due to Cavnar and Trenkle [78]. Briefly, the technique relies on
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analysing the n-grams' of a document. The frequencies of different n-grams
provide distinctive signatures that not only distinguish documents, but also
discriminate between languages. There is already an efficient implementation
of the algorithm as well as signatures for more than 70 different natural
languages [79]. Formally, this function is also a trained classifier.

Finally, the ¢ function uses packets’ arrival times to classify a hacker as
either a morning, evening, or night hacker. Essentially, it is a 3-category
histogram function of the packets’ arrival times. In reference to local time,

the function divides a day into three 8-hours time periods as shown below:

morning evening night

N

~

Zam...lQpn{...T2pm...8pm‘....r8pm...4am

Accordingly, it counts how many packets received in each period then yields
the matching period with the maximum count. Note that this day division

is in reference to the local time zone, rather than hackers’ time zone.

6.2.3 Coherence

After performing the above mapping, an ip address falls into one of two
categories: coherent ip addresses or incoherent ones. A coherent ip address
is an ip address that assumes a single value for each variable in the hacker
model. On the contrary, an incoherent ip address is an ip address which

assumes multiple values for one or more of the variables in the hacker model.

'An N-gram is an N-character slice of a longer string [78].
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To illustrate this concept, assume two ip addresses p; and p, are mapped

as follows:

p1 — {{Windows98} x {English} x {Morning}}
pa — {{WindowsX P, Linuz2.4} x {Arabic} x {Night}}

In this example, p; is a coherent ip address because it assumes single values
for each variable. However, p, is an incoherent ip address because the OS

variable assumed two values; namely WindowsX P and Linuz2.4.

6.3 Approach

6.3.1 Overview

Using our model and the defined functions, we obtain a mapping for every
single ip address into a hacker instance; i.e. P — H : {O x £ x T}. With
this in hand, we can now address the two problems depicted in Figure 6.1.
For the first scenario (fig 6.1.a), the victim will receive packets from an
incoherent ip address. For instance, the packets may reveal multiple values
for the OS variable. Hence, the victim will be able to detect such ip addresses.
The second scenario (fig 6.1.b) is more challenging. In this case, we need
a way to group ip addresses that share the same attributes. This task can
be done using clustering analysis [80]. The details of this step is postponed

to the next section.
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Figure 6.2: Flowchart of overall approach.

A flowchart of the overall approach is shown in Figure 6.2. The algorithm
iterates over each ip address. An ip address is first tested for coherence. Inco-
herent ip addresses are reported as being possible intermediary node shared
by multiple different hackers. On the other hand, coherent ip addresses are
passed to a clustering analysis algorithm. The algorithm determines groups

of ip addresses that are likely used by one hacker.

6.3.2 Clustering Analysis Algorithm

In order to carry the clustering analysis, a measure of dissimilarity between
observed objects is required. This measure is typically dependent on the type

of variables that describe an object. In our case, the objects are coherent
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ip addresses which are described by the three variables of our hacker model.
Additionally, the variables are multistate nominal ones. We now summarize
the derivation of the measure following Gordon [80].

For each variable, a disagreement indices can be defined between each
pair of states of the variable. Let d,,(> 0) be the disagreement between the
Ith and mth states of the kth variable. Accordingly, let dg;m = 1 if Il # m
and gy = 0. The contribution to the dissimilarity d;; between the ith and
jth object that is made by the kth variable is defined by dijx = Ogim if the
kth variable is in state [ for the ith object and state m for the jth object.
The overall measure of dissimilarity between the ¢th and jth objects is then

defined as

K
dis(i,j) = > _ diji
k=1

where K is the total number of variables.

After defining a dissimilarity measure, we need an algorithm to perform
the clustering analysis [29, 80]. For our purposes, we devised an incremental
algorithm shown in fig 6.3. The algorithm incrementally classify every co-
herent ip address. Based on the dissimilarity measure, an ip address is either
combined into an existing cluster or put in a new cluster. By the end, each
cluster will contain one or more coherent ip addresses that share the same
attributes; i.e. likely coming from the same hacker.

It should be noted that the number of clusters is dynamically updated as

new clusters are formed. This departs from algorithms (k-means for instance)
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Algorithm: DOCLUSTERING(Cy, P)

Input: a list of initial clusters Cj.
Input: a list of ip addresses P.
Output: a list of resulting clusters C.

C—0GCo;
foreach p € P do
clustered «— false ;
1+ 1;
while (not clustered) and (i < |C|) do
if dis(p,C(i7)) == 0 then
C(2) — C@) +{p};

clustered «— true ;

end
1—1+1;
end
if mot clustered) then
ICl = |C[+1;
C(IC) < {r};
end
end
return C ;

Figure 6.3: A pseudocode of the clustering algorithm. Note that |C|
stands for the size of C, and C(i) stands for the i'* element in C.

that require specifying the ultimate number of clusters for effective analysis.

6.3.3 Example

We conclude this section with an example to illustrate our approach. Suppose

that a victim PC was attacked by 4 different ip addresses P = {p1, pa, 3, P1}-
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Also, suppose they are mapped as follows:

p1 — {{Windows98} x { English} x { Evening}}

pa — {{WindowsX P} x {Arabic, Chinese} x {Night}}
ps — {{FreeBSD} x {French} x {Morning}}

ps — {{Windows98} x { English} x { Evening}}

The algorithm first identifies p, as an incoherent ip address because more
than one language were detected. This means that p; is probably a node
used by several hackers similar to the scenario depicted in fig 6.1.a.

The other three ip addresses are coherent. Therefore, they are advanced
for the clustering analysis algorithm. At the end of the analysis, we will have
2 clusters; i.e. {p1,ps} and {ps}. The {p1,ps} cluster probably represents a
situation similar to the scenario at fig 6.1.b. While, the {p3;} cluster contains
only one ip address, which means that it is probably a single hacker using a

single ip address.

6.4 Simulations

We conducted various simulations to assess the proposed model and the
clustering algorithm. For this purpose, we employed empirical probability
distributions of operating systems and languages that reflect typical usage
on the Internet. In particular, we used the freely available distributions

shown in Figure 6.4. For the time variable 7, we used a discrete uniform
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Operating Systems Distribution

Operating System

Others
Dutch
Portuguese

ltalian
Korean
French
German
Spanish
Japanese
Chinese
English

Language

Figure 6.4: Empirical probability distributions of operating systems and lan-
guages on the Internet. (OS source: www.w3schools.com, Language source:
www.internetworldstats.com.)
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distribution. We then generated many random samples of ip addresses that
have characteristics following these distributions. All simulations were run

using Matlab version 6.5 on a 1.3GHz laptop with 512MB.

6.4.1 Time Complexity

To start with, we evaluated the time complexity of the clustering algorithm.
Specifically, we evaluated the running time of the algorithm in batch mode
and in incremental mode. In batch mode, the algorithm is passed a set of ip
addresses with no prior clusters. The algorithm then builds clusters starting
from scratch. In contrast, in incremental mode, the algorithm is passed one
ip address at a time along with a set of initial clusters.

In practice, the batch mode is intended for offline analysis, while the in-
cremental mode is intended for realtime analysis. The distinction between
the two modes depends on the parameters that are passed to the algorithm.
In batch mode, the call is DOCLUSTERING({}, P), where the parameters
are an empty set of initial clusters and a set of ip addresses P. In incre-
mental mode, however, the call is DOCLUSTERING(Cy, {p}), where the
parameters are an initial set of clusters Cy and a set of only one ip address
{p}. Typically, the algorithm is first run in batch mode to form an initial set
of clusters Cy, then it is run in incremental mode to process new ip addresses
as they arrive.

At a first glance, the algorithm may suggest a quadratic running time

in terms of the total number of ip addresses because of the double loop."
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Figure 6.5: Execution time of the clustering algorithm as a function of the
number of ip addresses.

However, our simulations consistently showed a linear running time in batch
mode, and a small running time in incremental mode.

For batch mode, we generated 100 samples with sizes that increase from
1 up to 10000 at an increment of 100. Each sample was then passed to the
clustering algorithm. The time taken by the algorithm was then recorded.
To ensure the validity of the results, 5 reruns of the same procedure were
performed. In Figure 6.5, we show a plot of a typical run. As shown, the
execution time increases linearly as the number of ip addresses increases. For
reference, the linear fitting (dashed line) is also shown in the figure. It should
be noted that 10000 is relatively very large, because this number is supposed
to be the number of unique ”ip addresses” attacking a victim at one time.

In incremental mode, the outer loop is invoked only once because there is
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only one ip address to process. Therefore, the running time is basically the
time taken by the inner loop to scan the initial clusters, i.e. O(Cy). In our
experiments, we found this time to be very small. For instance, the running

time for clusters with up to 10000 ip addresses never exceeded 0.01 seconds.

6.4.2 Effectiveness

To a great extent, the effectiveness of our approach relies on the underlying
distributions of the ip addresses. In this section, we present simulations
related to this aspect.

At first, we studied incoherent ip addresses and their expected rates rel-
ative to the total population. We generated 100 samples with sizes that
increase from 1 up to 10000 at an increment of 100. Each sample was then
analyzed for incoherent ip addresses. An ip address is regarded incoherent
when either the operating system or the language is set to "others”. We then

used the following metric:
incoh t :
incoherence rate = —
N

where i is the number of incoherent ip addresses in the population, and N is
the total number of ip addresses in the population.

A plot of the incoherence rate is shown in Figure 6.6. It is interesting to
note that the rate is almost constant as the size of the population increases.

In this simulation, the average rate is about 0.23. In other words, about
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Figure 6.6: The rate of incoherent ip addresses relative to the total popula-
tion.

23% of the population is expected to be incoherent and dropped from the
clustering analysis.

We next considered the clustering of coherent ip addresses. It should be
obvious that the number of possible clusters depends on the resolution of
each variable in our model. We use the term “resolution” here to denote
the number of possible states that a variable may assume. To show this

graphically, we used the following metric:
lusters rate = —
clusters rate = —
N

where nc is the number of clusters and NV is the total number of ip addresses.
We generated 50 samples with sizes that increase from 1 up to 500 at

an increment of 10. A plot of the clusters rate is shown in Figure 6.7. As
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Figure 6.7: The ratio of the number of unique clusters as the population of
ip addresses increases.

shown, the ratio decreases rapidly (almost exponentially) as the number of
ip addresses increases. Therefore, the algorithm will always deal with limited
number of clusters. Also, this confirms that the algorithm has a low overhead

as was shown in the previous section.

6.5 Evaluation using Real Attack

In this section, we evaluate the proposed framework using a real attack that
was posted as a forensic challenge by the Honeynet project [20]. The attack
was presented as challenge#19 in a series of 34 challenges called scan of the
month challenges. We carefully picked this particular attack, because it is
the only one that fits the attack scenarios addressed by our framework. In

particular, it resembles the scenario depicted in Figure 6.1 (b).
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Figure 6.8: A diagram showing the ip addresses involved in the attack, and
the attack steps.

6.5.1 Attack Overview

For this attack, Honeynet project provided 2 files in pcap format [10]. One
file (newdat3.log) contains captured network traffic to/from a honeypot. The
second file (slog2.log) contains generated syslog traffic. In total, there were
24440 packets communicated between the honeypot and 16 remote ip ad-
dresses. Among the 16 ip addresses, four ip addresses were involved in the
attack. Specifically, two ip addresses were actually used to compromise the
honeypot, one ip address was accessed to download rootkits, and one was
used to send an email.

The steps of the attack and the involved ip addresses are shown in Figure
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6.8. Briefly, the attack proceeded as follows:

1. 207.35.251.172 connected (ftp) to the honeypot, run a successful ex-
ploit, and obtained a root shell. He then deleted the password of user

“nobody”, and added a new user (dns) with root privilege.

2. 217.156.93.166 connected (telnet) to the honeypot using user “nobody”,

and obtained a shell.

3. Via the obtained telenet shell, the attacker connected (ftp) to an ftp
server on 193.231.236.42, and downloaded/installed a rootkit. Among
other things, the rootkit started a modified ssh server on port 24 (back-

door).
4. 217.156.93.166 connected (ssh) to the honeypot, and obtained a shell.

5. Via the obtained ssh shell, the attacker again connected (ftp) to the

ftp server on 193.231.236.42, and downloaded/installed more rootkits.
6. An email is sent through the email server at 64.4.49.71.

To see how this attack fits the scenario in Figure 6.1 (b), notice that the
attack was concurrently carried from two ip addresses; namely 207.35.251.172
and 217.156.93.166. Apparently, the attacker controlled the computers at
these ip addresses. The other two ip addresses (193.231.236.42 and 64.4.49.71),
however, were mainly used to download rootkits and send an email. As such,

their links are indicated as doted lines.
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6.5.2 Analysis

In order to apply our framework, each ip address has to be mapped into a
hacker instance; i.e. a 3-tuple {OS, Language, Activity Time }. The mapping

was done using an automated script as follows.

e For OS mapping, we used an open source tool called pOf [35]. POf
is a versatile passive OS fingerprinting tool, which can identify the

operating system using a number of techniques.

e For the activity time, we built a small script that classifies each ip
address as either morning, evening or night. The script simply counts
the packets exchanged with each ip address and reports when they

occur most.

e For Language mapping, we extracted readable text using a Unix tool
called strings. We, then, examined the text manually to determine the
language. We had to resort to manual examination, because we could

not find a suitable tool. In future, we intend to build such tool.

We show the resultant mapping in Table 6.1. The ip addresses involved
in the attack occupy the 4 bottom rows of the table, and are indicated with
asterisks (*). For each ip address, we also show the packet count, and ex-
plaining remarks. These remarks are mainly to explain why the language
was (was not) detected. Finally, we indicate missing values (OS, Language)

oW »

as "-".
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For some ip addresses, it was not possible to detect the OS fingerprints.
The reason is related to the techniques used by the tool pOf. In particu-
lar, pOf detects OS by examining only TCP packets (SYN, SYN+ACK and
RST/RST+ACK). Other packets, for instance UDP and ICMP, are ignored.
In our case, the undetected ip addresses actually exchanged non-TCP traf-
fic. To the best of our knowledge, there is no tool that can OS fingerprint
using non-TCP traffic. This could be due to technical difficulty or due to
the prevalence of TCP traffic. Creating such a tool, however, is definitely a
welcome contribution.

For language detection, Romanian language was associated with two of
the ip addresses involved in the attack (217.156.93.166 and 193.231.236.42).
In particular, a Romanian name (gunoierul) was used as a password in an
ftp session. For other ip addresses, it was not possible to detect the language
because of the lack of payload, or because of having a payload which contains

only commands and their responses.

6.5.3 Discussion

In the proposed framework, clustering analysis is used to aggregate mapped
ip addresses into groups that share the same attributes. In reference to Table

6.1, we can identify two groups that share 2 or more attributes:
e Group 1: {208.179.195.130, 210.114.220.46}.

e Group 2: {64.4.49.71, 193.231.236.42, 217.156.93.166, 207.35.251.172}.
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For group 1, the two ip addresses have the same OS and activity time; i.e
Linux and night respectively. However, this grouping can not be confirmed,
because only few packets are communicated (2 and 11 packets respectively).
Also, the communicated packets carry no payload! Therefore, the relation-
ship in this group is inconclusive and requires further investigation.

On the other hand, the ip addresses in group 2 are, indeed, related. They
are all involved in the attack as explained earlier. We also can be certain
this time, because many packets were communicated by ip addresses in this
group.

On the downside, we notice that OS and Language fingerprinting generate
many missing values. In this case, the language was detected in two out of
16 ip addresses (12.5%), and OS detected in 9 out 16 ip addresses (56.25%).
Technically, this is due to the used tools, rather than the proposed framework.
However, we believe that adding more attributes into the proposed hacker

model can further enhance the profiling process.

6.6 Conclusions

Investigating multi-stage attack scenarios can be complicated when several
ip addresses are used in the attack. In this chapter, we introduced this
spatial factor of network hacking activities. Such factor affects both alert
correlation and network forensics approaches. We also proposed a simple yet

extensible hacker model to address the mentioned spatial factor. The model
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integrates information about a hacker’s linguistic, operating system and time
of activity. The mentioned model is then applied within a framework. We
finally conducted several simulations and an evaluation with real data to

assess our approach.
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Chapter 7

Conclusion and Future Work

7.1 Conclusion

Network forensics is a young member of the bigger family of digital forensics
discipline. In particular, it refers to digital forensics in networked environ-
ments. It represents an important extension to the model of network security
where emphasis is traditionally put on prevention and to a lesser extent on
detection. It focuses on the collection, and analysis of network packets and
events caused by an intruder for investigative purposes.

A key challenge in network forensics is to ensure that the network itself
is forensically-ready. In particular, a network must have an infrastructure to
collect and analyze data in real-time. The infrastructure should ensure that
the needed data exists for a full investigation. After all, no investigation can

be performed if data does not exist. Because of networks’ distributed nature,
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designing such infrastructure is a challenging task. One, for instance, has to
decide what/where data should be collected?

In chapter 3, we proposed an agent-based network forensics system, which
is intended to add real-time network forensics capabilities into a controlled
network. The proposed architecture employs different agents to support the
distributed nature of computer networks and to separate the collection, log-
ging and analysis processes.

Another challenge in network forensics arises because of attackers ability
to move around in the network. In particular, it is common for a computer
attack to originate from an attacker’s computer, propagate through other
computers, then attack a victim computer. This ability to move around in
the network results in creating a chain of connections; commonly known as
connection chains. They are widely used by attackers to stay anonymous
and/or to confuse the forensic process.

In chapter 4, we presented an extensive survey of proposed approaches for
detecting and tracing connection-chains. We also classified them according
to a proposed taxonomy. We also assessed the different approaches against
a set of criteria. The review also included relevant background materials,
various discussions and suggestions for future directions.

In chapter 5, we proposed a novel framework to detect connection chains.
We adopted a black-box approach by passively monitoring inbound and out-
bound packets at a host, and analyzing the observed packets using associa-

tion rule mining. We assessed the proposed framework using public network
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traces, and demonstrated both its efficiency and detection capabilities.
Finally, in chapter 6 we proposed a profiling-based framework to inves-
tigate connection chains that are distributed over several ip addresses. The
framework utilizes a simple yet extensible hacker model that integrates in-
formation about a hacker’s linguistic, operating system and time of activity.

Several simulations were conducted to assess the framework.

7.2 Future Work

In the future, we believe that the following areas would greatly improve this

work:

e The proposed network forensic system adds a very effective forensic in-
frastructure to a network. We, however, believe that it can be improved

in a number of ways:

— For the current design, communication between the different agents
is not standardized. We did not impose a particular communi-
cation protocol between these agents. Therefore, more work is
needed to devise (or adapt) a communication protocol between all
agents. We believe that peer-to-peer (P2P) protocols are promis-

ing candidates.

— In this work, we proposed two analysis agents to detect and pro-

file connection chains. We believe that more analysis agents are
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needed in order to further automate the forensic process.

— Further scalability studies are needed to assess the proposed archi-
tecture. In particular, it is valuable to evaluate this architecture

on a large-scale network.

e One of the major obstacle in evaluating algorithms for detecting con-
nection chains is the lack of a benchmark, and/or appropriate datasets.
We believe that developing such a benchmark will prove valuable to ad-

vance this line of research.

e A valuable extension is to identify attack scenarios, which can be used
to evade the proposed frameworks. Accordingly, countermeasures of

such scenarios are developed to further improve these frameworks.
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