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ABSTRACT

According to the Internet Crime Report 2022, the number of complaints and the
amount of financial losses from 2018 to 2022 show the total of $27.6 billion dollars, in
3.26 million complaints. Technology has been in development by institutions inter-
ested in mitigating cybercrimes, and researchers have been contributing with them
to keep ahead the fraudulent systems. Machine learning and deep learning are being
applied in a variety of studies to understand and learn how to avoid fraudulent trans-
actions in real-world financial networks from financial institutions, through the use
of past transactions. This thesis proposes to use a modified version of k-fold cross-
validation technique (Full Sets approach) applied to the PaySim synthetic dataset
and submit it to a neural network model, and compare the results to one method
of splitting that uses five folds of 20% of the dataset each fold applied to the same
model, and then compare it to the machine learning algorithms Random Forest (RF),
Logistic Regression (LR), and AdaBoost (AB). The measurements scores applied to
evaluate the performances of the models are accuracy, precision, recall, F1 score,
specificity, AUC-ROC, and PRC.



v

Contents
Supervisory Committee ii
Abstract iii
Table of Contents iv
List of Tables vii
List of Figures viii
Acknowledgements X
Dedication xi
1 Introduction 1
1.1 Motivation . . . . . . . . . 2
1.2 Research Questions (RQ) . . . . . .. ... ... .. ... ... 5
1.3 Research Contributions . . . . . . . . . . . . . ... 6
1.4 Thesis Overview . . . . . . . . . o 7
2 Literature Review
2.1 Introduction . . . . . . . . . L 8
2.2 Background . . . ... .. 12
2.2.1 Machine Learning in Financial Fraud Detection . . . . . . .. 12
2.2.2 Supervised Learning . . . . ... ..o 12
2.2.3 Convolutional Neural Network (CNN) . ... ... ... ... 13
2.2.4 Unbalanced Datasets . . . . . . . . . . . . . ... ... 13
2.2.5 Anomaly Detection . . . . . ... ... oL 14
2.2.6 Real-World Financial Transactions Datasets . . . . . . . . .. 15

2.2.7 Data Preprocessing . . . . . . ... ... L0 16



2.2.8 Training, Validation, and Test Sets . . . . . .. ..
2.3 Related Work . . . . . ... ...

Methodology

3.1 Introduction . . . . . . . . . ...

3.1.1 Research Design: Justification of Choice

3.1.2 The Graphs . . . . . .. ... ...
3.2 Dataset . . . . ..o
3.2.1 PaySim Dataset: Features . . . . .. .. ... ...
3.2.2 PaySim dataset preprocessing . . . . . . .. .. ..
3.3 TheModels . . . . ... ... ..
3.3.1 Running the Models . . . . ... ... ... ...,
3.4 Ethics . . . . ..o

Results Analysis

4.1 Base Rate Fallacy . . . . . ... ... ... ... ... ...
4.2 Results: Iterations approach . . . . . ... ... ... ...
4.2.1 TIteration Analysis (Average) . . . . . . ... .. ..
4.2.2  Why the results from the Iterations differ from each other? . .
4.2.3 Graph Analysis: Iterations approach . . .. .. ..
4.3 Results: Full Sets approach . . . . ... ... ... ....
4.3.1 Full Sets Analysis (Average) . . . . ... ... ...
4.3.2 Full Sets average: analysis . . . . . ... ... ...
4.3.3 Graph Analysis: Full Sets approach . . . . . .. ..
4.4 Results: Machine Learning approaches . . . . . . ... ..

4.4.1 Analysis: Machine Learning approaches

4.5 Analysis: Iterations vs Full Sets . . . . ... .. ... ...
4.5.1 ROC Curves: Performances . . .. ... ... ...
4.6 Analysis: Random Forest vs Full Sets . . . . . .. .. ...

Discussions

5.1 Results Summary . . . .. .. .. ..o
5.1.1 Results: Iterations approach . . . . . . ... .. ..
5.1.2  Results: Full Sets approach . . . . .. ... .. ..

5.1.3 Results: Machine Learning approaches

5.1.4 Results: Iterations vs Full Sets . . . . . . . .. ..

19
20

23
23
25
35
37
37
39
46
47
47

50
51
51
93
56
26
61
62
66
67
67
68
69
70
75



vi

5.1.5 Results: Random Forest vs Full Sets . . . . .. ... ... .. 82

52 Findings . . . . . . . 86
5.2.1 False Negatives vs False Positives . . . . . . .. ... ... .. 86

5.2.2  Addressing the Research Questions . . . . . . ... ... ... 91

5.2.3 True Positives, False Positives, True Negatives, False Negatives. 93

5.3 Threats to Validity . . . . . .. .. .. ... 94
54 Prior Research . . . . . . . . . ... ... 97
5.5 Future Work & Contributions . . . . . . . . ... .. ... ... ... 99

6 Conclusion 103

Bibliography 105



vii

List of Tables

3.1

4.1

4.2
4.3

4.4
4.5

5.1
5.2

5.3
5.4
5.5
5.6
5.7

One-Hot Encoding of Transaction Types . . . . . ... .. .. ... 42

Results of the five iterations (each with 20% of dataset) scores and
the average . . . . . . . . 52
Measurements for the five Full Sets and average number for each score 62

Scores for Random Forest, Logistic Regression and AdaBoost ML

approaches . . . . . ... 68
Scores for Iterations and Full Sets approaches (averages) . . . . . . 69
Scores from Random Forest and Full Sets average . . . . . ... .. 75
Evaluations summary . . . . . . ... ..o 78

Results of the five iterations (each with 20% of dataset) measurements

and the average . . . . . . . ... 79
Full Sets average . . . . . . . . . ... 80
All three machine learning approaches and the Full Sets scores . . . 84
All the Iterations and Full Sets with their respective averages . . . . 85
Summary of the performance at points G, I, and K . . . . . . . .. 91

Comparison between Convolutional Neural Network vs Full Sets scores

performance . . . . . .. ..o 98



List of Figures

1.1

3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8
3.9
3.10
3.11

4.1

4.2
4.3
4.4
4.5
4.6
4.7

4.8

4.9

Chart showing yearly and aggregate data for complaints and losses
over the years 2018 to 2022. . . . . . . . .. ...

Layers of the neural network applied. . . . . . . .. ... ... ...
Diagram of the Iterations approach process. . . .. .. .. ... ..
Diagram of the Full Sets approach process. . . . . . .. .. ... ..
PaySim raw dataset features (head) . . . . . . ... ... ... ...
PaySim dataset in a raw format . . . . .. ... ...
Dataset after feature selection (part A) . . .. . ... ... ... ..
Dataset after feature selection (part B) . . . . ... ... ... ...
Dataset updated after one hot encoding . . . . . . . ... ... ...
Dataset including the new feafures. . . . . . . . . ... .. ... ..
Preprocessing process on PaySim dataset . . . . . .. .. ... ...
Diagram of how the dataset was randomly and equally distributed in

D representative sets. . . . . . . ..o

Graphs: Loss vs Epoch, PRC (Precision-Recall Curve) vs Epoch,
Precision vs Epoch, and Recall vs Epoch for Iteration 1 . . . . . . .
ROC for Iteration 1 . . . . . . . . . . . ... .. ... ... .....
Graph Loss vs Epoch for Iteration 1. . . . . . ... ... ... ...
Graph PRC vs Epoch for Iteration 1 . . . . . ... ... ... ...
Graph Precision vs Epoch for Iteration 1 . . . . . .. ... ... ..
Graph Recall vs Epoch for Iteration 1 . . . . . . ... ... ... ..
Graph True Positives rate vs False Positives rate (ROC curve) for
Iteration 1 . . . . . . . . . . .
Graphs: Loss vs Epoch, PRC vs Epoch, Precision vs Epoch, and
Recall vs Epoch for Full Sets 1. . . . . . . ... ... .. ... ...
ROC for Full Sets 1 . . . . . . . . . . ... . ... ... ... ....

viil



4.10

4.11

5.1

1X

ROC graphs highlighting the curves for performance comparison (It-

erations vs Full Sets, Land 2) . . ... ... ... ... ... ... 73
ROC graphs highlighting the curves for performance comparison (It-
erations vs Full Sets, 3,4, and 5) . . ... ... ... ... .. ... 74

Precision vs Recall graph with Train and Test curves for Full Set 1. 90



ACKNOWLEDGEMENTS

I would like to thank:

Dr. Daniela Damian for her guidance and support throughout my Master’s de-
gree journey, faith in my abilities, openness to my ideas, precious insights that
have significantly influenced my academic and personal growth, and being the

responsible for making my accomplishment possible.

Dr. Adam Murray for his support, and relentless hard work throughout the course
of my thesis development. His keen insights, meticulous attention to detail, and
rigorous standards of scholarship have challenged me to push my boundaries to
the highest level ever. Through his detailed guidance, I have gained a deeper

understanding of my research subject.
The SEGAL Lab members for their support and friendship throughout my journey.

The University of Victoria for providing an environment that offers academic
growth, innovation, and critical thinking, an exceptional faculty that has en-
riched my learning experience and broadened my perspective, and the admin-
istrative staff whose effort creates a thriving academic ecosystem. I am proud

to become part of the esteemed alumni from this institution.

My son Joao Guilherme for his love and caring to me, and my daughter-in-law
Yvyn Aldren and her mother Silvana for being my son’s family with so much
love, and still his grandmother Joanita with her dedication and love to my son,

making me happy.

Integrity 1s doing the right thing, even when no one is watching.
C.S. Lewis

Honesty is the first chapter in the book of wisdom.

Thomas Jefferson



x1

DEDICATION

I dedicate this thesis to my beloved son, Joao Guilherme Lino Rocha Bezerra, and
my daughter-in-law, Yvyn Aldren. They have been my driving force and inspiration
throughout my life. This dedication also stands as a tribute to Edvirges Maria Lino,

my son’s mother, though no longer with us in person, continues to guide him with

her spirit.



Chapter 1
Introduction

The objective of this thesis is to introduce the Full Sets approach applied to the Pay-
Sim dataset. The primary focus is to address two significant challenges encountered
in financial fraud detection: overfitting [1], due to when a model does not generalize,
and subsets representing the dataset with different class proportion distributions. The
proposed technique seeks to handle these issues by ensuring that class distribution
is proportional across subsets, thereby improving representativeness and preventing
overfitting.

Unbalanced class distribution in financial fraud detection datasets occurs when the
number of fraudulent transactions is much smaller than the number of non-fraudulent
transactions, which happens in most of the cases and it cannot be changed since it is
the nature of this kind of dataset with financial frauds against legitimate transactions.
However, this unbalance can lead to biased models that fail to detect fraudulent
activities, therefore other methods should be applied to compensate. Overfitting, on
the other hand, occurs when a model is too complex and fits the training data too
closely, resulting in poor performance on generalization.

To address these challenges, this thesis proposes using a simple neural network
2] as the model. This research investigates the utilization of representativeness tech-
niques. One such technique is a type of stratified sampling, which involves the pro-
posed modified form of k-fold cross-validation applied to the dataset. The purpose
of this technique is to ensure that the proportion of observations in each class or
category remains roughly the same across all subsets. By doing so, it guarantees that
the resulting subsets are representative of the overall dataset.

This thesis applies a range of traditional machine learning [2] techniques, including

Random Forest (RF) [1] and Logistic Regression (LR) [3], against a simple neural



network with three layers [4], to investigate the effectiveness of these approaches and
perform comparative analysis between these models and also confronting the results

of a prior study that applied the convolutional neural network on the same dataset.

1.1 Motivation

Financial frauds can have significant impacts on individuals, businesses, and so-
ciety as a whole. Victims of fraud can suffer financial losses, damage to their credit
scores, and emotional distress. In addition, fraud can decrease trust in financial in-
stitutions and systems, which can have broader implications for the economy and
society.

According to a report by the Association of Certified Fraud Examiners (ACFE)
[5], the global cost of occupational fraud alone is estimated to be around $3.7 trillion
annually. This includes fraudulent activities such as asset misappropriation, corrup-
tion, and financial statement fraud. The report highlights the importance of taking
proactive measures to prevent and detect fraud, including implementing strong in-
ternal controls and conducting regular fraud risk assessments.

Furthermore, financial fraud has become increasingly sophisticated with the rise
of digital technologies and the Internet. Cybercriminals can use a range of techniques,
such as phishing, malware, and social engineering, to gain access to sensitive inform-
ation and steal money. As such, it is crucial for individuals and organizations to stay
vigilant and take steps to protect themselves from online fraud.

The Internet Crime Complaint Center (IC3) [6], which is a partnership between
the Federal Bureau of Investigation (FBI) and the National White Collar Crime Cen-
ter (NW3C), serves as a central point of contact for individuals to report suspected
cybercrimes to the FBI. On the website, individuals can submit complaints related to
various types of Internet crimes, such as identity theft, hacking, online scams, phish-
ing, and child exploitation. The IC3 analyzes the complaints and provides information
to law enforcement agencies to help them investigate and prosecute cybercriminals.
The portal also provides tips and resources for Internet safety, including ways to pro-
tect yourself from online scams and fraud, as well as information on how to report

cybercrime and get help if you are a victim.



The Figure 1.1 below presents a graph from the Internet Crime Report 2022
[7] with the statistics about fraud complaints and financial losses dated from 2018 to
2022, showing the amount of $27.6 billion dollars, in 3.26 million complaints. Over this
5-year period, the IC3 has received an average of 652,000 complaints per year. These

complaints address a large amount of Internet scams affecting victims worldwide.

Complaints and Losses over the Last Five Years*

351,937

2018 3.26 Million

Total Complaints

[

$2.7 Billion

467,361

2019

|

$3.5 Billion 527-5 Billion

Total Losses
791,790

2020

54.2 Billion

847,376

2021

$6.9 Billion

800,944

2022

510.3 Billion

B Complaints M Losses

Figure 1.1: Chart showing yearly and aggregate data for complaints and losses over
the years 2018 to 2022.

According to the PwC’s Global Economic Crime and Fraud Survey 2022 [8], fin-
ancial frauds have a significant impact on society. They not only result in significant
financial losses for individuals and businesses, but also decrease trust in financial insti-
tutions and systems. In addition, they can have larger societal consequences, such as
undermining economic growth, reducing tax revenues, and diverting resources away
from productive activities. Financial frauds can take many forms, including identity
theft, Ponzi schemes, insider trading, and accounting fraud.

To reduce financial losses caused by fraud, researchers have conducted extensive
studies on various aspects of fraud, including its causes, detection, prevention, and

punishment. For example, some studies have focused on the psychological and social



factors that lead individuals to engage in fraud, such as greed, pressure to meet per-
formance targets, and lack of moral and ethical values. Other studies have examined
the effectiveness of various fraud detection and prevention measures, such as data
analytics, employee training, and regulatory enforcement.

The research on financial fraud has led to a better understanding of the nature
and extent of the problem, as well as the most effective ways to mitigate its impact.
By applying the insights and recommendations from these studies, individuals, busi-
nesses, and governments can reduce their vulnerability to financial fraud and improve
the integrity of financial systems. However, fraud remains an ongoing challenge, and
continued research and innovation are necessary to stay ahead of the evolving tactics
and strategies of fraudsters.

Cybersecurity Ventures [9] is a cybersecurity research and market intelligence firm
that provides cybersecurity statistics, insights, and reports on cybersecurity trends,
threats, and opportunities. It publishes a range of reports and publications on cy-
bersecurity, including the Cybersecurity 500, a ranking of the world’s hottest and
most innovative cybersecurity companies, and the Cybercrime Magazine, an online
publication that covers news and trends in cybercrime and cybersecurity.

In 2022, Cybersecurity Ventures published the 2022 Cybersecurity Almanac [10],

and here are some insights inside this report related to cybercrime damage:

e Digital ad fraud is rising sharply. The ad industry loses approximately $51
million per day due to ad fraud and by 2023 that number will skyrocket to $100

billion annually, according to an estimate featured in Bloomberg Law.

e Cybercrimes are vastly undercounted because they aren’t reported — due to
embarrassment, fear of reputational harm, and the notion that law enforcement
can’t help (amongst other reasons). Some estimates suggest as few as 10 percent

of the total number of cybercrimes committed each year are actually reported.

e Organized cybercrime entities are joining forces, and their likelihood of detection
and prosecution is estimated to be as low as 0.05% in the U.S., according to the
World Economic Forum’s 2020 Global Risk Report [11].



1.2 Research Questions (RQ)

This thesis aims to address the challenges of overfitting and inadequate representation
of subsets in financial fraud detection by proposing a modified version of the k-fold
cross-validation method applicable to the preprocessed PaySim dataset [12], besides
guaranteeing that all data is applied in the training, validation and test phases, not
in the same round but after all the rounds of subsets are applied one by one to the
model. The goal of the proposed technique is to improve representativeness and pre-
vent overfitting by ensuring proportional class distribution across subsets, when using
a neural network as the model performing the classification. As the measurement of
results, the traditional measurements are used to state the performance of the model.
In the comparison to other models, a reduced splitting that uses 20% of the dataset
for each subset is used. Additionally, the Full Sets approach is compared to three ma-
chine learning approaches and also to prior research that used Convolutional Neural

Network on the same PaySim dataset.

As a guide for this thesis, there are three research questions:

e RQ1: Which approach has the best results, the Iterations method that use 5
sets of 20% of dataset or the Full Sets approach that use sets of 100% of dataset

applied to the same neural network model?

e RQ2: Which traditional machine learning method performs better on this spe-

cific dataset, Random Forest, Logistic Regression or AdaBoost?

e RQ3: How does the best performing approach submitted to the neural network
model compare to the superior performing approach from Random Forest, Lo-

gistic Regression or AdaBoost?

There are two hypotheses for this thesis:

e HP1: The approach that has the best performance is the Full Sets, over the

Iterations and the machine learning techniques.



— Justification: The technique applied in the Full Sets approach for the
dataset format differ from the one applied in the Iterations method as
follows: In the Full Sets approach, each of the five sets in the dataset
contains all the data, with the classes proportionally distributed among
the training, validation, and testing sets. Once all five Full Sets have
been applied, the entire dataset has been used for training, validation,
and testing, thus increasing the amount of data available for training. In

contrast, the Iteration approach only uses 20% of the dataset for each set.

e HP2: Random Forest has the best performance comparing to Logistic Regres-

sion and AdaBoost.

— Justification: Random Forest is a powerful machine learning method due
to its ability to handle noise, missing data, and feature selection, as well as
its ability to combine multiple decision trees for improved accuracy: Each
decision tree is created using a random subset of the data and features, so
the trees are diverse. By combining the output of many diverse trees, the
final prediction is less likely to be affected by noise in the data. Research
by Saheed [13] used Random Forest approach.

By the end of this thesis, the three research questions will be answered and the

two hypothesis will be confirmed or denied.

1.3 Research Contributions

This thesis applies the technique k-fold cross validation with a slight difference in the
data splitting which is done manually before applying the model.

The contributions of this thesis, lie not only in the comparative analysis of machine
learning approaches, but also in raising crucial awareness regarding the limitations
and potential issues with synthetic datasets. Despite the frequent use of such datasets
in research, this study revealed potential issues with their representation of real-world
scenarios. As shown, models trained on these datasets may yield impressive testing
results but fall short in practical applications due to lack of real-world representation.
This discrepancy underscores the importance of rigorous dataset scrutiny for ensuring

reliable model performance and generalization. Furthermore, the divergence between



expected and actual performance observed in this study calls into question the meth-
odology behind the synthetic data generation. This prompts further investigation
into these techniques, cultivating a more critical approach to dataset selection within
the field.

An additional contribution from this thesis is that it opens up an avenue for future
research, providing a pathway foundation for the continuation of this thesis, aiming

the evaluation of the synthetic PaySim dataset.

1.4 Thesis Overview
This thesis is organized as follows:

Chapter 1: Introduction presents the context of the research problem, and the mo-
tivation for this thesis, introduces the research questions, discusses the contributions

and shows the thesis overview.

Chapter 2: Literature Review provides a background of the concepts and tech-

niques applied in this thesis, and presents the related work.

Chapter 3: Methodology describes the dataset and the preprocessing steps, and
presents the new approach of splitting the data, and the models used in the classific-

ation processes.

Chapter 4: Results Analysis provides all the results of the methods used in the
classification phase, measurements analysis and graph analysis, including the tables

with the respective performances.

Chapter 5: Discussions presents the results summary, findings, threats to validity,

prior research comparison, and future work.

Chapter 6: Conclusion contains a recapitulation of my research as a summary, the

main findings, implications, reflection and a conclusion of this thesis.



Chapter 2

Literature Review

2.1 Introduction

This is the literature review of a thesis that aims to use machine learning and
deep learning [1] approaches to detect fraudulent transactions based on previous his-
torical data. This chapter provides background information on various concepts and
techniques related to machine learning in financial fraud detection.

Machine learning has started to be systematically used for detecting financial
fraud by several researchers decades ago, and the approaches and techniques have
evolved with the advancement of technology over time.

Green, Brian Patrick and Choi [14], in 1997, developed an effective neural net-
work fraud classification model employing endogenous financial data, and during the
training of the model, a neural network learns the pattern of input data for a fraud
and nonfraud sample. These results from the study supported future use of neural
network as a fraud-risk assessment tool.

He, Hongxing, and Graco [15] applied the K-nearest neighbor algorithm in 1999
to a medical fraud detection problem. In classification tasks, this algorithm compares
a new data point with the K-nearest data points (as determined by the user) in the
training set. The class label of the new data point is then assigned based on the
majority class label among the K-nearest neighbors. They combined this algorithm
with a genetic algorithm to solve the medical fraud detection problem.

Prodromidis [16], also in 1999, describes an Al-based approach that combines

inductive learning algorithms and meta-learning methods as a means to compute



accurate classification models for detecting electronic fraud, and through experiments
performed on actual credit card transaction data supplied by two different financial
institutions, the approach is evaluated and its utility demonstrated.

Machine learning algorithms such as neural networks, support vector machines,
and random forests have been developed and applied to financial fraud detection
for decades. Deep learning techniques such as convolutional neural networks and
recurrent neural networks have also been employed in financial fraud detection. These
techniques have shown promising results in identifying complex patterns in financial
data that may be indicative of fraudulent activity.

The use of machine learning in financial fraud detection has become increasingly
prevalent due to the exponential growth of financial data and the need for more ad-
vanced techniques to identify fraudsters who are becoming increasingly sophisticated
in their techniques.

Historical data is crucial in financial fraud detection because it provides a baseline
of normal behavior and transactions. By analyzing past transactions, patterns, and
trends, anomalies can be identified indicating a fraudulent activity. This thesis wants
to address some aspects involved in this process of using machine learning and deep
learning approaches to detect fraudulent transactions, applied to the PaySim dataset,

which is a simulation of financial transactions based on real-world data and validated.

The primary objective of this thesis is to concentrate on data preparation, starting
from the raw dataset and progressing through the preprocessing methods utilized by
Johari [17] and Mubalaike [18]. It subsequently involves the application of a modified
k-fold cross-validation [1] data distribution technique for data splitting, which results
in k=5. This means the data is partitioned into five distinct folds or sets (each set
or fold represents 100% of the total dataset), the specifics of which are elaborated in
Chapter 3. The process culminates with the employment of a simple three-layered
neural network model, followed by performance measurement. This method is called
Full Sets approach. A second data formatting is applied to the preprocessed dataset,
which is also described in Chapter 3, that uses a full dataset split in 5 subsets with
20% of the full dataset, called Iterations approach. It differs from the Full Sets ap-
proach in that each of its subsets comprises only one-fifth of the full dataset. Its class
distribution is proportionally maintained across the five sets to ensure representat-
iveness. The idea is to assess the Full Sets approach, initially by comparing it with

the Iterations approach. The goal of this comparison is to evaluate if the Iterations



10

approach could be used in the classification successfully, in case it has better perform-
ance in correctly predicting fradulent and legitimate transactions, than the Full Sets
method. It would be an advantage since each subset has 1/5 of the data comparing
to the the subset of the Full Sets, meaning less computer power, less time, less data,
with the same or better results. In both procedures, a neural network is used to
classify each of the five sets separately and then an average number is calculated. In
the end, we have average scores for each of the approaches and the comparison of the
performance is executed comparing the averages.

A second evaluation is to submit the full dataset, after the preprocessing, to
three machine learning methods, Random Forest, Logistic Regression and AdaBoost
classifiers, measure the scores of the three models, and compare the best results from
the three approaches in this particular dataset to the Full Sets approach.

In the methodology of this thesis, the decision for not utilizing measures such as
standard deviation and median was deliberately made, reflecting my choice to adhere
to the foundational principles of k-fold cross-validation. K-fold cross-validation tra-
ditionally focuses on folds and averages, rather than standard deviation or median.
This approach enables a straightforward comparison across multiple iterations of the
model. Additionally, one of the objectives is to compare with the methods used by a
prior study. Therefore, maintaining consistency in my evaluation methods with pre-
vious research is critical. By doing so, I can create a meaningful comparative analysis
of the model’s performance. This consistency, in turn, provides clearer insights into

the distinct contributions and advancements of my study over existing research.

This research is addressing overfitting and lack of representativeness within the
dataset subsets. This is detailed in the sequence, the steps related to the dataset

preparation of the Full Sets approach, after the preprocessing:

1. Split the dataset in three sets, training, validation and test sets: The dataset
is split two subsets, frauds and nonfrauds, and each subset is split in ten parts
(10% of the dataset), so we have ten parts of frauds and ten parts (10% of the
dataset) of nonfrauds. The training set receives six parts of frauds subsets and
six parts of nonfrauds subsets (60% of the dataset), and the four other parts
of the fraud and nonfrauds subsets go to the “validation and test sets”, two
parts of frauds and two parts of nonfrauds for each (20%). Hyperparameters

[2] are the settings of the neural network that are not learned during training
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but are set before training begins. Examples of hyperparameters include the
learning rate, the number of layers in the network, and the number of neurons
in each layer. The necessity of using a third set called the validation set is to
tune the hyperparameters of the neural network model. The purpose of the
validation set is to evaluate the performance of the model during training and

help improve the values for the hyperparameters of the model.

2. Each set in the Full Sets approach, is split in 20% test set, 20% validation
set, and 60% training set (this format of splitting, 60%/20%/20%, is explained
in detail in the Methodology, Chapter 3). Since there are five sets, each one is
distributed in such a way that all the data will be part of the training, validation
and test sets, after applying the model in all the five rounds, each one for a full
set, this will:

e This is particularly important when the dataset does not have sufficient
data for training, as it maximizes the use of available data for both training

and testing.

e Provide a more reliable estimate of performance: This technique (k-fold
cross-validation) helps to reduce the impact of random variability in the

data and provides a more stable estimate of performance.

e Help in hyperparameter tuning: The validation set can be used to tune
hyperparameters of the model by evaluating the model’s performance on
different hyperparameter configurations on different folds. This helps to

improve the hyperparameters.

3. Instances of both fraudulent and legitimate nature are proportionally distrib-
uted among the training, validation, and test sets within each of the five full
sets, ensuring that they accurately represent the entirety of the dataset. Imple-
menting this approach enhances the model’s capability of detecting variability

of the data while maintaining high fidelity to the original data.

The next sections of this Chapter are Background containing concepts related
to this research and techniques applied in this thesis, and Related Work with the
research that has are been conducted during the last two decades in the field of

machine learning and deep learning used in financial fraud detection.
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2.2 Background

2.2.1 Machine Learning in Financial Fraud Detection

Machine learning has been used in the field of financial fraud detection for decades.
Financial institutions face a significant challenge in detecting and preventing fraud,
as fraudulent activity can be complex and difficult to identify. Machine learning
algorithms can help financial institutions to analyze vast amounts of transactional
data and identify suspicious patterns of behavior.

One common approach to using machine learning in financial fraud detection is
through anomaly detection. Anomaly detection involves identifying normal patterns
in data that fit the expected behavior of a typical transaction. Machine learning
algorithms can learn from historical data and identify patterns that deviate from the
norm, which can indicate potential fraudulent activity. Other approaches to using
machine learning in financial fraud detection include supervised learning, where the
algorithm is trained on labeled data, and unsupervised learning, where the algorithm

identifies patterns in unlabeled data [19].

2.2.2 Supervised Learning

Supervised learning is a type of machine learning in which an algorithm is trained
on a labeled dataset, meaning that each data point is associated with a known target
or output variable. The goal of supervised learning is to learn a function that can
accurately predict the output variable for new, unseen input data. The algorithm
uses the labeled data to learn the relationship between the input variables and the
output variable and can then generalize to make predictions on new, unseen data.

Supervised learning can be used for a variety of applications, such as image classi-
fication, speech recognition, and fraud detection. Some common supervised learning
algorithms include linear regression, logistic regression, decision trees, and neural net-

works. The success of supervised learning models depends on the quality and quantity
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of the labeled data used for training. With a sufficient amount of high-quality labeled
data, supervised learning algorithms can produce accurate and reliable predictions,

making them a powerful tool in many real-world applications [2, 20].

2.2.3 Convolutional Neural Network (CNN)

Convolutional Neural Networks (CNNs) [21], like many other deep learning models,
are often referred to as black box models. This terminology comes from the complexity
of these models and the difficulty of interpreting their inner workings and decision-
making processes.

Here are a few reasons why CNNs are considered black box methods:

e Layer Complexity: A typical CNN consists of multiple layers, each perform-
ing various transformations on the input data. While we can understand the
function of each layer in a broad sense (for instance, convolutional layers apply
filters to the input, pooling layers reduce dimensionality, etc.), understanding

how these operations collectively contribute to the final prediction is non-trivial.

e Weight Opacity: CNNs involve a large number of weights (parameters) which
are adjusted during training. It’s challenging to interpret the meaning of each

weight in relation to the final output.

e Non-linearity: CNNs, like many deep learning models, are highly nonlinear.
This means that small changes in input can sometimes lead to large changes in
output, and vice versa. This non-linear relationship makes the models harder

to interpret.

e Lack of Rules: Unlike some traditional machine learning models, CNNs don’t
provide a clear set of rules or decision trees that can be easily interpreted.
Instead, they learn complex representations in the data that are hard to express

in a human understandable format.

2.2.4 Unbalanced Datasets

An unbalanced dataset is a type of dataset in which the distribution of the target

variable or class labels is not evenly distributed. In other words, one class may have
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significantly more samples than the other class(es), resulting in a highly unbalanced
in dataset. This can be a common occurrence in many real-world scenarios, such as
fraud detection, medical diagnosis, or rare event prediction.

For example, consider a binary classification problem where the goal is to predict
whether a credit card transaction is fraudulent or not. If only 1% of the transactions
are fraudulent, and the remaining 99% are legitimate, then the dataset is unbalanced.
This is because the positive class (fraudulent transactions) is significantly underrep-
resented compared to the negative class (legitimate transactions).

Unbalanced datasets can present significant challenges for machine learning al-
gorithms since they are typically designed to optimize accuracy, which may not be
the best metric to evaluate model performance in unbalanced datasets. For example,
a model that always predicts the majority class (i.e., the negative class in the credit
card fraud example) may achieve high accuracy, but it would fail to identify the
minority class (i.e., the positive class), which is often of higher interest.

It is important to note that while balancing the dataset can help improve the
performance of the model, it is not always necessary or appropriate. In some cases,
the class unbalance may reflect the real-world distribution of the data, and in such
cases, it may be more important to focus on optimizing other measurements scores
such as precision, recall, or Fl-score, which provide a better representation of the

model’s performance on the minority class [2].

2.2.5 Anomaly Detection

Anomaly detection is an important process in data analysis and machine learn-
ing that involves identifying rare or unusual events or observations within a dataset.
These anomalies can be indicative of errors, fraud, or other important events that
require attention. There are a variety of methods for performing anomaly detection,
including statistical methods, machine learning approaches, and deep learning tech-
niques. Anomaly detection is used in a range of applications, including intrusion

detection, fraud detection, and medical diagnosis [22].
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2.2.6 Real-World Financial Transactions Datasets

Real-world financial transactions datasets contain information on actual financial
transactions between individuals, organizations, and governments. These datasets
can be used for various purposes, including fraud detection, risk management, and
financial forecasting. Here are four examples of real-world financial transactions data-

sets:

1. PayPal transaction dataset: PayPal is a popular online payment platform that
enables people to make and receive payments over the internet. The PayPal
transaction dataset contains information on actual transactions made through
the platform, including the amount, date, and location of the transaction. This

dataset is available for research purposes from PayPal [23].

2. Bitcoin transaction dataset: Bitcoin is a digital currency that is exchanged over
a decentralized network. The Bitcoin transaction dataset contains information
on actual transactions made on the Bitcoin network, including the amount,
date, and location of the transaction. This dataset is available for research

purposes from various sources, including the Bitcoin blockchain [24].

3. New York City taxi trip dataset: The New York City taxi trip dataset contains
information on actual taxi trips taken in New York City, including the pickup
and drop-off locations, the fare, and the tip amount. This dataset is publicly

available from the New York City Taxi and Limousine Commission [25].

4. Credit card fraud detection dataset: The credit card fraud detection dataset
contains information on actual credit card transactions, including the amount,
date, and location of the transaction, as well as other features that can help
predict fraudulent transactions. This dataset is available for research purposes

from various sources, including Kaggle [26].
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2.2.7 Data Preprocessing

Data preprocessing is an important step in machine learning that involves cleaning,
transforming, and organizing data before it is used to train a model. The goal is
to ensure that the data is in a format that is suitable for analysis and that any
errors or inconsistencies are corrected. Some common issues related to data before

preprocessing are:

e Incomplete data: Raw data can be incomplete, with missing values, which can

cause problems when trying to analyze the data.

e Inconsistent data: Different formats or types of data in different columns or

rows, which can make it difficult to analyze.

e Noisy data: Irrelevant data or data with errors that can make it harder to ex-
tract useful information, making it difficult for the model to identify meaningful

patterns or relationships.

e OQutliers: Data points that are significantly different from the other data points
in the dataset. Outliers can affect the analysis biasing the algorithm to present

results not accurate.

e Duplicate data: Data that may skew! the results of the analysis.

Techniques applied to mitigate the issues mentioned previously in the prepro-
cessing of the dataset include data cleaning, data transformation, and data normal-

ization. See below:

e Data cleaning: Removing or correcting any errors or inconsistencies in the data,
such as missing values or outliers. Techniques for data cleaning include imputa-
tion, which involves filling in missing values, and outlier detection, which in-
volves identifying and removing data points that are significantly different from
the rest of the data.

e Data transformation: Converting the data into a format that is suitable for

analysis, such as scaling or encoding categorical variables. Techniques for data

!Skewness refers to the degree of asymmetry observed in a probability distribution
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transformation include feature scaling, which involves standardizing the range of
numerical features, and one-hot encoding, which involves converting categorical

features into binary features.

e Data normalization: Ensuring that the data is consistent in terms of format
and scale, such as converting all data to a common scale or ensuring that data

is represented using the same units of measurement.

The choice of preprocessing techniques depends on the specific characteristics of the
dataset and the goals of the analysis. A well-preprocessed dataset can significantly
improve the accuracy and reliability of machine learning models, while also reducing

the risk of errors and bias [27].

Feature extraction is a process of deriving new features (columns) from existing
ones in a dataset. The goal is to create a set of more informative and discriminative
features that can improve the performance of machine learning models. There are
several techniques for feature extraction, including dimensionality reduction, text
mining, and image processing.

Dimensionality reduction techniques involve reducing the number of features in a
dataset while preserving as much of the original information as possible. Examples
of dimensionality reduction techniques include principal component analysis (PCA),
linear discriminant analysis (LDA), and t-distributed stochastic neighbor embedding
(t-SNE).

Text mining techniques involve extracting features from text data, such as the
frequency of specific words or the presence of certain patterns. Examples of text
mining techniques include bag-of-words models, n-gram models, and topic modeling.

Image processing techniques involve extracting features from image data, such
as edge detection, texture analysis, and color histograms. Examples of image pro-
cessing techniques include convolutional neural networks (CNNs), scale-invariant fea-
ture transform (SIFT), and local binary patterns (LBP) [28].

Feature selection is a process of selecting a subset of the original features in a
dataset that are most relevant to the prediction task. The goal is to improve the per-
formance of machine learning models by reducing the dimensionality of the data and
removing irrelevant or redundant features. There are several techniques for feature

selection, including filter methods, wrapper methods, and embedded methods.
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Filter methods involve ranking features based on some statistical measure of relev-
ance, such as correlation or mutual information, and selecting the top-ranked features.
Wrapper methods involve evaluating different subsets of features using a particular
machine learning algorithm and selecting the subset that results in the best per-
formance. Embedded methods involve integrating feature selection into the machine
learning algorithm itself, so that features are selected during the model training pro-
cess [28].

One hot encoding is a technique used in machine learning to represent categorical
data as numerical data. Each unique category is converted into a binary vector where
each element of the vector represents a category. The vector has a length equal to
the number of unique categories, and each element is set to 0 except for the element
corresponding to the category, which is set to 1.

For example, if we have a categorical variable ”Class” with possible values " fraud”,

and "nonfraud”, we can use one hot encoding to represent the data as follows:
e "fraud”: [1, 0]
e "nonfraud”: [0, 1]

This encoding allows the data to be used in machine learning algorithms that
require numerical input, such as neural networks or decision trees. It also preserves
the notion of categorical data in the encoded vectors, making it easy to interpret the
results of the algorithm [29].

Feature scaling is the process of transforming the features in a dataset to a common
scale to improve the performance of machine learning algorithms. This technique
helps to ensure that the features are treated equally during training and prevents

features with large values from dominating the learning process.

There are several methods for feature scaling, however the one used in this thesis

is below:

e Min-Max Scaling: This method scales the features to a range between 0 and 1.
It is calculated by subtracting the minimum value of the feature and dividing

by the range of the feature.
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The choice of feature scaling method depends on the specific problem and the char-
acteristics of the data. In general, feature scaling is an important step in machine
learning that can improve the performance of the algorithm by ensuring that the

features are on a common scale. [2, 30].

2.2.8 Training, Validation, and Test Sets

Splitting a dataset into training, validation, and test sets is a crucial step in the
process of building and evaluating machine learning models. Here are some reasons

why this is important:

e Preventing overfitting: By evaluating the model on a separate validation set,
we can tune hyperparameters and prevent overfitting to the training data. This

helps to ensure that the model generalizes well to unseen data.

e Assessing model performance: By evaluating the final model on a separate test
set, we can get an unbiased estimate of its performance on unseen data. This
helps to avoid the issue of ”optimistic bias” that can occur when using the same

data to both train and evaluate the model.

e Reproducibility: By using a fixed random seed to split the data into subsets, we
can ensure that the same subsets are used for each experiment. This makes the
experiments more reproducible and allows for fair comparisons between different

models and hyperparameters.

The splitting strategy in this thesis involves randomly dividing the dataset into
three subsets, with a typical split ratio of 60-20-20 for the training, validation, and
test sets, respectively. It is important to ensure that the subsets are representative of

the overall dataset and that there is no overlap between them [31, 2].
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2.3 Related Work

Zareapoor [32] in 2012 presents survey of various techniques used in credit card
fraud detection like Neural Network (NN), Support Vector Machines (SVM), Arti-
ficial Immune System (AIS), Decision Tree (DT), K-Nearest Neighbor, and genetic

algorithms, and evaluates each methodology based on certain design criteria.

Sundarkumar [33], in 2015, proposes the use of 10-fold cross validation method
with multiple traditional machine learning approaches, on a credit card Churn pre-

diction dataset and the decision tree method achieved the highest accuracy, 91.2%.

Anis, Maira and Ali [34], in 2015, works with a credit card dataset and applies
the Random Under Sampling (RUS) approach (it works by randomly eliminating
instances from the majority class to prevent it from dominating the minority class),
along with feature selection, and compared to a previous study that used Decision

Tree classifier, and achieved better results using the RUS method.

In 2016, Lopez [35] uses PaySim [12] which is a financial simulator that simulates
mobile money transactions based on an original dataset. He presents a solution to
simulate mobile money transactions in such a way that they become similar to the
original dataset. The technology used is Agent-Based simulation techniques and
mathematical statistics, and in the end he shows in this paper that the simulated

data can be as promising as the original dataset for research.

In 2017, Alvarez-Jare [36] applied random forest with SMOTE transformation,
and had good results with this combination, obtaining 96.15% of true negative res-
ults and 94,98% of true positive results. This study has been developed from the
investigation of a real Spanish money laundering case in which this expert team have
been collaborating, and is the first step to use machine learning to detect financial

crime in Spanish judicial process cases.

Zhang, Zhaohui and Zhou [37] in 2018, in proposes a convolutional neural network

as a fraud detection model applied on online transactions, and the whole network
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consists of a feature sequencing layer, four convolutional layers, pooling layers, and
a fully connected layer. Verifying with online transaction data from a commercial
bank, and the experimental results are precision at around 91% and recall at around
94%, which increased by 26% and 2%, respectively, comparing with the existing CNN

for fraud detection.

In 2018, Mubalaike [18] extracts a Dataset from one month of genuine financial logs
of a mobile money service company in Africa, containing about more than six million
transactions. The author applies machine learning techniques as ensemble of decision
tree (EDT), and deep learning techniques as stacked auto-encoders (SAE) and Re-
stricted Boltzmann Machines (RBM) on the preprocessed data. The performance
of generated classifier models is evaluated based on accuracy, sensitivity, specificity,
precision, confusion matrix and ROC values, and the results of optimal accuracy are
90.49%, 80.52% and 91.53% respectively, concluding that, based on the results, the

restricted Boltzmann machine performs superior than the other techniques.

In 2020, Sekar, Rengarajan, and Manivannan [38] use several machine learning
and deep learning approaches to detect credit card fraud. They highlight the import-
ance of fraud detection in financial transactions, and present analysis of the different
techniques that can be used for fraud detection. They describe how machine learn-
ing techniques such as logistic regression, decision trees, and random forests can be
used for credit card fraud detection, and how deep learning techniques such as neural
networks and convolutional neural networks can be used for the same purpose. They
also compare the performance of these techniques and provide insights into which

techniques are best suited for credit card fraud detection.

Misra, Sumit and Thakur [39], in 2020, proposes a two stage model, autoencoder
is used to transform the transaction attributes to a feature vector of lower dimension,
and this feature vector is used as input of a classifier in the second stage. The
experiment is done on a benchmarked dataset, and F1l-measure is the metric, and

this approach performs better than relying on only classifier.

In 2020, Alghofaili [40] proposes a deep learning-based method for the detection
of financial fraud based on the Long Short-Term Memory (LSTM) technique. A real

dataset of credit card frauds is used to to evaluate the proposed model, and the results
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are compared with an existing deep learning model named Auto-encoder and some
other machine learning techniques, and the results indicated a high performance of
LSTM where it achieved 99.95% of accuracy.

In 2021, Liu, Xiao and Yan [41], propose a deep learning model called CCFD-
Net for credit card fraud detection using 1D-Conv technique and Res-net framework.
The dataset used is Vesta’s e-commerce transactions [42], and the proposed model

performs better than the other ones and it was evaluated in terms of AUC-ROC.

In 2021, Chen [43] proposes the Deep Convolution Neural Network approach to
detect financial fraud detection using applying it in a large volume of data. Auto-
encoder model and other deep learning models are compared with the proposed model
to evaluate the performance by using a real-time credit card fraud dataset. The

accuracy reached is 99%, obtained by the proposed model.

In this Chapter I presented the literature review I conducted to support this thesis,
divided into Background and Related Work. In the next Chapter, the Methodology
Chapter (3), I show how I designed, and conducted the experiment on this research,

and the research design I selected.
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Chapter 3

Methodology

3.1 Introduction

This thesis is focused on the practical aspects of machine learning algorithms used
in financial fraud detection in real-world networks, and its main feature is the imple-
mentation of an approach that aims to mitigate bias on mechanisms, in such a way
that keeps the dataset representative of the real-world scenario, despite the prepro-
cessing applied on the dataset.

Mubalaike [18] and Johari [17], applied Restricted Boltzmann Machine (RBM) ap-
proach and Convolutional Neural Network (CNN) model, respectively, on the PaySim
dataset. They used techniques on the data preparation and modelling. Although their
models demonstrated good performances, there were some important considerations

missing, and they are:

1. Absence of a validation set, distinct from the test set;

2. The Restricted Boltzmann Machine and Convolutional Neural Network methods
used in their studies did not guarantee that all the data (100% of the dataset)
was used in both the training and the test phases, meaning that the training

data is not used for testing and the test data is not used for training;

3. Limited number of measurement scores used to measure performance.

The relevance of this thesis opens up a discourse on the importance of rigorous
validation methods to ensure that synthetic datasets accurately mirror real-world
conditions. In essence, while encouraging further exploration in synthetic data gener-

ation, it also advocates for a more vigilant and critical perspective on their creation
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and validation, fostering a balanced and thoughtful approach to future research in
this domain.

This thesis proposes a modified form of the k-fold cross validation method applied
to PaySim, which is a synthetic dataset that simulates financial transactions from
an African mobile bank. The goals of the application of such approach is to address
the challenges of overfitting and inadequate representation of subsets in financial
fraud detection datasets. The unbalanced class distribution of fraudulent transactions
in these kind of datasets can lead to biased models that fail to detect fraudulent
activities. Overfitting can also occur when a model is too complex and fits the training
data too closely, resulting in poor performance on unseen data. To mitigate these
issues, the proposed technique ensures that each subset maintains the same fraud-to-
nonfraud ratio as the entire dataset, confirming representativeness of the subsets in
relation to the whole dataset, and also guarantees that all data is used in the training,
validation, and test phases, through the use of this modified form of cross validation
approach over the PaySim preprocessed dataset.

This thesis applies a range of traditional machine learning techniques, including
Random Forest (RF) and Logistic Regression (LR), against a simple neural network
with three layers, and compares the results to a prior study that applied a convo-
lutional neural network on the same dataset. The results are promising, indicating
that the modified k-fold cross validation method effectively addresses the challenges
of overfitting and inadequate representation of subsets in financial fraud detection
datasets. The results indicated that my proposed method, Full Sets method, had
better scores than the Iterations approach and the machine learning models, and ad-
ditionally Full Sets method was better than the prior research that it was compared
with. This thesis suggests that the techniques I applied can be useful for developing
more accurate and reliable fraud detection models in the financial industry.

This Chapter presents the research design used in this thesis and the justification
of such choices. It starts with the preprocessing of the dataset, going through the
preparation of the preprocessed dataset using a splitting technique that is a modified
form of k-fold cross validation and named here as. This approach is compared to
the Iterations method, which is a different kind of dataset splitting. Full Sets and
Iterations approaches are submitted to a neural network model. Then, the results
of the performances of both approaches are compared with each other. The best
approach is then compared to the machine learning classifier that best performs among

Random Forest, Logistic Regression and AdaBoost, and finally the Full Sets approach
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is compared to a prior research that used convolutional neural network over the same

PaySim dataset.

3.1.1 Research Design: Justification of Choice

The purpose of this section is to provide a comprehensive justification for the research

design choices made in this thesis.

PaySim synthetic dataset

I chose to work with the PaySim synthetic dataset instead of a real-world one for
several reasons. Firstly, privacy concerns may arise when working with real-world
datasets, as they often contain sensitive or personal information that the dataset
owner, financial institutions, may need to protect. This can make it difficult for
these companies to release the data to the public. Synthetic datasets, on the other
hand, can be designed to mimic realistic data patterns without revealing any private
information. Secondly, I believe that synthetic datasets offer researchers a suitable
alternative, as they provide a sufficient amount of diverse data and the opportunity
to create new patterns that have not yet been studied. Additionally, this does not
rely on companies to release their data to the public.

However, This thesis wants to emphasize the importance of dataset selection and
critical examination, reminding that model accuracy and effectiveness are not solely
the products of the algorithms employed but are also deeply intertwined with the
quality and relevance of the dataset used. Therefore, researchers should approach
the use of synthetic datasets with caution, thoroughly analyzing their characteristics,

generation methods, and relevance to the real-world phenomena they aim to represent.

The Neural Network Model

The model used to evaluate the Iterations and Full Sets approaches is a Keras Se-
quential model with two layers, dense 148 and dense_149. The dense_148 is a dense
layer with 16 units, meaning that it has 16 neurons. The output shape of this layer is
(None, 16), where None indicates that the size of the input batch can be of any size,

and 16 is the number of output units (neurons).
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After dense_148, there is a dropout layer called dropout_74. Dropout is a regu-
larization [1] technique that randomly sets input units to 0 during training, which
helps prevent overfitting. This layer has the same output shape as dense_148, which
is (None, 16).

The final layer, dense_149, is a dense layer with a single output unit, which means
it has one neuron. The output shape of this layer is (None, 1), where None indicates
that the size of the input batch can be of any size, and 1 is the number of output
units (neurons).

The total number of trainable parameters in the model is 193, which includes 176
parameters in dense_148 and 17 parameters in dense_149. These parameters are the
weights and biases of the neural network that are learned during the training process
to make predictions on new data.

In Keras, the naming convention for layers is < layer_type >_< number >. The
number after the underscore represents the index of the layer in the model. In this
case, dense_148 indicates that this is a Dense layer and it is the 148th layer in the
Sequential model. The number 148 is just an arbitrary index assigned by Keras when
the layer is added to the model. The index number is used to refer to the layer later
in the code if needed, for example, to access the layer’s weights or to add a new layer
before or after this layer.

Similarly, the naming convention for Dropout layers is < layer_type >_< number >.
The number after the underscore represents the index of the layer in the model. In
this case, dropout_74 indicates that this is a Dropout layer and it is the 74th layer in
the Sequential model. The number 74 is just an arbitrary index assigned by Keras
when the layer is added to the model. The index number is used to refer to the layer
later in the code if needed, for example, to access the layer’s properties or to add a
new layer before or after this layer.

This model architecture is relatively simple and the reason of choosing this al-
gorithm is due to its simplicity, I did not want to have overfitting due to a highly
complex model and also I wanted to focus on the splitting technique used in the
dataset, called here as modified form of k-fold cross validation approach, which was

the core and main subject of study in this thesis.
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Model: "sequential 74"

Layer (type) Output Shape Param #
“dense 148 (Demse)  (Neme, 16) 176

dropout 74 (Dropout) (Hone, 16) 0

dense 149 (Dense) (None, 1) 17

Total params: 193
Trainable params: 193
Non-trainable params: 0

Figure 3.1: Layers of the neural network applied.

Dataset preprocessing method

A prior study successfully used the PaySim synthetic dataset, and utilized specific
preprocessing techniques for this dataset. I wanted to keep the same pattern of data
cleaning, to not bias my comparison results since my focus on the thesis is the using of
a modified form of k-fold cross validation method evaluation, through comparison of
performances between my proposed approach applied to a three-layer neural network
algorithm, and other k-fold splitting approach on the dataset applied to the same

algorithm and in sequence a comparison to three machine learning methods.

Iterations approach

This approach centers around the preparation of a dataset post-preprocessing, in
which the dataset is bifurcated into two segments: transactions labeled as fraudu-
lent (frauds) comprising 8,231 samples, and those labeled as legitimate (non-frauds)
comprising 2,762,200 samples. Subsequently, each of these sets is divided into five
subsets, resulting in 1,642 samples for each fraudulent subset and 552,440 samples for

each non-fraudulent subset.
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Next, five iterations are created by combining one fraudulent subset with one non-
fraudulent subset. The result is five distinct subsets, referred to as five iterations, with
each representing a 20% fraction of the full dataset. These iterations are designed
to be representative of the main dataset due to their preservation of the same class
distribution proportionality.

This approach was adopted to explore the possibility of a model performing effi-
ciently across multiple folds, in comparison to the Full Sets approach. A key advantage
of this method is that it reduces time, computational power, and cost by a factor of
five compared to the variation of the k-fold cross-validation method used in the Full

Sets approach. This, in turn, allows for more cost-effective and efficient processing.

The Iterations approach is mapped during the application of the model, as follows:

e Total number of transactions: 554082 (20% of the full dataset).
e Frauds (class 1): 1642 (20% of the total number of fraudulent transactions).

e Nonfrauds (class 0): 552440 (20% of the total number of legitimate transac-

tions).
e Each Iteration is split in Training Set, Validation Set and Test Set.

— The test set has 30% out of the total data from the full iteration, with 492

fraudulent transactions and 165732 legitimate transactions.

— The validation set has 20% out of the remaining data from the iteration
after subtracting the test set, with 230 fraudulent transactions and 77341

legitimate transactions.

— The training set has the remaining of the iteration data, with 920 fraudu-

lent transactions and 309367 legitimate transactions.
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Diagram: Iterations approach

Full dataset after
dataset preprocessing.

Frauds set with 8231 samples &
nonfrauds set with 2762200 samples.

Create randomness and
—> avoid the model to be
biased.

Split frauds and nonfrauds sets in 5 subsets each,
—» frauds subsets with 1642 samples each, and
nonfrauds subsets with 552440 instances each.

5 subsets of frauds 5 subsets of nonfrauds

Iterations 1
1642 frauds
552440 nonfrauds
Iterations 2
1642 frauds

552440 nonfrauds

Iterations 3 Each Iterations set (1 to 5) represents 20% of the total dataset. They
> 55 2164402;;‘:;1 ds ————» are representative of the full dataset in terms of class distribution,
keeping the same ration (frauds/nonfrauds) as the full dataset.

Iterations 4
1642 frauds
552440 nonfrauds

\4

Iterations 5
> 1642 frauds <
552440 nonfrauds

Apply the Neural Network model on Iterations 1 to 5,
Apply Neural Network individually. The split for each Iteration is: test is 30% out of

algorithm. the total data, validation is 20% out of the remaining data,
training is the remaining data.

Calculate Metrics

v -

Overall metrics
average

Calculate metrics for the performances
of Iterations 1, 2, 3, 4 and 5, individually.

Calculate the average of all metrics.
——» These averages numbers are used to
compare performances.

Figure 3.2: Diagram of the Iterations approach process.
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Full Sets approach

This approach also starts after the dataset has been preprocessed. The dataset is
divided into two groups. One group is for fraudulent transactions, with 8,231 ex-
amples, and the other group is for legitimate transactions, with 2,762,200 examples.

To keep things random, each subset is shuffled before the splitting in 10 parts. The

[ .sample(frac=1) ] method performs a genuine shuffling of the dataframe’s rows. It

works by treating the fraction given as the total number of rows to return (1 being all
rows), then randomly sampling from the dataframe without replacement, resulting in
a shuffled dataframe. The same thing applies for the class 0 (nonfrauds). Listing 3.1

shows the code:

df _shuffled fraud.sample (frac = 1)
df _splits_f = np.array_split(df_shuffled, 10)

3 df _shuffled_2 = non_fraud.sample(frac = 1)

df _splits_nf = np.array_split(df_shuffled_2, 10)

Listing 3.1: Splitting the dataset in frauds and nonfrauds while shuffling

Next, I divide both groups into ten equal parts, or folds. This gives me ten smaller
groups of frauds, each with 821 examples, and ten smaller groups of non-frauds, each
with 276,220 examples.

To make things clear to understand, I name the fraud groups ’fraud df (x)’, where
'x” varies from ’a’ to ’j’, so I have ten groups in total. Similarly, I name the non-fraud

', where 'y’ is a number from 1 to 10, also giving me ten

groups 'non-fraud df (y)
groups in total.

Finally, using these 20 smaller groups - ten frauds and ten non-frauds - I create
five datasets that are similar to the full dataset, the Full Sets. Each one of these Full
Sets represents a complete dataset, keeping the same ratio frauds/nonfrauds of data

as the original dataset.

Each full set is distributed like below.

e Total number of transactions: 2770409 (100% of the dataset).
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e Frauds (class 1): 8213 (100% of the total number of fraudulent transactions).

e Nonfrauds (class 0): 2762200 (100% of the total number of legitimate transac-

tions).
e Each full set is split in Training Set, Validation Set and Test Set.

— The training set has 60% of the full dataset, with 4926 fraudulent trans-

actions and 1657320 legitimate transactions.

— The validation set has 20% of the full dataset, with 1642 fraudulent trans-

actions and 552440 legitimate transactions.

— The test set has 20% of the full dataset, with 1642 fraudulent transactions

and 552440 legitimate transactions.

The code Listing 3.2 is splitting the dataset into 2 sets, one with only frauds
(class 1), with 8231 samples, and another one with only nonfrauds (class 0) with
2762200 instances. Then, these sets are shuffled to create randomness on it, and then
generating 10 equal sized dataframes for frauds and 10 for nonfrauds.

1 # split the df in fraud and non-fraud

> non_fraud = df [df ['isFraud']==0]
3 fraud = df [df ['isFraud']==1]

5 # split the fraud df into 10 randomly split equal size dataframes
¢ df _shuffled = fraud.sample(frac = 1)
7 df _splits_f = np.array_split(df_shuffled, 10)

9 # split the nonfraud df into 10 randomly split equal size dataframes
10 df _shuffled_2 = nonfraud.sample(frac = 1)
11 df _splits_nf = np.array_split(df_shuffled_2, 10)

Listing 3.2: Creating ten subsets of frauds and ten subsets of nonfrauds

The code in Listing 3.3 is randomly creating the 2 sets of 10 unique integer numbers
from 0 to 9 to be used as indices.
1 # Creating 10 random unique integers from the range 0 to 9 (

inclusive) for two separate lists named selection_1 and

selection_2.
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import random

selection_1 random. sample (range (0, 10), 10)
selection_2 = random.sample(range (0, 10), 10)

selection_1, selection_2

# Random integers gemnerated.
([4) 8) 5, O) 6, 1) 2’ 9’ 3) 7]’ [4) O) 9’ 1) 6! 3’ 7! 8, 2’ 5])

Listing 3.3: two sets of ten unique integers from 0 to 9

The code in Listing 3.4 is randomly creating the ten subsets for frauds and ten for
nonfrauds, using the two sets of ten integers generated before, to apply in the indices

of selection_1 (frauds) and selection 2 (nonfrauds).

# After selecting these random indices, the code creates 10 new
dataframes (fraud_df_a, fraud_df_b, fraud_df_c, ..., fraud_df_j)
by selecting the split dataframes from df_splits_f dataset based
on their indices provided in the selection_1 1list, and similarly,

creates 10 new dataframes (nonfraud_df_1, nonfraud_df_2,
nonfraud_df_3, ..., nonfraud_df_10) by selecting the split
dataframes from the df_splits_nf dataset based on their indices

provided in the selection_2 list.

fraud_df_a = df_splits_f[selection_1[0]]
fraud_df _b = df_splits_f[selection_1[1]]
fraud_df_c = df_splits_f[selection_1[2]]
fraud_df_d = df_splits_f[selection_1[3]]
fraud_df_e = df_splits_f[selection_1[4]]
fraud_df _f = df_splits_f[selection_1[5]]
fraud_df_g = df_splits_f[selection_1[6]]
fraud_df _h = df_splits_f[selection_1([7]]
fraud_df_i = df_splits_f[selection_1[8]]
fraud_df_j = df_splits_f[selection_1[9]]

nonfraud_df_1

df _splits_nf [selection_2[0]]
df _splits_nf[selection_2[1]]
df _splits_nf [selection_2[2]]
df _splits_nf [selection_2[3]]
df _splits_nf [selection_2[4]]
df _splits_nf [selection_2[5]]

nonfraud_df_3
nonfraud_df_4
nonfraud_df_5
nonfraud_df_6
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21 nonfraud_df_7

df _splits_nf [selection_2[6]]
22 nonfraud_df_8 df _splits_nf[selection_2[7]]
23 nonfraud_df_9 df _splits_nf[selection_2[8]]
2« nonfraud_df_10 = df_splits_nf[selection_2[9]]

Listing 3.4: Using the two sets of ten random integers to split the samples into the

ten dataframes for frauds and ten for nonfrauds

The code in Listing 3.5 is creating the Training, Validation and Test Sets, split
as indicated in the code, concatenating: two fraud subsets and two nonfraud subsets
for Test Set, two fraud subsets and two nonfraud subsets for Validation Set, and six
fraud subsets and six nonfrauds subsets for Training Set. This process is executed
five times, alternating the subsets among the sets and ensuring that the test and
validation sets use all fraud subsets from a to j and all nonfraud subsets from 1 to 10,
and the training set uses all the fraud and nonfraud subsets as well, during all five

rounds.

V]

import pandas as pd
3 fs_test = pd.concat([fraud_df_a, fraud_df_b, nonfraud_df_1,

nonfraud_df_2], axis = 'rows')
1 fs_val = pd.concat([fraud_df_c, fraud_df_d, nonfraud_df_3,
nonfraud_df_4], axis = 'rows')

5 fs_train = pd.concat([fraud_df_e, fraud_df_f, fraud_df_g, fraud_df_h
, fraud_df_i, fraud_df_j, nonfraud_df_5, nonfraud_df_6,
nonfraud_df_7, nonfraud_df_8, nonfraud_df_9, nonfraud_df_10],

axis = 'rows')

Listing 3.5: Creating the Sets (Training/Validation/Test)

The code in Listing 3.6 assigns the Training, Validation and Test Sets to be used
by the model during the classifying process. The sample distribution into the train_df,
val_df, and test_df are different in all five Full Sets.

train_df = fs_train
3 val_df = fs_val
1 test_df = fs_test

V)

Listing 3.6: Assigning the variables with the sets to be used in the model
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fraud_df_j to nonfraud_df 10 subsets with 276220 instances each.
fraud_df_a ... nonfraud_df_1 ...
fraud_df_j nonfraud_df_10
Full Sets 1
8213 frauds
2762200 nonfrauds
qullgsffgi g & Full Sets 1to 5 have different data distribution to each other in the
2762200 nonfrauds training, validation and test sets.
Example:
Full Sets 1:
Full Sets 3 validation = fraud_df_(a, b) + nonfraud_df_(1, 2)
L 5 8213 frauds -« test = fraud_df_(c, d) + nonfraud_df.(3, 4)
2762200 nonfrauds training = fraud_df_(5, 6, 7, 8, 9, 10) + nonfraud_df_(e, f, g, h, i, j)
Full Sets 2:
validation = fraud_df_(e, f) + nonfraud_df_(5, 6)
Full Sets 4 test = fraud_df_(g, h) + nonfraud_df_(7, 8)
—_—> 8213 frauds <« training = frauad_drf_(1, 2, 3, 4, 9, 10) + nonfraud_df_(a, b, ¢, d, i, j)
2762200 nonfrauds And so do Full Sets 3, 4, and 5.
Full Sets 5
L—> 8213 frauds D
2762200 nonfrauds

= . _

Apply Neural Network
algorithm.

Calculate Metrics

v -

Overall metrics
average

Apply the Neural Network model on
Full Sets 1to 5, individually.

Calculate metrics for the performances
of Full Sets 1, 2, 3, 4 and 5, individually.

Calculate the average of all metrics.
—>» These averages numbers are used to
compare performances.

Figure 3.3: Diagram of the Full Sets approach process.
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3.1.2 The Graphs

The graphs plotted represent the results of the models performance. There are five
graphical curves to support the analysis: Epoch vs Loss, Epoch vs PRC, Epoch vs
Precision, Epoch vs Recall, and the ROC curve. The first four graphs have the
curves Train and Val (training and validation), and the fifth graph has the curves

Train Baseline and Test Baseline.

Epoch vs Loss

In the graph of Epoch vs Loss, the x-axis represents the epoch or iteration number,
which is a measure of how many times the model has processed the entire training
dataset. The y-axis represents the loss, which is a measure of how well the model is
able to make predictions on the training data.

During training, the model updates its internal parameters to minimize the loss,
which is the difference between the predicted output and the true output. The goal
of training is to find the values of the model parameters that result in the lowest loss
on the training data.

This graph shows how the loss changes during training, as the model’s parameters
are updated. The loss normally decreases as the model learns to better fit the training
data, but it may eventually plateau or even increase if the model starts to overfit. If
the loss decreases rapidly during the initial epochs and then starts to plateau, it may
be a sign that the model reached a local minima. On the other hand, if the loss is not
decreasing sufficiently, it may be a sign that the model is underfitting [1] the training
data and needs to be adjusted.

Epoch vs PRC

The graph Epoch vs PRC (Precision-Recall Curve) with train and validation curves
is a plot that shows how the precision and recall change during different epochs in
the training of a machine learning model, with separate curves for the training set

and validation set.
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The Precision-Recall Curve is a commonly used evaluation metric in binary clas-
sification tasks. It is a plot of precision versus recall, where precision is the ratio of
true positive predictions to the total number of positive predictions, and recall is the
ratio of true positive predictions to the total number of actual positive cases in the
dataset. The PRC curve shows the trade-off between precision and recall for different
thresholds used to classify positive predictions.

In this graph with train and validation curves, the x-axis represents the epochs
of the model training, while the y-axis shows the precision and recall values at each
epoch. There are two curves, one for the training set and one for the validation set.
The training curve shows how the precision and recall values change during training
on the training set, while the validation curve shows how the precision and recall
values change on a separate validation set that is not used for training.

If both the training precision and recall values increase while the validation pre-
cision and recall values also increase or remain stable, it indicates that the model is
learning to make more accurate positive predictions and is not overfitting the training
data. However, if the training precision and recall values increase while the validation
precision and recall values decrease, it suggests that the model may be overfitting the

training data and not generalizing well to new data.

Epoch vs Precision

The graph Epoch vs Precision with train and validation curves is a plot that shows
how the precision metric changes during different epochs in the training of a machine
learning model.

In this graph with train and validation curves, the x-axis represents the epochs of
the model training, while the y-axis shows the precision values at each epoch. There
are two curves, one for the training set and one for the validation set. The training
curve shows how the precision values change during training on the training set, while
the validation curve shows how the precision values change on a separate validation
set that is not used for training.

If the training precision values increase while the validation precision values also
increase or remain stable, it indicates that the model is learning to make more accurate
positive predictions and is not overfitting the training data. However, if the training

precision values increase while the validation precision values decrease, it suggests
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that the model may be overfitting the training data and not generalizing well to new
data.

This graph can also help to determine where you could stop training a model, for
example, when the validation precision values reach a plateau or begin to decrease, so
you can run again the model with enough number of epochs just to reach that point

in the curve.

Epoch vs Recall

The graph Epoch vs Recall with train and validation curves is a plot that shows how
the recall metric changes in different epochs during the training of a machine learning
model.

In this graph with train and validation curves, the x-axis represents the epochs
of the model training, while the y-axis shows the recall values at each epoch. There
are two curves, one for the training set and one for the validation set. The training
curve shows how the recall values change during training on the training set, while
the validation curve shows how the recall values change on a separate validation set
that is not used for training.

If the training recall values increase while the validation recall values also increase
or remain stable, it indicates that the model is learning to identify more of the actual
positive cases in both the training and validation sets. However, if the training recall
values increase while the validation recall values decrease, it suggests that the model

may be overfitting the training data and not generalizing well to new data.

3.2 Dataset

3.2.1 PaySim Dataset: Features

See how PaySim dataset is structured in terms of features (columns) and their de-

scription:
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step - maps a unit of time in the real world (e.g., step 1 is 1 hour of time
duration and it includes all transactions during this time). The total steps are

744 in 30 days simulation.

type - different kinds of transactions, CASH IN, CASH OUT, DEBIT, PAY-
MENT, and TRANSFER.

amount - amount of the transaction in local currency.
nameOrig - customer who started the transaction.
oldbalanceOrg - initial balance before the transaction.
newbalanceOrig - new balance after the transaction.
nameDest - customer who is the recipient of the transaction.
oldbalanceDest - new balance recipient after the transaction.

isFraud - This feature represents the class in which indicates whether it is a
fraud or legitimate transaction. The agents inside the simulation perform the
transactions. In this specific dataset, the fraudulent behaviour of the agents
aims to profit by taking control of customers’ account and try to empty the

funds by transferring to another account and then cashing out of the system.

isFlaggedFraud - the model aims to control high money transfers from one
account to another and flags illegal attempts. An illegal attempt in this dataset

is an attempt to transfer more than 200.000 in a single transaction.

type amount nameOrig Org

Orig nameDest Dest Dest isFraud isF dFraud

0

1

PAYMENT 9839.64 C1231006815 170136.00 160296.36 M1979787155 0.00 0.00 0 0

Figure 3.4: PaySim raw dataset features (head)
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3.2.2 PaySim dataset preprocessing

The techniques applied to the PaySim dataset to treat the raw dataset and trans-
form into a clean one in order to help the model perform efficiently and have optimum
results, are: feature selection (parts A and B), feature extraction, verification of miss-
ing values and empty cells, one hot encoding, and feature scaling (standardization).
The description follows.

Figure 3.5 below shows the raw dataset head with all originals features.

step type amount nameOrig oldbalanceOrg bal Orig nameDest oldbal Dest bal Dest isFraud isFlaggedFraud
1 PAYMENT 9839.64 (1231006815 170136.00 160296.36 M1979787155 0.00 0.00 0 0
1 PAYMENT 1864.28 C1666544295 21249.00 19384.72 M2044282225 0.00 0.00 0 0
1 TRANSFER 181.00 C1305486145 181.00 0.00 C553264065 0.00 0.00 1 0
1 CASH_OUT 181.00 C840083671 181.00 0.00 C38997010 21182.00 0.00 1 0
1 PAYMENT 11668.14 (C2048537720 41554.00 29885.86 M1230701703 0.00 0.00 0 0

Figure 3.5: PaySim dataset in a raw format

Feature selection (part A): removing irrelevant features

Feature selection is the first phase to be applied in the preprocessing of the dataset,
used to remove the irrelevant features, i.e., features that will not have any effect during
the application of the model and the results. The PaySim dataset in a raw format,
has 6362620 rows and 11 columns (features). Figure 3.5 displays the head of the
dataset with all the original features included. The features removed are "nameOrig”,
"nameDest”, and ”isFlaggedFraud”. Due to the nature of this thesis which is focused
on the legitimate and fraudulent transactions, "nameOrig” and "nameDest” have
no impact on the results, they represent information about the the origin of the
transaction and its destination. ”IsFlaggedFraud” occurs just 16 times and ”isFraud”
is set for each occurrence in which ”isFlaggedFraud” is flagged so it is redundant to
keep the feature, so I removed. Figure 3.6 represents the remaining features in the
dataset, after feature selection. Following the removal of irrelevant features, there are

6362620 rows x 8 columns (features).
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step type amount oldbalanceOrg newbalanceOrig oldbalanceDest newbalanceDest isFraud
1 FAYMENT 9B839.64 170136.00 160296.36 0.00 0.00 1]
1 PAYMENT 1864.28 21249.00 19384.72 0.00 0.00 1]
1 TRANSFER 181.00 181.00 0.00 0.00 0.00 1
1 CASH_OUT 181.00 181.00 0.00 21182.00 0.00 1
1 FAYMENT 11668.14 41554.00 29885.86 0.00 0.00 1]

Figure 3.6: Dataset after feature selection (part A)

Feature selection (part B): removing irrelevant categories from specific

feature

A dataset is subject to the possibility of overfitting where the model fits the noise
in the data rather than the underlying pattern. By selecting only the most relevant
features, we can reduce the risk of overfitting. Also by selecting the most relevant
features, the performance of the model can be improved by reducing the amount of
noise in the data. Another relevant consideration is that having fewer features can
also reduce the computational cost of training a model and making predictions. For
these reasons, it is desirable to apply the technique of feature selection.

The type feature represents the kinds of financial transactions, for PaySim there
are five kinds: CASH IN, CASH OUT, DEBIT, PAYMENT, and TRANSFER. How-
ever, after analysis of the data, I inferred that fraudulent transactions only occur in
two types, TRANSFER and CASH OUT. CASH IN, DEBIT, and PAYMENT do
not present any fraudulent transactions, therefore they are not considered and are
removed. The remaining types of transactions considered in the dataset are CASH
OUT and TRANSFER. Figure 3.7 shows the new set. There are 2770409 rows x 8

columns (features), after feature selection (part B).

step type amount oldbalanceOrg newbalanceOrig oldbalanceDest newbalanceDest isFraud
1 TRANSFER 181.00 181.00 0.0 0.00 0.00 1
1 CASH_OUT 181.00 181.00 0.0 21182.00 0.00 1
1 CASH OUT 229133.84 15325.00 0.0 5083.00 51513.44 0
1 TRANSFER 215310.30 705.00 0.0 22425.00 0.00 1]
1 TRANSFER 311685.89 10835.00 0.0 6267.00 271917289 0

Figure 3.7: Dataset after feature selection (part B)
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Performing Missing Data Detection

A dataset originated from a real-world financial network, is constantly subject to
inconsistencies such as systems that are electrically unstable generating null data,
or missing information. Therefore, a full verification on this dataset is necessary to
check whether this dataset has an empty cell or missing value, to prevent inconsistent
data from affecting performance of the model. Consequently, verification of all cells
is performed with the aim of detection of an empty cell. Once an empty cell has been
moved to a specific line, the full transaction is removed. Only transactions presenting
all the features with valid information are considered.

The verification for occurrence of any empty cell is done through this line of Python
code iteration_one.isnull().sum() which calculates the sum of null values for
each feature.

This is the result:

step

amount

newbalanceOrig
oldbalanceDest
newbalanceDest
isFraud
CASH_OUT
TRANSFER

errorbalanceOrig

O O O O O O O O © o o

errorbalanceDest

There are no empty cells. There are 2770409 rows x 8 columns (features), after

this step.

One hot encoding

One hot encoding is a technique used in machine learning to represent categorical
variables, which are normally alphabetical or alphanumerical, as numerical data. It
is useful in classification tasks where the model interprets numbers, classifying the
classes into 0 or 1.

For this dataset, the feature called "type” was represented by two values, cash

out and transfer. So, to use one hot encode in this variable, two binary vectors were
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created: [1, 0] for cash out and [0, 1] for transfer. Table 3.1 represents this numerical

categorical feature in the dataset:

Table 3.1: One-Hot Encoding of Transaction Types

Types of transaction | Is CASH OUT | Is TRANSFER
CASH.OUT 1 0
TRANSFER 0 1

Figure 3.8 displays the new format of the dataset with the features after the
application of one hot encoding technique. The categorical feature type (cash_out

and transfer, the binary vector) is merged with the dataset.

step amount oldbalanceOrg newbalanceOrig oldbalanceDest newbalanceDest isFraud CASH _OUT TRANSFER

1 181.00 181.00 0.0 0.00 0.00 1 0 1
1 181.00 181.00 0.0 21182.00 0.00 1 1 0
1 229133.84 15325.00 0.0 5083.00 51513.44 0 1 0
1 215310.30 705.00 0.0 22425.00 0.00 0 0 1
1 311685.89 10835.00 0.0 6267.00 2719172.89 0 0 1

Figure 3.8: Dataset updated after one hot encoding

Feature extraction

Feature extraction in a dataset is also called feature engineering, and it is the pro-
cess of transforming or combining existing features to create new ones that may be
more informative for a particular task. In the case of this thesis, the technique used
is creating two new features through the combination of three other existing ones.
These new features are errorbalanceOrig and errorbalanceDest and their functions
are to differentiate between fraudulent and genuine transactions and to record er-
rors in the originating and destination accounts for each transaction. The following

mathematical equations combine newbalanceOrig and amount in the first new feature
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(errorbalanceOrig), and oldbalanceDest, amount, and newbalanceDest in the second

new feature (errorbalanceDest). The dataset has 2770409 rows x 11 columns (fea-

tures) after feature extraction.

errorbalanceOrig = oldbalanceOrig — amount — newbalanceOrig

errorbalanceDest = oldbalanceDest + amount — newbalanceDest

Figure 3.9 presents the dataset with the new features included:

(3.1)

(3.2)

step t oldbal Org eOrig oldbal Dest Dest isFraud CASH_OUT TRANSFER errorbalanceOrig errorbalanceDest
1 181.00 181.00 0.00 0.00 0.00 1 ] 1 181.00 181.00
1 181.00 181.00 0.00 21182.00 0.00 1 1 0 181.00 21363.00
1 229133.94 15325.00 0.00 5083.00 51513.44 0 1 0 229133.94 182703.50
1 215310.30 705.00 0.00 22425.00 0.00 v] 0 1 215310.30 237735.30
1 311685.89 10835.00 0.00 6267.00 2719172.89 0 ] 1 311685.89 -2401220.00

Feature scaling (standardization)

Figure 3.9: Dataset including the new feafures

Feature scaling, also known as standardization or normalization, is a technique used

in machine learning to re-scale the feature values in a dataset to a common scale.

The purpose of normalization is to ensure that all features contribute equally to the

analysis and prevent features with large values from dominating the model.

Min-Max scaling is the feature scaling technique used in this dataset. In the Min-

Max scaling technique, the minimum and maximum values of a feature are used to

re-scale the values to a range between 0 and 1. The following mathematical formula

is used to re-scale the values.

X/

Xmax

X - Xmin
- Xmin
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Using the formula 3.3, X is the original value of the variable, Xmin is the minimum
value of the variable in the dataset, Xmaz is the maximum value of the variable in
the dataset, and X’ is the normalized value of the variable. The resulting X’ value
will be between 0 and 1, inclusive, representing the relative position of the original

value within the range of the dataset.

Diagram of the Dataset Preprocessing

Figure 3.10 displays a diagram which represents the process of preprocessing applied

to the PaySim dataset in its raw format.
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___Remove irrelevant features:
nameOrig, nameDest, isFlaggedFaud

___Remove irrelevant values of feature "type":
PAYMENT, DEBIT, CASH_IN

_Create 2 new columns "CASH_OUT" and "TRANSFER"
(with 0 and 1), and remove alphabetical column "type"

__Create 2 new features:
errorbalanceOrig & errorbalanceDest

| Verification if there is any empty cells
or duplicate transactions.

— Min-Max Scaling applied.

Figure 3.10: Preprocessing process on PaySim dataset
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3.3 The Models

With the completion of the preprocessing stage, the dataset is now ready. The sub-
sequent phase involves the application of the classification models, including a neural
network for both Iterations and Full Sets approaches, and also Random Forest, Lo-
gistic Regression, and AdaBoost. Following the modeling, I will conduct performances
analysis and comparisons to evaluate each model’s effectiveness.

Figure 3.11 shows how the data frames fraud (class 1) and nonfraud (class 0) are
randomly distributed in 10 equal parts, and then a combination of two sets of class 0

and two sets of class 1 form an iteration.

8213 total of fraudulent transactions | Frauds subset split in 10 equal parts with 821 samples each one.

2762200 total of legitimate transactions | Nonfrauds subset split in 10 equal parts with 276220 samples each one.

Iteration 1 [f1 +f2 + n1 + n2]
Iteration 2 [f3 + f4 + n3 + n4]
Iteration 3 [f5 + f6 + n5 + n6]
Iteration 4  [f7 + f8 + n7 + n8]

Iteration 5 [f9 + f10 + n9 + n10]

Figure 3.11: Diagram of how the dataset was randomly and equally distributed in 5
representative sets

Detailing each iteration:
e It has 1642 frauds, class 1, and 5522440 nonfrauds, class 0.
e It is representative of the full dataset.

e Classes 0 & 1 are equally distributed, proportionally to the full dataset.
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e [t is randomly and equally split in each model application.

3.3.1 Running the Models

Now that the dataset is split in five representative sets, it is possible to proceed with

the four phases of the proposed approach, specifically:

1. Apply Neural Network Model five times, each one using a separate set (itera-
tions) as the training, validation and test subsets, and extract the average of all
the measurement scores collected from the algorithm, for each time the model

1S run.

2. Apply Neural Network Model five times, each one using all the data (full data-
set), splitting six subsets (10% of the dataset each subset, f1 to f10 for frauds,
nl to nl0 for nonfrauds, Figure 3.11) for training, two for validation and two

for testing, and extract the average of the measurements results.

3. Apply Random Forest classifier, Logistic Regression classifier, and AdaBoost
classifier on the full dataset and compare the results with results of the Full

Sets scores average, since it involves the full dataset.

4. Compare Full Sets approach with a prior research that used Convolutional

Neural Network on the same PaySim synthetic dataset.

The scores used in this thesis where the evaluation are based on, are true positives
(TP), false positives (FP), true negatives (TN), false negatives (FN), accuracy (ACC),
precision, recall (or sensitivity), area under the curve (AUC), precision-recall curve
(PRC), specificity, and fl-score.

3.4 Ethics

In this section I present the ethical considerations of my thesis. As my thesis deals

with a binary classification problem applied to a financial synthetic dataset, there are
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several ethical aspects I should consider while conducting my research and writing
this thesis.

Firstly, my research is based on synthetic financial datasets. I should acknow-
ledge that while synthetic data is beneficial in safeguarding privacy, the process of
generating such data needs to be totally transparent and accountable. It is also im-
portant to consider the potential limitations and biases that could exist in synthetic
data, particularly concerning the ability of this dataset to truly represent real-world
scenario and whether it can potentially introduce bias into the machine learning and
deep learning algorithms applied.

Secondly, the use of machine learning and deep learning algorithms demands a
discussion on fairness, accountability, transparency, and explainability. I must ensure
that the algorithms do not perpetuate existing biases, whether from the data or the
ways in which the algorithms themselves are constructed and optimized. I must also
address the issue of the black box problem! often associated with these algorithms, as
it relates to the ethical responsibility of providing clear, understandable explanations
of how our models work and make decisions.

Thirdly, in comparing the performance of different methodologies, including my
proposed method with prior research, I should ensure that these comparisons are fair,
objective, and transparently reported. Any potential conflicts of interest, funding
sources, or affiliations that could influence the interpretation of these comparisons
must be openly declared.

Lastly, while my research may not directly involve human subjects, the outcomes
could potentially influence financial decisions and policies. Therefore, I must con-
sider the potential impacts in the society and consequences of my research, such as
potential misuse of my findings or effects on economic disparities. My commitment
to responsible Al includes the ongoing evaluation of these broader impacts and my
readiness to engage in dialogue and action to mitigate potential harm.

These ethical considerations serve as a guide for maintaining integrity and re-

sponsibility throughout my research process.

This section closes the Methodology Chapter where I presented the methodology

!Black Box problem refers to a type of system where the internal mechanisms are not understood
or interpretable by humans, even though the input and output are observable.
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employed and the research techniques of my thesis. The next Chapter is the Results
Analysis, where I highlight my findings and present the analysis to address the re-
search questions and test the hypotheses as the direct outcome of my methodology

design.
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Chapter 4
Results Analysis

The Results Analysis Chapter of this thesis provides a comprehensive exploration of
the performance of the neural network algorithm used with a binary classification
problem within a specific financial dataset, the PaySim dataset.

The Results Analysis chapter of this thesis presents an examination of the per-
formance of a neural network algorithm applied to a binary classification problem
a financial institution datasets, the PaySim dataset. The chapter goes through the
analysis of the results obtained from the experiment, which involved the application
of the neural network algorithm to the dataset, in two types of data preprocessing
formats for the PaySim dataset, as explained in Chapter 3.

The purpose of this chapter is to provide an understanding of the effectiveness of
data preparation in terms of splitting the data, representativeness, proportionality of
the classes and the distribution in the subsets, when the neural network algorithm is
applied, and the results are compared with to the machine learning approaches Ran-
dom Forest, Logistic Regression, and AdaBoost. By solving the binary classification
problem in the financial bank dataset, we compare the measurement scores, giving
more focus to the confusion matrix [31]: true positives, true negatives, false positives,
and false negatives.

The chapter also presents graphical representations of the results. These analyses
aim to provide insight into the strengths and weaknesses of the approaches used in
this thesis.

The insights and findings can be used to guide future research in the area of

machine learning applied to financial data analysis.
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4.1 Base Rate Fallacy

In the context of a financial dataset where fraudulent transactions constitute a small
minority, the base rate fallacy [44] can be particularly relevant. The base rate fallacy,
or base rate bias, refers to the cognitive bias where individuals ignore or underestimate
the base rate information (prior probabilities) when evaluating the probabilities of
outcomes.

In the Full Sets approach, the test set has 552440 non-fraudulent transactions and
1642 fraudulent ones. Hence, the base rate or prior probability of a transaction being
fraudulent is 1642 / (552440 + 1642) = 0.003 or approximately 0.3%. This indicates
that, in the absence of any other information, any randomly picked transaction has
a 0.3% chance of being fraudulent.

Considering a hypothetical scenario where a classification model has been trained
on this dataset and it has a high accuracy of 99%, while this might sound impressive
initially, considering the base rate, this might not actually be as good as it sounds
due to the unbalance in the dataset.

If this model flags a transaction as fraudulent, based on its high accuracy one might
think that there’s a high probability of this transaction actually being fraudulent.
However, this can be misleading due to the base rate fallacy. Given the low base
rate of fraud (0.3%), a large number of non-fraudulent transactions might still be
incorrectly classified as fraudulent (false positives), especially when the total number

of non-fraudulent transactions is very large.

4.2 Results: Iterations approach

In this section, the results of the dataset split into five sets equally distributed with
each submitted to the neural network algorithm. Table 4.1 presents the results with
the average also calculated and displayed. An average number of the results are also

calculated and presented.
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Table 4.1: Results of the five iterations (each with 20% of dataset) scores and the
average

Scores Iterationl Iteration2 Iteration3 Iteration4 Iteration5 Average

loss 0.00334 0.00300 0.00405 0.00341 0.00478  0.00371

true positives 349 350 354 349 308 342
false positives 7 7 4 8 4 6
true negatives 165746 165729 165725 165713 165747 165732
false negatives 123 139 142 155 166 145

accuracy 0.99922 0.99912 0.99912 0.99902 0.99898  0.99909
Precision 0.98034 0.98039 0.98883 0.97759 0.98718  0.98287
recall or sensitivity 0.73941 0.71575 0.71371 0.69246 0.64979  0.70222
AUC 0.98099 0.99624 0.98498 0.99120 0.96737  0.98416
PRC 0.87847 0.90886 0.90128 0.88562 0.86381 0.88761
specificity 0.99996 0.99996 0.99998 0.99995 0.99998  0.99996
f1 score 0.84299 0.82742 0.82903 0.81068 0.78370 0.81876
Total transactions 166225.0  166225.0  166225.0  166225.0  166225.0

Calculation of the Average:

Iterationl + Iteration2 + Iteration3 + Iteration4 + Iterationb
5

Average = (4.1)

Each iteration is distributed as follows.
e Total number of transactions: 554082 (20% of the full dataset).
e Frauds (class 1): 1642 (20% of the total number of fraudulent transactions).

e Nonfrauds (class 0): 552440 (20% of the total number of legitimate transac-

tions).
e Each [teration is split in Training Set, Validation Set and Test Set.

— The test set has 30% of the full iteration, with 492 fraudulent transactions

and 165732 legitimate transactions.

— The validation set has 20% out of the remaining iteration after deducted
the test set, with 230 fraudulent transactions and 77341 legitimate trans-

actions.

— The training set has the remaining of the iteration data, with 920 fraudu-

lent transactions and 309367 legitimate transactions.
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4.2.1 Iteration Analysis (Average)

e True Positives (TP): This refers to fraudulent transactions that were correctly
identified by the model as fraud. There are 342 true positives, meaning the

model successfully identified 342 fraudulent transactions.

e False Positives (FP): These are legitimate transactions that the model incor-
rectly flagged as fraudulent. In this case, there are 6 false positives, which is
quite low, indicating the model is precise in its positive (fraud) classifications.
However, this could cause inconvenience for customers whose transactions were

incorrectly flagged.

e False Negatives (FN): These are fraudulent transactions that the model in-
correctly identified as legitimate. There are 145 false negatives, meaning 145
fraudulent transactions went undetected by the model. This is more concerning,

as it represents missed fraudulent activities and potential security risks.
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Figure 4.1: Graphs: Loss vs Epoch, PRC (Precision-Recall Curve) vs Epoch, Preci-
sion vs Epoch, and Recall vs Epoch for Iteration 1
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4.2.2 Why the results from the Iterations differ from each

other?

The variation in the results is a common occurrence when splitting data and applying
machine learning models, and it can be attributed to some factors. In the case of
this thesis, I applied the neural network algorithm. The possible reasons for these

variations are:

o Variability in the data splits: When I randomly split the PaySim financial data-
set into five parts, each split contains a different subset of the data. Since every
split is unique, the neural network will be learning from slightly different in-
formation each time. Consequently, the model might perform better on some

splits than others due to the particular characteristics of the data in that split.

o Model Initialization: Neural networks typically initialize their weights and bi-
ases randomly. This means that even if you train the exact same model archi-
tecture on the exact same data, you might get different results simply due to

the randomness in this initialization.

These factors are part of the reason why I use this approach of splitting the dataset
and calculate an average of the five splits, which can provide a more robust estimate

of the model’s performance by averaging the results from multiple splits of the data.

4.2.3 Graph Analysis: Iterations approach

This is the graph section of the 5 iterations results from the Iterations approach.
There are 5 graphs for each model application as seen previously in the graph results
of each iteration, and they are: Loss vs Epoch, PRC vs Epoch, Precision vs Epoch,
Recall vs Epoch, and True positives [%] vs False positives [%]. For the first 4 graphs,
the curves are Train and Validation, and for the last graph, the curves are Train and
Test.

See the analysis for each one.



57

1. Graph Loss vs Epoch:

This Loss vs Epoch graph shows both curves having the same pattern, it indic-
ates that both the training and validation sets are performing similarly through-
out the epochs. This can be a good indication that the neural network model is
not overfitting or underfitting the data. Overfitting would typically manifest as
the training loss continuing to decrease as the model learns, while the validation
loss decreases up to a point, but then starts to increase. This increase in val-
idation loss is due to the model beginning to fit the noise in the training data,
which does not generalize well to the validation set, while underfitting would
often be represented by both the training and validation loss decreasing very
slowly, or even plateauing at a high level. This suggests that the model is not
able to learn from the data effectively, and this way cannot reduce its prediction
error (loss). If the loss curves for both sets have the same pattern, it indicates

that the model is generalizing well to the unseen data in the validation set.

Figure 4.3 shows this graph for Iteration 1.
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Figure 4.3: Graph Loss vs Epoch for Iteration 1

2. Graph PRC vs Epoch:

From the outset (first epoch), the training and validation curves parallel each
other, consistently exhibiting improved performance through decreasing loss

(error) with the increment of epochs. This suggests that the model effectively



o8

avoids overfitting to the training data and shows its capacity to generalize to
new data. Besides, it indicates the model’s ability to successfully capture the

underlying patterns of the data.

Figure 4.4 shows this graph for Iteration 1.
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Figure 4.4: Graph PRC vs Epoch for Iteration 1

3. Graph Precision vs Epoch:

Both training and validation curves starts from a high value of 0.9 and maintain
a high value up to around 0.99, therefore it suggests that the model is performing
extremely well on both sets. Specifically, it means that, from the beginning
of the training process (first epoch), the model is able to accurately identify
positive instances, with a very small fraction of its positive predictions being
incorrect. Asthe number of epochs increases and the precision stays high or even
improves, this suggests that the model continues to maintain its performance
in terms of minimizing false positive predictions. This is a very positive sign, as
it indicates that the model is not only able to learn the underlying patterns in
the data, but is also able to generalize very well to new data, meaning that in
this case, the model is running correctly to identify the majority of the positive

cases.

Figure 4.5 shows this graph for Iteration 1.



29

10

\:;;i;<ﬁK3JAcQpC}.,C;j(f(}&iﬁi:;:CLCZl::ﬂlk
08 4
0.6 1
c
=]
wv
]
&
S 04 -
0.2 -
—— Train
-=- \al
OO T T T T T T
0 20 40 (0] 80 100

Epoch

Figure 4.5: Graph Precision vs Epoch for Iteration 1

4. Graph Recall vs Epoch:

This graph shows that both the training and validation curves start from a
value of 0.2 and rise together up to a value of around 0.7, while maintaining
similar patterns. When both the training and validation curves rise together and
maintain similar patterns, it means that the model is performing consistently
well on both sets, and in this case, the neural network model is being able to
learn well about the positive cases, understanding the underlying patterns in

the data and being able to generalize well to unseen data.

Figure 4.6 shows this graph for Iteration 1.
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Figure 4.6: Graph Recall vs Epoch for Iteration 1

See analysis for ROC curve graphs (True positives [%] vs False positives

[%0]):

Figure 4.7 is a graph for the ROC curve commonly used for evaluating the per-
formance of a binary classifier, it plots the true positive rate against the false positive
rate as the decision threshold for classification is varied.

In general, a good classifier will have a ROC curve that is as close to the top left
corner of the graph (representing high true positive rate and low false positive rate)
as possible. Although the curve is near the top left of the graph, meaning that it

performs well, there is still room for improvement.



61

100.0 A - >

92.5 4
2
w
Ly
=
w 80.0
o
w
=
87.5 4
4
85.0 4
82.5 4
- Train Baseline
== Test Baseline
80.0 T T T T T T T
0.0 25 50 75 10.0 125 15.0 17.5 200

False positives [%)]
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1

4.3 Results: Full Sets approach

In this section, the results of the Full Sets approach representing each one the full
dataset in the model application are presented. Each set is submitted through the
neural network algorithm proposed. Table 4.2 presents the measurements results and

the average number for all five sets.
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Table 4.2: Measurements for the five Full Sets and average number for each score

Scores FullSetl FullSet2 FullSet3 FullSet4d FullSet5 Average
loss  0.00217  0.00279  0.00262  0.00264  0.00269  0.00258

true positives 1313 1126 1183 1251 1195 1214
false positives 49 7 9 20 9 19
true negatives 552391 552431 552431 552418 552431 552420
false negatives 329 517 459 393 447 429

accuracy  0.99932  0.99905  0.99916  0.99925  0.99918  0.99919
preciston  0.96402  0.99382  0.99245  0.98426  0.99252  0.98542
recall or sensitivity ~ 0.79963  0.68533  0.72046  0.76095  0.72777  0.73883
AUC  0.99577 099726  0.99602  0.99347  0.99573  0.99565
PRC 094712 094436  0.94513  0.93239  0.94285  0.94237
specificity  0.99991 0.99999  0.99998  0.99996  0.99998  0.99997
fl-score  0.87417  0.81124  0.83486  0.85832  0.83978  0.84367
Total transactions 554082.0 554081.0 554082.0 554082.0 554082.0

Each full set is distributed as follows.

e Total number of transactions: 2770409 (100% of the dataset).
e Frauds (class 1): 8213 (100% of the total number of fraudulent transactions).

e Nonfrauds (class 0): 2762200 (100% of the total number of legitimate transac-

tions).
e Each full set is split in Training Set, Validation Set and Test Set.

— The training set has 60% of the full dataset, with 4926 fraudulent trans-

actions and 1657320 legitimate transactions.

— The validation set has 20% of the full dataset, with 1642 fraudulent trans-

actions and 552440 legitimate transactions.

— The test set has 20% of the full dataset, with 1642 fraudulent transactions

and 552440 legitimate transactions.

4.3.1 Full Sets Analysis (Average)

e True Positives (TP) = 1214: These instances represent the fraudulent trans-
actions that the model correctly identified as fraudulent. For a financial in-

stitution, these 1214 instances are situations where potential financial losses
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were prevented. The aim should be to increase the number of TPs as much as

possible, thereby maximizing the prevention of fraudulent activities.

False Positives (FP) = 19: These instances represent legitimate transactions
that were incorrectly flagged as fraudulent by the model. From a customer ser-
vice perspective, these 19 instances could have caused unnecessary inconveni-
ences for customers, potentially leading to customer dissatisfaction. Addition-
ally, the institution might have spent unnecessary resources investigating these
transactions, leading to operational inefficiencies. Therefore, the institution
should strive to minimize the number of FPs to maintain customer satisfaction

and operational efficiency.

False Negatives (FN) = 429: These instances represent the fraudulent trans-
actions that the model failed to detect and incorrectly labeled as legitimate.
For the financial institution, these 429 instances represent missed opportunities
for preventing fraud, leading to potential financial losses. Furthermore, these
instances pose a risk to the institution’s reputation and might potentially in-
vite regulatory penalties. Therefore, reducing the number of FNs should be a

priority to prevent potential financial and reputational damage.
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4.3.2 Full Sets average: analysis

Based on the results of the Scores, the model shows excellent performance, although

there’s still room for improvement. Here’s a detailed analysis:

Loss: The loss value is very low (0.00258), indicating the model’s predictions
are generally quite close to the true values. This suggests that the model has a

very good performance in terms of overall error rates.

Accuracy: It is excellent (0.99919), suggesting that it correctly classifies trans-

actions as fraudulent or non-fraudulent about 99.92% of the time.

Precision: The precision score (0.98542) is excellent. This means that when
the model predicts a transaction as fraudulent, it’s correct about 98.54% of the

time.

Recall (Sensitivity): The recall score is moderate at 0.73883, implying that your
model identifies about 73.88% of all actual fraudulent transactions. This means
the model is failing to catch a significant proportion of fraudulent transactions.
In the context of fraud detection, increasing the recall is generally desirable,

even if it results in more false positives.

AUC: The AUC score is excellent (0.99565), indicating that the model does an
excellent job at distinguishing between fraudulent and non-fraudulent transac-

tions.

PRC: This score is very good (0.94237). PRC score is often considered in cases
where the dataset is unbalanced (like in fraud detection, where fraudulent trans-
actions are far less common than non-fraudulent ones). A high score suggests

that the model maintains a very good balance between precision and recall.

Specificity: The specificity score is excellent (0.99997), which means that the

model is extremely good at correctly identifying non-fraudulent transactions.

Fl-score: The F1-score (0.84367) is used as a single metric that combines preci-
sion and recall. This score is moderate, the gap between this and the precision
score shows the discrepancy between precision and recall. This indicates there’s

room for improvement in increasing the recall.
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In summary, the model demonstrates high accuracy and is excellent at predicting
non-fraudulent transactions (high specificity). It is also reliable when it identifies a
transaction as fraudulent (high precision). However, it fails to detect a considerable
number of actual fraudulent cases (lower recall). Depending on the consequences of
missing a fraud case versus the cost of investigating a false alarm, the model needs

to increase recall, even if it may decrease precision.

4.3.3 Graph Analysis: Full Sets approach

There are five graphs for each model (Full Sets 1 to 5) application, they are the
same as the Iterations approach graphs, as follows: Loss vs Epoch, PRC vs Epoch,
Precision vs Epoch, Recall vs Epoch, and True positives [%] vs False positives [%].
For the first 4 graphs, the curves are Train and Validation, and for the last graph,
the curves are Train and Test.

The qualitative analysis for these graphs are alike comparing to the ones given for
the Iterations graphs, meaning that the behaviour of the curves follow similar pat-
terns. However, there are some differences in the quantitative aspects, that indicates
a better performance of the model when used in the Full Sets performances. See the

insights of these analysis in the end of this chapter.

4.4 Results: Machine Learning approaches

In this section, the results of the machine learning models applied to the dataset are
presented, and an evaluation is conducted to determine which method exhibits the
best performance among the three. For these particular types of machine learning
algorithms, the dataset applied is the one immediate following the preprocessing
process, without the format technique used in the Iterations sets and in the Full Sets

approach.

Table 4.3 displays the results of the scores.
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Table 4.3: Scores for Random Forest, Logistic Regression and AdaBoost ML ap-

proaches
Scores Random Forest Logistic Regr. AdaBoost
true positives 1331.0 727.0 983.0
false positives 22.0 746.0 50.0
true negatives 552414.0 551690.0 552386.0
false negatives 315.0 919.0 663.0
accuracy 0.99939 0.99700 0.99871
PTECISION 0.98374 0.49355 0.95160
recall or sensitivity 0.80863 0.44168 0.59721
AUC 0.90429 0.72016 0.79856
PRC 0.79605 0.21965 0.56950
specificity 0.99996 0.99865 0.99991
f1 score 0.88763 0.46618 0.73386
Total transactions 554082 554082 554082

4.4.1 Analysis: Machine Learning approaches

Examining the scores of Random Forest, Logistic Regression, and AdaBoost from
Table 4.3, we can see that Random Forest outperforms the other two models in all
the scores. Specifically, Random Forest has the highest accuracy (0.99939), precision
(0.98374), recall (0.80863), AUC (0.90429), PRC (0.79605), specificity (0.99996), and
f1-score (0.88763) among the three models.

On the other hand, Logistic Regression has the lowest scores among the three
models, with the lowest accuracy (0.99700), precision (0.49355), recall (0.44168),
AUC (0.72016), PRC (0.21965), and fl-score (0.46618).

AdaBoost has relatively good performance, but not as good as Random Forest.
AdaBoost has a higher precision (0.95160) and fl-score (0.73386) than Logistic Re-
gression, but still lower than Random Forest. However, AdaBoost has a better recall
(0.59721) and AUC (0.79856) than Logistic Regression, although still lower than
Random Forest.

As a conclusion, Random Forest performs better than AdaBoost and Logistic

Regression. AdaBoost performs better than Logistic Regression.
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4.5 Analysis: Iterations vs Full Sets

In this section, the analytical comparison of the performances between the Iterations
scores and the Full Sets scores is performed based on the their averages, to determ-
ine what is the best dataset format distribution between them to apply the neural
network model. To represent the overall performance of the model, I calculate the
arithmetic average of these metric scores across all five folds from Iterations and Full
Sets approaches. This kind of data splitting mitigates the risk of an overly optimistic
or pessimistic estimate of the model’s performance due to a particularly favourable
or unfavourable split of data. The average metric scores provide a more robust and

reliable estimate of the model’s performance on unseen data.

Table 4.4 displays the results.

Table 4.4: Scores for Iterations and Full Sets approaches (averages)

Scores Aver. Iterations Aver. Full Sets

loss 0.00371 0.00258
accuracy 0.99909 0.99919
precision 0.98287 0.98542

recall 0.70222 0.73883
AUC 0.98416 0.99565
PRC 0.88761 0.94237
specificity 0.99996 0.99997
f1 score 0.81876 0.84367

e Analysis:

Comparing the two sets of results from the Iterations and the Full Sets approaches,
Full Sets approach has better results in all evaluation scores than the Iterations ap-
proach.

In terms of accuracy, the Full Sets (99.92%) shows a similar result comparing to
the Iterations (99.91%). The difference is minimal, and statistically insignificant.

In precision, the Full Sets results (98.54%) also shows similar performance com-
paring to the Iterations result (98.28%).

Recall, which measures the number of true positive cases divided by the total

number of actual positive cases, has shown an improvement in the Full Sets results
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(73.88%) compared to the Iterations results (70.22%), however, it is not considered
statistically significant.

The Area Under the Curve (AUC) metric is used to evaluate the overall perform-
ance of the model. Full Sets approach has again similar results (99.56%) comparing
to the Iterations result (98.41%).

The Precision-Recall Curve (PRC) measures the tradeoff between precision and
recall, and the Full Sets results (94.23%) shows an improvement over the Iterations
results (88.76%), but still not statistically significant at all.

The specificity score is the same for both approaches, 99.99%.

In financial fraud detection, the most important scores are typically Recall (also
known as Sensitivity or True Positive Rate) and Precision. These two measures are
particularly relevant since financial institutions often need to balance the cost of false
alarms (which can be high if customer transactions are unnecessarily blocked, leading
to customer dissatisfaction and potential loss of business) against the cost of missing
a fraudulent transaction.

Recall is crucial because a high recall indicates a low number of false negatives,
meaning fewer fraudulent transactions are missed. Meanwhile, precision is also im-
portant as a high precision means a low number of false positives, indicating that
when the model predicts a transaction is fraudulent, it is likely to be correct.

Morgan Grandi [45] in 2020 published a blog discussing about the trade-offs
between false positives (legitimate transactions predicted as fraudulent) against false
negatives (fraudulent transactions predicted as legitimate) in the perspective of the
financial institutions.

As a conclusion, the Full Sets performance is better than the Iterations perform-

ance in all aspects based on the scores results.

4.5.1 ROC Curves: Performances

In a ROC curve, the true positive rate (Sensitivity) is plotted in function of the
false positive rate (100-Specificity) for different cut-off points of a parameter. Each
point on the ROC curve represents a sensitivity/specificity pair corresponding to a

particular decision threshold. The area under the ROC curve (AUC) is a measure of
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how well a parameter can distinguish between two classes (1 or 0).

A perfect classifier would have a ROC curve that passes through the top left
corner, representing 100% sensitivity (no false negatives) and 100% specificity (no
false positives). This way, the closer the ROC curve is to the top left corner, the
higher the overall accuracy of the test.

An important aspect of the ROC curve is that it shows the trade-off between
sensitivity and specificity. Any increase in sensitivity will usually be accompanied by
a decrease in specificity. The best test would be one that increases the proportion of
true positive results while minimizing false positive results.

The AUC represents a measure of separability or how much the model is capable
of distinguishing between classes. The higher the AUC, the better the model is at
predicting Os as Os and 1s as 1s. An excellent model has AUC near to the 1, which
means it has a good measure of separability. A poor model has AUC near to the 0,
which means it has the worst measure of separability, in fact it is reciprocating the
result. And when AUC is 0.5, it means the model has no class separation capacity
whatsoever.

The diagonal line from the bottom left to the top right is the line of no-discrimination,
which refers to a test that cannot discriminate between the diseased and the healthy.
A classifier that performs no better than random chance will have an ROC curve that
lies along this diagonal.

Examining the ROC graphs in Figures 4.10 and 4.11, it can be concluded that the
plots number 2, 4, 6, 8 and 10 from the Full Sets approach shows a better performance
than what is showing in 1, 3, 5, 7, and 9 from the Iterations approach. Besides the
curves being closer to the top left corner of the plot on Full Sets graphs (train baseline
and test baseline curves), they flow steadier than the curves in graphs from Iterations
approach.

As a conclusion, although the Full Sets approach presented slightly better curves,
they are considered statistically similar, and both approaches demonstrated unexpec-
ted similar performances.

In security contexts, such as intrusion detection or fraud detection, the datasets
are usually highly unbalanced, with a large number of non-fraudulent (negative) in-
stances and a small number of fraudulent (positive) instances. This skew in the class
distribution can make ROC curves misleading because the ROC curve might show a
high area under curve (AUC) value, implying good performance, even if the classifier

is performing poorly in correctly identifying the minority (positive) class, which is
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often the class of primary interest in security contexts. This is because the ROC
curve plots True Positive Rate (TPR) against False Positive Rate (FPR), and with
a highly unbalanced dataset, even a simple model that always predicts the majority
class will achieve a high TPR and low FPR, leading to a seemingly good ROC curve.

For these reasons, other measurements should be considered as well. ROC curves
are primarily useful in binary classification problems where both classes (positive and

negative) are more or less balanced.
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Figure 4.10: ROC graphs highlighting the curves for performance comparison (Itera-
tions vs Full Sets, 1 and 2)
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Figure 4.11: ROC graphs highlighting the curves for performance comparison (Itera-
tions vs Full Sets, 3, 4, and 5)
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4.6 Analysis: Random Forest vs Full Sets

In this section, I present the analysis and comparison of the performances between
the Random Forest and five Full Sets approaches (Table 4.5).

Table 4.5: Scores from Random Forest and Full Sets average

Scores Random Forest Aver. Full Sets

accuracy 0.99939 0.99919
precision 0.98374 0.98542
recall 0.80863 0.73883
AUC 0.90429 0.99565
PRC 0.79605 0.94237
specificity 0.99996 0.99997
f1 score 0.88763 0.84367

e Analysis:

Based on the score results, the indication is that the Random Forest algorithm
performs better in two scores, recall or sensitivity (0.80863 vs 0.73883) and f1 score
(0.88763 vs 0.73883); the Full Sets approach has better performance in two scores,
AUC (0.99565 vs 0.90429) and PRC (0.94237 vs 0.79605), and they have similar
performances in accuracy (0.99939 vs 0.99919), precision (0.98542 vs 0.98374), and
specificity (0.99997 vs 0.99996).

Highlights:

e Random Forest performs better than the Full Sets approach: Recall (0.80863
vs 0.73883) and f1 score (0.88763 vs 0.84367), meaning that the model is more
effective at identifying fraudulent transactions (it has higher recall) and has a
better balance between identifying positive cases and avoiding false positives (it

has a higher F1 score).

e Full Sets performs better than Random Forest: AUC (0.99565 vs 0.90429) and
PRC (0.94237 vs 0.79605), meaning that the Full Sets model, having a higher
AUC, is better at distinguishing between fraudulent and legitimate transactions
compared to the Random Forest model, and with a higher PRC, the Full Sets
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model shows a better balance between the ability to detect fraudulent transac-

tions (recall) and the ability to avoid false alarms (precision).

This thesis proposes a modified form of k-fold cross-validation in conjunction with
a neural network algorithm applied to the PaySim dataset. This technique generates
five distinct subsets from the same dataset, ensuring that 100% of the data is used
across all sets. This approach has superior performance compared to the machine
learning method, the Random Forest algorithm applied to the preprocessed dataset

without any special formatting, using the dataset as a whole just once.

The next part of this thesis is the Discussions, Chapter 5, presenting the findings

and discussions of this thesis.
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Chapter 5
Discussions

In this chapter, I present the analysis and interpretation of the results obtained from
this thesis, including a summary of the key findings, an interpretation of their mean-
ing, a comparison to existing research, an identification of limitations and implica-
tions, and a conclusion. In summarizing the results, I highlight the most important
findings and their significance. During the interpretation section I explain how my
results relate to the research questions and hypotheses, and what insights they offer.
I also compare my results to existing research and show the contributions my research
makes to the field. I acknowledge and consider the limitations and implications of
this thesis, so I summarize the key points and highlight the overall significance of my

research to the field.

5.1 Results Summary

The first evaluation was to calculate the average of the scores of the Iterations

approach, after applying the neural network model in all five iterations.

Each set is represented as follows:

e 20% of the full dataset;

e with 1642 class 1 (frauds) samples and 552440 class 0 (nonfrauds) samples.
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The second evaluation was to calculate the average of the scores of the Full Sets

approach, after applying the neural network model in all five sets.

Each set is represented as follows:
e 100% of the full dataset;

e with 8213 class 1 (frauds) samples and 2762200 class 0 (nonfrauds) samples.

The third evaluation was to compare the performance between the results of the
first evaluation, Iterations average, and the second evaluation, Full Sets average, and

determine the best performance.

The fourth evaluation was to compare the performance among the three machine
learning algorithms Random Forest, Logistic Regression and AdaBoost and determ-
ine the best method, based on the scores, after utilizing each of the them in the

classification process of the full PaySim dataset.

The fifth evaluation was to compare the winner method of the third evaluation
(Iterations vs Full Sets) to the winner of the fourth evaluation (machine learning
methods) and determine the best performance. Table 5.1 shows the summary of the

five evaluations.

Table 5.1: Evaluations summary

Evaluations Description

15t Iterations average

ond Full Sets average

3rd [terations vs Full Sets

4th Machine Learning approaches

5th Machine Learning vs (Iterations or Full Sets)

5.1.1 Results: Iterations approach
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Summary considering the averages of the five iterations, Table 5.2:

Table 5.2: Results of the five iterations (each with 20% of dataset) measurements and
the average

Scores Iterations Average

loss 0.00371
true positives 342
false positives 6
true negatives 165732
false negatives 145
accuracy 0.99909
precision 0.98287
recall or sensitivity 0.70222
AUC 0.98416
PRC 0.88761
specificity 0.99996
f1 score 0.81876
Total transactions 166225.0

e Loss: 0.00371, indicating this value as the difference between the predicted
probability distribution and the true probability distribution.

e True Positives (TP): 342, False Positives (FP): 6, True Negatives (TN): 165732,
False Negatives (FN): 145.

e Accuracy: It is the percentage of correctly classified examples out of all the
examples in the test set, 0.99909 (99.9%).

e Precision: The precision value means the percentage that the model predicts
an example to be positive, and it is likely to be correct. In this case, the value
is 0.98287 (98.3%).

e Recall (sensitivity): The proportion of true positive predictions (predicted as
frauds) out of all the actual positive examples (all fraudulent transactions), and
in this case, the recall is 0.70222 (70.2%).

e AUC: It ranges between 0 and 1, where a value of 1 indicates perfect performance
and a value of 0.5 indicates random performance (explained in detail in Chapter
2). In this case, the AUC is 0.98416 (98.4%).
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e PRC: The area under the precision-recall curve is another popular metric for
evaluating binary classification models. It ranges between 0 and 1, where a value
of 1 indicates perfect performance and a value of 0 indicates poor performance.
In this case, the PRC is 0.88761 (88.7%).

e Specificity: The proportion of true negative predictions out of all the actual neg-
ative examples in the test set. In this case, the specificity is 0.99996 (99.99%).

e F1 score: It is a measure of a model’s accuracy that combines precision and
recall into a single metric (trade-off between precision and recall). A high F1
score indicates that a model has both high precision and high recall, meaning
that it is good at both identifying true positive cases (fraudulent transactions)
and avoiding false positive and false negative predictions. In this case, the F1

score is 0.81876 (81.9%).

5.1.2 Results: Full Sets approach

Summary considering the averages of the five sets, Table 5.3:

Table 5.3: Full Sets average

Scores Full Sets Average

loss 0.00258
true positives 1214
false positives 19
true negatives 552420
false negatives 429
accuracy 0.99919
precision 0.98542
recall or sensitivity 0.73883
AUC 0.99565
PRC 0.94237
specificity 0.99997
f1-score 0.84367

Total transactions 554082
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e Loss: 0.00258.

e True Positives (TP): 1214, False Positives (FP): 19, True Negatives (TN):
552420, False Negatives (FN): 429.

e Accuracy: The percentage of correctly classified examples out of all the ex-
amples in the test set. The accuracy of the model is 0.99919 (99.92%).

e Precision: The precision value is the percentage the model predicts an example
to be positive, and it is likely to be correct. In this case, the precision is 0.98542,
indicating that when the model predicts a positive instance, it is correct 98.5%

of the time.

e Recall (sensitivity): The recall is 0.73883, indicating that the model has 73.9%
of probability of identifying correctly the positive examples.

e AUC: The AUC is 0.99565, indicating that the model has 99.6% of discrimin-

atory power rate.
e PRC: The PRC score is 0.94237 (94.3%).

e Specificity: A high specificity value means that the model is good at identifying
negative examples, and in this case, the specificity is 0.99997 (99.9%).

e F'1 score: The F1 score is 0.84367, which is the balance between precision and

recall.

5.1.3 Results: Machine Learning approaches

From Table 5.4, after analysis, the conclusion is that the Random Forest (RF)
algorithm has the best performance comparing to the other two machine learning
models Logistic Regression (LR) and AdaBoost (AB), in all scores.

e RF has the highest scores in accuracy (0.99939), precision (0.98374), recall
(0.80863), AUC (0.90429), PRC (0.79605), specificity (0.99996), and fl-score
(0.88763).
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e LR has the lowest scores among the three models, with the lowest accuracy
(0.99700), precision (0.49355), recall (0.44168), AUC (0.72016), PRC (0.21965),
and fl-score (0.46618).

e Although AB has relatively good performance, it is not as good as RF.

e AB has a higher precision (0.95160) and fl-score (0.73386) than LR but lower
than RF.

e AB has a better recall (0.59721) and AUC (0.79856) than LR, although still
lower than RF.

e In conclusion, RF is the best-performing model, followed by AB and then LR.

5.1.4 Results: Iterations vs Full Sets

Comparing the two sets of results from the Iterations and the Full Sets approaches,
the conclusion is that the Full Sets approach has better performance than the Itera-

tions approach, in all scores. See Table 5.5.

5.1.5 Results: Random Forest vs Full Sets

The results (see Table 5.4) shows:

e Random Forest algorithm performs better in three scores:

— in accuracy (0.99939 vs 0.99919)
— in recall or sensitivity (0.80863 vs 0.73883)
— in f1 score (0.88763 vs 0.84367)

e Full Sets approach has better performance in four scores:
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— in precision (0.98542 vs 0.98374)

in AUC (0.99565 vs 0.90429)

in PRC (0.94237 vs 0.79605)
— in specificity (0.99997 vs 0.99996)

To summarize,

Random Forest method is better at correctly classifying both fraud and legit-
imate transactions. It also identifies more fraud transactions correctly. And it

balances the precision and recall more effectively.

Full Sets approach is better at distinguishing between frauds and legitimate
transactions. It is also better at achieving both high precision and high recall.
It is better at accurately identifying frauds. And it is better at identifying

legitimate transactions.

The Random Forest approach has better performances in three scores, against

three scores in which the Full Sets method performs better.

The scores in which the Full Sets approach does not perform better than the
Random Forest method, the difference is considerably insignificant, while in 2
scores out of the 4 that the Full Sets approach performs better, the difference is
relevant, and they are AUC (0.99565 vs 0.90429) and PRC (0.94237 vs 0.79605).



Table 5.4: All three machine learning approaches and the Full Sets scores

Scores RF LR AB Aver. FS
true positives  1331.0 727.0 983.0 1214
false positives 22.0 746.0 50.0 19
true negatives 552414.0 551690.0 552386.0 552420
false negatives 315.0 919.0 663.0 429

accuracy  0.99939  0.99700  0.99871 0.99919

precision  0.98374  0.49355  0.95160 0.98542

recall or sensitivity  0.80863  0.44168  0.59721 0.73883
AUC  0.90429  0.72016  0.79856 0.99565

PRC 0.79605  0.21965  0.56950 0.94237

specificity  0.99996  0.99865  0.99991 0.99997

fl-score  0.88763  0.46618  0.73386 0.84367




Scores

Table 5.5: All the Iterations and Full Sets with their respective averages

Iter. 1 Iter. 2 Iter. 3 Iter. 4

Iter. 5

Aver.

FS1

FS 2

FS 3

FS 4

FS 5

Aver.

loss

true positives
false positives
true negatives
false negatives
accuracy
precision
recall or sensitivity
AUC

PRC
specificity
f1-score

0.00334 0.00300 0.00405 0.00341

349.0
7.0

165746.0 165729.0 165725.0 165713.0 165747.0 165732.0 552391.0 552431.0 552431.0 552418.0 552431.0 552420.4

123.0
0.99922
0.98034
0.73941
0.98099
0.87847
0.99996
0.84299

350.0
7.0

139.0
0.99912
0.98039
0.71575
0.99624
0.90886
0.99996
0.82742

354.0
4.0

142.0
0.99912
0.98883
0.71371
0.98498
0.90128
0.99998
0.82903

349.0
8.0

155.0
0.99902
0.97759
0.69246
0.99120
0.88562
0.99995
0.81068

0.00478
308.0
4.0

166.0
0.99898
0.98718
0.64979
0.96737
0.86381
0.99998
0.78370

0.00371
342.0
6.0

145.0
0.99909
0.98287
0.70222
0.98416
0.88761
0.99996
0.81876

0.00217 0.00279 0.00262 0.00264 0.00269

1313.0
49.0

329.0
0.99932
0.96402
0.79963
0.99577
0.94712
0.99991
0.87417

1126.0
7.0

517.0
0.99905
0.99382
0.68533
0.99726
0.94436
0.99999
0.81124

1183.0
9.0

459.0
0.99916
0.99245
0.72046
0.99602
0.94513
0.99998
0.83486

1251.0
20.0

393.0
0.99925
0.98426
0.76095
0.99347
0.93239
0.99996
0.85832

1195.0
9.0

447.0
0.99918
0.99252
0.72777
0.99573
0.94285
0.99998
0.83978

0.00258
1213.6
18.8

429.0
0.99919
0.98542
0.73883
0.99565
0.94237
0.99997
0.84367

g8
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5.2 Findings

5.2.1 False Negatives vs False Positives

The Trade-Offs

In financial fraud detection, as with many other binary classification problems, there
is often a trade-off between false positives (FP) and false negatives (FN).

A false positive in this context is when the system incorrectly predicts a transac-
tion as fraudulent when it is actually legitimate. This might cause some inconvenience
to the customer who has to prove their identity or validate the transaction, leading
to a negative customer experience. It also consumes resources of the fraud team who
have to manually review these false alarms. It happens mainly because the base rate
fallacy is not taken into account when analysing a classification problem like this.

A false negative is when the system fails to detect an actual fraudulent transaction.
This could potentially cause substantial financial losses if the fraudulent transactions
are of high value. This might also hurt the company’s reputation and trustworthiness
if such issues become known to the public.

In the ideal world, we would want to minimize both FP and FN. However, in
practice, reducing one often affects the other to increase. For example, if we tighten
the rules or thresholds to reduce FN, we might end up flagging more legitimate
transactions as fraudulent, increasing the FP rate. If we loosen the rules to reduce
FP, we might end up missing more actual fraud cases, causing a higher FN rate.

Finding the best trade-off between FP and FN depends on the specific needs
and risk tolerance of the financial institution. For instance, a company that values
customer experience highly might be willing to tolerate a higher FN rate in exchange
for a lower FP rate. On the other hand, a company that operates in a high-risk
market or has a smaller margin for loss might prioritize reducing FN even if it means
a higher FP rate.

This balance can be adjusted by changing the threshold for classification, employ-
ing different machine learning models, using specific techniques, constrained funda-
mentally by the Bayes error rate [46].

In any case, it is important to remember that the ultimate goal is not just to op-
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timize a certain metric or achieve the lowest possible FP or FN rate, but to effectively
manage and minimize the overall risk and impact to the business. This requires a
deep understanding of the business context, the cost implications of FP and FN, as

well as the capabilities and limitations of the machine learning models employed.

The Threshold

Determining the threshold for a specific false positive and false negative rate from a
precision-recall curve is described as follows.

Firstly, it’s important to note that precision (also known as positive predictive
value) is the fraction of true positives among the total predicted positives (true pos-
itives + false positives), while recall (also known as sensitivity) is the fraction of true
positives among the total actual positives (true positives + false negatives).

Precision and recall are inversely related. As the threshold decreases (making
the classifier more liberal), recall increases and precision decreases. On the other
hand, as the threshold increases (making the classifier more conservative), precision
increases and recall decreases. The precision-recall curve shows this trade-off for
different thresholds.

With a precision-recall curve for the model, and having the number of actual
positive cases, it is possible to infer the false positive and false negative rates indirectly
through precision and recall.

False Negatives: If Recall = TP/(TP+FN), then FN = TP*(1/Recall - 1). The
true positives (TP) are the actual positives multiplied by recall: TP = Actual Posit-
ives * Recall.

False Positives: You can calculate the number of false positives directly from
precision and the number of true positives. If Precision = TP/(TP+FP), then FP =
TP*(1/Precision - 1).

This approach will give the number of false positives and false negatives for every
point on the precision-recall curve, or every possible threshold.

Once the false positive and false negative rates of interest are determined, the
point on the curve that corresponds to these rates, is the optimal threshold.

The precision-recall curve only gives a general sense of how the false positive and
false negative rates trade-off for different thresholds. It does not calculate the exact

threshold values. For this, it is possible to directly inspect the predicted probabilities
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generated by the model and calculate the rates for different threshold values manually.
In practice, machine learning libraries like scikit-learn provide functions to calcu-
late the threshold directly:

from sklearn.metrics import precision_recall_curve

import matplotlib.pyplot as plt

# Assuming y_test are your true binary labels and y_score are
# the predicted probabilities

precisions, recalls, thresholds = precision_recall_curve(y_test, y_score)

# Plot Precision—-Recall ws Threshold curve
plt.figure(figsize=(8, 6))

plt.plot(thresholds, precisions[:-1], 'b--', label='Precision')
plt.plot(thresholds, recalls[:-1], 'g-', label='Recall')
plt.xlabel('Threshold')

plt.legend(loc="'best"')

plt.grid()

plt.title('Precision-Recall vs Threshold')

plt.show()

The precision_recall_curve function returns three arrays:

e Precisions: Precision values such that element 7 is the precision of predictions

with score = thresholds][i] and the last element is 1.

e Recalls: Decreasing recall values such that element i is the recall of predictions

with score = thresholds[i] and the last element is 0.

e Thresholds: Increasing thresholds on the decision function used to compute

precision and recall.

By plotting precisions and recalls over thresholds, it is possible to observe how
precision and recall change with different threshold values. This allows to select a
threshold that gives the best trade-off between precision and recall for specific problem

of interest.
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A high precision means a low false positive rate, and a high recall means a low
false negative rate. Selecting the right trade-off depends on the cost of false positives
vs. false negatives in each specific use-case, and the Bayes error rate is the optimal
decision boundary that minimizes risk.

On the other hand, reducing false positives in fraud detection systems is not just a
matter of improving the accuracy of the system, but is crucial to maintaining customer
satisfaction, ensuring operational efficiency, protecting reputation, and ultimately, the
survival and growth of the business.

Addressing fraudulent activity is undoubtedly a critical task within any business;
however, this responsibility can occasionally lead to an inadvertent bias among fraud
examiners, who may place disproportionate emphasis on this aspect alone. Con-
sequently, this could result in the overlooking of other equally vital facets of the
business. This is a delicate balancing act that organizations must manage carefully,
ensuring that while fraud prevention remains a priority, it does not eclipse attention

from other essential operational areas.

False Negatives & False Positives of Interest

In this section, I present a technique to manage the ratio false positives/false negatives,
with the goal to find an optimal threshold between them. I use the graph (Figure
5.1) Precision vs Recall with Train and Test baseline curves, from the Full Sets 1. I
used an online graph reader tool called Graphreader [47], to plot the points A, B, C,
D, E F, G H, I, J K, L and M on the graph. The coordinates of the points are
represented by Precision (x-axis) and Recall (y-axis). I used three points: G(0.695,
0.940), 1(0.800, 0.915), and K(0.895, 0.875).

1. Point G: Precision = 0.695, Recall = 0.940, Actual Positives = 1642

True Positives (TP) = Recall x Actual Positives = 0.94 x 1642 = 1544

False Negatives (FN) = Actual Positives — TP = 1642 — 1544 = 98

TP 1544
False Positives (FP) = Procision ~ TP = 0.605 1544 = 666
recision .

Precision x Recall B 0.695 x 0.94

= — = (.798
Precision + Recall % 0.695 + 0.94

Fl-score = 2 x
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Figure 5.1: Precision vs Recall graph with Train and Test curves for Full Set 1

2. Point I: Precision = 0.800, Recall = 0.915, Actual Positives = 1642

True Positives (TP) = Recall x Actual Positives = 0.915 x 1642 = 1502
False Negatives (FN) = Actual Positives — TP = 1642 — 1502 = 140

TP 1502
False Positives (FP) = Procision TP = % — 1502 = 375
recision .

Precision x Recall 0.8 x 0.915
F1- =2 =2x — =(.854
seore % Precision + Recall % 0.8 4+0.915 0.85

90
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3. Point K: Precision = 0.895, Recall = 0.875, Actual Positives = 1642

True Positives (TP) = Recall x Actual Positives = 0.875 x 1642 = 1437

False Negatives (FN) = Actual Positives — TP = 1642 — 1437 = 205

TP 1437
False Positives (FP) = P— —TP = m — 1437 =170
recision .

Precision x Recall B 0.895 x 0.875

Precision + Recall % 0.895 + 0.875 = 0885

Fl-score = 2 x

In summary (Table 5.6), these results demonstrate the trade-off between precision
and recall in the model’s performance. Depending on the specific needs and tolerance
for false positives and false negatives, a financial institution can choose a model
configuration that best suits their requirements. Point K, for example, might be
preferred if the goal is to minimize false positives, while point G could be chosen if

the highest recall is desired.

Table 5.6: Summary of the performance at points G, I, and K

Point Precision Recall False Negatives False Positives F1l-score

G 0.695 0.940 98 666 0.798
I 0.800 0.915 140 375 0.854
K 0.895 0.875 205 170 0.885

5.2.2 Addressing the Research Questions

e RQ1: Which approach has the best results, the Iterations method
that used 5 sets of 20% of dataset or the Full Sets approach that used

sets of 100% of dataset applied to the same neural network model?

The Full Sets approach typically leads to better performance because the neural
network is trained on the entire dataset, which provides more data for the model
to learn from. In contrast, the Iterations approach involves training the model

on smaller subsets of the data, which may not provide sufficient information for



92

the model to generalize well to new data. When using the Full Sets approach,
the neural network has access to more examples of each class, which helps it
learn more robust representations of the data. Additionally, by training on the
entire dataset, the model can identify patterns and relationships in the data

that may not be apparent in smaller subsets.

Furthermore, in the Full Sets approach, the data is divided into five sets, each
one with its own unique training, testing, and validation sets. This means that
the model is trained on all available data, tested on all available data, and
validated in all available data. Each set is used in turns as the validation set,
and test set, while the other three sets are used for training. This approach
allows for a comprehensive evaluation of the model’s performance and provides
a more accurate estimate of its generalization ability. By using all available data
for training and testing, the model can better capture the underlying patterns

in the data and produce more accurate predictions.

Concluding, the Hypothesis 1 (HP1: The approach that has better results
is the Full Sets, over the Iterations and the machine learning algorithms), is

confirmed and the results proved it to be consistent.

RQ2: Which traditional machine learning method has the best res-

ults, Random Forest, Logistic Regression or AdaBoost?

Random Forest, AdaBoost, and Logistic Regression are all machine learning
algorithms used for binary classification problems. However, Random Forest is
usually preferred over AdaBoost and Logistic Regression because of its ability
to handle high-dimensional and complex data. Here are some reasons why

Random Forest can outperform AdaBoost and Logistic Regression:

— Ensemble method: Random Forest is an ensemble method that combines
multiple decision trees, each built on a random subset of the features and
data, to create a more robust and accurate model. This approach reduces

the risk of overfitting and improves the model’s generalization ability.

— Handling nonlinear relationships: Random Forest can handle nonlinear
relationships between the features and the target variable, making it well-

suited for complex data. In contrast, AdaBoost and Logistic Regression
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are linear models, which assume that the relationships between the features

and the target variable are linear.

— Dealing with missing data: Random Forest can handle missing data by
using the available information to make predictions, whereas AdaBoost

and Logistic Regression require complete data to make predictions.

— Feature importance: Random Forest provides a measure of feature import-

ance, which helps to identify the most relevant features in the dataset.

— Robustness to outliers: Random Forest is less sensitive to outliers com-
pared to AdaBoost and Logistic Regression, which can be heavily influ-

enced by extreme values in the data.

So the results indicates that Random Forest has better performance than Lo-
gistic Regression and AdaBoost, for this particular dataset, and it confirms the
Hypothesis 2 (HP2: Random Forest has the best performance comparing to

Logistic Regression and AdaBoost), being the results consistent with it.

¢ RQ3: How does the best approach submitted to the neural network
model compare to the best machine learning approach in perform-

ance?

The results show that Random Forest performs better in three scores: accuracy,
recall or sensitivity, and fl-score. On the other hand, the Full Sets approach

performs better in four other scores: precision, AUC, PRC, and specificity.

The results indicates that the slight difference in the performance scores in favor
of Full Sets against Random Forest, are not statistically significant, they both

perform similar.

5.2.3 True Positives, False Positives, True Negatives, False
Negatives.
The research highlights the importance of identifying false positives and false negat-

ives in financial fraud detection. While high true positive and true negative rates are

desirable, the focus should be on reducing the false negative rate. This is because a
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false negative can result in missed opportunities to detect fraudulent activity, which
can be detrimental to the financial industry.

Therefore, reducing the false negative rate should be prioritized over reducing
the false positive rate, even if it results in a higher number of false positives. This
means that financial fraud detection systems should prioritize identifying as many
potential fraudulent activities as possible, even if some of those activities turn out
not to be fraudulent. These findings emphasize the need to improve the accuracy of
fraud detection systems and minimize risks associated with fraudulent activities in
the financial industry.

According to a study by the Association of Certified Fraud Examiners, reducing
fraudulent transactions (false negatives) is considered the most important factor in
the effectiveness of fraud detection systems. The study found that reducing false
negatives was more important than minimizing false positives, which can sometimes
be seen as a necessary cost of catching fraud [5].

Nevertheless, the repercussions of high false positive rates can be quite damaging.
Frequent false positives can lead to dissatisfaction and may even prompt customers
to switch to a different service provider, leading to a loss of business for the company.
While it’s critical to catch as many fraudulent transactions as possible, the necessity

of reducing false positives is equally vital.

5.3 Threats to Validity

In the context of quantitative research, Campbell in [48, 49] states that threats
to validity refer to factors that could undermine the internal or external validity of
a study. Internal validity refers to the extent to which a study’s results are due to the
manipulation of the independent variable, rather than unrelated factors. External
validity refers to the extent to which a study’s results can be generalized to other
populations or settings.

In the case of binary classification with highly unbalanced datasets, one classic
threat to validity is sample bias. It occurs when the classes being classified are not
represented equally in the sample, which can lead to biased models that are optimized

for the majority class. This can result in poor performance on the minority class,
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which may be the class of interest in many applications.

o Addressed: In this thesis, sample bias was addressed through the utilization of a
modified form of 5-fold cross-validation in the dataset, during the evaluation of
Full Sets methods. In other words, this proposed technique ensured that the five
sets had classes proportionally distributed each one and they were representative
of the full dataset, as well as the subsets for training, validation, and test, had

all proportional class distribution.

Another potential threat to validity is measurement bias. In binary classi-
fication problem with unbalanced datasets, the performance of a model is typically
evaluated using measurements such as accuracy, precision, recall, and F1 score. How-
ever, only using these scores can be misleading when applied to highly unbalanced
datasets, as they may not accurately reflect the performance of the model on the
minority class. So alternative measurements score, such as AUC (area under the
curve) and ROC (receiver operating characteristic) curve, should be included in the

evaluation.

e Addressed: This issue was handled, through utilizing a variety of alternative
measurements scores. Several studies in the field considered to use a combina-

tion of scores for evaluating the performance of models on unbalanced datasets.

Confounding variables may also be a threat to validity in binary classification
with unbalanced datasets. For example, the class unbalance may be related to other
variables in the dataset, such as the sampling method or the presence of outliers. Fail-
ing to account for these variables can lead to biased models that are not generalizable

to other datasets.

e Not Addressed: This issue was not directly handled in this thesis, however, there
are ways to manage the effects of confounding variables. One approach is to use
statistical techniques such as regression analysis [50] to control for the effects of
confounding variables on the dependent variable. Another way is to conduct a
sensitivity analysis [51] to explore the impact of potential confounding variables

on the study’s findings.
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Class unbalance is another threat of validity that may impact the performance
of the model, and it occurs when the number of observations in one class is much
larger or smaller than the number of observations in the other class. However, in
fraud detection studies, it is quite common to occur a relevant unbalance on the
dataset because the frauds are the minority class. The unbalance can not be avoided
in the raw dataset due to the nature of information, however there are techniques to
manage it. Class unbalance can lead to poor model performance, as the model may

be biased towards the majority class.

e Not Addressed: This issue was not addressed using one of the traditional meth-
ods. Although I wanted to keep the focus of this thesis on the splitting technique
proposed here and evaluate it, there are some techniques that can be effective

for handling class unbalance in fraud detection:

— Undersampling: Involves removing examples from the majority class to
balance the class distribution. In fraud detection, this may involve ran-
domly selecting a subset of legitimate transactions to match the number

of fraudulent transactions [52].

— Oversampling: Consists of creating additional examples of the minority
class to balance the class distribution. In fraud detection, this may in-

volve generating synthetic fraudulent transactions using techniques such

as SMOTE [53].

— Ensemble learning: Entails training multiple models on different subsets
of the unbalanced dataset and combining their predictions to make a final
decision. This can be particularly effective in fraud detection, as it allows

the model to learn from different patterns in the data [54].

— Cost-sensitive learning: Involves assigning a higher cost to misclassifying
the minority class, which in this case would be misclassifying a fraudulent
transaction as legitimate. This encourages the model to pay more attention

to the minority class during training.

Poor data quality, such as missing values or outliers, can also affect model

performance and limit the validity of the results.
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o Addressed: This issue was handled during the phase of preprocessing of the

dataset. It was verified whether the dataset presented missing values.

Overfitting occurs when a model is too complex and fits the training data too
closely. This can result in poor generalization to new data and limit the validity of

the model’s predictions.

e Addressed: The potential issue of overfitting was addressed through the employ-
ment of a less complex neural network model, minimizing the model’s propensity
to capture noise and misleading patterns in the training data. This simpler
model promotes better generalization to unseen data, improving robustness
and reliability. The performance scores of the model were plotted over each
epoch of training and validation, which allowed us to observe potential signs of
overfitting such as divergence in the loss and accuracy trends between training

and validation sets.

Additionally, the early stopping technique was used. Early stopping is a type of
monitoring of performance of the model on a validation set during training and
it stops the training process once the performance starts to deteriorate, which

can indicate that the model is starting to overfit.

The modified form of k-fold cross validation technique:

— ensures that each class has a proportional representation in each split

— is less prone to bias due to differences in the data distribution across dif-

ferent splits

— is less likely to result in overfitting since the same data is not used for both

training and validation across the iterations

5.4 Prior Research

In 2022, Johari [17] proposed a study using a deep learning approach, the Con-

volutional Neural Network (CNN), to perform a binary classification on the PaySim
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unbalanced financial dataset. Their proposal was to make an investigation where the
machine learning method Restricted Boltzman Machine (RBM) applied to this same
dataset, would be confronted in terms of performance, against the proposed CNN
approach. The scores results showed a better performance of the CNN approach,

outperforming the RBM model.

The scores of the CNN performance are shown in Table 5.7, based on the confusion

matrix and compare to my proposed Full Sets approach scores:

Table 5.7: Comparison between Convolutional Neural Network vs Full Sets scores
performance

Scores CNN Full Sets

true positives 1369 1214
false positives 17 19
true negatives 690515 552420
false negatives 702 429

accuracy 0.99890  0.99919
precision  0.98780 0.98542

recall 0.66010  0.73883

AUC 0.83000  0.99565

PRC 0.93630  0.94237

specificity  0.99990  0.99997
f1-score 0.79380  0.84367

Total transactions 692603 554082

Analysis:

e Full Sets is more proficient in identifying fraudulent transactions amongst the
actual frauds than the CNN model. It also demonstrates a superior balance
between correctly identifying both fraudulent and non-fraudulent transactions,

and it is more effective at maintaining a balance between precision and recall.

e Full Sets and CNN has similar specificity, accuracy, precision and PRC scores,

meaning that they both have the same performance in correctly identifying
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non-fraudulent transactions, classifying frauds and nonfrauds, classify a trans-
action to be fraudulent, and have similar performances across all classification
thresholds.

e Full Sets and CNN have similar false positives, false negatives and true positives.

e Although the difference in the results are not statistically significant, Full Sets
has a slightly better performance than CNN.

e These unexpected results highlight aspects to be considered in regard to the

dataset’s properties.

5.5 Future Work & Contributions

As future work, I propose to apply regression analysis and sensitivity analysis tech-
niques to detect confounding variables and their effect on the dependent variable on
the dataset. This will enable a more comprehensive understanding of the relationship
between the independent and dependent variables in the study. Through the use of
regression analysis, it is possible to identify the extent to which a particular variable
influences the dependent variable, while sensitivity analysis can provide insight into
how changes in one variable affect the outcome of the study. These techniques will
enhance the robustness of the study’s findings, enabling more accurate conclusions
as results. A special attention should be given to the findings related to this dataset
and the possible issue it may have in regard to its representativeness as a real-world

dataset.

Synthetic dataset

In 1998 and 1999, the DARPA Intrusion Detection System Evaluations [55], con-
ducted by Lincoln Laboratory, were one of the first major efforts to evaluate the
effectiveness of intrusion detection systems (IDS). These evaluations utilized a syn-
thetic dataset for evaluation, which was generated in a military network environment

and included both normal network traffic and simulated attacks.
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However, the evaluations and the dataset have been subject to critique due to

several reasons:

e Lack of Realism: Some critics argued that the dataset does not accurately
represent real-world network traffic or attack patterns. The synthetic nature of
the traffic and attacks may not capture the complexity and variability of real-
world scenarios. In particular, the attacks were simulated and hence might not

represent the techniques, tactics, and procedures employed by actual attackers.

e Lab Environment: The data was generated in a lab environment, which may
not reflect the operational conditions in which IDS are deployed. This can affect
the external validity of the evaluation i.e., the extent to which its findings can

be generalized to real-world settings.

e Unbalance: The dataset has a high unbalance between normal and attack traffic,
which may not be representative of the actual rates of attacks in operational

environments.

e Labeling Issues: There have been concerns raised about the accuracy of the

labeling in the dataset, with some instances possibly being misclassified.

e Reproducibility: Due to the unique way in which the dataset was generated,
it’s hard to replicate the experiments and compare the results with new IDS

methods or against other datasets.

e These critiques reflect the challenges in conducting realistic and effective eval-
uations of IDS and highlight the importance of using representative and accur-

ately labeled datasets in such evaluations.

A future direction for a research is to evaluate this PaySim dataset aiming the
validation as a valid representative of a real-world dataset, or demonstrate the real
problems with this dataset. The suggested model for this work is the convolutional
neural network as the main model, CNNs have shown great potential in solving com-
plex problems in a wide range of fields, including image and speech recognition, nat-
ural language processing, and medical diagnosis. The use of CNNs may also provide
insights into the mechanisms that underlie the relationship between the independent

and dependent variables.
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As another future work, a direction would be to extensively test and optimize
models on the PaySim synthetic dataset. The objective would be to achieve excep-
tional performance, significantly minimizing the rates of false positives and negatives.
Once optimal results are obtained with the synthetic dataset, an intriguing next step
would be to validate and compare the performance of these models on real-world
datasets. Specifically, one could aim to identify and employ datasets that bear sim-
ilar characteristics to the PaySim data. This could provide valuable insights into the
generalizability and robustness of the models trained on synthetic data, and offer
a more nuanced understanding of how effectively these models can transition from

synthetic to real-world scenarios.

My contribution to the field through my thesis:

The synthetic nature of this PaySim dataset used in this thesis raises certain
issues. Synthetic datasets, while advantageous in certain aspects such as privacy
preservation and easy availability, have a crucial limitation: they may not completely
reflect the complexities and variances present in real-world data. This discrepancy
can potentially lead to models performing well in synthetic scenarios but faltering
when faced with real data. Therefore, while my model’s showed good results, it is
important to acknowledge this limitation in interpreting its potential efficacy in a
real-world context. This thesis, therefore, emphasizes the need for rigorous testing
and validation of models on real-world data to truly evaluate their performance and
utility in practical applications. Synthetic data aims to mimic real-world data, but
depending on how it’s generated, it may not perfectly capture the complexities of
real-world data. This might impact the performance of the models and not be able
to provide realistic results.

I recommend, in the form of a study, to evaluate the PaySim simulator with a
real-world data and compare results. The techniques used to generate synthetic data
must be critically examined and continuously refined to ensure they capture the key
characteristics of the system they are modeling. Furthermore, models trained on
synthetic data should ideally be validated on real-world data wherever possible, to
affirm their effectiveness in practical applications.

In essence, synthetic datasets offer promising opportunities, but their use calls
for caution, rigorous validation, and continuous refinement to ensure the efficacy of

models developed using them.
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The novelty in my thesis lies in a unique method of data splitting for machine
learning model training. Unlike traditional approaches observed in prior works, the
data is split into random parts, with an added element of shuffling, not only before
the split, but also post-splitting. This additional randomness in the training data-
set preparation, while seemingly simple, introduces a new level of robustness to the
model’s ability to learn and generalize from the data. Furthermore, the method was
applied to a neural network model, representing an innovative crossover of techniques

typically associated with standard machine learning algorithms.
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Chapter 6
Conclusion

Financial fraud can cause significant harm to individuals, businesses, and society,
including financial losses, damage to credit scores, emotional distress, and erosion of
trust in financial institutions and systems. The global cost of occupational fraud is
estimated to be around $3.7 trillion annually. With the rise of digital technologies,
cybercriminals use various tactics to gain access to sensitive information and steal
money, making it crucial for individuals and organizations to stay vigilant and take
steps to protect themselves from online fraud. To combat these criminal incursions,
researchers have conducted extensive studies on various aspects of fraud, including
its causes, detection, prevention, and punishment.

Prior research developed relevant studies to mitigate cybercrimes, reduce stat-
istics rates in favor of financial frauds, and keep up-to-date with the never ending
advancement of criminal technology.

In the course of this thesis, I proposed a comprehensive comparison of two dis-
tinct approaches, Full Sets and Iterations, and also three different machine learning
algorithms, Random forest, Logistic Regression and AdaBoost. The comparative
study aimed to deliver an understanding of how these methods interact with the
dataset. This examination was executed on a synthetic dataset called PaySim, which
prior research has used in conjunction with convolutional neural network (CNN) ap-
proach. By undertaking such a comparative study, this research aimed to provide
more extensive insights and facilitate a broader understanding of the potential of
different approaches.

However, an unexpected yet significant contribution of this thesis ended up being
a crucial cautionary note about the synthetic dataset used. Despite its frequent

use in prior research, it became evident that this dataset might suffer from a lack
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of representativeness of the real-world scenarios it aims to emulate. This lack of
representativeness is a significant concern, as models trained on such a dataset might
perform excellently in testing but falter when deployed in real-world applications.
This revelation has potential implications for numerous studies in the field that utilize
synthetic datasets and underscores the importance of rigor in dataset selection and
scrutiny.

Finally, the technique used to generate the synthetic dataset raised doubts. While
synthetic data can be a powerful tool when real data is scarce or sensitive, the gen-
eration method must accurately capture the key characteristics of the system it is
modeling. The divergence seen between expected and observed model performance
in this study suggests potential shortcomings in the data generation technique used.
These concerns put forth a call to action for further investigation into the method-
ologies used for synthetic data generation. These insights bring value to the field,
fostering critical thought about dataset choice and the potential impacts on model

performance and generalizability.
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