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Abstract

This dissertation addresses two major issues associated with a built-in self-test
environment: (1) how to measure whether a given test vector generator is suitable
for testing faults with sequential behavior. and (2) how to measure the safety of

self-checking circuits.

Measuring the two-vector transition capability for a given test vector gener-
ator is a key to the selection of the generators for stimulating sequential faults.
The dissertation studies general properties for the transitions and presents a novel.
comprehensive analysis for the linear feedback shift registers and the linear hybrid
cellular automata. As a result. the analysis solves the open problem as to ~how to
properly separate the inputs when the LHC A-based generator is used for detecting

delay faults™.

In general. a self-checking circuit has additional hardware redundancy than the
original circuit and as a result. the self-checking circuit may have a higher failure
rate than the original one. The dissertation proposes a fail-safe evaluation to predict
the probability of the circuit not being in the fail-state. Compared with existing
evaluation methods. the fail-safe evaluation is more practical because it estimates
the safety of the circuit. which is decreasing as time goes on. instead of giving a

constant probability measure.

Various other results about improving fault coverage for transition delay faults

and testing in macro-based combinational circuits are derived as well.
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Chapter 1

Introduction

1.1 Motivation

During its lifetime. a digital system is tested and diagnosed on numerous occasions.
For the system to perform its intended mission with high availability. both testing
and diagnosis must be performed quickly and effectively[AKS93].

The primary objective of testing digital circuits at the chip. board. or system
level is to detect the presence of hardware failures induced by faults in the manufac-
turing processes or by operating stress or wear-out mechanisms. There is nothing
fundamentally difficult in the functional testing of digital circuits. All that is nec-
essary is to apply some input test vectors and observe the resulting digital output
signals. The problem. basically. is the volume of data and resultant time to test.
For circuits with a small number of logic gates. fully-exhaustive functional testing
may be possible. As circuit size increases, techniques to ease this problem become
increasingly necessary [Hur98].

Built-in self-test (BIST). i.e.. self-test implemented in the hardware itself. is a
general approach to test a digital system [ABF90]. A widely accepted approach

to BIST is to use a pseudo-random vector generator and a data compactor. The
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generator produces the test vectors applied to a circuit under test and the compactor
reduces the response to these vectors to a single value (e.g.. 16 or 32 bits) known as
a signature.

[n general. LFSMs (Linear Finite State Machines) [Sto73]. such as an LFSR
(Linear Feedback Shift Register) [BMS87] and an LHCA (Linear Hybrid Cellular
Automata) [HMP+389. HMC89. SSMM90. ZBM92| are used as BIST test vector
generators. Note that it is not practical to apply all 2" — 1 vectors to an n-input
circuit with n over 25 when using an n-cell generator because it takes too much
time. Therefore. minimizing the number of test vectors applied to the circuit for
detecting all possible faults is one of the major concerns.

On the other hand. an important problem one faces during the design of a BIST
circuit is not only to detect stuck-at faults but also to detect delay faults. normally
due to random variation in process parameters that often cause propagation delays
to exceed their limits. That is. we need to consider the effectiveness of the test
vector generator for detecting faults with sequential behavior in the circuit under
test.

A general approach for measuring the quality of a generator is based on fault
simulation to see how many faults considered can be detected when a test vector
sequence, produced by the generator. is applied to the circuit. Simulation is a useful
approach for comparing the performance of different BIST generators for different
fault models. However. without analyzing the fault models considered and the
properties of the generators. it is not easy to draw any general conclusion.

In a BIST environment. a checker. which compares two values to see whether
they are the same. is required. For example. the signature generated via the test
should be checked to see if it is correct. Self-checking techniques should be applied
to such a checker. so that any fault in the checker can be detected as well. In general.

self-checking circuits are tested during normal operation. Therefore. evaluating the
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quality of the self-checking circuit should be under the normal operation of the
circuit.

Although a considerable amount of work has been done regarding performance
evaluation and improvement in BIST. there still exist gaps between models (or
methodologies). used in the evaluation and the performance improvement. and the
realities of testing in circuits. Consequently. researchers are continuously working in
this area in order to expose new approaches which are more reliable in practice. This
dissertation addresses the following issues about the evaluation and the performance

improvement in BIST.

(a) Quantitative Measures of Test Vector Generators

In a BIST environment. choosing a test vector generator for stimulating defects
in a circuit under test is a complex issue. Since it is not easy to abstract fault
models from physical defects. researchers use stuck-at faults as a general fault
model to measure the effectiveness of the stimulation source used. However.
there are serious limitations in predicting defect levels based on stuck-at fault
coverage [PNK*94|. Faults with sequential behavior. such as delay faults. are
an increasingly frequent problem with modern circuits and have been subject

to considerable study.

We place emphasis on measuring the effectiveness of a generator for stimu-
lating delay faults and are particularly interested in attempting to develop a
sound theoretical approach to compare generators which are suitable for test-
ing sequential type faults (such as delay faults). Such faults require a pair of
vectors for stimulation, the first to set-up the fault. and the second to propagate

the fault to a circuit output.

A comprehensive description of the development of delay testing is given

in [Sav92| and an approach to the selection of a proper test vector genera-
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tor to apply to a circuit under test is proposed in [Sav95. Sav97]. It is noted
that the two-vector testing capabilities for the generators are plaving a key

role in testing the delay faults.

A method for assessing the two-vector testing capabilities of linear test vector
generator circuits is given in [FM91]. where transition coverage is introduced as
a metric. In [ZBM92. Zha93]. an analysis of transition coverage is presented.
which derives the exact number of distinct transitions for a linear feedback
shift register (LFSR). a linear hybrid cellular automata (LHCA). and two
modified generators. XLFSR and XLHCA. for a number of specific substate
vectors. For a 2n-cell LHCA. an approach is given in [NVCC94] to select an
n-cell substate vector such that the corresponding vector sequence has 22"

transitions.

Our goal is to concentrate on any x-cell substate vector and evaluate the
number of distinct k-cell substate vectors which produce the maximum number
2%k 1 < k < |n/2]. of distinct transitions for any n-cell LHCA and LFSR
with maximum length cvcles. We derive a general theoretical answer to the
question as to why the LHCA are better than the LFSR as BIST generators

for sequential faults.

We develop an approach to calculate the number of transitions for a given
substate vector for an LFSR or LHCA. The approach is efficient because it
directly examines the feedback for each cell in the substate vector instead of
evaluating the rank of the corresponding submatrix. In such a way. we can
derive the numbers of distinct k-cell substate vectors that have 2%* transitions.
which gives an indication as to how good the test vector generator is for
detecting sequential faults. As a result, the analysis solves the open problem
of “how to properly separate the inputs when an LHCA-based generator is

used for detecting delay faults”. proposed in [Sav93. Sav97].
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(b) Improving Fault Coverage for Transition Delay Faults

For a given n-input circuit under test. we need to apply a test sequence pro-
duced by an n-cell test vector generator for detecting sequential faults. In
general. we have n! different ways to assign connections between the circuit
input and the generator output. An interesting open question is proposed
in [ZBM92, Zha93] as to whether a proper connection can be identified based
on specific knowledge of the circuit topology or the functionality of the circuit
on knowing the sequential faults considered and the transition property for a

BIST vector generator used. so that the fault coverage is maximized.

Considerable work toward improving stuck-at fault coverage has been pre-
sented recently (e.g., [Avr94. HK93. KT94. LGB94. MMR94. TM94. HRT*95.
MV95]). However. not much attention is being paid to the improvement of
fault coverage for sequential faults. One of the major reasons is that the latter
problem is much harder than the former. For example. if all transition delay

faults are detected. then all stuck-at faults are covered automatically.

To meet the needs of current application requirements. however. we attempt
to derive the best possible result using limited computer resources and specific
knowledge about the problem. We present our results based on random con-

nections between the circuits and test vector generators. which look promising.

(c¢) Testing in Macro-Based Combinational Circuits

Macro-based combinational circuits considered are those constructed by look-
up table (LUT) based field-programmable gate arrays (FPGA). It is mentioned
in [Tri92] that FPGAs can be fully tested after manufacture. so users’ designs
do not require test program generation. automatic test pattern generation. and
design for testability. In fact, the possibility still exists that the circuit may

not work properly. resulting from component defects. e.g.. component wear-
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out. Therefore. in [PR94], the problem of testing delay faults in macro-based

combinational circuits is considered and two delay fault models are proposed.

Macro-based circuits are obtained as a result of technology mapping. It is
instructive to apply logic synthesis techniques to the whole design in which
the testing issues are included. Considering the key issues. such as circuit
representation. technology mapping. and testing techniques used. we intend
to analyze the problems deeply and examine a general testing strategy for

macro-based circuits.

(d) Safety of Self-Checking Circuits

Self-checking circuits can detect the presence of transient and permanent faults
because they are designed with additional sub-circuits that are used to monitor
whether the circuits work correctly during normal operation. However. self-
checking circuits may not necessarily be safe because some faults in the circuits
may not necessarily be detected. Therefore. we need a proper evaluation for

such circuits.

A primary difficulty with self-checking circuits is that. while both a circuit
and a checker may be totally self-checking, the resulting composite circuit is
not necessarily totally self-checking. That is. it is possible for there to be
erroneous outputs from the circuit which are not caught by the checker. This
is caused by the presence of one or more faults in the checker which have not
been exposed by an appropriate stimulus from the circuit. The problem is
that one of the two primary assumptions for totally self-checking circuits (i.e..
faults occur one at a time. and the time interval between occurrences of any
two faults is long enough for all input codewords to be applied to the circuit)

is often not met during normal operation of the circuit.

The design of self-checking circuits has been discussed for more than twenty
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vears. However. comparatively little has been done on the analytical evalua-
tion of their performance. The existing evaluations are based on determining
whether a given circuit satisfies the totally self-checking goal or calculating
how much of the goal has been achieved by the given circuit [LM84. FMM34.
FMS87. LF93].

Consider the evaluation of the safety of a self-checking circuit with combina-
tional logic. Since the circuit is tested under normal operation. as time goes
on. it may be in a different state from a perfect state in which any erroneous
output can be detected. It could be in an unstable state in which an erroneous
output may be detected or may not. a safe-state when the erroneous output
has been caught. or a fail-state because the erroneous output is undetected.
Consequently. we propose a fail-safe evaluation. using a Markov model to de-
scribe the state transitions and predict the probability of the circuit not being

in the fail-state.

1.2 Outline of the Dissertation

The chapters of this dissertation cover general properties for transitions for linear
finite state machines (Chapter 2), analysis of the transition property for linear feed-
back shift register and linear hybrid cellular automata (Chapter 3). transition faults
in combinational circuits (Chapter 4). transition faults in look-up table based FPGA
circuits (Chapter 3), the safety of self-checking circuits (Chapter 6 and Chapter 7).
and general conclusions and further work (Chapter 8).

Chapter 2 provides knowledge of linear finite state machines and their general
properties for transitions.

Chapter 3 presents a method of evaluating the effectiveness of the LHCA and

LFSR as test vector generators for stimulating faults requiring a pair of vectors.
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Chapter 4 reviews the transition fault model and detection requirements. Then.
it provides empirical comparisons to show that the analysis of the transition property
presented in Chapter 3 is a reasonable metric of the effectiveness of the test vector
generator in testing delay faults.

Chapter 5 examines the testing of look-up table based FPGA circuits. and pro-
poses the transition fault models and detection requirements for such circuits. [t
also discusses the technology mapping problem and proves the NP completeness of
the K-RLMP (Restricted K-LUT Minimization Problem) problem for A" = 3 and 4.

Chapter 6 examines performance evaluation of self-checking circuits. reviews the
existing methods. and discusses potential problems with them.

Chapter 7 develops a new approach to evaluate the safety of self-checking circuits.
Compared with existing evaluation methods. the proposed approach is more prac-
tical because it estimates the safety of the circuits. which is decreasing as time goes
on. instead of giving a constant probability measure.

Chapter 8 summarizes the major contributions of the dissertation and raises

several related problems as further work.



Chapter 2

Linear Finite State Machines

This chapter presents a combinatorial method of evaluating the effectiveness of linear
hybrid cellular automata (LHCA) and linear feedback shift registers (LFSR) as test
vector generators for stimulating faults requiring a pair of vectors. We provide a
theoretical analysis and empirical comparisons to see why the LHCA are better
than the LFSRs as the generators for sequential-type faults in a built-in self-test
(BIST) environment. Based on the concept of a partner set. the method derives the
number of distinct k-cell substate vectors which have 22%. 1 < k < |n/2]. transition

capability for an n-cell LHCA and an n-cell LFSR with maximum length cycles.

2.1 Introduction

In this chapter, we place emphasis on measuring the effectiveness of a generator
for stimulating faults with sequential behavior. e.g., delay faults. in a combinational
circuit. since those faults are an increasingly serious problem with modern circuits
and have been subject to considerable study. Usually linear finite state machines
(LFSM). e.g., linear feedback shift registers (LFSR) [BMS87] or linear hybrid cel-
lular automata (LHCA) [HMP*89, HMC89, SSMM90, ZBM92]. are used as BIST



CHAPTER 2. LINEAR FINITE STATE MACHINES 10

generators. Such a generator is sequenced through a number of states with each
state serving as a test vector. The coverage of combinational faults. such as stuck-
at faults. depends entirely on the inclusion of the appropriate vectors within the
sequence generated. It is well known that the performance of LFSM in this con-
text is determined only by the characteristic polynomial of the LFSM. and actual
implementation (whether it is as an LFSR. an LHCA or some others) is largely
irrelevant.

On the other hand. the question of generators for stimulating sequential faults
is much more interesting. We are particularly interested in attempting to develop
a sound theoretical metric for comparing generators which are suitable for testing
faults with sequential behavior. e.g.. delay faults. which require a pair of vectors for
stimulation. the first to set-up the fault. and the second to propagate the fault to a
circuit output. The effectiveness of a particular test vector generator in stimulating
sequential faults is dependent upon its state transition sequence. i.e.. the number of
distinct pairs of vectors produced by the generator.

A method of assessing the two-vector testing capabilities of linear test vector
generator circuits is given in [FM91]. where transition coverage is introduced as a
metric. In [ZBM92], an analysis of transition coverage is presented. which derives
the exact number of distinct transitions for the LFSR. LHCA. and two modified
generators. XLFSR and XLHCA. for a number of specific substate vectors. For a
2n-cell LHCA. an approach is given in [NVCC94] to select an n-cell substate vector
such that the corresponding vector sequence has 22" transitions.

We concentrate on any k-cell substate vector and evaluate the number of distinct
k-cell substate vectors which produce the maximum number 2%*. 1 < k < |n/2|.
distinct transitions for any n-cell LHCA and LFSR with maximum length cvcles
and give a general theoretical answer to the question as to why LHCA are better

than the LFSRs as BIST generators for sequential faults.
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The rest of the chapter is organized as follows. Section 2.2 reviews LFSR and
LHCA. Section 2.3 introduces general definitions for transitions and their properties.
In Section 2.4. we present algorithms of determining the partner sets.

In the next chapter. we give details of derivation for the number of different k-cell
substate vectors which have 22* transition capability for the LHCA and LFSR and
claim that LHCA have a much higher transition space than LFSR. and summarize

our major results.

2.2 Linear Finite State Machines

Linear finite state machines (LFSM) that are of interest are called autonomous linear
machines [Sto73]. i.e.. they have no inputs. In the remainder of this chapter. LFSM
refers to an autonomous linear machine. In general. the next state function of an
LFSM is represented by a state transition matrix T. For an n-cell state vector s.
the next state vector s? is given by st = s - T. where all operations are carried out
over G F(2). the Galois Field of order 2 [Sto73].

In this section. we briefly review practical linear finite state machines. viz.. linear
feedback shift registers and linear hybrid one-dimensional cellular automata. Since
thev are specific instances of LESM. they have all the general properties of LESM.
The only difference is that they have different state transition matrices which are

described as follows.

2.2.1 Linear Feedback Shift Register

A linear feedback shift register (LFSR) [BMS87] is an LFSM. Each state is uniquely
determined from the previous state. There are two configurations for an LFSR: a
Tvpe I LFSR which has the exclusive-OR gates between the cells. and a Type II
LFSR which has exclusive-OR gates on the feedback path. We assume that shifting
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and numbering of the cells are from left to right. For convenience. the Type [ and

Type II LFSRs are simply named LFSR(I) and LFSR(II). respectively.

Figure 2.1 (a) LFSR(I) and (b) LFSR(II) with characteristic polynomial r3+r>+1.

w L 1

-

Sq So S3 S4 Ss

Example 2.1 Figure 2.1 shows the two types of LFSRs derived from the same poly-
nomial r> + r? + 1. We can write a set of state transition equations for any LFSR.

For example. the equations for the LFSR(I) of Figure 2.1(a) are:

ST = 3$3
52+ = 31
.s; = 83 + S5
SI = 33
S; = 354

where s; is the present state of the cell i and s} is the next state with all operations

being carried out over GF(2). Hence
(s¥.st.st.st.sT) =

s7.83.83.87.53) = (s1.82.53.84.585) 1.

where T is the state transition matriz for the LFSR(I) of Figure 2.1(a) as follows:
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Similarly. the state transition matriz for the LFSR(II) of Figure 2.1(b) is given by

(o 00 )
100
010}§- o
00 1

00 0)

—
o
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— QO
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\
2.2.2 Linear Hybrid Cellular Automata

The linear hybrid cellular automata (LHCA) considered are LFSM each composed
of a one-dimensional array of cells. which only communicate with their immediate
neighbors [SSMM90]. Figure 2.2 is an example of an LHCA. The LHCA is said to

have null boundary conditions since the two end connections are fixed at 0.

Figure 2.2 A 3-cell LHCA with characteristic polvnomial z°> + % + I.

0~ (150) (150) (150) (150) (90) |_q

Sy S2 $3 Sq 33

Definition 2.1 Lets;.1 < i< n, be the present state of cell i of the LHCA identified

by the n-tuple (ci.cy.....ca). Its next state. s, is given by

s§ = sio1 + ¢isi + Siq,
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where sg = sp41 = 0. ¢; =0 for a Rule 90 cell and ¢; =1 for a Rule 150 cell.

We only consider LHCA composed of Rule 90 and Rule 150 cells since it has
been shown in [SSMM90] that this is a necessary condition for the LHCA to have
maximum length cycle. These have been termed hybrid since the cells are not all
the same. Throughout this chapter we are concerned with one-dimensional linear
hybrid rule 90/150 cellular automata and we refer to them simply as LHCA for

brevity. A general state transition matrix for the LHCA is given by

(cl 1 0 0 \
1 ¢ 1 0
T = (2.1)
0 I ¢y 1
\ 0 - 0 I )

For example. for the LHCA shown in Figure 2.2. the state transition matrix is

(1 100 0)

1 1100
T'={01110
00111

2.2.3 Remarks

When an LFSM is used as the generator in BIST. it is sequenced through a
number of states with each state serving as a test vector. Table 2.1 shows the
test vectors produced by the LFSR(I) and LFSR(II) of Figure 2.1. and LHCA of

Figure 2.2. The test vectors produced cover all possible nonzero states, beginning
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Table 2.1 Test vectors produced by the LFSR(I). LFSR(II). and LHCA

Time } LFSR(I) LFSR(II) LHCA | Time | LFSR(I) LFSR(II) LHCA
0 00001 00001 00001 16 00110 00111 106001
1 10100 10000 00010 17 00011 00011 11010
2 oio10 01000 00111 18 10101 10001 0001t
3 00101 00100 01011 19 11110 11000 00101
4 10110 10010 11001 20 01111 01100 01100
5 01011 01001 00110 2] 10011 10110 10010
6 10001 10100 01001 22 11101 11011 11111
T 11100 11010 11110 23 11010 11101 01111
8 01110 01101 01101 24 01101 01110 10111
9 00111 00110 10000 25 10010 10111 10011
10 10111 10011 11000 26 01001 01011 11101
11 11111 11001 00100 27 10000 10101 01000
12 11011 11100 01110 28 01000 01010 11100
13 11001 11110 10101 29 00100 00101 01010
14 11000 11111 10100 30 00010 00010 11011
15 01100 01111 10110 31 00001 00001 00001

from a nonzero state. Thus. they are all maximum length cvcles (with [ength 2" -1 =
25 — | = 31). Moreover. since the LFSR(I), LFSR(II). and LHCA have the same
primitive characteristic polynomial. they produce the same output stream in each
bit position apart from the appropriate phase shift. flowing from each single cell
of the generators. e.g.. starting at 0 marked for state s, in Table 2.1. we can see
that three sequences on s, for the LFSR(I). LFSR(II) and LHCA are identical. The
calculation of the phase-shift between the bit streams can be found in [Bar92a].
The LFSR and LHCA associated with primitive polvnomials are more desirable
because they generate all possible nonzero test vectors, beginning from any nonzero
state. There has been much recent work concerning LHCA (e.g.. [SSMM90. SS90.
DGD*90. CM91. Bar92a. CM96, Cat95]). In general, we minimize the hardware cost
of an LFSR implementation by using minimal weight primitive polvnomials. Such

polynomials for the LFSR of degree through 300 are contained in [BMS87. Bar92b)].
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whereas the minimal cost LHCA of degree through 500 are available in [ZMM91.
CZ95] (Also see Appendix A).
The algorithm of determining whether a given n-degree LHCA has maximum

length cycle is as follows.

(a) Compute the characteristic polynomial of the LHCA using the recurrence

relation in [SSMM90];

(b) Check if the characteristic polynomial is primitive: if so. the LHCA has

maximum length cycle.

For each degree. we first generate all of the LHCA with a single rule 150 cell. If
this is not successful. we then generate all of the LHCA with a pair of rule 150 cells.
For each degree. the search is stopped at the first LHCA with maximum length
cycle. This search has never failed. meaning that for each degree up to 500. there
is an LHCA with maximum length cycle that has either one or two rule 150 cells.

More details can be found in [ZMM91. CZ93].

2.3 General Properties for Transitions

For sequential faults. the actual test vector sequence produced by a generator is
critical since a fault requires a pair of vectors for stimulation. We are thus concerned
with the transitions produced by the generator. Moreover. as noted above. it is not
sufficient to just consider transitions of n-cell vectors. but we must also look at
transitions of k-cell substate vectors for k£ < n. We start by defining these k-cell

substate vectors. and the corresponding transitions.

Definition 2.2 For a given n-cell LFSM state vector s = (sy.33..... Sn). $p €
{0.1}. 1 € p £ n. a k-cell substate vector w of s is defined by
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and a transition corresponding to w is defined as

((Siy- Sigev--- sig)-(sh.sh..... sH))

where } <i; <y<nforl <j<li<k.

For notational convenience. W is used to denote a substate vector of s with cells which
. s ‘s : F oo F
are not in w. We count one transition even if (s;.5i,..... siy) = (sf.sh.... s7)
because it simplifies the derivation of a general equation to evaluate the number of
transitions for a given substate vector. That is. for a k-cell substate vector. we use

2% x 2F as its maximum number of transitions. instead of 2F x (2% —1).
Example 2.2 For the three LFSMs in Table 2.1, if s = (s;.$2.83.584.55) = (00111)
and W = ($3.33.54). then the transition corresponding to w is

((s2.53.54).(53.53.57)),

which is
((011).(011)) for the LFSR(I) because s = (10111).
((011).(001)) for the LFSR(II) because s¥ = (00011).
((011).(101)) for the LHC A because s* = (01011).

For any particular substate vector. we can count the total number of transitions
for the given substate vector for the LFSM. For example. for w = (s3.34) for the
LFSR(I) in Table 2.1, we have the following transitions: ((00).(10)). ((10).(01)).
((01).(10)). ((10).(11)). ((11),(01)). ((01),(00)). ((11).(11)). ((00).(00)). giving a
total of & transitions. Obviously. the maximum number of transitions in this case is
16 (four possible choices for the first vector of the pair, and four for the second). so
this generator only produces half of the mazximum possible number of transitions for
this substate. The complete list of all the transitions for 2-cell substate vectors for

the LFSMs from Table 2.1 is given in Table 2.2. a



CHAPTER 2. LINEAR FINITE STATE MACHINES 18

Table 2.2 An example for the number of the transitions.

Substate Vector LFSR(I) LFSR(II) LHCA

(s1.52) 3 8 8
(s1.33) 16 16 16
(81.84) 16 16 16
(s1.55) 8 16 16
(s2,83) 16 8 16
(82, 54) 16 16 16
(82.55) 16 16 16
(83.54) 8 8 16
(83.55) 16 16 16
(84.55) 8 S 8

As shown in Table 2.2, if we consider different k-cell substate vectors. there
are some differences between the numbers of distinct transitions generated by the
LHCA and the LFSR. Here we briefly review the method. based on evaluating the
rank of a specific submatrix of the transition matrix. in [FM91] and propose a
different approach to select a k-cell substate vector w which can achieve 22* distinct
transitions for 1 < £ < [n/2]. First we give an example using the transition matrix

to evaluate the number of distinct transitions.

Example 2.3 Let s = (s1.32.353.54,55) be the state vector. We want to know the
number of distinct transitions for a 2-cell substate vector w = (s;.s3). By defi-

nitions. we let W = (s3.s4.55) and w* = (st.s¥). For the LFSR(II) shown in
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Figure 2.1(b). we have the following nezt state function for w

(0 0)

01
(s7.53) = (s1.s2.83.84.85)- | 1 0
00
1 0
0 1
0 0
= (31,33)' +(82,S4,85) 00
1 0
1 0
In general. we have
wt = w-T,+w-Tg (2.2)
In particular.
01
rank(Tz) = rank(| 0 0 |)=2.
1 0

Therefore. based on Theorem [ in [FM91], for each value of (s;.s3). there are 2*
distinct nert values (s{.s3). and the total number of distinct transitions for the

given substate vector is 222% = 24, o
For convenience. Theorem 1 in [FM91] is stated as follows.

Theorem 2.1 [FM91] For a k-cell substate vector w with nezt state function writ-
ten in Eqn (2.2), 2" distinct transitions occur from every k-cell substate vector. where

r = rank(Tg), while the whole state vector s goes through all possible 2™ states.

Theorem 2.2 [ZBM92] (upper and lower bounds) Consider any n-cell LFSM

vector generator with a mazimum length cycle. Let F(k) be the mazimal number of
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distinct transitions corresponding to a k-cell substate vector w. We have

92k 1 <k < [n/2].
upper bound: F(k) <

2" — 1, [n/2] <k < n.

2k, 1<k<n.
lower bound: F(k) >

2" — 1. k=n.

Based on the above theorem. it can be seen that for any k-cell substate vector w
of an n-cell LFSM state vector s with £ = |n/2]. if n is odd. the maximum possible
number of distinct transitions produced by w is 22%. and if n is even. the maximum
possible number of distinct transitions produced by w is 22 — 1 = 2" — | because
the all zeros state is not included in the sequence produced by the LESM. Without
loss of generality. when n is even and k = [n/2|. we assume that W can produce 2%
transitions in the best case. i.e.. the corresponding T3 has rank k.

[t is proposed in [FM91] that transition coverage for k = [n/2| could be used
as a universal metric of transition capability of an LESM because of the following
reasons. Assume a k-cell substate vector w of s = (s;.59..... sn) can produce 2%

transitions. Then it follows that

(a) Any m-cell substate vector x of w can produce 2°™ transitions:

(b) Any m-cell substate vector x, which includes w. of s can produce at least

22k transitions.

In the next section. we derive the number of different k-cell substate vectors. which
have 22f transition capability. with & < |n/2] for the LHCA and LFSR in order to
compare the performance of the LHCA and LFSR concerning testing faults requiring
a pair of vectors. A key to determining whether a given k-cell substate vector w has
22 transition capability is to check if the corresponding Ty has rank k. However.
to avoid computing the rank of 7%, we introduce the idea of a partner set and prove

that the cardinality of this set gives us the rank of T5.



CHAPTER 2. LINEAR FINITE STATE MACHINES 21

Definition 2.3 Let w be a substate vector of a state vector s = (s1.52..... sn) for
an n-cell LFSM. The next state s} corresponding to s; in w is given by
st = Z Sj for some subset K; C {s;.$2.....5a}-
S}EI\-I
(Vote that the subset K; for a specific s; depends on the transition matrir for the

given LFSVM.) All such s;. which are not in w. are eligible partners for s;.

Example 2.4 For the LHCA shown in Figure 2.2. let w = (s3.34). The nert state

functions for s and s4 are given by

S;— = s+ 82+ 33.
st = 3
4 = 383 + 54 + Ss.

That is. Ry = {s;.s2.53} and Ry = {s3.54.55}. By definition 2.3. the eligible

partners are s; and s3 for sy, and s3 and ss for s,4. a

In other words. partners are those states that are not in w. but have an immediate

effect on the next state function corresponding to the state in w.

Before defining a partner set. we review a maximal matching problem in a bi-
partite graph[CLR90]. Let G = (V. E) be a bipartite graph with V" partitioned as
X UY (Each edge of E has the form (r.y) with z € X and y € Y').

(a) A matching of G is a subset of E such that no two edges share a common

vertexin Xor Y.

(b) A marimal matching in G is one that matches as many vertices in X as possible

with vertices in Y .

We use the concept of the maximal matching to define the partner set as follows.
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Definition 2.4 Let w be a k-cell substate vector of a state vector and G = (V. E)

be a bipartite graph with V partitioned as X UY . where

Vo= {s1.82....,8n}.

X = {si|sitsinw}

Y = {s;]s;isinw}.

E = {(si.sj)]si € X.s; €Y. and s; is an eligible partner of s; }.

If M. M C E. is a marimal matching of G. then ps(w) = { 5, | (si.5;) € M } isa
partner set of w and |ps(w)| = | M]|.

Figure 2.3 An example for the maximal matching and partner set.

S1
S2

S3
Sa

S5

Example 2.5 For the w = (s2,54) given in example 2.4. a corresponding bipar-
tite graph G is shown in Figure 2.3 with X = {ss.54}. ¥ = {s1.33.35}. and
E = {(s2.51).(52.33).(54.33).(84.55)}. The possible mazimal matchings for this
erample are {(s2.51).(s4.53)}, {(s2.51).(54,55)}. and {(s2.33).(54.55)}. Thus. the

corresponding partner sets are {s,.s3}.{s1,35}. and {s3.s5}. O

Note that for a given w. the choice of partners may not be unique. which may result

in different partner sets.

Theorem 2.3 Let w be a k-cell substate vector of a state vector s for an n-cell
LHCA or LFSR with a mazimum length cycle. |ps(w)| = k if and only ifrank(Tz) =

k. i.e.. w can produce 2%* distinct transitions.
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Proof. (<) It is obvious.

(=) The trick of the proof is to find that k& columns in T3 are linearly indepen-
dent. Here. we show the key to the proof for the LHCA. For the LFSR. the proof is
similar.

Consider an n-cell LHCA with an n x n state transition matrix T in Eqn (2.1)
and a k-cell substate vector w. For simplicity. if an element of T is one. we call it
a l-element: otherwise. a 0-element.

Because of the nature of the state transition matrix T of the LHCA. for the

(n — k) x k submatrix T of T. we have the following:

(a) T3 is given by

(Tz)) 0 0
0 Tz 0
. = ( .(2))
0 0 <o (Tgw))

where T(;). 1 < g < u. has k; columns and 3°/_, k, = k:
(b) Each column/row in T3 has at most two l-elements. which must be adjacent:

(c) Ifan element ¢;;. | <i<n—kand 1 <j<k.in Iz is a l-element. then any
element ¢y, (1<t <iand j< ) <k)or(i<i'<n—-Fkandl < j <))
must be a O-element. It implies that any two columns/rows in T which have

two l-elements are not identical.
Moreover since |ps(w)| = k, it guarantees that
(d) Each column of T3 has at least one l-element: and

(e) Any two columns of T3 which have exactly one 1-element are not identical.
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We can conclude from properties (b)-(e) that T, 1 < ¢ < u. must be with one of

four structures as follows (without loss of comprehensibility. all 0-elements are not

displaved).
(11 ) [ 1 )
L. 11
I = el . I = 1
1 1 l
\ L) \ L 1)
[ 1 \
1 1
1
I3 = 1 T, = (1)
1 1
\ L)
Note that

b))

are special cases of T}. T5. and T3 respectively.
It is straightforward to see that all columns in T%(,) are linearly independent.

Consequently. all columns in T are linearly independent. [ ]

Note that Theorem 2.3 does not hold for a general LFSM.

Example 2.6 For a 5-cell LFSR(II), as shown in Figure 2.1(b). by Theorem 2.3.
we select all 2-cell substate vectors, reported in Table 2.3. which produce 2*** = 16
transitions. By referring to Tables 2.2 and 2.3, we can see that the selections in
Table 2.3 are correct and no other 2-cell substate vector can be chosen to achieve 16

transitions. a
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Table 2.3 An example of selecting cells and partners.

w ps(w) Notes
(s1-83) {ss.s2} ssis a partner of s; and s, is s3’s
(81-84) {ss.s3} s5is a partner of s; and s3 is s4’s
(s1.85) {s3.84} s3isa partner of s; and s4 is s5’s
(s2:54) {s1.s3} s)is a partner of s, and s3 is s4’s
(s2.55) {s1.s4} s1is a partner of s, and s, is s5’s
(33.55) {2,584} s2is a partner of s3 and sy is s57s

In Theorem 2.3 we only consider a special case. in which each element in w
has its own partner. In fact. we can easily extend the theorem to a general case:
|ps(w)| = r (i.e.. there exist at most r of k elements in w. each having its own

partner). if and only if rank(Tg) = r. where r < k.

2.4 Algorithms for Determining Partner Sets

[f we want to evaluate the number of transitions for a given k-cell substate vector w
of a state vector s for an n-cell LFSR or LHCA with a maximum length cycle. we only
need to construct a partner set ps(w). and then evaluate the number of transitions
2%+r_ where r = |ps(w)|. Since the LHCA and LFSR have straightforward next
state functions. it is easy to design algorithms which determine the partner set for
the given substate vector w for them.

We first consider an n-cell LHCA with a maximum length cvcle. By observing
the next state function in Definition 2.1. we can see the following cases are a keyv to

designing a algorithm for determining the ps(w).
(a) If s, is in w. only s, may be used as a partner of s,:

(b) For Il < p < n and s, is in w, if s,_; has already been taken (i.c.. s, is
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Figure 2.4 An algorithm for determining a partner set ps(w) for an LHCA.

C={i|siisinw}

D=20:

forp=1tondo

if p € C then

begin

if(p=1)or(p—1€ D and p # n)

then D=DU{p.p+1}
else D=DuU{p-1.p}

end:

psiw)={s;|jeD-C}

In W or s, is a partner of s,_;). then s, may be used as a partner of s,:

otherwise. s,_; is chosen as a partner of s,;
(e¢) If s, is in w. only s,_, may be used as a partner of s,.

Formalizing the above cases. we describe the algorithm for the LHCA in Figure 2.4.

For an n-cell LESR(II) with a maximum length cycle. an algorithm for determin-
ing a partner set ps(w) is shown in Figure 2.5. In a similar fashion. the algorithm

for the LFSR(I) can be easily designed.

Example 2.7 Consider an n-cell LHCA with a mazimum length cycle, where n is
even. We want to derive a partner set ps(w) for w = (5).53,....5n-1). l.e.. W

includes all odd cells and k = n/2. By Algorithm 1, we get ps(w) = {s2.5,..... Sn}.
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Figure 2.5 An algorithm for determining a partner set ps(w) for an LFSR(II).
/= Let P(z) ="+ comqr™ '+ -+ 2 +cpzt +1 %/
C={i]siisinw}:
F={n-i|l<i<nande¢islin P(z)}U{n}:
D={p-1l.pipeCandp#1 }:
if (1 € C) then
begin
D=Du{l}
if3(l1<i<nandi¢g D and i € F)
then D=Du{i }:
end;
ps(w)y={s;|jeD-C}
i.e.. ps(w) includes all even cells and |ps(w)| = k. By Theorem 2.3. we conclude

that the given w has the marimum transition capability. This is a simple approach to
prove Theorem 5 in [ZBM92]. In fact. all of the theorems for transition properties.
given in [ZBM92] can be easily proved by the algorithms and theorems presented in
this chapter. a




Chapter 3

Transitions of LHCA and LFSR

In this chapter. we use a combinatorial approach to derive the number of different
k-cell substate vectors. which have 22* transition capability. with k£ < {n/2]| for the
LHCA and LFSR.

Note that a deep understanding of the material presented in this chapter is useful
in selecting a set of cells such that the corresponding test vector sequence covers the

maximal transition.

3.1 Transitions of LHCA

Consider an n-cell LHCA with a maximum length cycle. as shown in Figure 3.1.

Figure 3.1 A simplified structure of LHCA.

$1 Sa S3 Sn-2  Sp-1 Sn
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Theorem 3.1 Let fi(n) be the total number of distinct k-cell substate vectors which
produce 2% transitions with k = |n/2| for the n-cell LHCA. We have

2 —2). ev dn>4.
fln) = { Jiln=2) crnandn = (3.1)

2fi(n —2) + fi(n —3). odd n and n > 3.
Ay = 1. AR2) = 2. A1) = 3.

Proof. The key to the proof is to determine how many selections there are for w
such that each element in w has its own partner. i.e.. |ps(w)| = k. For n = [.2.

and 3. it is obvious.

When n is even and n > 4. if we select £ cells for w. each must have a unique

partner from the remaining & cells. That is.

(a) If s, is included in w. s, must be used as a partner of s;. There are f,(n — 2)

ways to choose k — 1 cells from {s3.34..... s}

(b) If 55 is included in w. s; must be used as a partner of s,. There are f,(n —2)

ways to choose k — 1 cells from {s3.s4..... Sn}-

Therefore. for the case of even n. the total number of selections is 2f;(n — 2).
When n is odd and n > 3. if we select k cells for w. we need k& cells as partners

of w and have one cell which is neither included in w nor a partner. That is.

(a) If s, is included in w. s, must be used as a partner of s,. Then we consider
selecting [n/2| — 1 elements from {s3.s4..... sn} such that each has its own

partner. The total number of selections is fi(n — 2):

(b) If 55 is included in w and s; is counted as a partner of s,, the total number of
selections is fi(n —2) — fi(n — 3), where f;(n — 3) is the number of selections

if s5 is in w and s3 is a partner of ss;

(c) If s, is neither included nor a partner of any cell in w. there are fi(n — 1) =

2fi(n — 3) selections.
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Hence. the total number of selections for the case of odd n is 2f;(n —2) + fi(n —3).

[t is easy to solve the recurrence relation in Eqn (3.1) as follows.

Filn) aln/2] EveEn n.
in}y =
(ln/2] + 2)2(~=3)/2, odd n.

Theorem 3.2 Let fo(n.k) be the total number of distinct k-cell substate vectors
which produce 2%* transitions with k < |n/2| for the n-cell LHCA. We have

2f(n—2.k=1)+ fa(n—1.k) = fa(ln = 3. k=1). k< |n/2].
fa(n. k) =

fi(n). k= [n/2].
fa(n.1) = n.
Proof. It is similar to the proof of Theorem 3.1. =

3.2 Transitions of LFSR(I)

Consider an n-cell LFSR(I) with a maximum length cycle and assume'! that each

cell 5;.1 <1 < n. gets feedback from cell s,. as shown in Figure 3.2.

Figure 3.2 A simplified structure of LESR(I).

1We use this assumption to determine an upper bound on the number of selections for the
LFSR(I) because there is no general equation for any LFSR(I) concerning the number of different

selections.
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Theorem 3.3 Let fi(n) be the total number of distinct k-cell substate vectors which
produce 2% transitions with k = |n/2| for the n-cell LFSR(I). We have

filn) = filn =2} + 1. even n and n > 4. (3.2)
filn =2)+ filn = 1)+ |n/2] — 1. odd n and n > 5.

fil) = 1L AR2) =2 fi(3) = 3.

Proof. The key to the proof is to select k cells to construct w such that each element
in w has its own partner. i.e.. |ps(w)| = k. For n = 1.2. and 3. it is obvious.
When n is even and n > 4. each cell should be considered as either an element

in w or a partner of an element in w.

(a) If s; is included in w. s, must be used as a partner of s,. We only have one
way to select [n/2| — 1 cells from {s.s3..... Sa—1} in order to produce 2%
transitions, i.e.. we select w = (sy.53..... Sn—1) such that each element in w

has its own partner:

(b) If s, is included in w. s, must be used as a partner of s, because if s, is used
as a partner of s, there does not exist a proper selection. The number of

selecting [n/2] — 1 cells from {s3.s4..-.. sn}is fi(n —2).

Therefore. the total number of selections for the case of even n is f;(n —2) + 1.

When n is odd and n > 3. we have one cell which is neither included in w nor a

partner.

(a) If s; is included in w, s, must be used as a partner of s;. with the result
that s5.83..... Sp—1 cannot consider s, as a partner. Thus there are |n/2]

selections in this case:

(b) If s, is included in w and s, is counted as a partner of s,. there are f;(n—2)—1
selections, w here the -1 term corresponds to a selection of using s, as a partner

of s5;
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(c) If s, is neither included not a partner of any cell in w. there are fi(n — 1)

selections.

Thus the total number of selections for the case of odd nis fi(n —2)+ fi(n —1) +

[n/2] — L. |
The recurrence relation in Eqn (3.2) can be solved as follows:
n/2+ L. €ven n.
filn) =
(n? + 3)/4, odd n.

Theorem 3.4 Let fo(n.k) be the total number of distinct k-cell substate vectors
which produce 2% transitions with k < |n/2| for the n-cell LFSR(I). We have
gn—2k—=1)—g(n —3.k—1)
frn.k) = +fo(n=2.k=1)+ fa(n—1L.k). k< |n/2].
fi(n). k={n/2].
fa(n.1) = n.

where g(n.k) is defined as follows:

gn—2.k—1)+g(n —1.k). k< |n/2].
g(n.k) = 1. k = |n/2| and even n.
ln/2] + L. k = |n/2| and odd n.
gn.l) = n-—1.
Proof. Similar to the proof of Theorem 3.3. [ ]

3.3 Transitions of LFSR(II)

Consider an n-cell LFSR(II) with a maximum length cycle and assume? that cell s,

receives feedback from cells s4.53,.... Sn, as shown in Figure 3.3.

2The assumption is used to determine an upper bound on the number of selections for the

LFSR(II) because there is no general equation for any LFSR(II).
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Figure 3.3 A simplified structure of LFSR(II).

Sy S2 S3 Sn-2  Sn-1 Sn

Theorem 3.5 Let fi(n) be the total number of distinct k-cell substate vectors which
produce 2** transitions with k = |n/2| for the n-cell LFSR(II). We have

(3.3)

fi(n) = { filn —2) + 1. even n and n > 4.

fHiln—=1) + fi(n =2). odd n and n > 3.
fl(l) = 1. f[(Z) = 2.

Proof. The proof is similar to the proof of Theorem 3.3 in using Theorem 2.3 to
construct a k-cell substate vector w such that each element in w has its own partner.
For n =1 and 2. it is obvious.

When n is even and n > 4, we have the following:

(a) If s, is included in w. s,~; must be used as a partner of s,,. There are f,(n—2)

ways of choosing |n/2| — I cells from {s;,s,..... Sn—2 }:

Therefore. the total number of selections for the case of even n is f,(n —2) + L.

When n is odd and n > 3. we have:

(a) If s, is included in w. s,—; must be used as a partner of s,. There are f,(n—2)

ways of choosing |[n/2] — 1 cells from {s,s,..... Sn—2}:

(b) If s, is not included in w, s, can be ignored. There are fi(n — 1) ways of

choosing [n/2] cells from {s;,s3.....8,1}

Hence. the total number of selections for the case of odd n is fi(n — 1) + fi(rn —2).
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[t is easy to solve the recurrence relation in Eqn (3.3) as follows:

n/2+ 1. even n.
filn) =
(n+3)(n+1)/8. odd n.

Theorem 3.6 Let fy(n.k) be the total number of distinct k-cell substate vectors
which produce 2** transitions with k < |n/2| for the n-cell LFSR(II}. We have

foln =2k = 1)+ fa(n — 1.k). k< [n/2].
fa{n. k) =
fi(n). k= |n/2].
fa(n. 1) = n
Proof. Similar to the proof of Theorem 3.5. =

3.4 Summary

We have developed an approach to calculate the number of transitions for a given
substate vector for an LHCA or LFSR. The approach is efficient because it directly
examines the feedback. called a partner. for each cell in the substate vector instead
of evaluating the rank of the corresponding submatrix. In this wayv. we can derive
the number of distinct k-cell substate vectors that have 2%* transitions. which gives
an indication. to a certain extent. about how good the test vector generator used is
in detecting sequential faults.

On the basis of Theorems 3.1. 3.3. and 3.5. we list the number of different k-cell
substate vectors. which have 2%f transition capability. with & = |n/2| for LHCA
and LFSR from degree 5 to 50 in Table 3.1 for odd n and in Table 3.2 for even n. We
can see that for the LHCA, the number of possible selections increases exponentially
while for the LFSR the number increases linearly or quadratically.

It is very clear from the theoretical results that the LHCA have a much higher

transition space than the LFSRs, and should consequently perform much better as
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generators. To investigate whether this is true in practice. we consider experiments

with the ISCAS85 benchmark circuits in the next chapter.
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Table 3.1 Number of selections for k-cell substate with 22* transitions for odd n.

n k=[n/2] LHCA LFSR(I)" LFSR(II)~
5 2 8 7 6
7 3 20 13 10
9 4 18 21 15
i1 5 112 31 21
13 6 256 13 28
15 7 576 57 36
17 8 1280 73 5
19 9 2816 91 55
21 10 6144 111 66
23 1 13312 133 78
25 12 28672 157 91
27 13 61440 183 105
29 14 131072 211 120
31 15 278528 241 136
33 16 589824 273 153
35 I7 1245184 307 171
37 18 2621440 343 190
39 19 5505024 381 210
11 20 11534336 121 231
13 21 24117248 1463 253
15 22 50331648 507 276
47 23 104857600 553 300
19 24 218103808 601 325

* The numbers are upper bounds on the number of selections.
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Table 3.2 Number of selections for k-cell substate with 2°* transitions for even n.

n k=|[n/2] LHCA LFSR(I) LFSR(II)-
6 3 8 1 1
8 4 16 3 3
10 5 32 6 6
12 6 64 T T
14 7 128 8 8
16 8 256 9 9
18 9 512 10 10
20 10 1024 11 11
22 11 2048 12 12
24 12 1096 13 13
26 13 8192 14 14
28 14 16384 15 15
30 15 32768 16 16
32 16 65536 17 17
34 17 131072 18 18
36 18 262144 19 19
38 19 524288 20 20
10 20 104857 21 21
12 21 2097152 22 22
i 22 1194304 23 23
16 23 8388608 24 24
48 24 16777216 25 23
50 25 33554432 26 26

" The numbers are upper bounds on the number of selections.




Chapter 4

Transition Faults in

Combinational Circuits

4.1 Introduction

Built-in self-test(BIST) refers to those techniques where additional hardware is
added to a design so that testing is accomplished without the need for external
special purpose testing hardware. A widely accepted approach to BIST is to use
a pseudorandom vector generator and a data compactor. The generator produces
the test vectors to be applied to a circuit under test and the compactor reduces
the response to these vectors to a single value (e.g.. 16 or 32 bits) known as the
signature (See Chapter 2).

LFSR are the predominant choice in the BIST literature. both for the test vec-
tor generator and for the data compactor[BMS87]. Recently. alternative test vector
generators based on LHCA have been considered and shown to be superior to LFSR
based generators for stimulating faults with sequential behavior. LHCA have also
been proposed as the data compactor in BIST. We examine practical issues con-

cerning the use of LHCA. comparing with LFSR.
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In BIST. to determine whether a given test vector generator is "good”. a practical
measure is to to see how many faults considered can be stimulated when the given
test vector is applied to a circuit under test. In general. the LFSR and LHCA test
vector generators offer virtually identical single stuck-at fault coverage. However.
the LHCA have substantial promise in BIST for the more complex fault models.

We review the transition (gate delay) fault model and detection requirements
because this is useful information in understanding the importance of the transition
property for the given test vector generator discussed in the previous chapter. Then.
we provide empirical comparisons to show that our analysis of the transition property
presented in the previous chapter is a reasonable metric of the effectiveness of the

test vector generator.

4.2 Transition (Gate Delay) Fault Model

Fault models allow us to specifically define the types of faults considered and their
behavior. In addition. fault models allow us to represent the behavior of physical
occurrences. Fault models attempt to cover the types of faults that can occur
although they are not completely accurate in practice.

A single stuck-at fault assumes a circuit failure corresponds to a line of the circuit
being permanently fixed at 0 or at 1. A circuit with p lines has 2p possible single
stuck-at faults. We do simple fault collapsing on single gates. e.g.. an input of an
AND gate stuck-at 0 fault is equivalent to the output of the gate stuck-at 0 fault.

A delay test of a combinational circuit in a clocked environment is defined to be
a test of the ability of the combinational logic to propagate data in time for clock-
ing into the next stage of latches (see [Smi85]). Two different delay fault models.
called the gate delay fault (or transition fault) model and path delay fault model.

respectively. have been proposed and are frequently used. We are concentrating on
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the transition fault model in this chapter.

The transition faults considered are termed slow-to-rise and slow-to-fall faults.
Let ci.cs.....cq be the correct (ezpected) bit sequence for a line of a circuit over
some time period. The transition faults yield the sequence d;.0 < : < q. defined as
follows:

(a) slow-to-rise

p 1. ci_.i=land¢; =1
‘ 0. otherwise
(b) slow-to-fall
d = 0. cici=0and ¢; =0
1, otherwise

where co = ¢;. A circuit with p lines has 2p potential single transition faults. Tran-
sition fault equivalence rules have been partly considered in [WLRI87]. We remove
slow-to-rise and slow-to-fall faults for the NOT gate output and also remove slou-
to-rise faults for NOR and AND gate outputs and slow-to-fall faults for NAND and
OR gate outputs since these can be shown to be equivalent to gate input transition
faults [Zha93).

Transition faults cause combinational circuits to behave sequentiallyv. and theyv
can not be modeled as classical (e.g.. stuck-at) faults. Hence. they are called se-
quential faults.

A single transition fault on a given line g requires a pair of vectors for detection:
the first to ‘set-up’ the value. and the second to ‘propagate’ the fault effect to a
circuit output. When a pair of vectors is applied. it produces one of four possible
different sequences on the line g: 00. 01. 10, and 11. The sequences 01 and 10 are
used to detect slow-to-rise and slow-to-fall faults on line g since slow-to-rise changes

01 to 00 and slow-to-fall changes 10 to 11 on the given line g. Note that only the
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second vector is used to propagate the fault effect to the circuit output because the

fault does not change the first value produced by the first vector.

Figure 4.1 Simplified example for detecting transition fault.

X1 — f1
X2 — fa
f —
¥ g
V'v' . -
i 2 -
o -
Xn—} — fm

Consider a circuit illustrated diagrammatically in Figure 4.1. where we are in-
terested in detecting a slow-to-rise fault on line g. First we need vector V; to set 0
on line g. and then use vector Vg to propagate the effect of the fault through the
shadow area to at least one of the m outputs. This vector V2. of course. also detects
a stuck-at 0 fault on line g. However. while both V; and V3 are n-cell vectors. that
is. they assign values to all the input variables. in general not all of those inputs
are relevant (or even connected) to g. That is. only a subvector V] of V; and a
subvector V5 of V3 are actually used (It is obvious that |V}| < |[V5].) From the
above discussion. we can see that the transition property presented in the previous
chapter is a good metric for comparing generators when stimulating faults requiring

a pair of vectors.

4.3 Experimental Results

Given that an LHCA has a much larger number of distinct k-cell substate vectors,
k < |n/2]. which have 2% transition capability, than an LFSR. we would expect a
higher fault coverage. In this section, we use simulation experiments on the ISCASS5

benchmark circuits in [BF85] to observe the effectiveness of test vectors generated
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by the LHCA and LFSR. The experiments are based on transition faults. i.e.. slow-
to-rise and slow-to-fall. fault simulation [WLRI87]. Comprehensive transition fault
equivalence rules are applied. A fault is detected if the output data stream in the
presence of the fault differs from the output data stream in the fault-free case. All
redundancies in the circuits have been removed by an approach in [TvdG91]. i.e..
there are no untestable transition faults in the circuits.

The simulation results for ¢ransition faults are shown in Table 4.1. The results are
collected by performing the fault simulation using test sequences of length 102.000.
We simulated each circuit by using the LHCA [CZ95. ZMM91] and LFSR [BMSS7]
test vector generators with degree corresponding to the number of the circuit inputs.
For each circuit. we used 100 different random connections between the circuit inputs
and the test vector generator outputs. In the table. we report the best (and the
number of times the best result is achieved in 100 random connections). worst (and
the number of times the worst result is achieved in 100 random connections). as
well as the median. and average results with respect to the number of undetected
faults. It can be seen that. the LHCA have better fault coverage than the LFSRs
and have greater chances to cover all faults considered. For example. for the LHCA.
more than half of the 100 connections detect all faults for circuit ('830. whereas
for the LFSR. none of the 100 connections achieve 100% fault coverage for the
same circuit. Hence. the simulation results provide evidence that our analysis of
transition properties presented in the preceding chapter is indeed a proper metric
of the effectiveness of LHCA and LFSR test vector generators.

From our analysis of the transition properties and the empirical results. it can
be seen that an LHCA has more potential to achieve a higher fault coverage for
stimulating faults requiring a pair of vectors. However. an LFSR still has the pos-
sibility to catch all faults considered. and infrequently. it performs better. e.g.. for

circuit C7552nr (with 207 inputs) in Table 4.1, resulting from the circuit topology
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Table 4.1 A summary of transition fault simulation results for 100 different random

connections.

circuit  number undetected faults for LHCA

name  of faults | best (#) worst (#) median average
C432nr 658 0 (73) 14 (2) 0 0.38
C499nr 844 0 (99) 1 (1) 0 0.01

880 1305 0 (56) 3 (3) 0 0.74
C1355or 2076 14 (1) 28 (2) 22 22.18
C1908nr 2468 0 (71) 18 (1) 0 0.99
C2670nr 2532 54 (2) 119 (2) 35 S$4.91
C3540nr 4290 0 (27) 155 (1) > 10.51
C5315nr 7222 0 (91) 3 (1) 0 0.12
C62838nr 99387 (40) 11 (1) 1 1.21
C7552nr 9104 85 (2) 132 (1) 109  109.01

circuit  number undetected faults for LFSR(II)

name  of faults | best (#) worst (#) median average

(
C432nr 658 0 (2) 16 (1) 5 5.25
C499nr  S44 0 (67) 2 (2) 0 0.35
€830 1305 1 (1) 30 (1) 12 13.61
C13550r 2076 17 (1) 36 (1) 26 26.02
C1908nr 2468 1 (3) 35 (1) 11 11.81
C2670nr 2532 | 115 (1) 191 (1) 146  145.16
C3540nr 4290 21 (1) 250 (1) 70 88.01
C5315nr 7222 4 (2) 3 (1) 14 17.48
C6238nr 9987 9 (1) 28 (1) 18 17.82
C7552ur 9104 65 (1) 115 (1) 91 90.82
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and only a portion of the total cycle being generated. Thus. specific knowledge of a
circuit under test is useful while choosing a test vector generator.

[t is certain that. for any circuit. we can use simulation to get the best connection
between the circuit inputs and the generator outputs. However. simulating a com-
plex circuit is time consuming. An alternative way is to analyze the circuit topology
and produce reasonable connections in order to avoid unnecessary simulations. i.e..

discarding any connection which may not produce a good fault coverage.

4.4 Discussion and Conclusion

We have seen that the number of distinct k-cell substate vectors which have the
maximum transition capability for 1 < k£ < |n/2] is a good metric for choosing
an n-cell LFSM based test vector generator for detecting faults requiring a pair
of vectors in a BIST environment. The comparisons of transition capabilities and
simulation results provide information that is useful in understanding details of the
test vectors produced by the LFSR and LHCA. We have noticed that the LHCA
have a higher transition space than the LFSR. and consequently perform better as
generators in general.

For a given n-input circuit under test. we need to apply a test sequence produced
by an n-cell test vector generator for detecting sequential faults. In general. we have
n! different ways to assign connections between the circuit input and the generator
output. An interesting question is proposed in [ZBM92. Zha93] as to whether a
proper connection can be identified based on specific knowledge of the circuit topol-
ogy or the functionality of the circuit on knowing the sequential faults considered
and the transition property for a BIST vector generator used. such that the fault
coverage is maximized.

A considerable work about improving stuck-at fault coverage has been presented
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recently (e.g.. [Avr94. HK93, KT94. LGB94. MMR94. TM94. HRT*95]). However.
not much attention is being paid about how to improve fault coverage for sequential
faults. One of the major reasons is that the latter problem is harder than the former.
For exampile. if all gate delay (transition) faults are detected. then all corresponding
stuck-at faults will be covered automatically.

Some heuristic approaches based on the circuit input separation are introduced
in [Kad93. SB92] to improve the fault coverage for the delay faults. using LFSR
as a test vector generator. Our work on the choice of substate vectors for LHCA
or LFSR to achieve maximum transition count provides necessary information to
determine the appropriate connection of the circuit inputs to the LESM generator
outputs in order to maximize the fault coverage for sequential faults. The work of
determining the proper connection is a promising area for further research.

However. when doing this. we must understand that any method proposed which
works in principle for a set of small circuits does not necessarily mean that it works
for the general case. For example. for a given n-input circuit under test. we may use
a 2n-cell LHCA (or LFSR) test vector generator such that we can apply all pairs of
vectors to the circuit. Unfortunately. such an approach is not practical because in
the BIST environment. the fault considered (corresponding to the existing defects)
should be detected in limited time. Perhaps a choice based on random connec-
tions and simulation can easily achieve the expected result (at least our preliminary

studies indicate this to be so).



Chapter 5

Transition Faults in Look-up

Table Based FPGA Circuits

Considering the memory elements involved in the implementation of look-up table
based FPGA (Field Programmable Gate Arrays) combinational circuits. we propose
a transition fault model for such circuits. Experimental simulation results are pro-
vided and detection requirements for the transition faults are discussed. We claim
that technology mapping for testability is an important issue when the circuit is

realized using the look-up table based FPGA.

5.1 Introduction

It is mentioned in [Tri92] that Field Programmable Gate Arrays (FPGA) can be fully
tested after manufacture. so users’ designs do not require test program generation.
automatic test pattern generation. and design for testability. In fact. the possibility
still exists that the circuit may not work properly, resulting from component defects.
€.g.. component wear-out.

As applications of FPGA are increased, researchers are paying attention to test-
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ing issues regarding such circuits. For example. with specific hardware embedded
in the Xilinx FPGA. testing can be done by scanning in and scanning out the ap-
propriate binary signals. Alternatively. two fault models are proposed in [PR94].
which are useful in deriving test sets when the special test hardware is not present.
or when the test sets through scan are very large.

[n this chapter. we examine look-up table (LUT) based FPGA. [n general. 2%
memory elements are involved in the implementation of a A™-input LUT. with each
corresponding to one of 2K A-tuple inputs to the LUT. Thus. a A-input LUT can
represent any Boolean function of up to A” variables. We can easily implement a
general Boolean function using LUT-based FPGA because it provides programmable
LUTs and programmable interconnections among the LUTs.

To observe the testing for a circuit with such an implementation. we need reason-
able fault models such that we can evaluate the testing approaches applied. In this
chapter. we emphasize fault models for BIST techniques although the fault models
proposed may be suitable for other testing strategies.

The rest of this chapter is organized as follows. In Section 5.2. we introduce
transition faults in look-up table based FPGA combinational circuits. In Section 5.3.
we review the technology mapping problem for LUT-based FPGA and produce
the mapping results for ISCAS85 benchmark circuits. In Section 5.1. we present
experimental simulation results for the transition faults proposed in Section 5.2
using linear feedback shift registers and linear hybrid cellular automata as test vector
generators. Detection requirements for testing the transition faults are discussed in
Section 3.5. Finally, in Section 5.6. we summarize our major results and propose

some possible further research directions.
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5.2 Transition Fault Model

A circuit implemented as a collection of LUTs is a memory-based circuit. However.
it should be noted that during the circuit operation (1) there is no writing operation
involved: (2) each address decoder of the LUTs may not be controllable directly from
the circuit inputs and (3) each value of the memory elements in the LUTs may not
be observable directly at the circuit outputs. Therefore. methods for memory testing
in [vdG91] may not be suitable for testing memory-based circuits.

In this section. we propose a transition fault model that results from access time
failure caused by overly-slow signal transition in the address decoder [Coc75] of the
LUT.

For convenience. we use the following notation in defining transition faults.
« £(r) - a A-input function corresponding to a A-input LUT:

o« Lf(rp.x.) - a A-input function. depending on the previous input r, and the
current input z.. regarding the presence of a transition fault in the LUT. That
is, the presence of a transition fault in the LUT may affect the output of the

function:

[ = {0.1}* - a set of inputs to function £(z):

Lh={rel : L(z)=0}:

« 1 ={zel : L(z)=1};

[on[1=@a.[1d [0U[1=[.

For example. if a 3-input LUT represents a 5-input AND function. then

1, el
Liz) = { T
07 I e [03
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where [} = {(1.1.1.1.1)} and [o = {0,1}° — {(1.1.1.1.1)}.
For a given A-input LUT. the transition faults considered are termed as slow-

to-fall and slow-to-rise faults.

(a) The slow-to-fall fault corresponding to input r. (€ lo) is defined as

1. Ip € [1
Ef('rp-'rc) =
0. otherwise.
(b) The slow-to-rise fault corresponding to input r. (€ [1) is defined as
. I, € lo.
L:f(zp..rc) = P °
1, otherwise.

Note that Lf(z,.r.) = L(z.) if no fault occurs. The number of slow-to-rise faults
is |[,] and the number of slow-to-fall faults is |Io|. The total number of the faults
is || + |lo] = 2K for the A-input function corresponding to the LUT. Moreover.
each of the 2% faults must be treated separately because each one corresponds to
one memory element and no fault equivalent rules can be applied.

For example. suppose that £(z) is a 3-input function corresponding to a 3-input

LUT with

Iy {(0.0.0).(0.1.1).(1.1.0). (1. 1. 1)}.

I {(0.0.1).(0.1.0).(1.0.0).(1.0.1)}.

Table 5.1 shows results when no fault occurring and results because of the presence
of the transition faults.

It should be mentioned that a A-input LUT can have 2% different inputs. For
each of the inputs. a transition fault (slow-to-rise or slow-to-fall) is defined. However.
in the FPGA-based circuit. some LUTs may not see the all possible inputs since the
inputs to the LUT are not necessarily the primary inputs of the circuit. As a result.

some transition faults defined in the given LUT do not manifest themselves.
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[t can be seen that we need a pair of vectors for detecting a transition fault.
In general. it is harder to detect the transition faults in an LUT than to detect
a stuck-at fault and a transition fault in gates. because the second vector applied
to a circuit under test must produce a specific input to the LUT for accessing a
specific memory element examined. In Section 3.3. we derive the exact detection

requirements for the given transition faults.

Table 5.1 An example of transition faults for a 3-input LUT.

input  fault-free | transition-fault
Le L(z.) r, Lp(zp.z.)
(0.0.0) 0 €l 1
(0.0.1) 1 € lp 0
(0.1.0) 1 € lo 0
(0.1.1) 0 €, 1
(1.0.0) 1 €l 0
(1.0.1) 1 € lp 0
(1.1.0) 0 e, 1
(L1.1.1) 0 €l 1

5.3 Technology Mapping

To produce some experimental results for the fault model proposed. we need some
benchmark circuits with reasonable sizes (regarding the numbers of inputs and out-
puts for the circuits). However, LUT-based benchmarks do not exist. Therefore. in
this section. we review the technology mapping problem and produce some mapping

results for the [SCASS85 benchmark circuits.
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5.3.1 Problem Formalization

The technology mapping problem for LUT-based FPGA is to transform a general
Boolean network into a functionally equivalent A-input LUT-based network. We
brieflv review the formalization of the LUT-based FPGA technology mapping prob-
lem based on the representations in [FS94. CD94].

We represent a Boolean network as a directed acyclic graph G(V. E') where each
node in V’ represents a logic gate and a directed edge (u.v) in E represents that
node u is an input of node v. A primary input node has no incoming edge and
a primary output node has no outgoing edge. The set of all input nodes of v is
denoted by Input(v). while the set of all output nodes of v is denoted by Qutput(v).

For classifyving different nodes in V. we let
Vo= Vi UVn UV

where Vi, is the set of primary input nodes which need not be assigned a lookup-
table (LUT). V., is the set of output nodes in which each node must be assigned
an LUT. and V/, is the set of intermediate nodes which may or may not be assigned
LUTs. Note that (a) the intersection of any two of them is an empty set: and (b) if
none of the output nodes is used as the input of any node. then V;,, includes only

all primary output nodes.

(1) Restricted K-LUT Minimization (Mapping) Problem for A" > 2 (K-
RLMP)
Instance: A directed acyclic graph G(V. E). positive integers A" > |[nput(v)|
for each node v € V and B < |V — V},|.
Question: Is there a subset D with V,,, € D C V -V, and |{D| < B such

that for each node v € D. there exists a set Fence(v) with Fence(v) C V;,,UD

and |Fence(v)| < K such that (a) for each node u € Fence(v), there is a path



]
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from u to v in G: and (b) for each node u € V;, — Fence(v). any path from u

to v must pass through at least one node in Fence(v)?

Note that on describing the problem. we have used the following the assumptions:

(a) the number of inputs for each node in the Boolean network is less than or

equal to A": and
(b) the Boolean property in the network is ignored.

[t is easy to see that if we assign a A-input LUT to each node v in D and use nodes
in Fence(v) as inputs to v. we can find a feasible A-input LUT decomposition for
G.

Farrahi and Sarrafzadeh in [FS94] show that the restricted cases of the lookup-
table minimization problem. called K-RLMP. for FPGA technology mapping are
NP-complete [GJT9] for A" > 5. We claim that 4-RLMP and 3-RLMP are also NP-
complete [ZMM96]. However. whether 2-RLMP is NP-complete remains an open
problem.

In the following proofs. for simplicity. we ignore the construction of set Fence(r)
since it is visible. For convenience. we restate the 3-Satisfiability Problem [GJ79] as

follows.

(2) 3-Satisfiability Problem (3-SAT)

Instance: Set " of variables. collection C of clauses over [ such that each

clause ¢ € C has || = 3.

Question: Is there a satisfving truth assignment for C?

5.3.2 4-RLMP/3-RLMP and 3-SAT

Theorem 5.1 4-RLMP problem is NP-complete.
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Proof. [t is easy to see that 4~RLMP € NP since a nondeterministic algorithm only
needs guess an assignment for a given number of 4-input LUTs and check in poly-
nomial time whether the assignment decomposes the given graph which describes a
Boolean network.

We transform 3-SAT to 4-RLMP. Let X = {z;.r2.....2,} be the set of variables
and C = {c¢;.¢z,....cn} be the set of clauses in an arbitrary instance of 3-SAT.
We must construct a directed acyclic graph G(V. E). which represents a Boolean
network with /nput(v) < 4 for each node v € V. such that G can be decomposed
using 2n + 3m 4-input LUTs if and only if C is satisfiable.

Without loss of generality. for each variable z; € X. let I; be equivalent to
Zi+n. and for each clause ¢; € C. if Z; € ¢;. we replace it with z;, in ¢; such that
¢; = {Tjy.-Lje-Tjw}. where 1 < ju < jv < jw < 2n. Note that for y € {ju. jv. ju}.
if n <y <2n.then r, = z,_,.

The construction for V' =V, U V,, U V,,; and E of G is as follows.
Vouw = {Ti|zi€e X}U{Cj|¢;€C}
Vi = {ziizin | 2 € XFU{d,{1].4;[2].4;[3] | ¢; € C}.
Vin = {a,~[0],a,-[1].a.-[’3]., ai+n[1]~ai+n[2] | z; € X}
U{b,[0]. b,[1]. b;(2]. b;[3]. b;[4] | ¢; € C'}.

and
E = {(a.[O].T (2i. T3) (Zign. T3), (a,[k] z;).
(@isnlk], Tisn) | 2 € X and 1 < k < 2}
U{(d;(2]. 4;(11). (d;(3]. d;[1])- (d;[1]. C;), (b;[0]. C;). (b;[1]. d;[2]). (b;[2]. d;[2])-
(6531, d;[3]). (b;[4]. ;[3]). (zju. 4;[2]), (£jv d;[3]), (5w Cj) | ¢; € C}.

We show an example of the construction for z; € X in Figure 5.1(a) and for

¢; € C in Figure 5.1(b), where a square denotes a node in Vj,, a circle denotes a
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Figure 5.1 An example of the construction for 4~RLMP from 3-SAT.

aif1] aif2] ai[0] ain(1] ainl2] a1l apl ap(ll a2 ajw(ll awl2]

(a) (b)

node in V,,.. and an oval denotes a node in V;,. Note that in Figure 3.1(b). all nodes
and edges in a polvgon surrounded by the dash line are constructed in the case for
r; € X (referring to Figure 5.1(a)).

[t is easv to see how the construction can be accomplished in polvnomial time.
[t remains to be shown that G is decomposable by 2n + 3m 4-input LUTs if and
only if C' is satisfiable.

First. suppose that ¢t : X — {T. F} is a satisfying truth assignment for C. The

corresponding decomposition D for G includes the following elements:
(1) T; for each variable r; € X (the number of such elements is n).

(2) either r;. if r; = T. or x;,,. if z; = F. for each variable r; € X (the number

of such elements is n),
(3) C; for each clause c¢; € C (the number of such elements is m).

(4) either d;[2] and d;[3] if z;, = T, or d;{1] and d;[2] if z;, = T. or d;[1] and
d;[3} if x;, = T for each clause ¢; € C with ¢; = {zu.zj,. 2w} (the number

of such elements is 2m).
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Figure 5.2 An example of the construction for 3-RLMP from 3-SAT.

a;{1] ai(2] aj+n[1] 2ien(2] a1l awpl?] ap{ll  awl2] aw(l] ajw[2l§

(a) )

Obviously. D (|D| = 2n + 3m) is a decomposition solution for G.
Conversely. suppose D is a decomposition solution for G with |D| < 2n + 3m.

By the previous construction. we have the following facts.
(1) Vour € D and |Vou| = n + m.

(2) D must include one of two nodes. r; and r;,,. for each variable r; in X. This

gives n nodes.

(3) Finally. the remaining 2m nodes must be used as follows. For each clause
¢; € C with ¢; = {z;4, Tju. Tjw}. we need at least two of the three nodes. d,[1].
d,[2]. and d;[3]. to be included in D on the condition that at least one of the
three nodes. rj,, rj,. and rj,. of ¢; is in D. In other words. if none of the
elements in ¢; is in D. D has to include d;[1]. d;{2]. and d;[3]. resulting in

|D| > 2n + 3m, which is in contradiction with |D| < 2n + 3m.

Based on the above discussion. it is easy to find a satisfving truth assignment for

from D. ]
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We can use a similar approach to transform 3-SAT to 3-RLMP. Figure 5.2 shows
an example of constructing 3-RLMP from 3-SAT for each variable r; € X and each

clause ¢; € C. Therefore. we have

Theorem 5.2 3-RLMP problem is NP-complete.

5.3.3 Remarks

We can see. from the transformation applied in the proofs. that 4RLMP and 3-
RLMP remain NP-complete even for 4-level Boolean networks (i.e.. the number of
edges on the longest path from any primary input node to any primary output node
is 4). and for networks without reconvergent path. Moreover. if we use the restricted
satisfiability problem [CD94] in the transformation. we find that +RLMP and 3-
RLMP remain NP-complete for 3-bounded fanout networks (i.e.. |Qutput(v)| < 3
for each node v in V7).

[f we apply the transformation used in the proofs to K-RLMP with A" > 4.
we can find a different NP-completeness proof from that presented by Farrahi and
Sarrafzadeh in [FS94]. Note that the transformation in the proofs can also be
used to prove NP-completeness of the technology mapping from the BDD (Binary
Decision Diagram) based Boolean network [Bry86. Mil93. ZMM95a] to the 3-input
LUT-based Boolean network.

We have proved that 4-RLMP and 3-RLMP are NP-complete. The remaining
open problem is whether 2-RLMP is NP-complete. Neither the approach in [FS94]

nor the approach in this section can be applied to the 2-RLMP.

5.3.4 Technology Mapping Experiments

Although the K-input LUT minimization problem for FPGA technology mapping

is NP-complete. a number of heuristic algorithms have been developed to solve the
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problem sub-optimally. We use a greedy algorithm similar to the one given in [Mil93]
to do some experiments for the 5-input LUT-based FPGA technology mapping for
the ISCAS85 benchmark circuits.

For each circuit we list. in Table 5.2. the original properties of the circuit regard-
ing the number of gates used. the number of inputs. and the number of outputs. as
well as the number of LUTs needed and the number of the possible transition faults

existed after the technology mapping.

Table 5.2 Numbers of LUTs and numbers of faults for ISCAS85 circuits.

circuits | gates inputs outputs | LUTs faults
c432 160 36 T 80 1122
c499 202 41 32 80 1280
c880 383 60 26 121 2476
cl353 546 41 32 17T 2152
c1908 880 33 25 154 3488
c2670 | 1193 233 140 337 6206
c3540 | 1669 50 22 519 13674
c3315 | 2307 178 123 635 10748
c6288 | 2406 32 32 841 19168
c7352 | 3512 207 108 706 16160

[n this dissertation. we have no intent to do any comparison between our tech-
nology mapping results and others obtained in different approaches since eight of ten
circuits have never been used as benchmarks of the technologv mapping. Moreover.

the technology mapping is not a major issue of the dissertation.

5.4 Experimental Simulation Results

[n Chapters 3 and 4, we have discussed the effectiveness of using LHCA and LFSR

as the BIST generator for sequential-type faults. e.g., gate delay faults. in combi-
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national circuits. The presentation was based on a theoretical analysis as well as
comparisons of experimental results. In this section, we examine the use of LHCA
and LFSR as BIST generators for testing transition faults in the LUT-based FPGA
combinational circuits.

Simulation of transition faults for LUT-based FPGA combinational circuits is
similar to the one given in [WLRIS7]. A fault is detected if the output data stream
in the presence of the fault differs from that in the fault-free case.

Table 5.3 shows results collected by performing fault simulation for the transition
faults using 102. 000 test vectors. We simulated each circuit using three different test
vector generators: the minimal cost LHCA in [CZ95]. the minimal cost LESR(II)
in [BMSS87. Bar92b]. and the LFSR(I) with half taps evenly distributed. produced
by the author. Each generator has degree corresponding to the number of inputs in
the circuit under test.

For a fair comparison. we used 100 different trials for each circuit and test vector
generator applied. The differences for each trial are (1) randomly chosen connections
between the circuit inputs and the test vector generator outputs: and (2) randomly
chosen initial state for the generator.

[n the table. we report the best. the worst. the median. and the average results
about the number of undetected faults. In each row. we show the difference between
the results produced by the LHCA and the LEFSR(II). as well as between the LHC A
and the LFSR(I). Evidence that LHCA vield better fault coverage than LFSR is
consistent with results of the theoretical analysis in Chapters 3 and 4.

We may notice, from Table 5.3. that a number of the faults are undetected after
102.000 test vectors are applied. One of the reasons is mentioned in Section 5.2
that the transition faults defined in the given ¢-input LUT (2 < ¢ < 3) may not
exist because the LUT only can get a subset of 27 different inputs. resulting from

the circuit topology or the circuit functionality. Another reason is that the faults
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Table 5.3 A summary of the fault simulation results for 100 randomly chosen

connections.

circuit undetected faults at best undetected faults at worst
name LHCA LFSR(I) LFSR(II) | LHCA LFSR(I) LFSR(II)
c432 235 238 240 256 273 238
c499 28 28 28 36 28 28
c830 321 342 338 432 533 541
cl353 360 560 560 576 564 568
c1908 797 821 307 999 1144 1204
c2670 2756 2758 2796 2844 2957 2976
c3540 3968 4072 4231 5665 6675 1235
c3315 2377 2381 2385 2407 2540 2702
c6238 8580 8586 8612 8618 8865 8850
c7552 4562 4576 4574 4703 4704 4762
comparison | 1.000 1.007 1.016 | 1.000 1.066 1.099
circuit undetected faults at median | undetected faults on average
name LHCA LFSR(I) LFSR(II) | LHCA LFSR(I) LFSR(II)
c432 240 247 253 | 241.1 248.8 254.8
c499 28 28 28 28.2 28.0 23.0
c380 347 393 421 ] 350.3 401.9 427.7
cl335 560 360 560 | 560.2 560.5 561.2
c1908 388 912 936 | 891.0 924.5 953.6
c2670 2815 2822 2830 | 2812.2 2823.5 2834.2
c3540 4077 4718 5108 | 4159.2 1916.3 3357.2
c3315 2392 2404 2427 | 2391.7 2409.8 2441.5
c6288 8586 8630 8680 | 8590.4 8639.9 8687.6
c7552 4615 4628 4644 | 4617.1 4631.6 4643.6
comparison | 1.000 1.032 1.055 | 1.000 1.038 1.063
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may be untestable, i.e.. they remain undetected even if all the possible pairs of test

vectors are applied to the circuit.

5.5 Detection Requirements

We can see. from the simulation results. that a number of the faults considered are
not detected using the given length of test vectors. It is instructive to know whether
the given fault is testable. Thus, we use an illustration in Figure 5.3 to derive the

detection requirements for given transition faults.

Figure 5.3 An example of the detection requirement for the transition fault.

X1 — )
X2 [ f;
. LUT .

X n— — fm

g4(V) —

go(V) —— Look-up | L(x)
: Table

gq(V) —1

Suppose that a A™-input LUT-based FPGA combinational circuit. shown in Fig-
ure 3.3. has n inputs. V' = (X, X,, Xi..... X). and m outputs. fi. fo..... fn. Let
L(z) be the function corresponding to a A-input LUT being observed with input
= (qi(V).g2(V).....q4(V)), where 2 < ¢ < A and ¢;,1 < i < ¢, is a function of
input V. That is. the input to the LUT depends on the circuit input V'. Moreover.
let output f; = Fi(L(z),V) for 1 < i < m, i.e., f; does depend on not only the
circuit input, but also the output of the observed LUT.

Observing the definition of the slow-to-fall fault for the LUT in (a) of Section 5.2,

we have the following result.
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(a) The slow-to-fall fault corresponding to z. (€ lo). an input to the LUT resulting
in the output of the LUT being 0. is testable if and only if there exist n-tuple

vectors V1 and V5 such that

T, = (g1(V1). g2(V1). ... go(V1)) and z, € . (5.1)
. = (g1(V2). g2(V2). ... go(V2)). (5.2)
Jicicm[Fi(1.V2) = Fi(0. V3) = 1]. (3.3)

In other words. we need two vectors V; and V; to detect the transition fault. The first
vector V] is to set the output of the LUT. In the case being observed. £(z,) = 1. i.e..
the output of the LUT for input V} is 1, because r, = (g1(V1).g2(V1).....go( V1)) € [}.

given in Equation (5.1). The second vector V; is to satisfy

. = (g1(V2).92(V2). ... gg(V2)).

which results in £(z.) = 0. i.e.. the output of the LUT being 0. shown in Equa-
tion (5.2). And at the same time. the V> satisfies that if the output of the LUT is not
changed from the previous value 1 to the current value 0 because of the slou-to-fall
fault. then at least one of the m outputs of the circuit produces the value differing
from that in the fault-free case. displaved in Equation (5.3).

In a similar approach. we can determine the necessary and sufficient conditions
for detecting the slow-to-rise faults in the LUT. defined in (b) of Section 3.2. as

follows.

(b) The slow-to-rise fault corresponding to r. (€ [;). an input to the LUT resulting
in the output of the LUT being 1. is testable if and only if there exist n-tuple

vectors V] and V5 such that
rp = (g1(V1), 92(V1), ... gg(V1)) and z, € Io, (5.4)

. = (g1(V2), 92(V2). ... g4(V2)), (5.3)
i<i<m[Fi(1.V2) & Fi(0, V3) = 1]. (5.6)
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Knowing the detection requirements for the transition faults considered. we can
determine whether the given fault is testable. We are investigating this issue and

trving to find an efficient algorithm for determining untestable transition faults.

5.6 Summary

Testing a memory-based circuit is different from testing memory because in the
former. memory writing is not involved during the circuit operation and the memory
elements may not be accessible directly from the circuit input or output. Considering
the memory elements involved in LUT-based FPGA. we proposed the transition fault
model. which can be used to evaluate the testing approaches applied to the circuit.
Unlike the fault models proposed for the gate level. transition faults examined are
more reliable since they are based on the final realization of the circuit.

Typically. the basic logic block in LUT-based FPGA has 5 inputs and one output.
A circuit based on such a structure may have a considerable number of untestable
transition faults. The detection requirements derived for the faults considered are
definitely useful in identifying the untestable faults as well as in finding a good
technology mapping algorithm which produces LUT-based FPGA circuits with fewer
untestable faults or no untestable faults. The technology mapping for testability is

a promising area for further research.



Chapter 6

Performance Evaluation of

Self-Checking Circuits

In this and the following chapters. we consider the evaluation of the safety of a self-
checking circuit with combinational logic. Since the circuit is tested under normal
operation. it may stay in different states such as a perfect state in which any erro-
neous output can be detected. unstable states in which an erroneous output may
be detected or may not. a safe-state when the erroneous output has been caught.
and a fail-state because the erroneous output is undetected. as time goes on. Con-
sequently. we propose a fail-safe evaluation. using a Markov model to describe the
state transitions and predict the probability of the circuit not being in the fail-state.

We include a comparison with existing evaluation methods. the proposed ap-
proach being more practical because it estimates the safety of the circuit. which

decreases as time goes on. instead of giving a constant probability measure.

63
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6.1 Introduction

Self-checking circuits can detect the presence of transient and permanent faults be-
cause the circuits are designed with additional sub-circuits that are used to monitor
whether the circuits work correctly during normal operation. However. without
a proper evaluation. we may be misled into thinking that any faults in the self-
checking circuits can be detected because the circuits are being tested under normal
operation or they are totally self-checking and therefore. the self-checking circuits
are safe. In this chapter. we try to expose critical problems in evaluating the safety
of the self-checking circuits and state our initial work in this area.

A primary difficulty with self-checking circuits is that. while both a circuit and a
checker may be totally self-checking. the resulting composite circuit is not. That is.
it is possible for there to be erroneous outputs from the circuit which are not caught
by the checker. This is caused by the presence of one or more faults in the checker
which have not been exposed (and indeed may never be exposed) by an appropriate
stimulus from the circuit (this is considered in detail in Section 6.2.3 below). The
problem is that one of the two primary assumptions for totally self-checking circuits
is often not met.

Designing self-checking circuits has been discussed for more than twenty vears.
However. not much work has been done in the area of evaluating the self-checking
circuits. The existing evaluations are based on determining whether a given circuit
satisfies the totally self-checking goal or calculating how much of that goal has been
achieved by the given circuit[LM84. FMM34, FM87, LF93].

We propose fail-safe evaluation based on a Markov model regarding the testing
procedure under normal operation of the circuit. The chapter begins with reviewing
the development of totally self-checking circuits in Section 6.2, discusses the exist-
ing evaluations in Section 6.3. In the following chapter. we introduce our fail-safe

evaluation in Section 7.1, give experimental results and comparisons in Section 7.2



CHAPTER 6. PERFORMANCE EVALUATION OF THE CIRCUITS 65

and summarize the major results in Section 7.3.

6.2 Totally Self-Checking Goal

The goal to be reached by self-checking circuits is often called a totally self-checking
goal. i.e.. the first erroneous output of the functional circuit is caught by the checker.
We give a brief review of the concepts of totally self-checking circuits so that we can

illustrate the difficulties of evaluating how closely a circuit meets this goal.

6.2.1 Preliminaries

In this chapter. we consider multiple-input and multiple-output combinational circuits.
If a circuit has r primary inputs and q primary outputs, then the 2" binary vectors of
length r form the input space and the 29 binary vectors of length g form the output
space of the circuit. During normal. i.e.. fault-free. operation. the circuit receives a
codeword from the input codeword space. a subset of the input space. and produces
a codeword belonging to the output codeword space. a subset of the output space.
Members of the input(output) space which are not in the input(output) codeword
space are called the input(output) non-codewords.

To formalize our discussion, the term fault refers to one line of a circuit stuck-at
0 or stuck-at 1. A fault that involves only one stuck line is called a single fault. An
error is defined as the incorrect logic signals caused by a fault. It should be noted
that a circuit with a fault does not necessarily produce an error for a particular
input.

For notational convenience. we define the following notations to be used here-

after.

=« X - an input codeword space for a given circuit:
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« Z - an output codeword space for a given circuit:
« F - a set of faults to be considered in a given circuit:
« z(r) - a logic function for a given circuit:

« 3f(z) - a logic function for a given circuit with fault f.

6.2.2 Definitions

The concept of self-checking circuits is formally defined by Anderson and Metze

in [AMT73]. The following definitions are proposed to describe self-checking circuits.

Definition 6.1 A4 circuit is fault-secure with respect to F if
) € Z or Zf(r) =z(I)
foranyr € X and f € F.

This definition implies that Z;(z) never takes an incorrect output value in Z. Con-
versely. when Z;(z) belongs to the output codeword space. it necessarily takes a

correct value.
Definition 6.2 A circuit is self-testing with respect to F if
VfeF. Jre X. Zir) € Z.
This means that any fault in F can be detected by at least one input codeword.

Definition 6.3 A circuit is totally self-checking (TSC) if it is fault-secure and self-

testing.
The following definition concerns TSC checkers.
Definition 6.4 A circuit is code-disjoint if

Ve X, z(z)€Z and Ve g€ X, z(z) € Z.
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Code disjointness can be viewed as a formalization of the capability to detect input

errors.
Definition 6.5 A checker is TSC if it is fault-secure. self-testing. and code-disjoint.

A TSC checker usually has two outputs. A (0.0) or (1.1) on its outputs indicates
errors. whereas (0.1) or (1.0) indicates fault free operation. The reason we need at
least two outputs from the checker is that if it had only one output. the output
could get stuck-at the correct value and an error indication would never be given.
The effectiveness of TSC circuits is based on two fundamental assumptions

in [SM78]:
A,) Each failure can be modeled as a member of F':

A,) Faults occur one at a time. and the time interval between occurrences of any

two faults is long enough for all input codewords to be applied the circuit.

6.2.3 General Designs for TSC Circuits

Anderson [And7l] gives the model of Figure 6.1 of a TSC circuit consisting of
a functional circuit and a checker that are both TSC. [n terms of the notation
presented here. the functional circuit has a fault-free function which is surjection
from an input codeword space X¢ onto an output codeword space Zc. while the
checker has a normal input codeword space X7 = Z¢ and an output codeword space
Zt = {(01).(10)}. It is easy to show that the entire circuit is TSC.

Much effort has been concentrated on the designs of TSC checkers by researchers.
The most common TSC checker is the two rail checker. The two rail checker is used
to compare two words that should normally be complementary.

A simple design of a TSC two-rail checker is shown in Figure 6.2 where each

of two input words is two bits. The first input word is (zo.z,). and the second
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Figure 6.1 A totally self-checking circuit.
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* Totally Seif-Checking .
| . *Qutputs €
nputs G_xc_,- Functionaf Circuit d Zc
Inputs € Xt
Zc = Xr
TSC Checker
1 I Outputs € Z¢
Error Indication
Figure 6.2 A TSC two-rail code checker.
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(Yo-y1). Valid codewords on the inputs have ro # yo and z, # y,. If we consider
(Zo-Yo-I1.y1) as an input codeword for the given checker. a set of input codewords
X is {(0101).(0110).(1001).(1010)}. In Table 6.1. the detections of this checker for
all the possible stuck-at 0 (line/0) and stuck-at 1 (line/1) faults' are listed. There
are 16 faults in total: 12 of them are detected by only one input. i.e.. the detection
probability is 0.25, and the remaining four are detected by two input codewords.
i.e.. the detection probability is 0.5.

Although a two-rail checker for an arbitrary number of input pairs may be de-
signed using two-level AND-OR logic, it is more efficiently realized as a tree by

interconnecting the checker modules with two input pairs[AMT73].

!The fault equivalence rules have been applied.
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Table 6.1 Detection capability for the two-rail checker in Figure 6.2.

i fault 0101 0110 1001 1010 | detection
- | fault-free { 01 10 10 01 —
1 5/1 11 10 10 01 0.23
2 6/1 01 11 10 01 0.25
3 T/l 01 10 10 11 0.25
4 8/1 01 10 11 01 0.25
3 9/1 11 10 10 01 0.25
6 10/1 01 10 11 01 0.25
T 11/1 01 10 10 11 0.25
s | 12/1 0o 11 10 ol 0.25
9 13/0 01 00 10 01 0.25
10 14/0 01 10 10 00 0.25
11 15/0 01 10 00 01 0.25
12 16/0 00 10 10 0l 0.25
13 17/0 01 00 00 01 0.50
14 17/1 11 10 10 11 0.30
15 18/0 00 10 10 00 0.30
16 18/1 01 11 11 01 0.50

A considerable amount of work has been done in the area of TSC checker design
for different codes. However. not as much attention has been paid to the design of
functional circuits [JW93]. Since designing a TSC functional circuit is not major
issue of this chapter. we employ the simplest way. i.e.. a duplex structure. to design a
TSC functional circuit. An example used is a BCD-to-excess-3 circuit from [Man91].
depicted in Figure 6.3. and the truth table relating the input and output variables
is listed in Table 6.2.

In Figure 6.4. we show a design for a self-checking BCD-to-excess-3 circuit using
this duplication structure. It is easy to see that both the functional circuit and the

checker are TSC. However, the entire circuit is not TSC because the output codeword
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Figure 6.3 A BCD-to-excess-3 circuit.
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space Zc¢ of the functional circuit is a proper subset of the input codeword space

X7 of the checker. i.e.. Zc C X1 (|Zc] = 10 and |XT| = 16). resulting in some
faults in the checker not being detectable by only using the codewords from the
input codeword space of the entire circuit.

[t seems that the design in Figure 6.4 satisfies the TSC goal because the first
erroneous output of the functional circuit is caught by the checker (if the checker
works correctly). However. if the checker has a fault which is not detectable (by
only using the codewords from the input codeword space of the entire circuit). the
erroneous output from the functional circuit may not be reported. Perhaps a special
design for such a circuit can be found to achieve the TSC goal (e.g.. the entire circuit
is TSC). But. the checker may have a fault which cannot be detected before the first
erroneous output occurs in the functional circuit, i.e.. one of the two fundamental
assumptions. A,. is not realistic.

In practice. a structure similar to that in Figure 6.4 is often used to design self-
checking circuits with the property that both the functional circuit and the checker

are TSC [JW93. ABF90]. But the question now arises to how we can evaluate
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Table 6.2 Truth table for the BCD-to-excess-3 code conversion.

Input Output
BCD Excess-3 code
Io Iy Ty I3 |wy w; wy ws
0O 0 0 O0(0 0O 1 1
O 0 0 10 l 0 0
0O 0o 1t o010 l 0 1
0O 0 1 1]0 l 1 0
O 1 0 010 1 1 1
o 1L o tj1 O 0 O
0 1 1 0 1 0 0 I
0 1 I 1 1 0 1 0
1 0 0 0|1 0 1 1
Il 0 0 1 1 1 0 0

the performance for such a design with respect to the concurrent error detecting
capability. In the following sections. we discuss the existing evaluation methods and
propose the fail-safe model.

[t should be noted that the circuit in Figure 6.4 is used solely as an illustration
and the results derived later in Chapter 7 are applicable to any circuit which follows

the same structural model.

6.3 Existing Evaluations of Self-Checking Circuits

6.3.1 Related Work

Only a handful of works with respect to the performance of self-checking circuits
have been reported in the last ten years. Lu and McCluskey in [LM84] propose

quantitative measures of self-checking power for evaluation, comparison. and design
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Figure 6.4 A design for a self-checking BCD-to-excess-3 circuit.

Inputs
Xgo X3 X2 X3
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of self-checking circuits. Fujiwara et al. in [FMMB84. FM87] suggest a2 measure called
checker fault coverage to describe the fault detection capabilitv of a TSC circuit. Lo
and Fujiwara in [LF93] deliver a probabilistic measurement for self-checking circuits.
We give brief reviews of these existing evaluations below.

Quantitative measures of the self-testing and fault-secure properties are defined
to allow comparisons between various self-checking implementations of a circuit
function. These measures are the testing input fraction (TIF) and the secure input
fraction (SIF) [LM84]. The values of TIF and SIF can be averaged over the fault set
F to provide figures of merit, which are named as the TIFBAR and SIFBAR. By the
above evaluation. it can be seen that the circuit is fault-secure if the SIFBAR = 1.
However. it should be noted that if the T/ FBAR of circuit A is greater than that
of circuit B. it does not mean that if circuit B is self-testing, then circuit A is also
self-testing.

In general. the self-checking circuit consists of two parts: a functional circuit
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and a checker. Fujiwara et al. in [FMMB84. FM87] suggest a measure called checker
fault coverage. defined as the ratio of the number of single stuck-at faults in both
the functional circuit and the checker which are detected with at least one codeword
from the functional circuit to the total number of single stuck-at faults in both
the functional circuit and the checker. In short. it is a fault coverage on using the
codewords from the input codeword space of the entire circuit. Clearly. if a circuit
has 100% checker fault coverage. it must be self-testing.

In [LF93]. Lo and Fujiwara introduce a measurement named Probability of
Achieving TSC Goal (PATG). which is the probability that a circuit still possesses
concurrent error detecting capability and guarantees that no error is propagated.
The PATG is defined as the probability that the circuit has no fault and that the
circuit has a fault which is detected before a second fault occurs. The PATG gives
the worst case probability. A TSC circuit may be still achieving the TSC goal with
the accumulation of two faults. When a second fault occurs before the first fault is
detected. the circuit is unsafe but the actual violation of the TSC goal has to wait

until an appropriate input to provoke that [LF93].

6.3.2 Remarks

In short. the existing evaluations are based on simulation and statistics. To a certain
extent. they can be applied to compare how two different designs meet the TSC Goal.
The secure input fraction is a quantitative measure for the fault-secure property. and
the checker fault coverage. the testing input fraction. and the PATG are quantitative
measures for the self-testing property. A major problem of the above evaluations
is that they compute a single value. which is not a function of ¢ (time). for the
self-checking circuit under normal operation.

Since the circuit is tested during normal operation, we should consider the fol-

lowing points:
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(a) A fault may occur at any moment in the functional circuit or the

checker under normal operation:

(b) The checker has different abilities of detecting errors when it has :
faults. 0 < i < m. where m is the number of faults considered in the

checker.

These lead us to propose a fail-safe evaluation in the following chapter. based on a

Markov model [Joh89].



Chapter 7

Fail-Safe Evaluation for

Self-Checking Circuits

7.1 Fail-Safe Evaluation

Before introducing our evaluation. we should note that our work is concerned with
the fail-safe evaluation for the self-checking circuits proposed by researchers working
in the digital circuit testing field. Here. the safety measure is different from the
steady-state measures in [GLT87. TMWH92]. To avoid a misunderstanding of our
measure. we cite a definition of safety from [Joh89].

Safety is the probability that a system either performs its functions correctly or
discontinues the function in a manner that causes no harm [Joh39]. To improve the
safety of a circuit. a general approach is to design the circuit which can be tested
under normal operation. i.e.. the self-checking circuit. However. without a general
analysis for the safety issue about the self-checking circuit. it may not be easy to

say how much safety is improved for the given self-checking circuit.

|

(¥
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Figure 7.1 A generic Markov model for the self-checking circuit in Figure 6.4.

7.1.1 Generic Markov Model

In general. a self-checking circuit consists of two parts: a functional circuit and a
checker. Without loss of generality. we assume that both the functional circuit and
the checker are TSC respectively. Based on this assumption. we want to show that
even if we put our best effort into designing the self-checking circuit. we still have
to consider the unsafe case for the circuit under normal operation. Note that when
the functional circuit works properly. we still can get correct outputs even if there
are some faults in the checker. However. when the functional circuit has a fault
resulting in an erroneous output. the circuit fails if the checker cannot find it (it
only happens when the checker alreadv has some faults.)

For a theoretical analysis. the entire circuit is regarded as a system with |F| =
n + m components. n components in the functional circuit and m components in
the checker. Each component in the functional circuit has a unique failure rate Ac
and each in the checker has a unique failure rate Ar. Each fault in the functional
circuit (the checker) corresponds to the failure of one component in the functional
circuit (the checker). A failure of any component in the functional circuit results
in the system failure if it cannot be detected by the checker. whereas a failure of

any component in the checker only influences the detecting ability of the checker in
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finding any fault. which results in an erroneous output. in the functional circuit. For
convenience. we still use the fault occurring instead of the the component failure.
Theoretically. we can define a Markov model as shown in Figure 7.1 to describe the

circuit depicted in Figure 6.4. The model has the following states.
state 0. both the functional circuit and the checker are working correctly.

state i. 1 < i < m. the checker has i faults which have not been detected by the

checker. where m is the number of faults considered in the checker.

state S. there is one fault in the functional circuit or some faults in the checker.

which has(have) been detected by the checker.

state F. the functional circuit has one fault. resulting in an erroneous output which

is not detected by the checker.

As we know. if both the functional circuit and the checker are TSC. an erroneous
output which results from a fault in the functional circuit must be detected by the
checker in state 0. The system goes to the safe state. i.e.. state S. However. if the
svstem is in state i. an erroneous output from the functional circuit may or may
not be detected by the checker. As a result. the system may go to the failed state.
te.. state F.

To build equations corresponding to the model in Figure 7.1. we need to work out
the state transition probabilities. As the number of faults increases. we have great
difficulty in precisely evaluating the abilities of detecting any fault in the checker
and erroneous output from the functional circuit in state i. 0 < ¢ < m. However. we
can simplifv the model by making a number of assumptions so that it is amenable
to analysis. In so doing it is critical that we ensure that any such assumptions can
be proved to lead to results that are consistently pessimistic rather than optimistic -

in this manner we can ensure that our results never lead to false optimism. but that
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Figure 7.2 A simplified Markov model for the self-checking circuit in Figure 6.4.

1- 91Ae 1

1- 934A: 1

they are slightly more pessimistic than the actual performance. This is explored in

the section below.

7.1.2 Simplified Markov Model

The simplified Markov model resulting from that in Figure 7.1 is shown in Figure 7.2.

with the following assumptions:

(a) The fault in the checker can only be detected at the moment of its

occurrence:

(b) When the checker has the second fault in state 1. the system goes to

state S if the fault is detected or state F if the fault is not detected.

The assumptions are pessimistic because if the fault in the checker is detectable by
using the codewords from the input codeword space of the entire circuit. it may be
detected not only at the moment of its occurrence. but also at any moment before
an erroneous output of the functional circuit occurs.

The system is assumed to begin in the fault-free state. i.e., state 0. There are

two paths by which the system can exit state 0. The first is shown as a transition
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to state S and corresponds to the checker detecting the erroneous output from the
functional circuit or a fault occurring in the checker. The second transition that
can occur from state O is the transition to state 1. which corresponds to a fault
occurring in the checker and going undetected at the moment of the fault occurrence.

Similar transitions exist from state 1 to state S. the safe state. and state F.
the failed state. state 1 corresponds to the checker having one fault which has not
been detected. While in state 1. if the checker can detect either a fault occurring
in the functional circuit which results in the erroneous output or the second fault
occurring in the checker. the system goes to state S. If the checker cannot detect
the erroneous output from the functional circuit resulting from the fault occurring.
or the second fault occurring in the checker. the system goes to the failed state.

state F.

Based on the above discussion. we define ¢g;. I < ¢ < 6. in Figure 7.2 as follows.

g2 = (1 —=p:Cr)mAr.

gs = nAic + pCr,mAr.

gs = nCclAc +(m—1)p.Cr,AT.

gs = n(l—=Cc)ic +(m—1)(1 —p:Cr,)A7T.
g = g2+ ga.

g3 = gs+ge.
where
s n is the number of faults considered in the functional circuit.
« m is the number of faults considered in the checker.
= Ac is the unique rate of the fault occurring in the functional circuit.

« Ar is the unique rate of the fault occurring in the checker.
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« p: is the probability that the functional circuit produces all input codewords
to the checker. which is calculated by the number of output codewords of the

functional circuit over the number of input codewords to the checker.

« (1, (Cr,) is the probability of detecting the first (second) fault in the checker
when all possible codewords are applied. Computing Cr,. for each fault in the
checker. by applying all input codewords. we obtain the detection probability
which is similar to that shown in Table 6.1. Then. (1, is calculated by the
sumn of the detection probabilities over the number of faults considered. For

the checker shown in Figure 6.2. we have

Cr, = (0.25 x12+0.50 x 4)/16

= 031

In a similar fashion. we can obtain Cr, = 0.44 for the checker in Figure 6.2 by

considering two faults in the checker each time.

« C¢c is the probability that the checker detects an erroneous output from the
functional circuit when the checker has one fault. Computing C¢ is similar
to computing Cr,. However. in this case. we apply all input codewords with
one bit error instead of all input codewords without error. For the checker
shown in Figure 6.2. we have Cc = 0.75. That is. if the checker has one
fault. it only has a probability of 0.75 to catch the erroneous output from the
functional circuit. Moreover, for this example. if the checker has two faults.
the probability is reduced to 0.61. Note that when the checker has no fault.
the probability is 1.0. i.e., any erroneous output from the functional circuit is

detectable by the checker.

For the Markov model in Figure 7.2, we have the following equations.

po(t +At) = (1 —gi1At)po(t),
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pi{t+ At) = gAtpe(t) + (1 — gz At)p(¢).
ps(t + At) = gaAtpo(t) + gsAtpi(t) + ps(t).

pr(t + At) = geAtpi(t) + pr(t).

The Markov model considered is a discrete-time model in which state transitions

occur at fixed intervals A¢. The continuous-time equations can be derived from

the discrete-time equations by allowing the time interval At to approach zero. The

equations of the discrete-time Markov model can be rewritten as

po(t + At) — polt)

At

pi(t + At) — pi(¢)

At

ps(t + At) — ps(t)

At

pr(t + At) — pr(t)

At

—glp()(t)~
g2po(t) — gap1(t)-
gapPo(t) + gspi(¢).

gep1(t).

Taking the limit as \¢ approaches zero results in a set of differential equations given

by

dpo(t)
dt

—g1Palt)-
g2po(t) — gap1(t).
9apo(t) + gspi(2).

gepr(t).

—g1 Fo(s).
92Fo(s) — gaPi(s).
g1bo(s) + gs Pr(s),
g6 P1(s).
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We assume in this analysis. that the system starts in the perfect state. i.e.. state
0. at time ¢ = 0, so pg(0) = 1. and p1(0) = ps(0) = pr(0) = 0. Consequently. the

Laplace transform equations can be written as

1
Py(s) = .
° s+ aq
n 1 1
P[(S) = g2 ( - .
gs— g1 s+q1 S+G3
l 9295 |, 1L 1 9295 l 1
Ps(s) = —(qgs+ - = - (—— ).
s(9) gl(g4 B—q s 3+aq g3(gzs—q) s s+g3
11 1 1 1 1
Pr(s) = 92ge L L L . L. )]

Taking the inverse Laplace transform results in the solution which is given by

po(t) = e 9,
Pl(t) = _g_z_.(e_glt - e—g3t).
g —q
1 s )
ps(t) = —(gs+ J29s )1 —e™9tt) — 929 (1 — ™93¢,
[ g3 —qi 93(g3 — q1)
pr(t) = ﬂs—[—(l — ey — (1 — e ).
g —a g g3

The safety of the system is written as
S5(t) = polt) + pu(t) + ps(t). (7.1)

Meanwhile. we can get a side product from our analysis. the reliability of the system

which is given by

~1
[8V]
~—

R(t) = po(t)+ pi(t). (v

Note that although we use the circuit in Figure 6.4 to derive equations (7.1) and
(7.2). in fact. they are applicable to all circuits with a similar structure to that in

Figure 6.4.
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7.1.3 Generalizations of Parameters and Model

In the previous subsection. when computing Cr,. Cr,. and C¢. we assume that the
output codewords produced by the functional circuits are uniformly distributed. In
general. it may not be true, i.e., some output codewords may appear more frequently
than others. Therefore. we should consider using all output codewords produced by
applving all inputs to the entire circuit to get the detecting capability of C'r, and
C'r,- For computing Cc. considering all possible combinations of two faults. one in
the functional circuit and another in the checker. we can get C¢ using results of the
fault simulation. Note that. if we apply the above methods to get C'r,. C'r,. and Cc.
we do not need parameter p..

Furthermore. even if we consider a more general case for the self-checking circuit
(e.g.. the functional circuit is not feult-secure). we still can estimate the safety of
the circuit by modifving the model in Figure 7.2 into one shown in Figure 7.3. where
a transition from state 0 to state F results from the presence of one fault in the
functional circuit producing an incorrect output codeword that cannot be detected

by the checker.

Figure 7.3 A simplified Markov model for the self-checking circuit in general.

Since we use a different approach to get parameters Cr,, Cr,. and Cc¢, and
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examine the general case.

go

Jge

g1

g3

we redefine g;. 0 < < 6. in Figure 7.3 as follows.

n(l — Ce,)Ac.

(1 = C1,)mAr.

nCcoAc + CrymAT.

nCclAc + (m — 1)Cr,AT.

n(l — Cc)Ac + (m —1)(1 = Cr,)AT.
go + g2 + Ga-

g5 + ge-

where m. n. Ac. Ar. C1,. Cr,, and Cc are the same as those in Section 7.1.2 but

we use the methods discussed in this subsection to obtain Cr,. C'r,. and C¢. Cg,

is the probability that the checker without faults detects an erroneous output from

the functional circuit. which can be obtained by simulating faults one by one in

the functional circuit. [f both the functional circuit and the checker are TSC'. then

Cc, is 1. with the result that the model in Figure 7.3 degenerates to the one in

Figure 7.2.

For the Markov model in Figure 7.3. we have the following equations.

po(t + At) = (1 — g1 At)po(t).

pi(t + At) = g2 Aitpo(t) + (1 — gaAt)pi(2).

ps(t+ At) = g4 Atpo(t) + gsAtpi(¢) + ps(t).

pr(t + At) = goAtpo(t) + geAipi(t) + pr(t).

In a similar method to that used to solve the equations in Section 7.1.2. we have

po(t) = €9,

p(t) =

g2

(e—ml — e—yst)’

g3 — g1
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ps(t) = —(gs+ 2B y(1—enty— LB (| _ -y,
9 93— 93(g3 — q1)
1 .
pr(t) = —(go+ J2de N1 —e9) — _9225_(1 — e,
9 93— G g3(g3 — 1)

Then. we can derive equations for the safety and reliability which are similar to (7.1)

and (7.2).

7.2 Experimental Results and Comparisons

It is instructive to compare the different evaluations by experimental results. Since
the main purpose of the comparisons is to see which evaluation is practical. it is

sufficient to use the circuit in Figure 6.4 as an example.

7.2.1 Results

For the circuit shown in Figure 6.4. the functional circuit has 36 faults (n = 56) and
the checker has 48 faults (m = 48). We calculate results from the existing evaluation
methods in abbreviated form to give us some comparison with the fail-safe method.
The complete details of these methods are in [LM84. FMMS84. FM87. LF93].

(a) quantitative measures in [LM34].
The average testing input fraction (T'[ F BAR) and the average secure input fraction

(SIF BAR) for the circuit shown in Figure 6.4 are given as follows.

1

TIFBAR = (34.6) = 0.33.
104
1
SIFBAR = — =1.
[FBAR (104 x 1) =1

[t can be seen that the circuit is fault-secure because SIFBAR = 1. However. we
do not know how to precisely explain the result TIFBAR = 0.33 because if the
TIFBAR of circuit A is greater than that of circuit B, it does not mean that if

circuit B is self-testing, then circuit A is also self-testing.
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(b) checker fault coverage in [FMM84. FM37].
The total number of faults in the circuit is 104. and 101 of them are detected by at

least one input codeword and 3 of them are undetectable. Thus.

101
checker-fault-coverage = I%I x 100% = 97.12%.

This means that the circuit is not self-checking.
(c) probability measurement in [LF93|.

Assuming failure rate A\, = 107°. we have
PATG = 99.93%.

That is. the probability that the circuit has no fault and the circuit has a single
fault which is detected before a second fault occurs is 99.93%.

(d) fail-safe evaluation.

For the circuit shown in Figure 6.4. we have n = 56 and m = 48. By simulation and
observation. we have p, = 10/16 = 0.63, C¢c = 0.83. C'7, = 0.31. and Cr, = 0.46.
By (7.1) and (7.2). the safety S(¢) and the reliability R(¢) are shown in Figure 7.4.
where A\¢ = At = 107> failures per hour.

Compared with the reliability. R'(t) = e~™\<*. of the functional circuit without
the checker. it can be seen that using the checker can improve the safety but reduce
the reliability of the system because the system goes to the safe state if it detects any
fault in the checker although the fault in the checker does not influence the output
of the functional circuit. Moreover. compared with the reliability of the functional
circuit. the reliability of the original circuit (BCD-to-excess-3) is e~ 3¢t = [R/(1)]z.

which is also the safety of the original circuit.

7.2.2 Remarks

A significant difference between the fail-safe evaluation and the existing evaluations

is that the former estimates the safety, which decreases as time goes on. of the
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Figure 7.4 Safety and reliability for the circuit in Figure 6.4 with \c = Ar = 107>,
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circuit under normal operation rather than giving a single value. However. some of
the results from the existing evaluations are still needed in the fail-safe evaluation. In
other words. the fail-safe evaluation incorporates the property that the self-checking
circuit is tested under normal operation with the existing evaluations on the basis

of the Markov model.
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7.3 Summary

We have reviewed the existing evaluations concerning satisfying the TSC goal and
proposed the fail-safe evaluation based on a Markov model. The proposed evaluation
can be used to predict the safety of the system (the entire circuit). Compared with
the existing evaluations. our analysis is more practical since it considers the testing
procedure under normal operation of the circuit.

In our analysis. we note that when designing a self-checking circuit. we should
not assume that the TSC checker can detect all errors produced by the functional
circuit because the functional circuit may not produce all input codewords for the
checker such that some faults in the checker may not be detectable by only using
the input codewords for the whole circuit. Even for the TSC circuit. there still
exists some possibility that the error produced by the functional circuit cannot be
detected if there is/are some fault(s) in the checker which cannot be detected before
the fault occurs in the functional circuit.

We have given a general idea as to the use of the Markov model to predict
the safety of the self-checking circuit. It is thought that this is a very promising
approach to the derivation of an effective measure of the safety of such a circuit. and
research is continuing to minimize the pessimistic assumptions so that the results
of the evaluations are more accurate for the self-checking circuit.

Self-checking circuits can detect the presence of both transient and permanent
faults. Since the existing evaluation methods for the self-checking circuits are based
on the stuck-at fault model. our current work is to use the same fault model but ap-
ply a different evaluation approach and do some comparisons between our method
and the existing evaluations. According to field measurements on several opera-
tional computer systems, considerable detected errors/failures are transient in na-
ture [SKM*78. MST79. IBM82]. Therefore, we will work on the evaluation for the

transient faults in future.
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[t should be noted that in general it is not easy to find relationships between the
fault models and physical defects in the circuit under test. Consequently. the result

of the evaluation is not an exact but a rough estimate.



Chapter 8

Conclusions

8.1 Summary

8.1.1 Major Contributions

This dissertation discusses issues of evaluation and performance improvement in a

BIST environment. The following contributions are:

(1) We have developed a method of analyzing the effectiveness of a test vector
generator for detecting delay faults. Most of the results presented in Chapter 2.

3. and 4 are published in [ZBMM94a. ZBMM94b. ZBMM95. ZMM95b].

The comprehensive analysis regarding the two-vector testing capabilities of
LFSR and LHCA plays a key role in analyzing delay fault testing. We solved
the open problem as to “how to properly separate the inputs when an LHCA-

based generator is used for testing the delay faults” proposed in [Sav93. Sav97].

(2) We have proposed a transition delay fault model for look-up table based
circuits and formalized the technology mapping problem in Chapter 5. Some
of the results are presented in [ZMM96]. which solves an open problem listed

in [FS94, CD94].

90
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(8) We have identified a problem with evaluating self-checking circuits and pro-

posed a fail-safe evaluation. Our initial results were published in [ZM95)].

To produce the experimental results presented in this dissertation. we imple-
mented a transition fault simulation program for gate and LUT-based combinational
circuits. We also implemented a technology mapping program used to map the IS-
CAS85 benchmark circuits to the 5-input LUT-based circuits for our experimental

results regarding transition faults for the LUT-based circuits.

8.1.2 Remarks

Note that some researchers presented similar results coincident with our work. Chen
and Gupta in [CG96] list equations of the transition coverage for the LFSR and
LHCA generators with different formats from the results presented in [ZBMM94b.
ZBMMO95] (Also see Chapter 3).

Lo and Fujiwara present results on the probability of achieving the TSC goal
in [LF96]. where they improve their results presented in [LF93] and provide a means
of dynamic error handling performance evaluation of self-checking circuits using a

different approach from the one presented in [ZM93] (see Chapter 7).

8.2 Further Work

Application of the theory derived in this dissertation to further explore the world
of BIST is a general research direction. The following areas may be a good starting

point for further research.

(1) Work in determining the proper connection between the circuit under test
and the test vector generator may be done by considering ways to characterize

circuit topology.
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(2) From our experimental results. a different initial seed for the generator deter-
mines a segment of the whole test sequence generated which may have different
fault coverage. Moreover. a test generator with an appropriate initial seed may
detect the faults with a shorter sequence. Research work is still required to

find the appropriate initial seed.

(3) We need to find a good algorithm for determining the untestable faults in
LUT-based circuits. Moreover. when mapping a circuit to the LUT-based

circuit. we should minimize the untestable faults.
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Appendix A

Minimum Cost Maximum Length

LHCA for »n <500

The following table gives the maximum length LHCA with the minimal cost. one
of each degree up to 500. The entries in the table indicate which cells use rule 150.
For example. the entry

(10) 2 7

represents a rule vector for an LHCA of degree 10
[0.1.0.0.0.0.1.0.0.0].

where ‘0" denotes rule 150 and "1’ denotes rule 90. That is. the LHCA has 10 cells.
numbering the cells 1 to 10 from left to right. where cells 2 and ¥ use rule 150 and

the rest use rule 90.
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LHCA of Degree from 1 to 100

Degree LHCA Degree LHCA Degree LHCA Degree LHCA

(1) 1 (26) 1 (51) 1 (76) 2 22
(2) 1 (27) 1 20 (32) 2 29 (7i7) 3 44
(3) 1 (28) 3 (33) 1 (78) 1 41
(4 1 3 (29 1 (54) 9 (79) 9
(5) 1 (30) 1 (33) 17 (80) 1 71
( 6) 1 (31) 11 (56) 4 14 (81) L
(7) 3 (32) 1 15 (57) 9 (82) 1 69
(8) 2 3 (33 1 (38) 17T (83) 1
(9) 1 (34) 1 19 (39) 4 15 (84) 36
(10) 2 7 (33 1 (60) 2 38 (8) 1 46
( 11) L (36) 6 (61) 1 10 (36) 1
(12) 3 7 (37 9 (62) 5 (87) 13
( 13) 5 (38 T (63) 31 ( 88) 5
( 14) I (39) I (64) 3 5 (89) 1
( 15) 3 (40 8 (63) 1 (90) 1
(16) 1 15 (41 1 (66) 1 19 (91 15
(17) 5 (42) 19 (67) 15 (92) 3 71
(18) 1 17 (43) 3 (68) 8 (93) 33
( 19) 3 (44) 4 26 (69) 1 (94) 42
(200 2 3 (45 9 (70) 1 37 (95 1
(21) 1 10 (46) 2 10 (71) 17 ( 96) 6
( 22) 5 (47) 13 (72) 6 535 (97) 1 82
( 23) 1 (48) 15 (73) 9 (98) 8
(24) 8 12 (49) 1 10 (74) 1 (99) 13
( 25) 9 (30) 11 (73) T (100) 1 67
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LHCA of Degree from 101 to 200
Degree  LHCA Degree LHCA Degree LHCA Degree LHCA

(101) 1 20 (126) 40 (151) 2T (176) 1 45
(102) 33 (127) 15 (152) 10 (177) 1 02
(103) 15 (128) I 29 (153) 13 (178) I 79
(104) 2 40 (129) 19 (154) 66 (179) 1
(105) 1 (130) 1 27 (153) 1 (180) 19
(106) 30 (131 I (156) 2 24 (181) 81
(107) 19 (132) 18 (157) 33 (182) 34
(108) 1 35 (133) 1 4 (158) 1 (183) L
(109) 1 4 (134) 26 (159) 61 (184) 2 163
(110) 13 (135) 1 (160) 1 151 (183) 61
(111) 27 (136) 1 97 (161) 1 116 (186) 1 125
(112) 2 5 (137) 1 132 (162) 73 (187) 15
(113) I (138) 28 (163) 1 24 (183) 2 10
(114) 22 (139) 11 (164) 26 (189) 1
(115) 41 (140) 8 (165) 3 130 (190) 2 8
(116) 16 (141) 25  (166) 72 (191) 1
(117) 33 (142) 5 (167) 1 60 (192) 3 111
(118) 30 (143) 35 (168) 1 113 (193) 9
(119) 1 (144) 13 (169) 81  (194) 14
(1200 3 73 (145) 1 46 (170) 22 (195) 19
(121) 45 (146) 1 (171) 37 (196) 32
(122) 14 (147) 1 136 (172) 3 (197) 65
(123) 51 (148) 8 (173) 1 (198) 1 145
(124) 21 (149) 1 108 (174) 16 (199) 41
(125) 13 (150) 2 102 (175) 2 71 (200) 11
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LHCA of Degree from 201 to 300
Degree LHCA Degree LHCA Degree LHCA Degree LHCA

(201) 1 26 (226) 1 33 (251) 1 (276) 81
(202) 24 (227) 109 (252) 4 31 (277) 1 72
(203) T (228) 6 (253) 93  (278) 1
(204) 1 103 (229) 21 (254) 1 (279) 69
(205) 57 (230) 1 (255) 55 (280) 2 47
(206) 1 71 (231) 1 (256) 1 127 (281) 1
(207) 1 130 (232) 93  (257) 49 (282) 3 19
(208) T4 (233) 1 (258) 1 181 (283) 35
(209) L (234) 1 145 (259) 21 (284) 19
(210) 1 (235) 69 (260) 4 39 (285) 1 208
(211) 1T (236) 61 (261) 1 (286) 2 167
(212) 2 169 (237) 33 (262) 3 189 (287) 109
(213) 1 36 (238) 35 (263) 95 (288) 1 6l
(214) 59 (239) I (264) 2 173 (289) 101
(215) 29 (240) 3 T (265) 69  (290) 112
(216) 4 26 (241) 1 162 (266) 16 (291) 97
(217) 53 (242) 4 (267) 103 (292) 5
(218) 50 (243) 1 (268) 1 73 (293) L
(219) 19 (244) 2 49 (269) 1 210 (294) 1 79
(220) 4T (243) 1 (270) 81 (295) 57
(221) 1 (246) 40 (271) 5 (296) 2
(222) 2 12 (247) 1 102 (272) 3 109 (297) 3 84
(223) 9 (248) 1 185 (273) 1 (298) 111
(224) 64 (249) 81 (274) 2 29 (299) 1
(225) 33 (250) 1 217 (275) 103 (300) 1 251
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LHCA of Degree from 301 to 400

Degree LHCA Degree LHCA Degree LHCA Degree LHCA

(301) 81 (326) I (351) 1 64 (376) 62
(302) 2 105 (327) 25 (352) 1 145 (377) 149
(303) 1 (328) 80 (353) 97 (378) 2 12
(304) 4 130 (329) I (354) 24 (379) 33
(305) 73 (330) 1 (353) 69 (330) 4 102
(306) 1 (331) 21 (356) 10 (381) 1
(307) 123 (332) 1 65 (357) T3 (382) 138
(308) 14 (333) 1 52 (338) 9 (383) T
(309) 1 (334) 104  (359) 1 (384) 1 213
(310) 1 43 (335 1 12 (360) 1 97 (385) 161
(311) T O(336) 4 35 (361) 1 282 (336) L
(312) 1 295 (337) 1 100 (362) 2 154 (387) 1 176
(313) 57 (338) 1 41 (363) 51 (388) 1 339
(314) 3 41 (339) 2 9 (364) 27 (389) 89
(315) 123 (340) 2 37 (365) 85 (390) 2 56
(316) 1 25 (341) 145 (366) 1 65 (391) 1 252
(317) 2 127 (342) 69 (367) 93 (392) 173
(318) 16  (343) 99  (368) 139 (393) 33
(319) 21 (344) 13 (369) 1 T4 (394) 59
(320) 3 79 (345) 19 (370) 5 (395) 1 86
(321) 97 (346) 32 (371) 1 (396) 1 113
(322) 2 74 (347) 13 (372) 1 257 (397) 113
(323) 1 (348) 1 25 (373) 5 (398) 1
(324) 19 (349) 117 (374) 2 313 (399) 61
(325) 33 (350) 2 63 (373) 1 (400) 198
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LHCA of Degree from 401 to 500

Degree LHCA Degree LHCA Degree LHCA Degree LHCA
(401) 185 (426) 1 (431) 11 (476) 25
(402) 154 (427) 2 91 (452) 29 (477) 1 266
(403) 179 (428) 184 (453) 1 (478) 36
(404) 68  (429) 1 (454) 18 (479) 1 140
(403) 117 (430) 3 93 (433) 31 (480) 8 239
(406) 116  (431) 1 (456) 2 209 (481) 225
(407) 95 (432) 1 49 (457) 1 220 (482) 1 285
(408) 2 239 (433) 45  (438) 91 (483) 1
(409) 4 97 (434) 86 (439) 19 (484) 3 237
(410) 3 I8l (435) 2 281 (460) 32 (483) 1 272
(411) 1 (436) 17 (461) 1 90 (436) 1 181
(412) 185 (437) 5 (462) 138 (487) 159
(413) 1 (438) 187  (463) 33 (488) 188
(414) 4 137 (439) 171 (464) 82 (489) 109
(413) 1 276 (440) 4 135 (465) 1 202 (490) 2 287
(416) 1 219 (441) 1 (466) 90 (491) l
(417) 129 (442) 138 (467) 95 (492) 15
(418) 36 (443) 1 (468) 2 378 (493) 1 134
(419) 1 (444) 184 (469) 113 (494) 2 3
(420) 1 323 (445) 197  (470) 1 (495) 1
(421) 1 108 (446) 1 443 (471) 2 185 (496) 3 69
(422) 1 21 (447) 223 (472) 2 212 (497) 1 200
(423) 2 221 (448) 1 133 (473) (498) 63
(424) 2 30  (449) 209  (474) 61 (499) 1 174
(425) 37 (450) 2 137 (475) 45 (300) 2 78
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