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ABSTRACT

In this thesis, we look into the problem of forming and maintaining good commit-
tees that can represent a distributed network. The solution to this problem can be
used as a sub-routine for Byzantine Agreement that only costs sub-quadratic message
complexity. Most importantly, we make no cryptographic assumptions such as the
Random Oracle assumption and the existence of private channels. However, we do
assume the network to be peer-to-peer, where a message receiver knows who the mes-
sage sender is. Under the synchronous full information model, our solution is to utilize
an approximating disperser for selecting a good next committee with high probability,
repeatedly. We consider several existing theoretical constructions (randomized and
deterministic) for approximating dispersers, and examine the practical applicability
of them, while improving constants for some constructions. This algorithm is robust
against a semi-adaptive adversary who can decide the set of nodes to corrupt period-
ically. Thus, a new committee should be selected before the current committee gets
corrupted. We also prove some constructions that do not work practically for our

scenario.
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Chapter 1

Introduction and Overview

1.1 Introduction

The Bitcoin blockchain [37] is an ingenious way of reaching consensus among a dis-
tributed group of nodes over the network. The main idea is to require miners to solve
a one-way computational puzzle (proof of work, PoW) for publishing the next block
of transactions. Eventually, only the longest chain will survive. Essentially, we can
interpret PoW as a scheme to randomly, with probability proportional to the com-
putational power, elect a leader from the network, who will propose the next block.
If we define good nodes as those who follow the given protocol, then so long as good
nodes possess more than 50% computational power, over the long term, the valid
chain will eventually outpace invalid chains.

Similarly, for Ethereum’s chain-based proof of stake (PoS) [19, &], a leader is
elected randomly, with probability proportional to the size of the stake (e.g., the
number of coins possessed, etc.), for the next block. So long as good nodes possess
more than 50% wealth in the system, with high probability (w.h.p.)!, dishonest chains
will eventually be discarded.

The above two are the pioneers that inspire numerous newly emerged consensus
algorithms/protocols being applied into cryptocurrency systems. Besides them, we
also have a body of more than forty years of research on the Byzantine Generals Prob-
lem [31], which is to find algorithms to ensure that good parties will reach agreement.
We also call this type of algorithm Byzantine Agreement (BA). Although those al-

gorithms typically do not require puzzle solving, without cryptographic assumptions,

'With probability of error that goes to 0 polynomially quickly as the input size increases.



agreement can only be achieved when there are less than 1/3 of Byzantine (bad)
nodes in the system, who may exhibit arbitrary behaviours.

In comparison with PoW and PoS, BA reaches consensus mainly by exchanging
messages, which means that we do not need to burn a large amount of electricity, or
build a cryptocurrency system. In order for our algorithms to be lightweight, we will
avoid PoW and PoS. However, BA may have a high message complexity. Please see
Section 1.4 for detailed related works on message complexity. Moreover, we will not
address the Sybil attack, which can occur in permissionless blockchain systems, while
PoW and PoS can possibly handle the attack.

A sub-quadratic message complexity can be achieved by forming a “good” commit-
tee of size, say D, to represent the whole network. Here, “good” means the committee
has more than a required majority threshold ratio of good nodes. Our main idea of
forming good committees will rely heavily on the method used by King et al. [29].
King et al. worked against a non-adaptive adversary, while we assume an adversary
who slowly takes over nodes. Thus, we will have to select the next committee before
the adversary corrupts the current committee. Improved algorithms by King and
Saia [28] can work against an adaptive adversary. However, the existence of private
channels between all pairs of processors was assumed in [28].

Although we build on the algorithms by King et al., we focus more on the practical
implementable constructions of the algorithms. Once we have a practical construction
for forming good committees, it can be used as a sub-routine for BA to achieve sub-
quadratic message complexity (see King et al. [29]). Further, it can also be integrated
into blockchain protocols. For example, Luu et al. [33] designed a scalable blockchain
protocol called ELASTICO, by sharding the network into smaller committees, each
of which in parallel processes a disjoint set of transactions. However, FLASTICO
does make the Random Oracle assumption. Our goal will be to do away with this
assumption.

A Random Oracle O is defined as a map from {0,1}* to {0,1}>? chosen by
selecting each bit of O(z) uniformly and independently, for every x, according to
Bellare et al. [6]. However, it is pointed out by Canetti et al. [9] that a security proof
in the Random Oracle Model does not mean that there are no “structural flaws” in
the scheme when we replace the Random Oracle with a real world implementation,

such as a cryptographic hashing function.

ZNotation: {0,1}* and {0, 1} denote the space of finite and infinite binary strings, respectively.
oo is used instead of specifying how long “sufficiently long” is [0].



Therefore, the motivation of this thesis work is to look into the problem of find-
ing a practically implementable algorithm of forming good committees, while making
no cryptographic assumptions, except that a message receiver knows who the mes-
sage sender is. We make no limitation on adversary’s computational power and the
adversary can see every node’s state.

We use existing typical BA protocols which may have quadratic message complex-
ity as a primitive to achieve BA among the selected good committee of size D. Our
message complexity is O(D?) + O(D(M — D)) = O(DM) for each binary BA to be
reached for the network. BA among the committee contributes the term O(D?), and
then spreading the agreement to the rest of the nodes in the network contributes the
O(D(M — D)) term.

The main focus of this thesis becomes how we form a good committee. The naive
solution would be to select D nodes from the network uniformly at random. By
concentration bounds [35], we can guarantee that with probability 1 — e™%(") the
selected committee is good. However, in a distributed system, where there is no
central node to trust, there is no easy way to agree on perfect randomness, not even
for a single bit.

Approximating dispersers (Zuckerman [51]), or equivalently® randomness extrac-
tors and samplers, can help to mitigate this predicament, in the sense that even if the
source is not perfectly random, the output would be a committee that has a ratio of
bad members over the committee size not too far away from the expected bad ratio
(8). The definitions for those objects will be discussed in the later technical chapters.
Theoretically, there exist various methods for constructing approximating dispersers,
either deterministic or randomized (see survey [19, 38, 16]). We will look into the
practical aspects of those construction methods, although some of them may not be

easy to figure out all the constants.

1.2 Problem Statement

In this section, we clearly state the network model that we use, the problem that we
are addressing and the assumptions that we make.
The network model that we use is the synchronous, peer-to-peer, full information

model.

” 43

3We may use these terms “approximating dispersers”, “randomness extractors” and “samplers”
back and forth to refer the same kind of objects, where the variance among them is not significant.



By synchronous, we mean all link delays are bounded and the network is syn-
chronized by rounds, where a message sent in round ¢ must be received before round
i+ 1 [10]. More precisely, each processor keeps a local clock to keep track of rounds.
One can also think of the entire system as if it is driven by one global clock. The
machine cycle of each processor can be described as composed of the following three
steps: 1. Send messages to (some of) the neighbours; 2. Receive messages from (some
of) the neighbours; 3. Perform some local computation. The consumed time for local
computation is assumed to be negligible, compared to message transmission time.

By peer-to-peer, we mean that each processor can directly send messages to any
other processor, without passing intermediary entities [15]. Even when we use the
word “broadcast”, we still mean that the sender sends message(s) to other nodes
one by one, where the sender may not send the same version of the message to all
receivers and the message may not be sent to all nodes in the network. A receiver
always knows the identity of the sender.

In the full information model, we assume the adversary has unbounded compu-
tational power and every node has full knowledge of state of the network [23]. This
implies that when every node contributes bits, the adversary can first observe what
bits good nodes have generated before deciding its own bits.

In this thesis, we build our BA protocol on top of existing typical BA protocols,
and we use them as a black box. The problem that this thesis focuses on is to improve
the BA protocols by forming committees that represent the whole network, with the
help of randomness extractors (or specifically approximating dispersers). We denote
BAp as the primitive that we call to reach BA among the given D nodes. An epoch
is the time period starting from a committee is selected to be in charge until the next
committee is selected. We further assume that the first committee of the system is
a good committee, as bootstrapping for the system. Starting from there, the system

mainly works as follows:

1. Before the next epoch, if there is a (binary) decision to make, the current
committee members call BAp to reach consensus among the committee. Once
a consensus is reached, every committee member will send the consensus to all
other nodes who are not in the current committee. Since all nodes know who
are in the current committee, they will trust the result sent by the majority (or

any specified threshold) of committee members.

2. To select the next committee, the current committee will again call BAp to



agree on an input string for the approximating disperser. Once nodes in the
network learn about the input string, they can efficiently figure out who are in

the next committee and the next epoch will commence.

The following property is a direct consequence from the above described system
scheme.

Fvery node in the network always knows who are in the committee, so long as the
system s running.

We argue this is true by simple induction.

The base case is that every node in the network knows who are in the first com-
mittee. This is straightforward as the bootstrapping assumption suggests.

As for the inductive step, assume that every node in the network knows who are
in the current committee (epoch 7). Then by epoch i+ 1, the current committee will
agree on an input string for the approximating disperser, from which every node in
the network will figure out who are in the next committee after learning the agreed
string from the current committee.

Since both the base case and the inductive step hold, it holds that every node in
the network always knows who are in the committee.

Thus, the problem is reduced to how to select the next committee, given the
current committee is good, while guaranteeing with high probability that the next
committee is also good. This is the main problem that this thesis is addressing. Also,

it is worth mentioning that the reasons that we let committees take turn include:

e To ensure (somewhat) fairness, in the sense that every node in the network has
a non-zero chance to be in the committee, although not all nodes have the exact

same chance.

e To ensure robustness. As the adversary will only have information about the
current committee and, from their messages, possibly the very next one, it will
not have too much time to use this information to selectively corrupt nodes to

its advantage.

We claim that we work with a semi-adaptive adversarial model. We give the def-
inition of semi-adaptive adversary and comparisons with adaptive and non-adaptive

ones [27] as follows:



e Adaptive adversary: an adaptive adversary can take over nodes at any time
during the protocol, as long as the number of Byzantine nodes is no more than

the tolerable number.

e Non-adaptive adversary: a non-adaptive adversary is one that chooses the set

of Byzantine nodes at the beginning of the protocol.

e Semi-adaptive adversary: a semi-adaptive adversary can actively decide the set
of nodes to corrupt, under the condition that the time needed by the adversary
to corrupt a node is longer than 2 epochs and the number of Byzantine nodes

is no more than the tolerable number.

We consider the Byzantine nodes during any epoch to be the set of nodes which
are corrupted or become corrupted any time during the epoch. We assume the ratio
of the size of this set over the network size is bounded by 5. Because we assume the
adversary requires at least two epochs to corrupt a node, this set must be decided by
the adversary at least before the start of the previous epoch.

What rate of corruption we can tolerate from the adversary depends on the time
needed to select the next committee. Specifically, it is determined by the time needed
to agree on an input string for the approximating disperser. If we assume each com-
mittee member contributes one bit, then it is the time needed to do reliable broadcast,
which has one additional round than BA, plus one more round for committee mem-
bers to send out the string to non-committee nodes. We take BA as a primitive, and
for round complexity, please see Section 1.4 for more details.

To summarize, we address the problem of selecting the next good committee,

assuming;:
1. Time is synchronized;
2. Network is peer-to-peer;
3. The adversary has full knowledge of the network, namely no secrecy;
4. The first committee is good (for bootstrapping);

5. We assume a semi-adaptive adversary who can corrupt other nodes as long as
the ratio of Byzantine nodes over the network is below (3, but these corruptions

cannot be fulfilled in a period of time shorter than 2 epochs;



6. Every node in the network knows everyone else’s ID;
7. When receiving a message, receiver knows the ID of the sender;

8. Communication links are reliable, which means that there is no packet loss

during transmission.

The target that we aim for is summarized as Table 1.1 shows. The numbers are
based on a private conversation with a cryptocurrency researcher Prateek Sazena [33],
and also our knowledge and experience. Ideally, the time used for local computation
is ignored.

We think a network of size 1,000,000 should be reasonable, where we target to
form committees of sizes 1,000. Take the P2P system OblivP2P [21] as an example,
the throughput is 3.29 MBps for network of size 22!, which is roughly 2 million. If
we consider the time needed for selecting the next committee as 10 mins, then we
require each committee node to be able to handle up to 2 GB messages. Typically,
commercial devices have 128 GB storage space. And we can only tolerate 1/3 of
network nodes being Byzantine, without using cryptography. Moreover, we believe

failure probability of 2740 can be negligible.

Table 1.1: Parameters that we aim for

Parameters Values
Network size (M) 1,000, 000

Committee size (D) 1,000
Number of rounds each epoch 10 ~ 20

Size of messages received per committee node per epoch 2 GB
Required storage space per node 128 GB

Byzantine ratio over the network (/) 1/3

Failure probability 2-40

1.3 Contributions

1. We create a tool for executing repeated BA for a large network with sub-
quadratic message complexity and can be used in blockchain protocols, while
making no cryptographic assumptions, such as the Random Oracle assumption
and private channels, except that a message receiver knows who the message

sender is.



2. We show an example of a random approximating disperser and how it can be
used for committee selection, although it has a description too large to be stored

or distributed as a whole.

3. We improve the constants for the construction of extractors by Raz et al. [12].
For details, please see Theorem 3.3.1. We have a small part of the construction
that is random, so that we can have a construction that has good performance

while still can be described compactly.

4. We prove that if the description for random walks on expanders only comes from
the current committee, then there is no guarantee that the next committee will

stay as good.

5. To the best of our knowledge, this is the first work on examining the construction

of extractors to be used in a distributed network.

1.4 Related Works

Historically, BA required a high message complexity. In 1985, it was proved by Dolev
and Reischuk [10] that any deterministic protocol in a synchronous model requires
Q(M?) messages, where M is the number of nodes in the network. Thus, to achieve
sub-quadratic message complexity, we have to resort to randomized solutions. A
breakthrough was made by King et al. [29, 30], who designed a scalable leader elec-
tion and further BA protocol that the number of bits each good node sends and
processes is only polylogarithmic in M. The brief idea is to build a layered network,
in which each node is a committee. On layer 0, processors® are assigned to nodes using
a bipartite graph, which is termed as an averaging sampler later on, and similarly for
upper layers. To elect subcommittees for higher layers all the way to elect a leader for
the top layer, authors adapted the lightest bin algorithm by Feige [11]. Agreement is
reached for all but a O(1/log M) fraction of good processors with high probability,
against a non-adaptive adversary who can send an unbounded number of messages.
This agreement result can also be termed as “almost-everywhere agreement”. More-
over, “everywhere agreement” can be reached from “almost-everywhere agreement”

by King et al. [20] and in a load-balanced fashion by King et al. [25], with message

4In order to not confuse the audience between the terms of “nodes in the peer-to-peer network”
and “nodes in the layered network”, when illustrating the related works by King et al., we use the
term “processors” to mean ‘nodes in the peer-to-peer network”.



complexity 6(M 15) Further breakthrough was made by King and Saia [25] to achieve
5(M 15) message complexity against an adaptive adversary, assuming the existence
of private channels between all pairs of processors. Braud-Santoni et al. [7] proposed
a new almost-everywhere to everywhere algorithm with amortized message complex-
ity 5(1) per node. This algorithm can be composed with the almost-everywhere
agreement algorithm by King et al. [29, 30] to yield a BA that only has a polyloga-
rithmic message complexity, against a non-adaptive adversary. Lately, Robinson et
al. [11] proposed “almost-everywhere” algorithms that have O(M) message complex-
ity, against a late adaptive adversary who has full knowledge of the network state at
the beginning of the previous round.

Now we look into the round (time) complexity for BA. It was proved in [12] that
the lower bound on the number of rounds for deterministic BA algorithms is ¢ + 1,
where t is the number of Byzantine nodes. Thus, to get around this lower bound,
we again need to resort to randomized algorithms. As illustrated above, by achieving
“almost-everywhere agreement” and then “from almost-everywhere to everywhere
agreement” | King et al. [29, 30, 20, 25] proposed algorithms that have time complexity
5(1), against non-adaptive adversary. Again, Braud-Santoni et al. [7] composed with
“almost-everywhere agreement” by King et al. also achieves time complexity 5(1)
Much better round complexity can be achieved if cryptographic assumptions are used.
Note that we only use BA as a primitive, which does not necessarily use cryptographic
assumptions. With the assumption of private channels, Katz and Koo [21] showed
a BA protocol that takes expected 23 rounds, against a computationally unbounded
adversary and less than 1/3 of all nodes being Byzantine nodes. In Abraham et al. [1],
it assumed public key cryptography and a random leader oracle, and reached BA in
expected 10 rounds against less than 1/2 of all nodes being Byzantine nodes.

For more detailed comparisons of message and time complexity among various
models, please refer to a 2010 SIGACT News article by King and Saia [27].

For constructions of approximating dispersers, Zuckerman [51] showed that they
are essentially equivalent to constructions of randomness extractors. See surveys on
constructions of extractors or approximating dispersers [19, 38, 46], which covered
a number of ways for constructions: 1. Leftover Hash Lemma, via (almost) univer-
sal hash functions; 2. Pseudorandom generators with random predicates; 3. Random
walks on an expander; 4. Converting a source to a block-wise source and then extract-
ing randomness from the block-wise source; 5. Condensing a low entropy source to a

high entropy source and then extracting randomness from the high entropy source.
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It is also possible that some constructions have a composition of several above meth-
ods. A related line of research is done by David Zuckerman et al. [39, 47, 51, 52].
Guruswami et al. [16] used list-decodable codes of Parvaresh and Vardy to construct
near-optimal randomness condensers and further randomness extractors that are op-

timal up to constant factors.

1.5 Thesis Outline

The rest of the thesis is organized as follows.

In Chapter 2, we look into the randomized construction for approximating dis-
persers and formally illustrate our algorithm for selecting the next committee. A
specific example of applying a randomly constructed approximating disperser and
the drawback of randomized construction will also be shown in this chapter.

Chapter 3 presents a PRG’-based construction for randomness extractors, and
then an extractor can be converted to a corresponding approximating disperser. In
this chapter we improve some constants for the construction. We also have a small
part of the construction randomized and numerically show the randomized perfor-
mance.

We discuss another construction method in Chapter 4, namely random walks on
an expander. However, we will show how it cannot give any guarantee on the next
committee staying as good as the current committee, if the description of random
walks comes from the current committee.

Chapter 5 concludes this thesis and discusses about future works.

5PRG: pseudorandom generator.
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Chapter 2

Approximating Dispersers and Our
Algorithm

In this chapter, we will formally define an approximating disperser and other essen-
tial concepts, following which we illustrate how approximating dispersers are closely
related with our problem, namely how to select the next committee. We first show
how approximating dispersers can be utilized in our problem conceptually, and then
we show what is the best possible we can do with them and design our committee

forming algorithm accordingly.

2.1 Preliminaries

In this section, we give definitions and preliminaries that we may need throughout
the thesis. We mostly follow the definitions from Zuckerman [51]. However, we made

modifications for the ease of reading and consistency of symbols.

Definition 2.1.1. An (N, M, D, K, €)-approzimating disperser is a bipartite multi-
graph on independent sets V. and W, such that |V| = N = 2", |W| = M = 2™, the
degree of every node in 'V is D = 2%, and the following holds. Let f : W — [0, 1] be
arbitrary, and call v € V' bad if | (% D wer(v) f(w)) —E f| > e. We denote I'(v) as
the neighbors of v and E f := > 1) Then the number of bad vertices in 'V is

weWw W
at most K.

Remark 2.1.1. Approximating dispersers and other kinds of dispersers [52] are re-
lated but they are different kinds of objects.
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Definition 2.1.2. (Zuckerman [52]) The min-entropy of a distribution X is Hy(X) =
mingex{—log, Pr[X = z|}.

Definition 2.1.3. A distribution Y on {0,1}" is called a §-source if for all x €
{0,1}", Y(z) < 27°". Note that we use the notation Y (z) to denote the probability

of x occurs according to distribution Y .

Remark 2.1.2. We also call 6 the min-entropy ratio for the n-bit string source Y
with min-entropy én. Min-entropy can be interpreted as the number of truly random
bits.

Definition 2.1.4. Let Y] and Y5 be two distributions on the same space S, within
which X is a set. We use the notation Y1(X) to denote the probability that every
element of set X occurs according to distribution Y1, and similarly for Y2(X). The

variation distance (or statistical distance) between Yy and Yy is
Y1 = Y5|| = max Y3 (X) Y(X)I—lzlY() Ya(s)]
1 2|l = I)Iflgfqi 1 2 =3 18 PAC

Definition 2.1.5. EXT : {0,1}" x {0,1}¢ — {0,1}™ is an (n,m, d, §, €)-extractor if,
for x chosen according to any d-source on {0,1}" and y chosen uniformly at random
from {0,1}2, EXT(x,y) is within statistical distance € from the uniform distribution
on {0,1}™.

Definition 2.1.6. We define good nodes as those which follow the given protocol
(algorithm). Conversely, we define Byzantine (bad) nodes as those who could exhibit

arbitrary behaviours.

Definition 2.1.7. We define a committee as good if (generally) more than 2/3 of its
members are good, unless this ratio is specified. On the contrary, a bad committee is

one which is not good.

2.2 Conceptual Usefulness

Approximating dispersers are highly useful for the following reasons:
First, for any given n-bit string as input, an approximating disperser outputs D
m-bit strings. If we take each m-bit string as an ID for a node in the network, then the

output space of an approximating disperser can cover a network of size up to 2. And
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thus, each n-bit string specifies a committee of size D. We can view this mapping as
a bipartite graph with the set of left-hand side nodes as the set of committee choices
(V) and the set of right-hand side nodes as the set of nodes in the network (W),
where |V| = N, |W| = M and left degree is D. This bipartite view is illustrated in
Fig. 2.1.

\'

left degree D m-bit

—»| m-bit

n-bit

Figure 2.1: The bipartite view of an approximating disperser.

Second, given any set of nodes S' in the network, the number of committees that
contain much more (or much fewer) nodes from S than the expected value is bounded
by K. To state this formally (refer to Definition 2.1.1), we define an arbitrary function
f that takes input as an m-bit string and outputs 1 if the input m-bit is the ID for a
Byzantine node, and 0 otherwise. Thus, the expectation of such a function is the ratio
of Byzantine nodes over the whole network, which we define as 5 := E f. We further
denote the ratio of Byzantine nodes in any committee as .. Then we call a committee
bad if |5, — | > €. According to the definition for an (N, M, D, K, €)-approximating

disperser, the number of bad committee choices is bounded by K.

"'We can interpret S as the set of Byzantine nodes. S can be any set as long as the ratio of the
number of Byzantine nodes over the network is less than 5 and S is decided at least before the start
of the previous epoch.
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In our application, we will set the value of € as we aim for committees having ratio
of Byzantine nodes to all nodes no more than § + e¢. For BA with no cryptographic
assumption, we know that we need to have § + € < 1/3 in order to reach BA. The
set of committees that have 5. — § > € is a subset of the set of committees that
have |8, — | > €, which in turn has size bounded by K. Therefore, if we assume
that we have uniform random n-bit strings, then the probability that we select a bad
committee is no more than % However, it is not straightforward to have an agreed
upon n-bit string that is uniform random. Instead, the input n-bit string contains
some bits that are not uniform random, which are set by an adversary. We define the
ratio of the number of bits that are not uniform random over n as f3,. The source
that provides such n-bit strings is called (1 — f3,)-source as defined in Definition 2.1.3.
We also call this as a bit-fixing source [22], as some bits can be fixed while others
are random. With similar analysis as in Zuckerman [52], without a perfect random
source, the probability that we select a bad committee will grow by a factor of at most
26:m  This is because in the worst case, the adversary will first observe what good
nodes’ bits are, before deciding its ,n controlled bits. That enables the adversary
to try up to 2™ possibilities.

We thus have the following corollary.

Corollary 2.2.1. Given an (N, M, D, K, €)-approximating disperser and an input
n-bit string from a (1 — (3,)-source, where e < 1/3 — 3, the probability that an approz-
imating disperser outputs a bad committee (size: D) is bounded by QB"”%, which can

< K
also be written as 7=, .

2.3 Randomized Construction

In the previous section, we illustrate why approximating dispersers are useful and
how they can be potentially applied towards solving the problem of selecting the next
committee. In this section, we will look at what are the best possible properties we
can achieve to construct one such object. Specifically, we will give a randomized

construction for approximating dispersers.

Proposition 2.3.1. [Proposition 2.7 [51]] If there is an efficient (n, m, d, d, €)-eztractor,

then there is an efficiently constructible (27,2™,2% 217" ¢)-approzimating disperser.

Proposition 2.3.2. [Proposition 2.19 [71]] let positive n, m, 6 and € be given, and
set k = on. Suppose D > (2In2)(2™ % +n — k + 3)/e%. Then there is an (n,m,d =
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log D, 6, €)-extractor. Note that we can take k = m, in which case D = O(n/e?) and
d=1logn+2loge ' +O(1).

Corollary 2.3.1. With failure probability at most 2'=™ | a randomly constructed bi-
partite graph with N left vertices, M right vertices and left degree D > (21n2)(log N —
log K +5)/€%, is an (N, M, D, K, €)-approzvimating disperser, where K = 2M = 21**,

This corollary can be obtained from Proposition 2.3.1 and Proposition 2.3.2 by
taking k = m. For each vertex on the left-hand side of the bipartite graph, we pick
D nodes uniformly at random. It is shown in the proof for Proposition 2.3.2 [51] that
with this construction, we obtain an (n,m,d, d, €)-extractor with failure probability
21=M  Lastly, Proposition 2.3.2 gives us a corresponding (N = 2" M = 2™ D =

24 K = 279" ¢)-approximating disperser.

2.4 Committee Selection Algorithms

In this section, assuming there is an existing current committee, we give two al-
gorithms for selecting the next committee. One algorithm is the slightly modified
version of the other. We first assume that D < n and give the first algorithm. The
second algorithm can be applied when D > n. Both algorithms are from a node’s

point of view.

241 D<n

In Algorithm 1, each member of the committee contributes ¢ bits, which are concate-
nated as an n-bit string (add padding if necessary), where n > D - £,

In Algorithm 1, line 7 is done in parallel. We also assume that BAp is able to
handle the case when a Byzantine committee member does not send messages at all,
in which case set its bit string to all 0’s.

We claim that it is possible to have an approximating disperser with D < n. The
reason is that, for (n,m,d,d, €)-extractors with 6 < 1 —1/n and € < 1/2, Nisan and
Zuckerman [39] give a lower bound that d > max(loge™ — 1,log((1 — §)n)), namely
D > max(1/(2¢), (1 — 9)n). Thus, it is possible to have D = (1 — d)n < n.

However, if we use the randomized construction given in Corollary 2.3.1, then we

have following lemma.

Lemma 2.4.1. With the randomized construction, D < n only if m > 62.
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Algorithm 1: Select The Next Committee (when D < n)

N =

© 00 N o otk W

10
11
12
13
14
15
16

17

if not in Current Committee then

wait until knowing the BAp consensus from the majority of current
committee members;

end

if in Current Committee then

generate a uniform random bit string with length ¢, where ¢ = |n/D];

broadcast the bit string to all other committee members;

call BAp to agree on every committee member’s bit string;

sort strings according to members’ 1Ds;

concatenate all D strings;

if D-/ < n then
| add (n— D - () 0’s as padding

end

broadcast the concatenated string to all non-committee members;

set boolean value for being in current committee as false;

end

given input bit string, calculate the set (S) of output strings from the
approximating disperser;

set the set of current committee to S

Proof. From Corollary 2.2.1, we know that e < 1/3 — f.

D > (2In2)(log N — log K + 5) /€
> (2In2)(log N —log 2M + 5) /¢ (2.1)
> (181In2)(n — m + 4)

For D to be less than or equal to n, the following equation must be satisfied:

(18In2)(n—m+4)<n (2.2)
From Eq. (2.2), we can get:

(18In2)m — 721n 2
=TT 8 me — 1

As we know, the number of “bad” committee choices is K = 2M out of totally N

(2.3)
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choices, namely K = 2M < N and 2'"™ < 2". Thus, we have:

(18In2)m — 72In2
18In2 -1

>m—+1 (2.4)

This implies m > 62, which is a necessary condition for “D < n” to be true. And
thus, if m < 62, then D > n.
O

When D > n, Algorithm 1 will not work: If every committee member contributes
only one bit, there are totally D bits, which is larger than the required number of
input bits for the approximating disperser. Thus, we will need to truncate the D-bit

string into an n-bit string somehow, which will be discussed in the next subsection.

242 D>n

The naive solution to truncate the D-bit string into an n-bit string is take the first
n bits of the D-bit string (bits sorted according to members’ IDs). However, this
method will fail in the case when the number of bad bits is significant. In this case,
if we arbitrarily take the first n bits, those n-bits may compose a very high ratio
of non-random bits. Thus, a more robust way of truncating strings is to adopt the
lightest bin algorithm used in King et al. [29], which is based on Feige’s algorithm
[11]. That is, when a committee member contributes a bit, that bit will be followed
by a bin choice. Eventually, we use the bits that fall into the lightest bin (the bin that
contains the least number of bits) and concatenate them according to bit sender’s ID.
If the number of bits in the lightest bin is less than n, we add 0’s as padding. This
algorithm is shown as Algorithm 2.

Again, in Algorithm 2, line 8 is done in parallel. We also assume that BAp is able
to handle the case when a Byzantine committee member does not send messages at
all, in which case set its bit string to all 0’s. In line 9, when using bits in the bin, we

only use one bit from each sender into that bin.

2.5 An Example

In this section, we give a detailed example of applying Algorithm 2 in a network for
selecting the next committee and analyze the performance in terms of the probability

that we fail to select a good committee.
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Algorithm 2: Select The Next Committee (when D > n)

1 if not in Current Committee then

2

[=2 IS L B Y]

®

10
11
12
13
14
15
16
17
18
19

20

e

wait until knowing the BAp consensus from the majority of current
committee members;

nd
if in Current Committee then

set the number of bins b = [D/n];

generate a uniform random bit suffixed with uniform random log b bits for
a bin choice;

broadcast the bit string to all other committee members;

call BAp to agree on every committee member’s bit string;

pick the bin with the least number of bits in it;

set ¢ to be the number of bits in the lightest bin;

sort bits according to senders’ IDs;

concatenate all sorted bits;

if ¢/ <n then
| add (n—¢) 0’s as padding to the end of string;

end

broadcast the string to all non-committee members;

set boolean value for being in current committee as false;

end
given input bit string, calculate the set (S) of output strings from the

approximating disperser;

set the set of current committee to S

We first determine our settings in a network of size 22°, which is about one million

nodes. Assume that we are given the first committee as a good committee, our goal

is to select the next committee that is also good. Lastly, we aim for the size of a

committee to be about a thousand.

good committee consists of three parts, assuming the probability that BAp fails is

According to Algorithm 2, we know that the probability that we fail to select a

negligible:

. The probability that we fail to construct an approximating disperser;

The failure probability when applying Feige’s algorithm. That is, we may not

end up with the n-bit string with enough good bits as we target for;

Given an n-bit string that has enough good bits, the probability that we still

select a bad committee.
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The first part is directly given in Corollary 2.3.1, as 2! = 21-2" (denote
as Pr[E1]) being the probability that we fail to randomly construct an (N, M =
220 D, K = 22! ¢)-approximating disperser.

According to Corollary 2.2.1, we know that the larger the N (or equivalently n),
the lower the failure probability for part 3. However, larger n will also result in a
larger D, that is the committee size. Here we take an example of setting N = 2132,
e=03and 8 =1/3—¢=1/30. Thus, D > (2In2)(log N — log K + 3)/e* ~ 1787.
We take D = 2048 = 2! to be our committee size.

Assume now we have a good current committee with size 2!, Feige’s algorithm
can be applied in order to agree on a bit string of length n = 132 as an index for
the next committee. As there will be D = 2048 bits if every committee member
contributes one bit, we will need b = [D/n]| = 16 bins to guarantee the lightest bin
always has no more than n = 132 bits and 0’s will be appended as padding if there are
not enough bits in the lightest bin. More specifically, every good current committee
member generates a random bit, concatenated with a random bin choice (4 bits), and
send out these 5 bits. Current committee will do BA (by calling BAp repeatedly) to
agree on every member’s 5-bit string. After an agreement on every member’s 5-bit
string is done, we only use those random bits (only use one bit from each sender)
in the lightest bin. To analyze the quality of the bits in the lightest bin, we bound
the probability that the lightest bin contains a good bit ratio that deviates from the
expected ratio by a certain amount. To do that, we first apply the Chernoff bound
to bound the probability that a given bin has deviation more than what we wanted
and then apply union bound for the probability that any of 16 bins have this large
deviation [35].

Define the random variable R as the number of random (good) bits in a bin and
1 as the expected value of R. We further define the good bit ratio deviation as A.
Thus, for any given bin and 0 < A < 1, we have:

oA n
PriR < (1-A)u] < (m) (2.5)

In our settings, a good committee has more than 2/3 good members, thus p >
D - %/b = 85.33. If we take A = 0.55, then for a given bin:
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Pr[R < (1 —0.55)u] = Pr[R < 38.4]

6_0'55 85.33
= ((1 - 0.55)<10~55>) (2:6)

A 92347

After applying union bound over all b = 16 bins, we obtain the probability that
any of those bins has R < 38.4, denoted as event F2:

Pr[E2] :=b- Pr[R < 38.4]

~ 16272347 (2.7)
_ 91947

Correspondingly, the probability that all bins (including the lightest bin) have at
least 39 good bits is 1 — 271947,

As the last step, assume that we have a 132-bit string that contains at least 39
good bits, which means the number of non-random bits is S,n = 132 — 39 = 93.
According to Corollary 2.2.1, the probability that, given a (1 — f3,)-source from the

current committee, the next committee is bad (event E3) is:

_ 2932_21 (2.8)

Over all, the probability that the current committee fails to select the next good

committee is:

Pr[Fail] = 1 — (1 — Pr[E1])(1 — Pr[E2])(1 — Pr[E3))
—1—(1=2""") (1 =27y (1 — 2718 (2.9)

< 2—17.55

We summarize what we have achieved in the above example, compared with what
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we aim for, shown in Table 2.1. We have BAp in the table because we use it as a
primitive for BA. Thus, the cost for time and messages can vary, depending on the
implementation for BAp. For more related works on time and message complexity on
BA, please see Section 1.4. Number of rounds needed to select the next committee is
at least 2 + BAp because there will be one additional round for committee members
to send out their choices of bit strings to other committee members and one final
round for committee members to send out the consensus to non-committee nodes.
The size of messages is approximately D - BAp because we will do BA in parallel
for each member from the committee of size D. The required storage space will be

explained in the next section.

Table 2.1: Parameters that we achieved for randomized approximating dispersers

Parameters Target Achieved

Network size (M) 1,000,000 | 1,048,576
Committee size (D) 1,000 2048

Number of rounds each epoch 10 ~ 20 2+ BAp

Size of messages received per committee node per epoch 2 GB D - BAp

Required storage space per node 128 GB 10** GB
Byzantine ratio over the network (/3) 1/3 1/30
Failure probability 240 271755

2.6 The Catch

For the example given in Section 2.5, the probability that the current committee

selects a bad committee is as small as 27175

. However, there is one catch.

Since the approximating disperser is generated randomly at the beginning of the
system, we assume this graph is a part of the program to be distributed to every node
in the network. But if we take the size of the approximating disperser into consider-
ation, we would find this graph being enormously large to store or distribute. Take
the approximating disperser generated in Section 2.5 as an example, it is basically a
bipartite graph with 2'32 nodes on the left-hand side and 22° nodes on the right-hand
side, while the left degree is 2'*. If we represent this bipartite graph as an adjacency
list, without any compression, it will need N D log M = 2132 x 211 x 20 bits for storage,
which is equivalent to 10** GB. This makes it almost impossible to be stored on any

commercial devices.
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One solution might be to utilize a pseudo random number generator so that we
only need to distribute the seeds, whose size is relatively small. However, it is non-
trivial to prove that the same construction of approximating dispersers using pseudo
randomness can give similar properties as using perfect randomness. We thus leave
this as a future work.

Therefore, we will look into other construction methods that might have more

succinct descriptions.
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Chapter 3

PRG-based Randomness

Extractors

In this chapter, we look into another construction method for approximating dis-
persers that only needs a small part as randomized, and thus the description is small.
Moreover, the randomized performance is checkable. That means this construction
method is provably good.

Due to Proposition 2.3.1, we know that extractors and approximating dispersers
are essentially equivalent. Thus, it is an option to construct an extractor first and

then convert it to the corresponding approximating disperser.

3.1 Overview

Leftover Hash Lemma (LHL) [17, 20] can be used as a simple deterministic construc-
tion for a randomness extractor. More specifically, it states that (almost) universal
hash functions are good (strong) randomness extractors. However, it requires a large
seed length (as large as n for universal hash functions). Barak et al. [1] revisited LHL
and addressed this issue by Fxpand-then-Ezrtract approach, which expands seed length
via a pseudorandom generator (PRG). However, the output bits are computationally
indistinguishable from uniform random rather than statistically close to it.

Loosely, two distributions are computationally indistinguishable if no efficient
algorithms can tell the two distributions apart [14]. Nevertheless, Goldreich and
Krawczyk [15] proved the existence of sparse pseudorandom distributions, which are

“probability distributions concentrated in a very small set of strings, yet it is infea-
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sible for any polynomial-time algorithm to distinguish between truly random coins
and coins selected according to these distributions.” In other words, there are distri-
butions that are computationally indistinguishable from each other but statistically
very different [11]. As we mentioned, our extractors are defined with regard to be-
ing statistically close to uniform distributions, according to Definition 2.1.5, while
computational indistinguishability is not what we need.

Trevisan [18] demonstrates a surprising connection between extractors and pseu-
dorandom generators and shows that every pseudorandom generator of a certain kind
is an extractor. Most importantly, it outputs bits that are statistically close to, rather
than computationally indistinguishable from, the uniform distribution. The main idea

is to use the Nisan-Wigderson (NW) generator together with an error correcting code.

Raz et al. [12] improved the result to further reduce the number of truly random bits
needed, by replacing the “combinatorial designs” used in [18] with a weaker notion
(weak designs). We follow the definitions and proofs in [12] for the ease of reading.

However, some constants are modified as we target a construction which is practical
and thus constants play a significant role.

Fig. 3.1 is a high-level view of how we would construct the extractors we need.
We take the NW generator as our extractor. NW generator is composed of a weak
design and a random predicate that is a string from a d-source but encoded by the
error correcting code. The error correcting code is a concatenated code from a Reed-
Solomon code and a Hadamard code. Overall, we only need a weak design and an
error correcting code embedded into the program that we assume to be distributed

to nodes in the network.

/ (weak) design
extractor «—— NW generator \ / RS code
random predicate <——error correcting code

™

Hadamard code

Figure 3.1: The structure of a randomness extractor construction.

3.2 Preliminaries

In this section, we give definitions and preliminary knowledge about (weak) designs,

NW generators, and error correcting codes.
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Definition 3.2.1. ([/2]) Forl € N and p > 1, a family of sets Sy, ..., Spy C [d] is an
(1, p)-design if

1. For alli, |S;| = 1.
2. For alli # j, |S;NS;| <logp.

Definition 3.2.2. ([/2]) Forl € N and p > 1, a family of sets S, ..., Sm C [d] is a
weak (1, p)-design if

1. For alli, |S;| = 1.
2. For alli # j, Zj@.?'SmSﬂ < p(m' —1).

An (I, p)-design implies a weak (I, p)-design, since ZKZ_QISmSjI < 32 <
p(m' —1).

Definition 3.2.3. For a string y € {0,1}¢, define y|s as the string of length |S| by
selecting the bits indexed by S from y.

For example, if we take d = 10, y = {0011001100} from {0,1}!° and S =
{1, 3,10}, then y|s = {010}. (We let index start from 1.)

Definition 3.2.4. ([/2]) Let . = (S1, ..., Sm) be a collection of subsets of [d] of size
[, and let P : {0,1}' — {0,1} be any Boolean function. Then the Nisan-Wigderson
generator NW.y p is defined as NWy p(y) = P(yls,)P(yls,)---P(yls,,)-

Note that a Boolean function P, which we also call as a predicate, can be described
as a string of bits that work as the truth table of the predicate. An example of a
truth table is shown in Table 3.1. For this predicate of two-bit inputs, we can encode
the truth table as {1011}. In the following, we may use the description of a Boolean
function (predicate) to mean the bit string encoding the truth table of that Boolean

function (predicate).

Table 3.1: An example of a truth table with description {1011}

z | P(x)
00 1
01 0
10 1
11 1
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The purpose of introducing error correcting codes is to increase the minimum
(relative) Hamming distance between codewords, plus upper bounding the number of

codewords in any Hamming spheres with certain diameter.

Definition 3.2.5. The Hamming distance between two codewords is the number of bit
positions in which they differ. The relative Hamming distance is defined as Hamming

distance divided by the length of codewords.

It is important to note that the relative Hamming distance between the descrip-
tions of two predicates implies one minus the probability that these two predicates
output the same bit, given uniform random input. Namely, if we denote RHD as a
function that outputs the relative Hamming distance between two predicates P1
and P2, and x is uniform random from the input space to the predicates, then
Pr[P1(z) = P2(z)] = 1 — RHD(P1,P2). For example, let the description of P1
be {00110011} and the description of P2 be {11110011}. Then the relative Ham-
ming distance between P1 and P2 is 1/4, because their descriptions differ 2 out-
put cases out of totally 8 output cases. If z is uniform random from {0,1}3, then
Pr[Pl(z) = P2(x)] =1—-1/4 =3/4.

Generally speaking, our goal is for any two predicates to have low probability
of outputting the same bit. As we will show in the proof in the next section, we
want to bound the probability that the output bit of a random predicate can be
predicted, which is what a pseudorandom generator tries to avoid. Since this problem
can be converted to increase the minimum relative Hamming distance between the
descriptions of any two predicates, now it is natural to introduce the definition for

error correcting codes.

Definition 3.2.6. ([/2]) For ¢ > 0, let EC,, : {0,1}" — {0,1}" be any error

correcting code whose minimum relative Hamming distance is at least 1/2 — 0% /2.

Remark 3.2.1. ([7]) After encoding by EC,, ,, every Hamming ball of relative radius

1/2 — o in {0,1}" contains at most 1/(30%) codewords.

We will use the output of EC, , as the description of a predicate. In this way,
we know the number of predicate descriptions that have short Hamming distances is
bounded, in any Hamming ball.

Lastly, we give the definition of a Trevisan extractor.
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Definition 3.2.7. ([/2]) For ¥ = (Si,...,5m), u € {0,1}" from a 6-source X,
y uniformly random from {0,1}?, and @ = EC, ,(u) as the description of a predi-
cate {0,1}' — {0,1}, we define a Trevisan extractor {0,1}"* x {0,1}¢ — {0,1}" as
EXTy(u,y) = NWoaly) = alyls,)--u(yls,,)-

Definition 3.2.8. ([/2]) EXT : {0,1}* x {0,1}¢ — {0,1}™ is a strong (6, ¢)-
extractor if for every distribution X on {0,1}" of min-entropy &, the induced dis-
tribution (Ug, EXT(X,Uy)) on {0,1}¢ x {0,1}™ has statistical distance at most €
from Uy x Uy

Remark 3.2.2. A strong (9, €)-extractor is equivalent to an (n,m,d,d, €)-extractor,

with m =d +m'.

For the ease of understanding, we have the structure of the strong extractor and
all of the relevant parameters plotted in Fig. 3.2. The strong extractor EXT takes

input strings « from a d-source and y as the seed, and outputs m’ bits.

EXT
uef0,1p —+——| ECC |—
NW
5

B e -

o Hevlacoy
ye{0,1}d u {0,1} > U (Yls1)... (ylsm)

/ {0,1}
—> y|Sm’€{0,1}|

Figure 3.2: The structure of the strong randomness extractor £XT', which is com-
posed of an error correcting code ECC and a Nisan-Wigderson (NW) generator. NW
uses . as a weak design and the string encoded by ECC as a predicate P.

3.3 An NW Generator Is a Strong Extractor

In this section, we will prove the following theorem, which is improved from Propo-
on—3log(m’/e)—d—3

sition 10 in Raz et al. [12]. Specifically, the required parameter p =
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on—3log(m’/e)—(d—1)—3+log 3
m’—1

for extractors is improved to p = . We can interpret the im-
provement as resulting in a slightly smaller § value, which means the number of bad
committees in the corresponding approximating disperser will be smaller, according

to Proposition 2.3.1.

Theorem 3.3.1. If ¥ = (S1,...,Sw) (with S; C [d]) is a weak (I, p)-design for
p= 5"_31°g(m//2,_(ld_l)_3+log3, then EXTy defined in Definition 5.2.7 is a strong (0, €)-

extractor, which is equivalent to an (n,m’ + d, d, d, €)-extractor.

Proof. The high level idea of the proof is that we first convert the problem of the
extractor’s output being far away from uniform to the problem that there exists a
next-bit predictor that predicts the next bit with noticeable probability advantage. By
utilizing the properties of error correcting codes, we are able to bound the probability
that a next-bit predictor predicts the next bit. Therefore, if we can show that there
is no predictor having noticeable probability advantage of guessing the next bit, then
the output of the extractor is not far away from a uniform distribution.

From Yao [50], we know that if (Uy, Z) is a distribution on {0,1}¢ x {0,1}™ and
the statistical difference of (U, Z) from Uy X U, is greater than ¢, then there is an
i € [m’] and a function (“next-bit predictor”) A : {0,1}¢ x {0,1}*"! — {0,1} such
that

Pr Ay, z129..2i-1) = zi] > 1/2 +€¢/m’ 3.1
(y,z>~(Ud,Z>[ (y 122 1) ] / / ( )

Therefore, to prove that the statistical distance of (Uy, EXT»(X,Uy)) from Uy x

U, is at most ¢, it is equivalent to prove that for every next-bit predictor,

Pr [Ay, ulyls,)--ulyls, ) = ulyls)] < 1/2+€/m’, (3:2)

<y7u>N<Ud7X>

where X is a distribution with min-entropy ratio § and @ = EC,, ,(u).

If we fix a weak (I, p)-design . = (51, ..., Sp), all the bits of y outside S; do not
affect the prediction probability in Eq. (3.2). Thus, we first fix those d —1 bits outside
S; and analyze how many bits it takes to describe a predictor function A, and then
we add d — [ bits on top of the analysis result.

We first analyze when d — [ bits of y outside S; are fixed. Then u(y|s,) only
depends on |S; N S| bits and can be described by a truth table with 2/517% bits.
Similarly, for any j < 4, u(yls;) can be described by a truth table with 21903 hits.

Therefore, u(yls,)..-u(yls, ,) can be described by ., 21909 hits, which is no more

than p(m’ — 1) bits, according to Definition 3.2.2. Furthermore, considering the d — [
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bits we fixed for this analysis, a next-bit predictor function A can be described with
no more than d — I+ p(m’ —1). That means, there could be up to 2¢-+(m'=1) pext-bit
predictor functions. We denote the size of a family A of next-bit predictor functions
as | A| = 2d4-t+e(m'=1),

We define B as the set of strings v € {0,1}" for which there exists a next-bit
predictor A € A such that the relative Hamming distance of v = EC,, ,(u) from A is
within 1/2 — ¢/(2m/), which is equivalent to A predicts the next bit with probability
greater than 1/2 + ¢/(2m’). By Definition 3.2.6 and Remark 3.2.1, we know that
there would not be too many such bad u’s. Specifically, let ¢ = ¢/(2m’), by the union

bound, we have
12
dm 4m/?

Bl < <5 Al < 552 Fre(m’=1) (3.3)

Having o0 = €¢/(2m’) means we will need an error correcting code EC,, ,(u) whose
minimum relative Hamming distance is (at least) 1/2 — €2/(8m/?).

By Definition 3.2.7, u is selected from a d-source and thus each u has probability
dn—3log(m ’/e) ( 1)—3+log 3

at most 27°" of occurring, therefore, if we let p = — , then we
have
2
Prju € B] < %2“”(’”’1) x 27
_ % od—1-+8n—3log(m' /€)—(d—1)~3+log 3\, o—on (3.4)
3e2
=¢/(2m’)

By the definition of B, we know that when u ¢ B, Pr,y,[A(y, u(y|s,)...u(y

u(yls)] < 1/2 4 ¢/ (2m").
Eventually, we have

Sifl)) =

1 €
u Lalyls, ) =a(yls,)] < : (=
iy AW Wls)-alyls ) = wlyls)] < Prlue Bl -1+ Prlu ¢ Bl - (5 + 55
€ 1 €
- 2m/ (5 2m’>
1 n €
2w
(3.5)

As we have shown that for every next-bit predictor, the probability of predict-
ing the next bit is not more than 1/2 + ¢/m’. Thus, the statistical distance of



30

(Ugy, EXT9(X,Uy)) from Uy x Uy is at most €. Therefore, EXTy is a strong (6, €)-
extractor. According to Definition 3.2.8, this is equivalent to an (n,m’ + d,d,d, €)-

extractor. O

3.4 Construction

In this section, we discuss the construction for the strong extractor EX7Ty, before
which we construct a weak (I, p)-design and also an error correcting code EC,, ,(u)
whose minimum relative Hamming distance is at least 1/2 — €2/(8m’'?), as we men-

tioned in the proof in the previous section.

Construction of a Weak Design

It is shown in Raz et al. [12] that for every [, m’ € N and p > 1, there exists a weak
(1, p)-design Sy, ..., Sy C [d] with d = [ﬁ}l. Moreover, such a family can be found
in time poly(m’, d).

The proof for this statement is to first show the existence of such a weak design
via probabilistic analysis. Then authors in [12] derandomize the construction.

To be more specific, in order for showing the existence of a weak design, we
separate [d] into [ blocks Bj,..., Bj, each of size [[/Inp]. Then a design S; =
{ai,...,a;} has ay, ..., q; selected from By, ..., B; respectively, uniformly and indepen-
dently. In this way, elements of S; are independent. Further probabilistic analysis
shows E[Zj<i2‘5imsi|] < p(i — 1). Thus, with nonzero probability, there is a weak
design such that Y., 21905 < p(i —1).

To derandomize, authors in [12] show by averaging argument that there exists
an element oy from the first block By such that E[)_;_; 2190%l|q; = o] < p(i — 1).
Similarly for block 2 all the way up to block [, then we will have E[>_;_, 21508511y =
aq, ..., a; = oy < p(i —1). By doing this, we have a set S; for any ¢ < m’. Then we
will be able to construct a weak design.

Remark 16 in [12] states that it also works if \S; is chosen uniformly from all subsets
of [d] of size [, rather than dividing into blocks By, ..., B;.

As the quality of the randomized construction for weak designs is checkable through
the value of p. In practice, we fix m’, d and [, and then randomly generate sets
S1y ey Smr C [d] of size d. By doing so, we can calculate the value of p and we have

a weak (I, p)-design. After repetitions, we pick the weak design that has the most
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suitable p value.

Construction of an Error Correcting Code

For finding a desired error correcting code, we are specifically looking for binary
codes. Non-binary codes like Reed-Solomon (RS) codes [13] may not be suitable for
us, because Reed-Solomon codes operate on symbols from a finite field IF, rather than
bits. The minimum relative Hamming distance we obtain from Reed-Solomon codes
is different from the minimum relative Hamming distance we want for bit strings.
Further, as Reed-Solomon codes usually have large alphabet sizes (i.e., |> | = ¢),
it may perform poorly if we try to convert the minimum relative Hamming distance
for Reed-Solomon codes into the minimum relative Hamming distance for bit strings,
because two different symbols may only differ one single bit.

Binary Hadamard codes [34] become an option for us, because the codewords have
minimum relative Hamming distance of 1/2, which is greater than 1/2 — €2/(8m'?)
as we needed. However, the price is that the length of codewords is as large as 2 to
the power of the length of messages, i.e., n = 2". Large n will result in large [, due
to [ = logn. Further, it results in a large value of d for the weak design construction.
Recall that D = 2% is the size of a committee, which we would like to keep it from
being too large.

The trade-off we can make here is that we sacrifice a little minimum relative
Hamming distance from Hadamard codes in exchange for a much smaller length of
codewords. Specifically, we break the input message into multi-bit symbols and en-
code each symbol via Hadamard codes. Reed-Solomon codes also naturally come into
place as they can ensure two different input messages have a certain number of dif-
ferent symbols after encoding via Reed-Solomon codes. Thus, we use a concatenated
error correcting code by concatenating a Reed-Solomon code with a Hadamard code.
This kind of code is suggested by Trevisan [18] and Raz et al. [12]. In this way, the
concatenated code can have minimum relative Hamming distance arbitrarily close to
1/2, while still being a binary code as a whole and not having codeword length that
is too large.

To describe this concatenated code in detail, we denote a Reed-Solomon code
as having k£ input symbols, each of which has log ¢ bits, and the number of output
symbols is usually the same as the size of F,. Thus, a Reed-Solomon code can

be denoted as {0, 1}*°8¢ — {0, 1}91°89 with minimum relative Hamming distance
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(q—Fk+1)/q [13].

As for Hadamard codes, the number of output bits is 2 to the power of the number
of input bits. We denote a Hadamard code we will use as {0, 1}°¢¢ — {0,1}%. That
means each symbol the Reed-Solomon code outputs will be taken as an input for the
Hadamard code. The minimum relative Hamming distance for the Hadamard code
is 1/2.

Overall, we can denote the concatenated code as {0,1}Flss — [0 1}eled —

q—k+1
2q

different codewords in a Reed-Solomon code have at least ¢ —k+1 difference symbols.

{0, 1}‘12, with minimum relative Hamming distance as . It is because any two

After a Hadamard code, they will differ at least (¢—k-+1)2 bits. Lastly, we normalize

. . . .. . . . qg—k+1)2
the distance, resulting in the minimum relative Hamming distance of #
g=k+1 _ 1 k-1

e =3 g which can be arbitrarily close to 1/2.

Construction of an Extractor

Now that we have a weak design and an error correcting code constructed, it suffices

to construct our extractor as defined in Definition 3.2.7.

3.5 An Example

In this section, we will give an example of an application scenario to select committees
of sizes 2°° from a network of size 2°7.
Section 2.5.

We use a concatenated code of Reed-Solomon code and Hadamard code as our

The following procedure is very similar to

error correcting code, with n = klogq and i = ¢*. As for a weak (I, p)-design, where

[ = logn, we find that p has to be large to keep d = (ﬁ}l small, if we use the

construction in Raz et al. [12]. However, large p will result in large 4, as we have
D= ‘5"_31°g(m//2,__(1d_l)_3+1°g 2 according to Theorem 3.3.1. Further, we know we want

to keep ¢ small, because in an approximating disperser, the number of bad committees
is K = 2°"*1 according to Proposition 2.3.1. Thus, we find it beneficial to randomly
generate weak designs and apply the one with the smallest p value. As the weak
design is constructed at the beginning of the system and fixed afterwards, we can
construct it randomly at the beginning and distribute it to all nodes in the network
as a part of the program.

We let n = 2624 as the number of input bits for the error correcting code, with
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k = 164, log g = 16 and ¢ = 2'5. Thus, this error correcting code outputs i = ¢? = 232
1 k-1 _ 1 _ 163

bits as codewords and has minimum relative Hamming distance as 5 — % =3 g
Thus, | = logn = 32. We also let d = 55, m’ = 2 and ¢ = 0.2. We have the error
correcting code we needed as we required the minimum relative Hamming distance to
be at least 1/2 — €2/(8m/?) = 0.49875. Instead of having p ~ e"'/? = 121835437.376
via the construction of the weak design in Raz et al. [12], we randomly generate
weak designs for 1,000,000 times' and pick the design with the smallest value of p,
which is 1024. According to Theorem 3.3.1, when ¢ = 0.2, we will need dn > 1059,
the required number of truly random bits in an n-bit input string to the extractor.
Thus, we have a (2624, 57, 55, 0.40358, 0.2)-extractor, which is equivalent to an (N =
22624 N =257 D = 2% K = 21000 ¢ = ().2)-approximating disperser.

Now that we have an approximating disperser, we can proceed to the procedure
of selecting the next committees. Assume that the number of Byzantine nodes in the
network is 1/3 — e = 2/15 so that committees has 2/3 members as good nodes.

As our committee size is 2°°

, while we only need 2624 bits as input for the ap-
proximating disperser, we again apply the Feige’s algorithm to have each committee
member contributes a random bit. We need [2°/2624] bins for the lightest bin to
have at most 2624 bits. In expectation, each bin has 1749 good bits. By the Chernoff
bound, we know the probability that a given bin has less than 1300 good bits is 2794,
After union bound, the probability that any of the bins has less than 1300 good bits
ig 9478

Similar to Eq. (2.8), under the condition that ,n = 2624 — 1300 = 1324, the
probability that we fail to select a good committee is 234 32222 = 27240,

Overall, the failure probability is 1 — (1 — 27478)(1 — 27240) m 27477,

We again summarize what we have achieved in the above example, compared with

what we aim for, shown in Table 3.2. We have BAp in the table because we use it as
a primitive for BA. Thus, the cost for time and messages can vary, depending on the
implementation for BAp. For more related works on time and message complexity on
BA, please see Section 1.4. Number of rounds needed to select the next committee is
at least 2 + BAp because there will be one additional round for committee members
to send out their choices of bit strings to other committee members and one final
round for committee members to send out the consensus to non-committee nodes.
The size of messages is approximately D - BAp because we will do BA in parallel for

each member from the committee of size D. Regarding the required storage space,

IThis execution can be run on any typical computer and finished within one or two minutes.
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each node in the network needs a program to do Reed-Solomon encoding, a generator
matrix (16 by 2'°) for Hadamard encoding, and also a weak design (2 arrays, each of

which has 32 integers). These sum up to around 0.3 MB storage.

Table 3.2: Parameters that we achieved for the PRG-based construction

Parameters Target Achieved
Network size (M) 1,000, 000 257
Committee size (D) 1,000 259
Number of rounds each epoch 10~20 |2+ BAp
Size of messages received per committee node per epoch 2 GB D - BAp
Required storage space per node 128 GB 0.3 MB
Byzantine ratio over the network (/) 1/3 2/15
Failure probability 2-40 24749

From Table 3.2, we can see that the example we gave requires only a small amount
of storage space and achieves the targeted failure probability and a reasonable Byzan-
tine ratio. However, the required network size and committee size are rather large.
The problem this may cause is that the time and the number of messages needed
to select the next committee (or to reach BA) will also be large. Further, after the
committee agrees on an input string to the disperser, it also takes a long time ? for
each node to compute the next committee, although this problem might be mitigated

if the computation can be done in a distributed manner.

3.6 Numerical Results

To further illustrate how the performance of randomized weak designs is, compared
with deterministic weak designs in Raz et al. [12], we conducted numerical experi-
ments for showing what p values we can obtain from these two constructions. For the
randomized construction, we randomly generate weak designs for 1, 000, 000 times for
each setting and pick the weak design with the smallest p value. For deterministic
construction, we again set p ~ el’/d [12]. In numerical experiments, we set the value
of m’ to be small. For example, m’ = 2 as in the previous section.

In the first experiment, we set d = 55. The value of [ varies from 10 to 45. Since

the value of p is too large, we set y-axis as log,(p) instead of p, as shown in Fig. 3.3.

2Qur current estimation is about 45 years to execute the computation on a normal laptop. In
this case, local computation is not negligible.
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We observe that random weak designs can obtain much smaller p value, compared
with the deterministic ones.

60

45

log2(p)

10 15 20 25 30 35 40 45

O randomized deterministic

Figure 3.3: d = 55.

Similarly, we generate Fig. 3.4 by setting [ = 10 and let d vary from 15 to 55. In
this figure, the y-axis is p.

800
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0 qE::s()...4)....()...4)..-—()-.()....()...()
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Figure 3.4: [ = 10.

We therefore conclude randomized weak designs possess much better performance

when compared with deterministic ones, especially when the value of m’ is small.
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Chapter 4
Random Walks on an Expander

In this chapter, we look into the construction of an extractor through random walks
on expanders. However, we show how we cannot give a guarantee that the next
committee will stay as good as the current committee, if the bits to describe the
random walks come from the current committee. Nevertheless, it is still possible if
those bits come from the whole network, which we will leave as a future work.

One key property for random walks on expanders is that those random walks
resemble independent sampling, which is exactly what we needed. Because the naive
solution to form a good committee is to randomly select nodes from the network.
Unfortunately, we will show that this method does not work for our scenarios. Before
that, we will first explain this method and show how specifically it is relevant to
committee selection.

The reason why we are interested in random walks on expanders is that we can
use the nodes on the random walks of length D — 1 as the members in the committee,
whose size is D if we include the initial node of the walks. It is one of the properties
of random walks on expanders that those nodes on the path resemble independent
sampling. We will analyze how close the resemblance is in the following. One more
preliminary needed is that n = m+(D—1) log d.., where we use n as the number of bits
input to the expander for the description of random walks, m as the number of bits
needed to specify a node (i.e., the initial node of the walk), D as the size of committees,
and d, as the degree of the regular expander. The equation n = m + (D — 1)logd,
can be interpreted as using m bits to specify the initial node and then take D — 1

steps of walk, each of which needs log d, to specify which neighbour is the next step.

Lemma 4.1. Given bits describing the random walk of length D — 1 on a d.-regular
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expander from a (1 — 3,)-source and (. is the ratio of bad nodes in the committee,
then the probability that the next committee formed by a random walk on the expander
is bad is bounded by 2°5Tm+(P=Dlogde]+D (34 N\ \IDBA=1 yphere Ny is the second largest

absolute eigenvalue of the transition matriz' of the expander.

Proof. Our proof for this lemma is divided into three steps. We first analyze random
walks on an expander while assuming those walks are uniform random. In the last
step (step 3), we will relax this constraint and use weak random source to provide

bits describing the random walk.

1. Let I.q be the set of indices of Byzantine nodes, on the path of the random
walk. Iy.q € {0,1,2,3,..., D—1}. For example, I,,,q = {0, 3,8, ...} means on the
path of random walk on an expander, we encounter Byzantine nodes on step 0,
step 3 and step 8, etc. According to Theorem 3.10 in Hoory et al. [19], for any

fixed Ipaq, we have
Pr[Vi € Ipaq : v; € B] < (B 4 Ag)eedl =1 (4.1)

where B is the set of Byzantine nodes in the network. *

2. If an I,,q indicates a bad committee, namely |l,.q| > Df., we call it a bad Ipag.
For each specified bad I,,q, the probability of that happens is always no more
than (3 4 Ag)/PP1=1 regardless of |Iyaq|, which ranges from [Df.] to D. Note
that 8. < 1/3 is the ratio of bad nodes in the current committee and also the
ratio that we target for the next committee to have. Plus, we know that there
are no more than 2P possible choices of I,q, which is within 2-approximate
of the true number of bad I.4’s, due to the symmetry of binomial coefficients.
Given a perfect random string for a random walk, we define the event of selecting

a bad committee as Fpaqcom. We have

Pr[Ebaacom) < 27 (8 + Ag) P17 (4.2)

LA transition matrix of a regular expander is obtained by dividing each entry of the adjacency
matrix of the expander by the degree.

2As for why As plays an important role for random walks on expanders to converge to uniform
samplings, audience may refer to Lemma 3.4 in [19] and its proof. The key to understand the proof
might be to see the multiplication of a matrix and a vector as a linear transformation of the space,
in the eigen-basis.

3Because 3. < 1/3 < 1/2 and the symmetry of binomial coefficients, (DL/)%C) + (D,B?H) + .+

(p20) + (p) = 2°/2
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3. Now let us relax the restriction that we have a perfect random source. In fact,
our string is only from a weak random source that we defined as (1— 3, )-source.
We claim that the probability of electing a bad committee will grow by at most
2" similar to the analysis for Corollary 2.2.1. Define Ep,; as the event that

we select a bad committee using (1 — f3,,)-source. By union bound, we have

Pr[Epi) < 2" Pr[Epadcom) s
S Qﬂn(m—l—(D—l)logde)—&—D(ﬁ_’_/\2)[Dgc1_1 ( . )

]

In Lemma 4.1, we give a bound on the probability that a random walk on an
expander outputs a bad committee. However, we will soon realize if the n-bit de-
scription of the random walk comes from the current committee, then we will not be
able to give any guarantee that the next committee can be as good as the current
one, regardless of what the value of j, is.

One assumption we need to reach this negative result is that the tightest bound
we can give for the second largest absolute eigenvalue of the d.-regular expander is
the Ramanujan bound. Specifically, that means the maximum of the absolute values
of all the non-trivial eigenvalues is 2v/d, — 1 (Lubotzky et al. [32] and Murty [30]),
for the adjacency matrix of the expander. Moreover, if we divide every entry in the
adjacency matrix by degree d., we obtain a transition matrix and Ay < @.

For the construction of a d.-regular expander, one simple randomized construc-
tion is to have d./2 uniform random permutations on the set of nodes (M). It is
conjectured by Alon [2] and proved by Friedman [13] that a random d.-regular graph
is “almost Ramanujan”, in the sense that for every constant ¢ > 0, Ay < @:HC,
asymptotically almost surely. In 2015, Puder [11] provided a new and substantially

2vde—1+1
de

simpler proof that a random d.-regular graph satisfies Ay < , asymptotically

almost surely.

2vde—1
de

Assuming Ramanujan bound (\y < ), we are now ready to show the negative

result:

Lemma 4.2. Regardless of B., the bound in Lemma 4.1 cannot give any guarantee

that the next committee is as good as the current one.

Proof. In our application scenario, the bits describing the random walk come from the

current committee. Specifically, each good current member contributes random log d,
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bits, concatenates each member’s bits together and adds n — Dlogd. = m + (D —
1)logd. — Dlogd. = m—logd, 0’s as padding. Thus, the ratio of non-random bits in
the description is no less than the ratio of bad nodes in the current committee, namely
By > fe. Also, assume logd, < m. Then we have 2% [m+(D-Dlogde] > 9fcDlogde  Thep

the bound in Lemma 4.1 is:

2Bn[m+(D—1)logde]+D(ﬁ + /\2)[Dﬁc]—1 Z QBCDlogde—l—D

[DB:]-1
2¢y/d. — 1
(25)
de
Dge
~ 9BcDlogde+D 2v/de — 1
de
1 DB(‘
d.

S (d,)PP 2P ( ) (4.4)
=2D
>1

[l

Audience may start wondering whether the bound given in Eq. (4.1) is too loose to
give any guarantee. However, we again reach a negative result when using a Chernoff
bound (Theorem 1.1 in Healy [15]):

Let G be a d.-regular expander on W and fix a sequence of functions f; : W — [0, 1]
each with mean p; = E,[f;(w)]. If we consider a random walk wy, ..., wp on G, then
for all ¢ > 0,

D

Pr(| > " fi(w) =Yl > D] < 2e

i=1 =1

c2(1=X9)D
4

(4.5)

Similar with the analysis in Section 2.2, we define a function f that outputs 1
if the input is an ID corresponding to a Byzantine node. pu = [ is the expectation

probability of a node being Byzantine. We then proceed to prove the following lemma:

Lemma 4.3. Regardless of 5., the bound in Eq. (/.5) cannot give any guarantee that

the next commattee is as good as the current one.

Proof. This proof is similar as the proof for Lemma 4.1. We first assume random walks
are uniform random in order to apply Eq. (4.5), and then we relax this constraint to

allow weak random source.
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We define variable X as the number of Byzantine nodes on a random walk of
length D — 1, and we fail if X > §.D. The probability that we fail, using Eq. (4.5),

is bounded:

Pr[X > 5.D] < Pr[X > (.D]
= Pr[X — 8D > (8. — B)D]
< Pr[|X = 8D| = (8. — B)D]
< 26_(66—13)2;1—&)/3
If n bits describing the random walk are from the current committee, we again
name this source as (1 — /3,,)-source, where 3, > . and n = m+ (D — 1) logd.. Thus,

the failure probability will grow by at most 2°7". Define the failure event as Eg,
then Pr|[Epy] < 27" Pr[X > B.D].

(Be—B)2(1=29)D
4

9bnn PI[X > /BCD:I _ 26n(m+(D—l)logde)26_

_ (Be=B)2(1-x9)D
4

> 9BcDlogdeq
2
BeDlogd, —Pc(d=22)D
. oot (4.7)
> 9fcDlogde—0.3652(1-X2)D

> QﬂcD(log de _0-36ﬂc(1_)\2))

>1

The last step in Eq. (4.7) is due to d. > 2, so that logd, > 1 while 0.365.(1—\2) < 1.
Therefore, we are not able to give a guarantee for random walks on an expander to

output a committee as good as the current one.
[

Note that in this proof, we make no assumption on the value of Ay, other than

being in the range of 0 and 1.
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Chapter 5
Conclusions and Future Works

Our goal for this thesis was to look into the practical aspects of committee selec-
tion algorithms, under the full information model, while making no cryptographic
assumptions except that a message receiver knows who the message sender is. The
solution can be used as a sub-routine to achieve BA against a semi-adaptive adversary
with sub-quadratic message complexity, and can also be used in scalable blockchain
protocols. Our key to the solution is to utilize approximating dispersers. With an
approximating disperser and given a good current committee, we are able to select
the next good committee with high probability, even when the input source for the
approximating disperser is not perfectly random.

Theoretically, there exist numerous methods for constructing approximating dis-
persers (or equivalently randomness extractors). We first showed what would be the
best we can do through a fully randomized construction for approximating dispersers
and developed our Byzantine Agreement algorithm accordingly. At first glance, the
randomized construction seemed to be promising for solving our problem. Such an
approximating disperser could be constructed at the beginning of the system and
embedded in the program distributed to the nodes in the network; however, the de-
scription of the randomized approximating disperser is too large to be stored and
distributed onto today’s commercial devices.

We then discussed the PRG-based construction, improved some constants, and
also made a small part of the construction (the weak designs) randomized. This
results in a provably good construction with a small description.

Random walks on an expander is one of the construction methods. However, we
proved that if the descriptions for random walks come from the current committee,

then there is no guarantee that the next committee will stay as good as the current
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one.

The following problems are left as future works:

e This thesis work can likely be extended to selecting M good committees, which
can be used in designing a both scalable and load-balanced BA protocol, without
assuming a trusted committee at the beginning of the system, see King et

al. [29, 25];

e To address the storage problem raised by the fully randomized construction for
approximating dispersers, we wonder whether it is possible to use distributed

storage among M good committees?

e Again on the storage issue, can we prove that commonly used pseudo-random
number generators could be helpful to construct fully randomized approximat-

ing dispersers with high probability?

e [f the descriptions for random walks on an expander comes from the entire
network, can we guarantee the next committee stays as good as the current

one?

e One issue omitted in this thesis is that we did not consider the case where the
number of active nodes is less than M. For example, nodes may actively join
and leave the network, so that some IDs may not correspond to active nodes
anymore. However, this problem could be addressed in a load balanced manner

by referring to King et al. [25, 3].
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