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ABSTRACT

With the emergence of the cloud computing paradigm, we can now provide dy-
namic resource provisioning at unprecedented levels of scalability. This flexibility
constitutes a rich environment for researchers to experiment with new designs. Such
experimental novel designs can take advantage of adaptation, controllability, self-
configuration, and scheduling techniques to provide improved resource utilization
while achieving service level agreements. This dissertation uses control and schedul-
ing theories to develop new designs to improve resource utilization and service level
agreement satisfaction. We optimize resource provisioning using the Cutting Stock
problem formulation and control theory within feedback frameworks. We introduce
a model-based method of control to manipulate the scheduling problem’s formula-
tion model to achieve desired results. We also present a control based method using
Kalman filters for admission control. Finally, we present two case studies — the
Yakkit media social application and the Rigi Cloud testbed for deploying virtual ma-
chine experiments. The results of our investigations demonstrate that our approaches
and techniques can optimize resource utilization, decrease service level agreement vi-

olations, and provide scheduling guarantees.
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Chapter 1

Introduction

1.1 Motivation

With the emergence of the cloud computing paradigm, we can now provide dynamic
resource provisioning at unprecedented levels of scalability. This paradigm provides a
rich environment for researchers to experiment with new designs. These experimen-
tal designs can take advantage of adaptation, controllability, self-configuration, and
scheduling techniques to provide improved resource utilization for cloud providers,
while achieving service level agreements (SLAs) for cloud users. This dissertation
uses control and scheduling theories within a feedback framework to develop new
designs for improving resource utilization, SLA satisfaction, and taking advantage of
the cloud’s dynamic nature. For example, we use a scheduling formulation within
a feedback framework in a simulation environment to evaluate several provisioning
scenarios. The results indicate that these techniques can provide improved resource

utilization and decrease service level agreement violations.

The cloud provides users with access to large amounts of computational resources,
bandwidth, and storage [RCL09]. It is replacing older computing paradigms such as
Grid and Cluster computing. Its success is due to the bridging of virtualization
software with dynamic on-demand provisioning systems (e.g., Amazon’s EC2, Mi-
crosoft’s Azure, Google’s App Engine, IBM’s Smart Cloud, or Apple’s iCloud) which
can take advantage of virtual infrastructure to deploy their services and applications.!

The term ‘Cloud’ in this dissertation most often refers to infrastructure as a service

Thttp://www.informationweek.com/cloud-computing/infrastructure/amazon-cloud-revenue-
mystery-persists/240153962



(IaaS) and occasionally as software as a service (SaaS). These two layers of the cloud
paradigm are interesting from a research perspective because they require solutions

for runtime adaptation.

Cloud services manage operating system environments, application platforms, and
install and negotiate access to hosted applications. These pay-for-use services con-
sume resources that are purchased like any other utility [BYV*09]. This provides op-
portunities to explore new designs which can take advantage of a pay-as-you-go utility.
These designs use dynamic theories, including control theory and feedback models
combined with scheduling theories, to improve resource utilization, maintain ser-
vice level agreements, and minimize costs [BDGT13] [AABT07] [HDPT04] [AAB*10]
[HDPTO05] [ADGT06] [AACT10] [DDKMO8] [DMO07] [FAAT10] [LNM*12] [PSST12]
[DMK*13] [KABT12] [GB12] [MK12] [NCS12] [TMMVL12] [GSLI12] [WKGB12]
[Mur03].

The foundations of cloud computing emanate from distributed computing, virtu-
alization, and economics. Distributed computing system topologies can be catego-
rized as hierarchical (Grid Computing), centralized (Email), or decentralized (Peer
to Peer) [DNBO05]. The objective of distributed systems is to provide aggregation of
distributed resources for access by users. However, they differ in how they achieve ac-
cessibility. Virtualization, in this dissertation, refers to the management of hardware
access by multiple competing operating systems on the same machine. These operat-
ing environments run in an isolated sandbox from other operating environments on
the same machine (e.g., VMware? or Xen.?) Lastly, economic considerations form the
basis for computing as a utility. Rajkumar et al. refer to cloud computing as the fifth

utility next to water, electricity, gas, and telephony [BYV*09].

1.2 Problem Statement

The combination of distributed computing, virtualization, and economics has dra-
matically changed the computing landscape. Cloud computing has the potential for

software systems to change themselves dynamically to match user load while main-

http:/ /www.vmware.com
3http://xen.org



taining service level objectives and improving resource availability in a cost effective
manner. These improvements relate to increased system utilization and user satisfac-

tion which are two of the primary benefits of cloud computing.

The key research questions addressed in this dissertation are (1) how do we take
advantage of distributed computing and virtualization technologies, and (2) how do we
design them together to achieve desired user and system objectives. There are many
different computing architectures in which distributed computing and virtualization
may be constructed. There are many different scheduling, control, and management
options available to control how users access their applications hosted on the cloud.

This is where the wealth of research opportunities in cloud computing exists.

There are many interesting cloud computing challenges as enumerated below.

These challenges drive the research in this dissertation.
1. What are good characterizations of the cloud computing paradigm?

2. Where does scheduling apply within a cloud computing paradigm? How do
scheduling techniques at different levels of cloud computing affect system per-

formance, service requirements, and user experience?

3. What are the relative merits of employing control system theory in cloud com-

puting? How does control theory apply?

4. How can we support different types of users and applications in a fair manner?
How do high performance computing applications and users differ from social

web applications and users?

5. How can autonomic and feedback models be useful in cloud computing? How

is this different from control theory when applied on the cloud?

6. Can we provide a taxonomy and characterization of what, when, where, and how

to use scheduling with control and autonomic theory to manage cloud systems?

In this dissertation, we focus on characterizing cloud scheduling applications based
on control and autonomic theories. We investigate the use of the cutting stock prob-
lem as applied to resource provisioning and task allocation, and investigate model-

driven control to affect scheduling results. We investigate how control and autonomic



theories can be combined within a feedback framework. This is difficult since cloud
architectures are layered. In practice, each layer does not allow other layers access to
lower layer states. This presents significant challenges for developing accurate layered

models to be used by schedulers and controllers.

1.3 The Approach

In this dissertation we propose several hybrid designs that combine control and
scheduling theories within a feedback framework. Concepts from control theory
(i.e., proportional-integral-derivative (PID) controllers and Kalman filters), are in-
tegrated with approaches from scheduling theory (i.e., scheduling models such as
cutting stock). The feedback framework allows schedulers and controllers to work to-
gether. For these designs to work well, the systems need to be configured at runtime.
This necessitates research into adaptive and self-adaptive control models. Adaptive
controls have the ability to adapt to changes in the computing environment (i.e., vir-
tual machine migration, changes in provisioning, or changes in user workload). Self
adaptive controls can extend adaptive control solutions by changing the solutions that
adaption controllers use. Several adaptive and self-adaptive models are explored in-
cluding Model Identification and Adaptive Controllers (MIAC) and Model Reference
Adaptive Controllers (MRAC) [Rav00].

The approach employs a scheduling system designed to segment available resources
to match resource requests. This technique can be used to provision virtual machines
with physical resources (i.e., processor, memory, and bandwidth). This approach uses
the cloud’s ability to reconfigure dynamically as user loads change. If a cloud provider
is in danger of violating its SLAs by over provisioning, the cloud can offload selected
user requests to a third party (overflow) at additional cost. The objective is to min-
imize third party usage in order to maximize profit. The cutting stock formulation
models this problem and simulation results show improved profits when employed.
Another scheduling based approach is to investigate model-driven scheduling. With
this approach, the scheduling formulation model is modified so that the scheduling
algorithms can provide minimum guarantees for scheduling solutions. This approach
uses proven mathematical theories to ensure scheduling results, but it requires the

system to have the ability to modify the system workload and system resources. This



is necessary to ensure that the problem formulation has a specific structure. For
example, it may be necessary for the formulation to be structured as a matroid to
ensure scheduling results are at least half of optimal, where optimal is the absolute
best achievable schedule. For example, an optimal schedule for a set of jobs can ex-
ecute in one hour. Using our method we gaurantee to find a solution that will not

exceed two hours.

Another approach uses a control system design based on Kalman filters. The
Kalman filter has a predictive property which can be useful when making load bal-
ancing decisions. In this approach, wherein we devise and implement a scenario using
the OMNET * network simulation environment, the filter is used to predict applica-
tion performance. If the filter predicts that the application will be overloaded, user
requests are offloaded to a third party at additional costs. The objective is to min-
imize the frequency of application service violations, while minimizing costs. This
approach proves useful if the application service is approaching violation (i.e., the

user request rate is equal to the application service rate).

Another approach involves two case study designs. The first case study is a social
tool called Yakkit, designed to take advantage of a distributed set of clouds using our
own application overlay called iCon. The application data structure is distributed over
a cloud or set of clouds and the overlay facilitates distributed searches and message
passing between users [DLM11]. The second case study designed and implemented
a cloud testing framework called RIGI Cloud. The design employs approaches de-
scribed in this dissertation to manage cloud provisioning using a batch scheduling

system called Torque.?

The approaches discussed are dependent on the cloud architecture used to host
user applications. In this dissertation, we use an economic based cloud architec-
tural model to deploy and evaluate our designs. These designs can be used at any
layer of the cloud model (e.g., Infrastructure, Platform, and Software). They can
be used within the cloud, or used to aggregate several cloud providers as a global
pool of resources. However, cloud providers (i.e., Amazon’s EC2) do not allow access

to their state. This presents significant challenges and necessitates models at runtime.

4http://www.omnetpp.org/
Shttp://www.adaptivecomputing.com/products/open- source/torque/



1.4 Dissertation Overview

Chapter 2 describes current research on cloud computing and associated technolo-
gies including computing architectures [FKO03], a federated cloud compute paradigm
[BYV109] [AFGT10], grid scheduling and economics [Buy02] [Ran07] [Van08], control
systems [Oga87] [HDPT04] [Xu07], autonomic models [Miil06] [IBMO06] [SILI10], and
peer to peer computing. Research is summarized along several dimensions using a

taxonomic approach.

Chapter 3 dimensions the cloud research domain and classifies relevant literature
using several of the taxonomies developed in Chapter 2. We use the cloud paradigm
developed by Buyya et al. [BYVT09] and Fox et al. [AFGT10] within a feedback
framework developed by IBM [IBM06] along with a taxonomy on cloud computing
to categorize the literature. Finally, this chapter details important aspects of our

selected research areas.

Chapter 4 introduces the cutting stock problem and maps cloud resource provi-
sioning problems to the cutting stock problem. Results are presented along with a
taxonomy on scheduling within the cloud. The model has been adapted and pub-
lished as a case study for scheduling to a distributed set of clouds [BDM*11].

Chapter 5 uses a model-driven approach to provide scheduling guarantees. The
problem formulation is manipulated so it has specific structural properties. Problem
formulations with specific structural properties provide guarantees with respect to
solution quality. In this case, we use the greedy algorithm to solve the scheduling
problems [BDM*14].

Chapter 6 presents experiments and works with feedback and utility as applied to
computing systems. A taxonomy is presented which categorizes feedback with utility,
along with a description of the PID controller, autonomic controllers, and Kalman
filters. This work includes the simulation of a Kalman filter for service admission
control. Service accessibility is a valid control mechanism which is useful in cloud

computing and therefore ought to be studied. This work further describes how feed-



back and utility can be applied with scheduling and where it is applicable in the cloud

paradigm.

Chapter 7 presents Yakkit, a case study that investigates the use of an inter-cloud
overlay network (iCON). The overlay provides support for a distributed data structure
and an interface for searching and message passing algorithms. This work investigates

how an overlay could potentially make inter-cloud communication ubiquitous. This
work was published in the 2011 CASCON Proceedings [DLM11].

Chapter 8 presents RIGI cloud, a test bed for cloud experiments and exploring
scheduling/control scenarios. A scheduling and testing framework is presented to boot
and execute virtual infrastructure for experiments. This work extended previous work
on providing an autonomic grid management system which was published in Software
Engineering for Adaptive and Self-Managing Systems (SEAMS 2007) [DMO07]. We
demonstrated this work at CASCON (2010) as a cloud cluster queue in which we
match virtual worker-node resources dynamically to the user workload queued on the
head-node.

Chapter 9 summarizes the dissertation and our contribution. We also outline

avenues for future research in this domain.



Chapter 2

Related Work

2.1 Introduction

This chapter characterizes and reviews related research using several cloud taxonomies
based on closely related computing paradigms, as described by Buyya [BYVT09] and
Fox [AFG*10] and IBM’s Autonomic Computing Reference Architecture (ACRA) [IBMO06].
This chapter describes our view of the cloud paradigm. We explore it using several

proposed taxonomies to aid in the characterization of related research.

2.2 A View of the Cloud Computing Paradigm

The cloud computing paradigm, described by Buyya [BYV'09] and Fox [AFG™10],
provides a description of cloud computing artifacts and architectural perspectives.
This section presents our view of these cloud models within a control and feedback

framework.

Our view of the cloud computing paradigm is derived from Buyya’s and Fox’s
rendition as depicted in Figure 2.1 [CRBT11]. Buyya’s cloud provider paradigm is
based on a brokerage system. In this system, a brokerage is used to buy and sell cloud
services for users. Users of the system specify to their brokers which services they
want and how much they are willing to pay. It is consistent with the view of cloud
computing as described by Fox [AFG™*10]. Here, the cloud architecture is partitioned

into three layers: the cloud provider layer; the software as a service (SaaS) layer;



Application Layer
Fox i
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Figure 2.1: an economics based federated cloud compute model comprised of
Buyya’s [CRB*11] and Fox’s [AFGT10] models.

and the application layer. These three layers provide an architectural perspective to
Buyya’s model. In addition to the three layers, Buyya describes the concept of a
cloud exchange which is used by cloud providers and SaaS Providers to publish and
bid on resources. This concept is supported by Fox [AFG'10] in its description of
cloud computing economics. The cloud exchange facilitates the federation of many
cloud providers. This allows SaaS Providers to select cloud provider resources based
on cost. This dissertation utilizes the following list of cloud computing artifacts as

used in Buyya’s economics based cloud model.

e Cloud Provider — The categories of cloud provider described herein are compute

and storage clouds. The following is a list of the cloud provider artifacts:
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— Cloud Coordinator — The cloud coordinator executes on each cloud provider.

The coordinator is responsible for the following:

« Export (Publish) — The cloud publishes the services it provides to
the cloud exchange. These services include infrastructure services (to
boot virtual environments and network infrastructure) and platform

services (i.e., to start an Apache web server).

* Monitoring Resources — The coordinator needs to monitor the phys-
ical load being executed to ensure that service level objectives (SLO)
are being achieved (i.e., ensuring service utilization does not exceed
75%, or virtual machines are load balanced). In a cloud provision-
ing system, the required monitoring information may not be available.
Having the ability to specify monitoring requirements in a distributed

cloud provisioning system is an area where research could be beneficial.

x Monitor Applications — The coordinator needs to ensure applications
are properly load balanced and are achieving their users Quality of Ser-
vice (QoS) requirements as specified in the SLAs. Scheduling for load
balancing is difficult in a cloud provisioning system, due to a lack of
both control of localized scheduling and good monitoring. Scheduling

for schedulers, or Meta-scheduling, is an interesting research area.

— Cloud Resource — There are two types of cloud resources: compute and
storage. Compute resources refer to CPU utilization and how many Mil-
lions of Instructions Per Second (MIPS) the user is allocated for their
tasks. Storage resources refer to either disk, tape, or memory in regards to

storage of accessible content (i.e., video, audio, text, application objects).

e SaaS Provider — The objective of the SaaS Provider is to ensure its users
have access to cloud hosted applications in accordance with the users Quality
of Service requirements (which are agreed upon in the form of Service Level
Agreements). The SaaS Providers are responsible for ensuring that their clients
are getting good value (i.e., cost and QoS) when using their cloud hosted appli-
cations. They are also responsible for bidding on resources published by cloud
providers. If their bid is successful, then the applications can be dynamically
booted and hosted on the cloud provider. Once the applications are started,
the brokers can negotiate their users work loads to the best cloud sites, which

optimizes cost but still achieves their users QoS requirements.
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e SaaS User (Application User) — The SaaS user utilizes their SaaS Provider to
negotiate access to a desired application with a set of desired QoS requirements.
For example, the user may desire a minimum response time for their requests to
a hosted application, or desire access to several processor cores. The user’s QoS
requirements can be categorized into two types, intrinsic and external. Intrinsic
QoS deal with the workload the user desires to be executed. For example, the
user may desire a task or job to be executed by a virtual machine with two cores
and two gigabytes of RAM. External QoS are those that the user or others can
apply to the work load to improve their own objectives. For example, a user
objective may be that their tasks be prioritized according to how many cores
each task requires. Therefore the user can apply a cost value metric to the
multi-core option tasks that is larger than the value they give to a single-core
option task. This value is an example of an external QoS metric. Application
layer scheduling on the cloud is an interesting research area since they would

likely conflict with the resource schedulers.

e Cloud Exchange — The Cloud Exchange manages supply and demand and
negotiates deals between SaaS Providers and acts on behalf of and in good faith
to their users and cloud providers. The economics of buying and selling services
is an interesting research area for cloud computing. This area could benefit

from game theory or advanced scheduling algorithms.

Figure 2.1 is an economics based cloud model which, Buyya says, can provide
computing power as the 5th utility. In this dissertation, we use Buyya’s model within
a control and feedback framework as depicted in Figure 2.2. The control and feed-
back framework is provided by IBM’s architectural blueprint for autonomic comput-
ing [IBMO06]. The blueprint is based on the Autonomic Manager’s (AM) Monitor
Analyze Plan Execute (MAPE) control flow model and the Autonomic Computing
Reference Architecture’s (ACRA) management model as depicted in Figure 2.2. The
merging of Buyya’s economics-based cloud utility within a control and feedback frame-
work provides flexibility to monitor and adapt the artifacts (i.e., the SaaS Provider,

cloud provider, or application).

The ACRA model defines five layers of control and management. The layers are

defined from top to bottom as follows:
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Figure 2.2: Economics Based Cloud Paradigm within a Control and Feedback Frame-
work.

e Manual Manager — is the management interface, specifies which policies should

be implemented by the system.

e Orchestration AM — monitors and manages groups of AMs to ensure they work
together in an efficient manner (i.e., manage an application’s deployment to find

cheaper resources).

e Touch Point AM — monitors and manages a resource (i.e., monitor a SaaS

Provider to ensure it is not violating its service level agreements).

e Touch Point — control interface to a resource.
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e Managed Resource — a controlled resource (i.e., a User’s Application or Work-
load).

Autonomic Managers (AMs) reside at the Orchestration AM and Touch Point AM
layers of the ACRA model. Autonomic Managers implement the MAPE control flow
loop. The MAPE elements are as follows:

Monitor — is a collection of sensor inputs used by the AM’s analyzer.

Analyzer — analyzes sensor inputs with knowledge information.

Planner — uses the analysis results to create an execution plan.

Executer — actuates the plan created by the Planner.

Knowledge — used by the Analyzer and Planner to keep state.

Buyya’s and Fox’s model (cf. Figure 2.1) present several areas where research
opportunities exist. For example, the cloud exchange would benefit from research
in scheduling to maximize its revenue, or the cloud provider would benefit from ad-
mission control theory to ensure its Service Level Agreements (SLAs) are not being
violated. In addition to this, by managing Buyya’s model within IBM’s ACRA model,
other research opportunities are presented. For example, scheduling at the orchestra-
tion layer could be used to manage an application deployment, or manage a virtual

machine deployment for several applications to execute on.

The previous description of Buyya’s and Fox’s cloud architectures and artifacts
within IBM’s ACRA enables an assessment of related work of their impact on the
cloud computing paradigm as depicted in Figure 2.2. For example, grid computing
embraces the concept of meta-scheduling. Meta-scheduling techniques in the grid
paradigm may be useful in the cloud paradigm’s orchestration layer to schedule ap-
plications to cloud providers via Buyya’s cloud exchange. The difficulty is where and
how easily the grid solutions can be applied and adapted for the cloud paradigm.
Section 2.3 presents several taxonomies to classify current literature into our cloud
model (cf. Figure 2.2).
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2.3 Taxonomies of Cloud Computing

This section creates several taxonomies for our model as depicted in Figure 2.2. The
objective is to use the taxonomies to classify current literature for our model. There
are seven aspects (concepts and components) depicted in Figure 2.2 of interest aiding
in the creation of the taxonomies. We classify cloud computing research into seven

aspects of interest.

e The Cloud Aspect — the three layered cloud itself could benefit from a taxon-

omy of taxonomies that categorizes different perspectives.

e Scheduling Aspect — scheduling refers to resource provisioning and task al-
location. Resource provisioning specifies the adding or removing of resources
on an entity (i.e., a service, application, or virtual machine) that it consumes.
For example, an application may be provisioned to a virtual machine to exe-
cute on, or a virtual machine may be provisioned more memory so it can host
more applications. Task allocation specifies how user generated work load is
distributed to application instances. Scheduling in a federation of clouds is dif-
ficult due to the heterogeneity of cloud providers. For example, an issue may
be which scheduling topology is required to integrate the cloud providers. Do
the schedulers work independently at different levels or communicate to better
optimize altruistic objectives? To achieve this, several scheduling levels need to
work together. At the lowest layer, the cloud providers provision their virtual
machines with physical resources (i.e., cpu, memory, storage, and bandwidth),
and specifies which virtual machines will host user applications. The next layer
determines which cloud providers are used to host user applications. Finally,
the last layer allocates user workload to cloud hosted applications. Referring to

Figure 2.2, there are three areas where scheduling can be applied as follows:

— SaaS Provider — creates SLA contracts between users and cloud providers.
The SaaS Provider provisions user applications using cloud resources (pos-
sibly from serveral cloud providers) which are negotiated using the cloud
exchange. The SaaS Provider may continuously look for better deals in

having its user’s applications hosted.

— Cloud Provider — ensures the virtual machines (VMs) have access to phys-

ical resources to do actual work.
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— ACRA Orchestration Layer — ensures the SLAs made through the SaaS
Providers are being adhered to and that the user task requests are being
handled efficiently to optimize the number of entities required to execute
the user workload. In the case of peak workloads, it optimizes access to

more expensive resources to handle the load.

e Cloud Coordination Aspect — facilitates communication between cloud entities.
Questions include how do schedulers at different levels in the cloud paradigm

interact with each other? Can they affect and monitor each other?

e Discovery Aspect — ensures resources from cloud providers are continuously
updated. Chapter 3 of Ranjan’s dissertation describes the resource discovery
system in detail [Ran07]. This is not the focus of this dissertation but is of

interest to researchers working on discovery mechanisms.

e Autonomic Management and Control Aspect — the application of autonomic
theory to cloud computing is new and evolves from biological systems that au-
tonomously adapt to environmental changes. For example if your body has a
virus, then your body may increase its temperature to destroy the virus. Con-
trol theory is also an important aspect to the cloud computing paradigm. The
dynamic nature of cloud computing makes the cloud an attractive platform for
software providers, but requires control mechanisms. To provide control, feed-
back from the system is required to determine system performance. Research in
this area has already been done with control system theory [Oga87] [HDPTO04].
The difficulty is in how to combine control theory and autonomic management

theory with task allocation and resource provisioning.

e Application and Workload Aspect — applications and their workloads affect
cloud system performance; for example, they can be processor intensive and

consume large amounts of bandwidth and memory.

e Security Aspect — Cloud and grid providers provide a security mechanism
to access and use system resources. For example, the CERN grid uses X509
certificates in a single sign-on framework. Security is not addressed in this

dissertation.

From the seven aspects of interesting research derived from our model (cf. Fig-

ure 2.2), we choose three on which to focus our research. The cloud aspect is selected
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because it represents ACRA’s framework, and is necessary to manage Buyya’s eco-
nomic based cloud artifacts. The Scheduling Aspect is selected because it provides
models, strategies, and solutions to manage the cloud systems. The Application and
Workload Aspect is selected because it is affected by cloud organization and schedul-
ing. Therefore, it is interesting for us to investigate effects different workloads have

on the applications.

Each of the three aspects described have classifications (taxonomies) which pertain
to our model. We propose eleven taxonomies grouped into the three aspects. The
taxonomies are used to identify where current literature (i.e., identified techniques
from grid scheduling or control theory) may be useful in our model. The taxonomy

groups are as follows.
e The Cloud Aspect (cf. Section 2.3.1)

1. Cloud Taxonomy — is a Taxonomy of Taxonomies
2. Organizational Taxonomy

3. Resource Taxonomy

4. Co-ordination and Discovery Taxonomy

5. Management Taxonomy
e The Scheduling Aspect (cf. Section 2.3.2 )

1. Management Taxonomy — is a Taxonomy of Taxonomies
2. Management Organization Taxonomy
3. Cloud Management-Control Taxonomy

4. Cloud Management-Scheduling Taxonomy
e The Application and Workload Aspect (cf. Section 2.3.3 )

1. Application Taxonomy
2. Workload Taxonomy
Sections 2.3.1-3 describe the cloud aspect’s taxonomies, the scheduling aspect’s

management taxonomies, as well as the application and workload aspect’s taxonomies,

respectively.
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2.3.1 The Cloud Aspect’s Taxonomies

Our cloud taxonomy is a taxonomy of taxonomies consisting of four sub taxonomies

as depicted in Figure 2.3.

1. Cloud Organization Taxonomy (cf. Figure 2.4) — this taxonomy classifies
clouds according to structure. For example, is the cloud a grid of clouds or

a single cloud, or does it support federation over several data centers?

2. Cloud Resource Taxonomy (cf. Figure 2.5) — this taxonomy consists of sev-
eral taxonomies. It classifies resources according to organization and resource
attributes. For example, the resource may be a physical static resource (like a
computer core) which is organized as a federation of similar resources (where

the entire system is perceived as one collection of cores and uniformly accessed).

3. Cloud Co-ordination and Discovery Taxonomy (cf. Figure 2.6) — this taxonomy
classifies resource discovery entities. How the resources are found and used are

useful classifications for characterizing a tool or technique.

4. Cloud Management Taxonomy (cf. Figure 2.7) — classifies management tools,
techniques, models, and algorithms in terms of their organization, scheduling,

and control capabilities. Each of these have their own sub taxonomies.

The cloud organization taxonomy is depicted in Figure 2.4 as two main classes,
the cloud federation class and the data center federation class. The cloud federation
classification is concerned with multi-cloud systems. The term ‘grid of clouds’ can be
used to describe this scenario in which different clouds compete for user applications
and workloads which are negotiated through SaaS providers. The data federation
class is not addressed in this dissertation, but there is an increasing need to support

‘Big Data Applications’.

The cloud resource taxonomy consists of two sub-taxonomies that classify re-
sources according to organization and attributes. The cloud resource attribute tax-
onomy classifies resource attributes using the virtualizable and dynamic classes. The
virtualizable classification organizes attributes that are virtualized versus those that
are not (i.e., a physical processor is not a virtualized resource). The dynamic class
classifies attributes according to their dynamic nature. For example an operating

system installed on a machine is not dynamic, as opposed to the amount of RAM
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Figure 2.3: A Cloud Taxonomy

allocated to a virtual machine is.

The cloud co-ordination taxonomy classifies how cloud entities find and use each
other. For example, cloud entities may register to a central server that has a lookup
service, or they may be part of a distributed hash ring in which all participating nodes
have a lookup service that works in a decentralized way, or the entities may register

locally and be part of a hierarchy of registered entities.

The cloud management taxonomy is one of the foci of this dissertation. Hence we
present the last sub-taxonomy of the cloud (a cloud management taxonomy) in its

own sub-section(cf. Section 2.3.2).



19

Federated Data
Center

Federated Cloud

Non-Federated Data
Center

Cloud Organization Taxonomy

Federated Data
Center

Non-Federated Cloud

Non-Federated Data
Center

Figure 2.4: A Cloud Organization Taxonomy

2.3.2 A Cloud Management Taxonomy

The cloud management taxonomy, as depicted in Figure 2.7, consists of three sub-
taxonomies. The cloud management organization taxonomy, the cloud management-
scheduling taxonomy, and the cloud management-control taxonomy as described be-

low.

The cloud management-organization taxonomy, as depicted in Figure 2.8, classi-
fies the management entities according to their organization. In this case they may be
organized as centralized, decentralized, or hierarchical categories. For example, the
scheduling entity may be organized in a hierarchical fashion in which local resources
have a local scheduler and the federation of many local schedulers have a meta-
scheduler. In this case the schedulers are organized in a hierarchical fashion. Another
possibility is a single centralized scheduling system which manages scheduling at all

levels within the cloud system. A decentralized scheduling approach is another pos-
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Figure 2.5: A Cloud Resource Taxonomy

sibility in which a unified scheduling algorithm can schedule independently of other
schedulers yet they implicitly work together.

The cloud management-control taxonomy, as depicted in Figure 2.9, classifies
cloud entities according to their control capabilities and controllability. There are
three primary classes: control type, stimulus, and model type. The control type is
classified as autonomic, control, and mix methods. Autonomic classification refers
to controls and/or management tools which follow the Monitor, Analyze, Plan, and
Execute (MAPE-K) model. The control classification categorizes according to tradi-
tional control methods such as PID controllers. Mix methods classifies entities which

combine traditional and autonomic control methods.

Autonomic controls are classified by stimuli, information analysis, and actions.
Stimuli describe how the controller receives information (i.e., from the surrounding

environment or internal events). Information analysis may be sensor dependent, or
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Figure 2.6: A Cloud Coordination Taxonomy

internal logic, or both. Finding a good balance is difficult. Lastly, how does the
autonomic system affect itself and its environment. This classifies entities as actively

being able to change the environment versus changing itself.

Traditional controls can be classified using first principle models versus more com-
plex models. Another classification is how many inputs and outputs does the con-
troller have. More complex models involve adaptive control and can be classified by
following a MIAC (Model Identification) or MRAC (Model Reference) model which
identifies how dynamic the control system is. MIAC controllers update the controller’s
model of the system, and as the model changes, the controllers are tuned to adapt.
MRAC models have a predefined model of the system under control and try to fine-

tune the control model to adapt to minor disturbances to the system [AW11].

Mixed method is a catch-all classification for control entities that do not fit nicely

into autonomic or control classifications explicitly. Generally combination models
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Figure 2.7: A Cloud Management Taxonomy

that use both control and autonomic mechanisms are classified here.

The cloud management scheduling taxonomy, as depicted in Figure 2.10, classifies
entities by their organization and objectives. The objective may be classified as a
SaaS Provider objective (i.e., find best QoS for lowest cost), or the objective may be
classified as a cloud provider objective which manages user work load, provisioning

applications, achieving all SLAs, and satisfying internal SLOs.

Cloud management organization is a sub-taxonomy that classifies management
entities according to their interoperability. For example, is there a central manage-

ment system or are there several that all work together in some way?

SaaS provider scheduling can be classified as on-line or off-line scheduling along
with classifications for systems that employ feedback and those systems that allow

themselves to be configurable.
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Figure 2.8: A Cloud Management Organization Taxonomy

The cloud provider has a sub-taxonomy for organization which classify according
to how entities interact (i.e., coordinated or uncoordinated interaction). The more
interesting classifications arise when considering how the cloud provider provisions
resources and allocates workload. These two classes can be further divided into on-
line or off-line scheduling. On-line scheduling can be further classified according to

coordination and use of feedback.

2.3.3 A Cloud Application and Workload Taxonomy

The application taxonomy, as depicted in Figure 2.11, classifies applications as being
able to run in parallel or in-sequence. This depends on the dependencies of the work-
load and/or the application. For example, the application may have a single database

that limits the amount of parallel access to the data. This is further classified into
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single or multi-tiered applications. The application is then classified in terms of re-
source dependencies. Does it require significant bandwidth or is it processor intensive
(i.e., a ray-tracer is processor intensive versus a video streaming application which is
bandwidth intensive)?

The cloud workload taxonomy, as depicted in Figure 2.12, classifies the workload
based on task dependencies of the user’s workload (i.e., if task A has to wait for task
B to finish). This is further classified into traffic patterns (i.e., burst versus non-burst
traffic). Burst traffic is non-uniform traffic in which high volumes of tasks and jobs
are submitted followed by idle periods. Non-burst traffic refers to uniform task flow
(i.e., user workload arrives at a steady rate). Workload dependencies have a sub-
classification of being centralized or decentralized. This means dependent tasks may
have to execute on the same machine due to shared memory requirements for pro-
cessing data. This is the case for OpenMP (multi-platform shared-memory parallel

programming) parallel tasks, as opposed to MPI (message passing interface) which
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can be a distributed system where tasks can run on any machine and use message

passing to send results to waiting tasks.

2.4 Summary

This chapter provided a broad classification based on eleven proposed taxonomies. In

Section 3, literature from cloud computing, grid and cluster computing, peer-to-peer

computing, autonomic systems, and management (including control and scheduling)

are systematically characterized using selected taxonomies to classify their strengths

in potential areas of the cloud computing paradigm as depicted in Figure 2.2.

Dong et al. contributed a comprehensive survey report on grid computing algo-

rithms [DA06]. They use the same approach in providing taxonomies for classification

of the grid scheduling domain. Using this methodical approach to research simplifies
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the literature review and provides insights on how to proceed within a research area

by determining how current literature is applicable.

Grozev and Buyya [GB12] provide an architectural taxonomy of the current state
of the art. They classify academic and industry projects with respect to inter-cloud
research to determine the directions current research is progressing in. One of the
areas identified for further research is Service Level Agreement techniques which is

addressed in this dissertation.
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Chapter 3

An Adaptive Perspective for
Classifying the Literature

This chapter applies two of the taxonomies proposed in Chapter 2 to classify related
literature (i.e., cluster computing, grid computing, control system theory and com-

putational clouds) given our view of the cloud computing paradigm (cf. Figure 2.2).

3.1 A Literature Classification

To discuss the related literature, it is prudent to categorize and discuss related works
according to the taxonomies developed in Section 2. In particular, we concentrate
on the literature related to the cloud research paradigm as depicted in Figure 2.2.
We categorize and analyze the literature within this paradigm. Several research cat-
egories within the cloud paradigm can take advantage of techniques used in other
domains (i.e., the grid domain). Two of these categories, specifically the application
of scheduling and control within a feedback framework, will become the focus of this

dissertation.

We reviewed many papers, journals, books, and theses for this dissertation and
a selected subset is discussed in this chapter. To simplify the discussion and catego-
rization (i.e., using taxonomies from Chapter 2), the literature is grouped into five
compute paradigms. Grid and cloud systems, peer to peer systems, autonomic and

adaptive and self-adaptive systems, control and feedback systems, and scheduling
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systems. This section classifies the literature aspects from each of the five compute
paradigms using selected taxonomies. This provides a mapping of aspects from re-

lated literature into our proposed cloud paradigm as depicted in Figure 2.2.

The focus of this dissertation is applying scheduling and control strategies in the
cloud paradigm, therefore, literature is classified using two relevant taxonomies. The
cloud management-scheduling taxonomy and the cloud management-control taxon-
omy. The literature aspects are recorded in Tables 3.1 and 3.2 and their classifications
are depicted in Figures 3.1 and 3.2. For example, Proportional Integral (PT) Admis-
sion Control Scheduling is an aspect discussed in Yang [YTX04] (cf. Table 3.1). Using
the cloud management taxonomy (cf. Figure 3.1), Yang’s aspect is relevant to the
cloud broker and can be used for dynamic allocation and provisioning (on-line) when
resources are statically defined (non-configurable) in a feedback framework (i.e., PI
admission can take advantage of feedback). For some cloud applications this is rea-

sonable and the PI controller could be used for scheduling management.

3.2 The Cloud Classification

Scheduling and control techniques are some of the most pervasive technologies. Since
the focus of this dissertation is on scheduling strategies for clouds, it is important
that the entire computing field be reviewed for their potential application in our
cloud model. Paradigms examined include grid, peer-to-peer, cluster, and autonomic
computing. From the literature it is clear some scheduling oriented aspects are com-

mon such as:

e Admission Control Scheduling (PI or Kalman)
e Scheduling Algorithms (EDF or FIFO)

e Scheduling Models (Cutting Stock)

e Economics of Scheduling

These generalized aspects are classified into our model using the cloud management-

scheduling taxonomy and the cloud management-control taxonomy.
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Admission Control and Scheduling appear in literature to be a popular way to
avoid over or under utilization of a system. The control policy can be as simple
as measuring a server’s utilization and assigning tasks to the server if it is below
a specified threshold. Buyya [YBO06] and Yang [YTXO04] are two examples of using
admission control for cluster and grid computing, respectively. Buyya focuses on us-
ing admission control as a way to manage inaccurate deadline estimates for deadline
critical jobs in clusters. They accomplish this by weighting the effect of allowing a
job to be scheduled by the cluster. They use a risk metric, a deadline delay metric,
and an enhanced decision making process. Yang uses resource-based admission con-
trol for grid computing. In this case the resourced-based metric is server utilization.
The admission controller is based on a PI controller. The system is modeled (the
model’s characteristic equation is developed) as a PI and different gain values for K,

and K are experimented with to determine their effects under certain load conditions.

In Yang’s paper [YTXO04], rather than attempting to determine the system model
parameters (via traditional PT methods, i.e., a step response), they are assigned using
data from previous studies. Through manual testing the controller parameters K, K
and sample rate are set. Figures 3.1 and 3.2 classify these works according to the two
taxonomies. The scheduling classification Figure 3.1 supports Yang’s [YTX04] use of
control theory as a potential solution in the cloud computing paradigm to support
the Cloud Broker as an on-line non-configurable feedback controller. Buyya’s [YBO6]
work has the potential to support the cloud provider for on-line allocation and pro-
visioning of workloads and resources. The control classification Figure 3.2 indicates
that Yang’s [YTXO04] technique is classified as a first principles model PID control
system with single input and single output, but has potential support for multi-input
and multi-output, where Buyya’s [YBO06] technique is surprisingly categorized as au-
tonomic. This is because the controller does estimation and prediction, which are

very difficult to model as a PI control system.

Scheduling algorithms in the literature have been around for many decades and
there are many models and solutions. Generalized problems are posed and algorithms
are developed to solve them. Concrete problems which can be formed from general-
ized problems can use prescribed solutions. The difficult part is mapping a real world
problem to a generalized problem form. For example, the cutting stock problem is

a standard problem which tries to cut finite resources into many different predefined
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[SER+10] [SSWS07]

- No Feedback

[YBO6] [HBO5]
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dimensions. This problem was originally posed for cutting rolls of paper, but has
been mapped to solutions for cutting two dimensional sheet metal. In this disser-
tation, it is mapped as a resource provisioning problem. Other popular scheduling
algorithms include Dominant Sequence Clustering (DSC) which is used in minimizing
make-spans of Directed Acyclic Graphs (DAGs). Various researchers have embraced
these types of techniques [HBO05] [ZC05] [CJ01] [ZZ00] [YG94] [PDCO08] and [LP9S].
Tables 3.1 and 3.2 identify interesting aspects of these papers with potential impact
on our model; Figures 3.1 and 3.2 classify the aspects into our model (cf. Figure 2.2).
Figure 3.1 indicate most of these models and algorithms are offline scheduling tech-
niques. The scheduling system performs as a state machine with no adaptation, fault
tolerance, or assessment capability. These techniques generally have a list of all the
tasks to be scheduled, a static model of the resources, and the current state of the re-
sources. This is generally of no use in a dynamic system in which the tasks (workload)
are unknown. However, if the scheduling system uses scheduling cycles (i.e., creates
a new schedule periodically), then tasks can be queued and an off-line approach can
be used to determine a schedule. Figure 3.2 indicates that no DSC algorithms could
be classified as control management. This should further motivate research into how
cluster methods could be used as controllers, or there are simply no good classification

of the clustering methods to be used as controllers.

In Moschakis’s paper [MK12], they use Gang scheduling to manage Virtual Ma-
chines. They employ an adaptive first come first fit algorithm and a largest job first
algorithm to schedule workload to the virtual infrastructure. Wu [WKGB12] provide
a comprehensive simulation for admission control based on service level agreements
(SLAs). They acknowledge the benefit of research into knowledge based admission
control which is an area this dissertation addresses. Tordsson [TMMVLI12] provide
their own cloud broker design. In this design users provide their own VM template
that specify a specific image and target cloud. Nathani [NCS12| uses policy based
scheduling to manage virtual machines. They use a lease-based scheduling approach
along with other scheduling techniques such as backfilling to fill in scheduling gaps.
Litoiu [GSLI12] use a feedback model to update an application’s performance model.
The scheduler uses the performance model to manage the infrastructure and appli-
cation deployment. The key contribution of the work is in tracking changes in the

models so the scheduler can cause adaptation.
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Another method of scheduling is to use optimization models (e.g., Knapsack or

Cutting Stock) which can model scheduling problems using an objective function and

a set of resource constraints. These types of models often use heuristics to solve the

problem. A solution is a set of tasks assigned to a set of resources. An example of
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this is presented in Vanderster’s dissertation [Van08]. In this work the problem is
presented as a 0-1 multi choice Knapsack problem (0-1 MMKP) and solved using a
non-optimal algorithm that employs heuristics. Interesting aspects from these works
are in Tables 3.1 and 3.2, in this case the optimization model aspect and optimiza-
tion solutions aspect. Figures 3.1 and 3.2 classify these aspects into our model (cf.
Figure 2.2). This type of scheduling is applicable to both SaaS brokers and cloud
providers according to its classification. Figure 3.2 indicates there is potential to ap-
ply this theory as an MRAC (Model Reference Adaptive Control), task schedules sent
to the cluster have an expected result due to knowledge of the compute performance
model (i.e., how many MIPS the cores are rated at). Differences between actual and

expected execution times can be used to update the reference model.

Table 3.1: Cloud Management-Scheduling Literature Aspects
Cloud Management-Scheduling Literature Aspects

Literature’s Aspect \ Literature Reference

PI Admission Control [YTX04]

Risk Admission Control [YBO6]

DSC [HBO5]

Optimization Models and Solutions [Van08| [PSST12] [DMK™13] [KAB*12]

(GB12] [MK12] [NCS12]
Predictive Modeling using Kalman Fil- | [SILI10]

ter

External Adaptivity [SERT10] [SSWSO07] [GSLI12]
Application Based Provisioning [WLW*07] [GSLI12]

Autonomic Feedback Control [HDPTO05] [Xu07] [GSLI12] [WKGB12]

Scheduling management mechanisms can be divided into two categories, auto-
nomic control approaches and traditional control approaches. Traditional control
refers to control theory (i.e., engineering control design) and autonomic refers to
adaptive and self-adaptive approaches using feedback loops. Several approaches to
implement adaptation include predictive modeling, such as a Kalman filters, as pre-
sented by Litoiu [SILI10] and others focus on contextual models and adaptation rules
based on predicate mathematics as in Sama [SERT10]. Several adaptive schemes

have been presented by Yingsong [SSWS07] which provision virtual machines with
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physical resources in an adaptive way such that the resources are not over provisioned.

A more difficult but powerful approach to using adaptive mechanisms is the self-
adaptive mechanism. This type of mechanism needs the ability to change the actual
adaptation process. Some examples of these systems can be found in [AdAMO9]
[GL09] [MPS08]. Miiller [MPS08] focuses on the visibility aspects of adaptive sys-

tems which is the first step in creating self-adaptive systems.

Another approach to management is control theory. An excellent masters thesis
from UCBerkley by Xu [Xu07] nicely explains the use of traditional control theory
to parse system logs to predict and ultimately work through system failures. More-
over, a book by Hellerstein [HDPT04] provides a review of building and constructing
controllers for computing systems. Hellerstein is one of the leaders in this area who
employs traditional control theory for self-management to satisfy service level agree-
ment requirements [Hel04] [HDPTO05] [DHP*05] [PGH™02]. Aspects of these works,
such as the Kalman filter, are listed in Tables 3.1 and 3.2, and classified in Fig-
ures 3.1 and 3.2. Litoiu’s [SILI10] work is classified as predictive control. From a
scheduling perspective, this can be classified as any class of feedback. From a control
perspective, this can be classified as autonomic. The Kalman filter is a predictive
controller, it uses gathered knowledge to make decisions. It uses external stimuli to
gain knowledge of the system under control. Therefore, depending on the Kalman
filter designed, it can be classified as more internal or more external in terms of its
sensitivity (i.e., is the filter sensitive or non-sensitive to quick changes in the environ-
ment). Yingsong [SSWS07] is classified as scheduling by supporting SaaS or cloud
provider software, and as a controller it can be classified as autonomic, which means

it would make the perfect autonomic manager for cloud computing.

Autonomic management can be characterized as systems that aim for a balance
within their operating environment, as, for example, our autonomic nervous sys-
tem. In reality, many systems follow this model whether or not that was their de-
signer’s intention. Systems designed with the autonomic approach can be classified
as autonomic. The scheduling characteristics of an autonomic system are not en-

tirely clear and depend on the designer. However, there are several works related
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Table 3.2: Cloud Management-Control Literature Aspects

Cloud Management-Control Literature Aspects

Literature’s Aspect \ Literature Reference

PI Admission Control [YTX04]

Risk Admission Control [YB06] [Xu07] [HDPTO04] [PGH*02]
[Hel04] [HDPTO05] [DHP*05] [Oga87]
[YTX04]

Optimization Models and Solutions [Van08] [PSST12] [DMK™13] [KAB*12]

Predictive Modeling using Kalman Fil- | [SILI10]

ter

External Adaptivity [SERT10] [SSWSO07] [GSLI12]

Autonomic Provisioning [WLW07]

Autonomic Feedback Control [HDPTO05] [GSLI12]

to this that describe and use autonomic systems. Filino [F'S07] describes a tool as
autonomic that constructs grid applications according to the current grid environ-
ment. Quiroz [QKP109] uses decentralized on-line clustering to classify grid and
cloud work flows. Using this, provisioning based on classification of workload is pro-
vided. Wang [WLWT07]| proposes autonomic provisioning to support outsourcing
the hosting of virtual machines based on an appliance-based provisioning framework.
These three works are good examples of using autonomic systems to describe their

solutions since they adapt to environmental changes.

IBM provides a blueprint for autonomic computing in the form of white pa-
pers [IBMO06] describing models (such as the MAPE-K loop), architectures (such
as ACRA), frameworks, and components (such as the autonomic manager) to con-
struct autonomic systems. To provide motivation as to why autonomic systems are
important, Miiller [Miil06] provides a case for its necessity for software evolution and
software intensive systems due to their ultra-large scale design and implementation.
Aspects of these works, such as Autonomic Control and Risk Admission Control, are
listed in Tables 3.1 and 3.2, and classified in Figures 3.1 and 3.2. Wang’s [WLW'07]
work is classified using cloud scheduling and cloud control taxonomies. It is a good
example of the mix of complex control systems with autonomic systems. They use au-
tonomic systems to self-adapt the control mechanisms which are modeled using queu-
ing theory. There is also an optimization problem to solve to reduce costs. Wang’s
paper [WLWT07] is classified in many categories of Figures 3.1 and 3.2, therefore his

techniques are potentially useful in many areas of cloud computing.



37

Considering economics is essential to scheduling and thus is a rich research field.
Economics applied to grid computing has great potential in clouds due to the dis-
tributed nature of both paradigms. Moreover the idea of providing computing as
a utility is one of the driving forces in this field. Buyya [Buy02] and Vander-
ster [Van08] both use economic models in their scheduling designs as applied to grids.
Buyya [BAGS02] describes the grid economic market place in detail using several
economic models. Aspects of these works, such as external adaptivity, are listed in
Tables 3.1 and 3.2, and classified in Figures 3.1 and 3.2. Hellerstein [HDPTO05] pro-
vides comprehensive approaches to integrating autonomic and control theory. Heller-
stein has by far the most classifications as being relevant in our Cloud Computing
Domain. Pawluk [PSS*12] and Keahey [DMK*13] [KAB*12] both offer solutions to
multi-cloud federation using a cloud broker. These solutions use application mod-
els and cloud costs to determine deployment of virtual machines and applications.
For example, the STRATOS [PSS™12] broker can load balance an application across
several clouds with varying costs. The problem is formulated as a multi-criteria op-

timization problem and solved using several optimization techniques.

3.3 Summary

Literature aspects listed in Tables 3.1 and 3.2 are classified using two taxonomies as
depicted in Figures 3.1 and 3.2. Using this classification, we get a sense of where
current related literature aspects can be applied to our cloud computing domain as
depicted in Figure 2.2. Most literature aspects can be applied to the cloud brokerage
and cloud provider. One technique that sticks out from Table 3.1 is the off-line clus-
tering DSC algorithm that has potential for the cloud broker. This could be useful in
profiling user traffic flow to group the tasks. This could aid in simplifying scheduling
from the brokers perspective. However, it is not very dynamic, and large changes in
task workload characteristics could be damaging. A solution to this could be an au-
tonomic control system (cf. Table 3.2) which could be used in addition to the off-line
scheduling method to help adapt the scheduling classification when the classification
model differs from the actual system model by a significant amount. For example a
combination of aspects from Hakem [HB05] and Wang [WLW™'07] or Hakem [HBO05]
and Hellerstein [HDPTO05] could be used together to implement a solution for a SaaS
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Broker.

Many other combinations from Tables 3.1 and 3.2 can be used to implement the
artifacts of the cloud paradigm (cf. Figure 2.2). The remainder of this dissertation
investigates and evaluates some of these solutions and their combinations as applied

to cloud computing.
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Chapter 4
Scheduling Strategies

A key research question derived from questions in Chapter 1 is ‘Where does scheduling
apply from the perspective of the schedules cost?’. A key area to apply scheduling
strategies in terms of cost is within the cloud provider domain. Buyya [BYVT09]
states that current cloud technologies need to be extended into cloud provider’s in-
frastructure in order to avoid SLA violations and manage risks. Two years later
Buyya [BRC10] re-stated the need for modeling behavior and performance to provide
scheduling reasoning for service provisioners. These are some of the motivating fac-
tors for research in this domain. This chapter explores scheduling models for virtual
machine placement within a cloud provider. This work provides controllability in

virtual machine placement, and identifies provisioning metrics.

To find a good approach to virtual machine placement, we refer to the classifica-
tion works in Chapters 2 and 3. Tables 3.1 and 3.2, Hernandez and Vanderster’s work
is a good start. Vanderster and others use a 0-1 Multi Choice Knapsack Problem to
model grid resource task allocation [PHVDO04] [VDPHS06] [VDS07] [Van08] with a

utility model to provide quality of service influence.

However not all literature supports the use of optimization models for virtual ma-
chine allocation. Flrin [HMGWO07] states that the difficulty is due to the unkown state
of system resources. In terms of cloud virtual machine provisioning, the difficulty is
that the state continuously changes. Vanderster shows that this is true and used a
backfilling strategy to compensate the scheduling cycle allocation [Van08]. Vander-
ster also notices a slight improvement in scheduling performance when compared to

a pure backfill strategy.
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il sl :
..i_ .

Scheduling Cycle 1 Scheduling cycle 2 Scheduling Cycle 3

Figure 4.1: Scheduling Gaps

Rather than using a backfill strategy, this chapter proposes a different model to
manage the scheduling cycle gaps as depicted in Figure 4.1. The idea is to treat the
resource being provisioned to the virtual machine (e.g., physical memory) as a cut of
stock and the amount of time that the virtual machine keeps the cut of stock as the
amount of stock you wish to order. This problem can be modeled as a Cutting Stock
Problem (CS), in which the stock replenishes every scheduling cycle.! For example,
Figure 4.2 depicts a partitioning of two servers. For each scheduling cycle, the servers
partition their memory to virtual machine instances. The process of partitioning can

be modeled as a CS problem.

The cutting stock problem is closely related to the knapsack problem. The cut-
ting stock problem uses knapsack to solve subproblems. In specifics, the knapsack
problem specifies how many possible configurations there are for a given set of tasks
and finite resources. This process is repeated for all sets of finite resources from each
cloud. The final solution selects a configuration for each cloud such that all tasks are

scheduled in one or more scheduling cycles [GG61].

The remainder of this chapter describes the Cutting Stock Problem in detail and

explains how it maps virtual machine placements within a cloud. Utility models are

Thttp://en.wikipedia.org/wiki/Cutting stock problem
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Figure 4.2: Scheduling Gaps

discussed for achieving QoS requirements. We also discuss a scenario using the cut-
ting stock formulation and present experimental results. The chapter ends with some
discussion and thoughts on using this type of modeling and its potential for being

used as a controller.

4.1 The Cutting Stock Problem

The cutting stock problem can be solved using an integer linear programming so-
lution. It models the problem with an objective function and a list of constraints.
These problems suffer from the scalability issue in which the solution space becomes
too large to solve by brute force. Therefore much research goes into identifying heuris-
tics (i.e., resulting in potentially non-optimal solutions) which can solve the problem

in a reasonable amount of time. The generalized form is presented in Equation 4.1.

minimize > | ¢y
subject to Z:-L:l a;jr; > q;, V) =1,...m

To illustrate cutting stock formulation we devise a simple scenario. A cheese ven-
dor has several packaged blocks of cheese of 50 cm in length, and three customers

requiring different quantities of cheese as itemized in Table 4.1. The vendor wants to



42

Table 4.1: Customer Order Problem

Customer H Size of Cheese [ Quantity of Cheese ]

1. Bob 20 cm 4 pieces
2. John 33 ecm 3 pieces
3. Kate 6 cm 26 pieces

fulfill the orders while opening the fewest blocks.

The vendor sells the cheese according to a policy. In this scenario, the policies are
as follows. (1) the vendor fills a customer order from packaged cheese and then recy-
cles any remaining cheese from the order because cheese must be sold fresh from its
packaging. (2) the vendor keeps the remaining cheese and tries to use it immediately
in the following order. (3) the vendor looks through all three orders at once and tries
to determine the best cuts to minimize waste (i.e., the cutting stock policy). The

outcomes of this simple scenario are as follows.

It is clear from this scenario that the vendor could benefit from aggregating the
orders and a computer program to implement and solve the cutting stock formulation.

The cutting stock Equation 4.1 variables in terms of the cheese scenario are as follows:

1. m: is the number of orders. In this case with three customers there are three
orders.

2. g;: is the number of pieces (cuts) for order j. In this case the first order ¢; had
4 cuts, the second order ¢, had 3 cuts, and the third order g3 had 16 cuts.

3. n: is all possible patterns for the cuts. For example, one possible pattern for
a cut is two 20 cm pieces and one 6 cm piece. Another valid pattern is one
6 cm piece (although it is not a great pattern due to the waste, it is still a
valid pattern). The number of patterns grows exponentially with the number of
orders m. Therefore this type of problem is considered NP-Hard. In this small
problem there are more than likely several hundred if not thousands of different
patterns.

4. ¢;: is the excess waste of pattern .

5. x;: is the number of times a pattern is used. In this example, the optimal
solution uses two patterns (i.e., pattern number 322 and pattern number 118).

The first pattern (20 cm + 5x6 cm) is used four times x309 = 4 and the second
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Policy

Cuts

Waste
(cm)

Blocks

. Order 1 — uses 2 block of 50 cm, waste is 2

blocks of 10 cm

Order 2 — uses 3 blocks of 50 cm, waste is 3
blocks of 17 cm

order 3 — uses 4 blocks of 50 cm, waste is 3
blocks of 2 ecm and 1 block of 38 cm

115 cm

Order 1 — uses 2 block of 50 cm, waste is 2
blocks of 10 cm forwarded to next order

Order 2 — uses 3 blocks of 50 cm with 2 blocks
of 10 cm from previous order, waste is 3 blocks
of 17 ecm and the 2 blocks of 10 cm which are
forwarded to next order

order 3 — uses 3 blocks of 50 cm with 3 blocks
of 17 ecm and 2 blocks of 10 cm which were
forwarded from previous two orders, waste is
2 blocks of 4 cm (10 cm-6 cm) and 3 blocks of
5 cm (17 em-(2 x 6 ¢cm) and a 2 blocks of 2 cm
(50 cm - 8%6 ¢cm) and 1 block of 38 cm

65 cm

All Orders at once: 4 blocks of 50 cm, with one 20 cm
piece and five 6 cm pieces, no waste. And 3 blocks
of 50 ¢cm, with one 33 c¢m piece and two 6 cm pieces,
waste is 5 cm per block.

15 cm

pattern (33 cm + 2x6 cm) x115 = 3 is used three times. It is necessary to fill all

the orders.

6. Qg5

is the number of times that order j appears in a pattern. For example,

the first order of four 20 ¢m blocks of cheese needs to show up in the selected

patterns at least four times in order to fulfil the order. Notice that the 20 cm

order shows up once in pattern 322 and that the pattern was used four times.

The idea is to iterate through all possible patterns and determine how many times

each individual pattern is selected. There are two major issues for the vendor. The

first is that the number of patterns grows exponentially. The second is to determine
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how many of each pattern to cut. As the problem grows larger, even the fastest com-
puters will not be able to solve it in a reasonable amount of time (e.g., using dynamic
programming). Fortunately for the vendor, there are several sub-optimal solutions to
the problem. These types of solutions are usually good solutions (although not the
best) and are determined in a reasonable amount of time. Advanced algorithms such
as cutting-plane, branch and bound, and delayed column generation can all be used

to solve these problems.

In Section 4.2 we explore the cutting stock formulation and identify its application

for virtual machine placement and memory provisioning.

4.2 Resource Provisioning Modeling using the Cut-

ting Stock Formulation

The virtual machine provisioning problem is quite similar to the cutting stock prob-
lem. In this section we model the provisioning problem for a single resource using the
cutting stock formulation. To do this, we first describe the virtual machine provision-
ing problem, and then map the virtual machine provisioning problem to the cutting
stock problem as modeled in Equation 4.1. Lastly, we discuss problems, issues, and

potential solutions.

4.2.1 Virtual Machine Provisioning Problem

The provisioning problem refers to provisioning of physical resources to a virtual ma-
chine (VM). A key issue is that the physical machine’s memory is finite and must be
divided among competing VMs. Once a VM no longer needs its resource allocation,
the resource is released and re-allocated to another VM. Therefore there is a temporal
aspect to the problem. Questions the provisioning system must answer are where,
when, and for how long should physical resources be provisioned for a VM. In cloud
terms, this act of provisioning is referred to as Infrastructure as a Service (IaaS).
Figure 4.3 is an example of a user using [aaS to create a new virtual machine and
have it provisioned with two gigabytes of RAM. One of the problems this dissertation

addresses is how resource re-allocation can be done efficiently from the cloud provider
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perspective.
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Figure 4.3: Infrastructure as a Service

4.2.2 Provisioning Problem as a Cutting Stock Problem

To formulate the resource provisioning problem as a cutting stock problem we need

to map the objective function and the constraints.

e In the cutting stock example, the resource is composed of blocks of cheese
(which are 50 cm in length). Their equivalent in this problem is memory (i.e.,
16 gigabyte RAM per machine).

e In the cutting stock example, the number of orders are customers. In this case
they are requests for a specific type of virtual machine with a given resource
requirement. For example, an order may be for a virtual machine with one
gigabyte of RAM, while another order is for a virtual machine with two gigabytes
of RAM.
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e In the cutting stock example, each customer order has a quantity of cheese. For
example, the first order requires 4 pieces of 20 cm cheese blocks. The pieces
of cheese correspond to time slots. For example, a virtual machine needs one
gigabyte of RAM for at least four time slots in order to finish its workload.

e In the cutting stock example, waste is unusable cheese ends. In this case, waste
is unused memory.

e In the cutting stock example, a good solution requires fewer packages of cheese.

In this case, a good solution should lead to fewer scheduling cycles.

4.2.3 Discussion

There are several issues with this mapping. The first is with over provisioning of
resources. If there are more VMs than physical cores, then the virtual machines will
have to time or space share the processors. This will increase the amount of time
required by the VM to complete its workload. The second issue is when a VM needs
to be duplicated or migrated to execute on another physical resource. Replication and
migration have overhead, and therefore affect scheduling. The third issue is workload
dependencies, for example the workload tasks need to be executed in a specific or-
dering. The fourth issue is one of utility. Today’s clouds have federated data centers
running all over the world. Some data centers are cheaper to use than others, and pric-
ing may change during the day dependent on fluctuating power costs (e.g., power is
cheaper at night). It is advantageous for a provisioning system to provide some utility
to take this into account. This is achieved by allocating a budget (i.e., add mone-

tary significance to the system). A good scheduling system uses its budget effectively.

4.3 Case Study

In this section we introduce a modified cutting stock formulation of the VM provision-
ing problem. The modifications address issues as discussed in Chapter 4.2.3. Issues
of VM migration and supporting a budget for using differently priced data centers
are included into the objective function and resource constraint models. The remain-
der of this section describes the variably priced data centers scenario. Following this
we present an adaption to the cutting stock model with a mapping to the scenario’s

objectives. We present an experiment to evaluate the cutting stock model through
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simulation. Finally, we analyze and discuss the results of the simulation.

4.3.1 Data Center Selection Scenario

The data center selection scenario as depicted in Figure 4.4 consists of three different
data centers and three different user workloads. In this scenario, the federated data
center manager must access the user workload (Orders) and decide how to configure
the VM environment to execute the workload. A caveat in this scenario is the addi-
tion of a cost function of the data center as a utility. In this case the cost is in power
usage over time and in this scenario it is correlated to the resources (i.e., memory)
being used at a selected site. The cost of the Vancouver, San Diego, and New York
sites are 0 cents per hour, 25 cents per hour and 10 cents per hour, respectively. So
it is cheapest to use the Vancouver site. However, as in most systems, there are often
bursts of network traffic. During this heavy workload, the users can suffer from re-
source deprivation. To address this issue, the data center manager is offered a budget
to use. With this budget, other sites such as San Diego or New York can be used to

aCCess 1more resources.

Section 4.3.2 describes an adapted cutting stock formulation that includes the
ability to apply a budget to the scenario, and addresses the issue of multiple cloud
sites. For example, each site has different resources and therefore different patterns

(cuts) which it can apply to the workload VM memory requirements.

4.3.2 The Adapted Cutting Stock Formulation

In this section we address the utility of scheduling. Utility in this case is how cost
is applied to resource consumption over time. This is similar to how users pay for
electricity or natural gas today. The generalized form of the extended cutting stock
formulation for the federated data center scenario is described by Equation 4.2 and

its cost objective function by Equation 4.3.
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ther 1 or 0.
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(4.2)
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Jj=

| BeERT};, cost of cloud k using configuration i is equal (4.3)
to the sum of p resource requests in configu-
ration i. Each resource request costs By and

the amount of resource is ERT}y,

The meaning of the variables of Equations 4.2 and 4.3 is as follows:

m: is the number of data centers available for configuration.

e f: is the currently selected data center index k£ € 1,...,m.

e 1y is the number of possible deployment patterns (i.e., virtual machine config-
urations) available on data center k.

e ¢: is the currently selected pattern index i € 1, ..., ng.

® ¢;;: is the cost of using cloud k£ with virtual machine memory deployment
pattern 1.

e 1y, is a selection variable (either 0 or 1) and indicates if pattern i is selected
for cloud k.

e Budget: is a cost provided to the Federated Data Center Manager to use to
improve workload performance by buying resources from expensive data centers.

e j: is a resource cut (i.e., 0.5 gigabytes of RAM for a virtual machine) which is
effectively the user order.

e a;;;: is a selection variable to indicate if resource cut j is in cloud k’s i*" pattern,
ag;j is either 0 or 1.

e B,: is the cost of using cloud k per hour.

e IJRT): is the amount of resources of order j on cloud £, in this scenario the

order is the same regardless of which cloud it is provisioned from.

There are two points to note. First how do we determine a good pattern? This
is where the cutting stock formulation from Equation 4.1 can be applied. Feasible
patterns created using Equations 4.1, 4.3, and 4.2 can be used to determine a global
partitioning of data center resources. It is noteworthy here to state that for small
problems, an optimal partitioning of the resource space over time can be achieved.
However, the scaling of the problem input causes an exponential rise in solution time
and renders it unsolvable in a reasonable amount of time. This is why sub-optimal

algorithms to solve these problems are an interesting research area.
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In Section 4.3.3, we describe a simulation of the data center provisioning scenario

and present and discuss the results obtained.

4.3.3 Data Center Simulation

This section first describes the objective of the simulation. We then describe and

discuss the results of the experiment.

The objective of the simulation is to investigate how the cutting stock formula-
tion 4.1 with its extensions in Equations 4.3 and 4.2 compare to a simple scheduling
strategy such as the first fit strategy or a mixed strategy algorithm called ‘cutting
stock mix‘ that combines first fit and cutting stock. The mixed algorithm randomly
selects a subset of jobs that the cutting stock can solve in a reasonable amount of
time. The process is repeated until all jobs have been scheduled. We use the three
strategies with a single policy objective to achieve a good scheduling allocation of
memory (RAM) to virtual machines (i.e., as required by user workload orders) and
use the allocated budget wisely in order to minimize the number of scheduling cycles
to execute the entire workload. For example, if it costs the data center federation
manager an extra hundred dollars to go from five scheduling cycles to three, then it
should do it if the budget is sufficient.

We conducted the experiment on the Mercury Cluster at the University of Victo-
ria. We implemented the simulation in Java and graphed the results using Matlab.
The simulation consisted of modeling the state of an underlying cloud system and
submitting a stochastic workload to measure scheduling allocation results. The ex-

periment consists of three heterogeneous data centers as follows:

e Data Center Setup:

— Vancouver : 2 machines of 4 cores and 4GB of Ram cost 0 cents per
Megabyte

— San Diego : 1 machine of 8 cores and 16GB of Ram cost 4 cents per
Megabyte

— New York : 2 machines of 4 cores and 4GB of Ram cost 2 cents per

Megabyte
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We use three different sets of resource cuts (i.e., user orders of required VM mem-
ory) as input to the simulator. The sets involve 5 cuts, 10 cuts, and 100 cuts of
randomly generated sizes from 128MB to 4GB of RAM. We then applied three al-
gorithms (i.e., cutting stock, first fit, and cutting stock mixed) to calculate the cost
and cycle count (averaged over several hundred samples of varying cut sizes). We
also assigned varying budgets to the federated data center manager to determine the

effect budget had on the allocations.

Figures 4.5, 4.7 and 4.9 depict the results of the 5, 10 and 100 cuts of costs, re-
spectively. Figures 4.6, 4.8 and 4.10 depict results for cycle counts (i.e., how many
scheduling cycles are required to complete the orders). Each of these graphs repre-

sents insight into how the algorithms perform and compare to each other.

x 10° Firstfit vs Cuttingstock mix vs CuttingStock alogrithm
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Figure 4.5: Five Resource Cuts Cost

Figure 4.5 represents the average financial cost of scheduling to the data centers
using budget sizes from [0-40 x 2500000] credits (i.e., 40 different amounts of budget).
Since the number of resource requests is low, the cutting stock algorithm, which is
optimally solved (by iterating over all possible solutions), is compared to the mix
and first fit algorithm. The use of cutting stock (using dynamic programming) to
determine which clouds to use is much cheaper than using a first fit or mix algorithm.

For this simulation, the mix algorithm was approximately 40% cheaper and the cut-
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ting stock algorithm was approximately 80% cheaper. The mix algorithm provides
cheaper solutions than the first fit algorithm. Notice that once the budget exceeds (10
x 250000) credits, the cost settles and does not increase with an increase in budget.
The reason for this is that all algorithms have achieved a scheduling cycle count of
1 which is best. So an increase in budget does not result in less scheduled cycles,

therefore the cost becomes constant.
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Figure 4.6: Five Resource Cuts Cycle Count

Figure 4.6 compares how many scheduled cycles are required to complete all re-
source requests. For example, with no budget using cloud system type A, all resource
requests must execute on the third cloud which has no cost. Through simulation
and a randomized selection of 5 resource request memory requirements, the first fit,
cutting stock, and mix algorithms averaged 1.9 cycles to complete. Once a budget
is provided, other clouds could be used to host resource requests. The cutting stock
algorithm provides the cheapest solution with respect to cost and achieves a single

scheduled cycle (which is fastest).

Figure 4.7 compares the first fit and mix algorithm’s schedule costs. The mix algo-
rithm does provide an improved cost by approximately 10% on average. The cutting
stock algorithm can not be used due to time constraints in solving the problem of size
10. As well, after a budget of size (10 x 250000) both algorithms level off providing
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Figure 4.7: Ten Resource Cuts Cost

no more improvement in cost with increase in budget.
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Figure 4.8: Ten Resource Cuts Cycle Count

Figure 4.8 presents how many a scheduling cycles each algorithm produce. Gener-
ally there is no benefit in the number of scheduled cycles regardless of which algorithm

was used.
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Figure 4.9: One Hundred Resource Cuts Cost

Figure 4.9 represents the cost comparison between using a first fit strategy versus

the mix algorithm. In this case the mix algorithm is on average about 15% more

efficient. However, for smaller budgets [0-5 x 250000] the mix algorithm did much
better than this. Both algorithms are linear after a budget of (13 x 250000).
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Figure 4.10: One Hundred Resource Cuts Cycle Count
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Figure 4.10 represents the number of scheduling cycles both algorithms produce.
Generally the first fit and mix algorithms are close in cycle count. However, after a

budget of (25 x 250000), the mix algorithm appears to perform better.

It is clear that the cutting stock formulation uses less budget to acheive the same
number of scheduling cycles compared to the first fit algorithm. These results are
useful when there are finite localized resources that could benefit from a third party
cloud provider during peak loads. With these results, developers can prepare for peak

loads and minimize third part costs.

4.4 Summary

This chapter described the cutting stock formulation and mapped it to the virtual
machine provisioning problem. The problem was extended to model a scenario of
several distributed data centers that charge for resource usage. A simulation of the
scenario using Equations 4.2 and 4.3 for the cutting stock formulation was compared
to a first fit strategy and a mixed methods strategy which used both cutting stock
and first fit. It was found for small problem sizes that the extended cutting stock
formulation 4.2 could provide an improvement in both cost and number of scheduling

cycles required to complete the resource cuts.
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Chapter 5

Scheduling Policy: Guarantees and

Selection Strategies

A key question derived from Chapter 1 is ‘Where does scheduling apply within a cloud
computing paradigm from the perspective of maintaining service requirements?’. To
answer this question, this chapter explores an alternative view of the scheduling
problem. A scheduler provides a temporal mapping of one type to another type.
For example, the scheduling of user jobs to compute resources, or the scheduling of
physical resources to virtual machines (VMs). The mapping function is the heart
of the scheduler. It is described with a set of constraints and an objective func-
tion (problem formulation), along with a scheduling algorithm (a solution process).
Researchers have found that scheduling algorithms have interesting effects on the
quality of the solutions they produce when the problem has certain structural prop-
erties [NWF78] [Edm71] [Mes06] [BDM*11] . If the problem formulation and choice
of algorithm have certain properties, then theoretical guarantees can be made about
the quality of the solution. The quality of the solution is subjective, we defined it
as how close a solution is to the optimal solution. Structural properties are applied
to the objective function and model constraints of the problem. The two dimensions
of the problem formulation form a matrix of combinations. Certain combinations of
structural properties are explored in terms of scheduling guarantees when solved by

a greedy algorithm.

The scheduling problem defined in this chapter explores solutions which do not

always result in an optimal schedule. In many scheduling formulations, the optimal
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solution cannot be solved in a reasonable amount of time. The relationship between
model constraints and the objective function can be exploited to explore alternative
scheduling techniques. Specifically, these techniques are adaptive in nature. Rather
than focus on determining the best schedule using a complicated algorithm, they
focus on adapting the constraints and objective function to best match the desired
policy. For example, the desired policy of a service is to achieve a scheduling revenue
of at least % of the optimal scheduling revenue, where optimal is the best schedule
in terms of its revenue. However, due to current workload and service model, the
scheduling algorithm will only produce % of the optimal scheduling. The adaptive
mechanism will manipulate the workload by removing selected jobs so the objective
function and constraints are now changed and will produce a schedule of % of the

optimal schedule.

Developing intuition on how workload and system models affect the objective and
constraints is difficult due to the non-deterministic nature of workloads. In this chap-
ter, we use simulation to understand and gain knowledge on how workload affects
the objective function and constraint formulation of the problem. A natural choice
is to investigate the effect of the greedy algorithm on four different model formu-
lations that represent the combination of objective function and model constraint
structural properties. A greedy algorithm is used because it is easy to implement
and provides solutions quickly. Table 5.1 itemizes the scheduling formulations solved
by the greedy algorithm that has proven performance guarantees compared to opti-
mal. The vertical axis of the table represents the constraints and the horizontal axis
represents the objective function. The constraints of the scheduling model satisfy
matroid, k-extendable, or unrestricted properties. The objective function satisfies
linear, sub-modular, or unrestricted properties. We implement the following four

model formulations as greedy algorithms:

e matroid-linear (ML) — the constraints form a matroid (cf. Definition 1) and
the objective function is linear (cf. Definition 4), therefore the greedy algorithm

will produce an optimal schedule.

e k-extendable-linear (kEL) — the constraints form a k-extendable system (cf.
Definition 7) and objective function is linear, therefore the greedy algorithm

will produce at least a % of an optimal schedule.
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e matroid-sub-modular (MSM) — the constraints from a matroid and the objec-
tive function is sub-modular (cf. Definition 6), therefore the greedy algorithm

will produce at least a % of an optimal schedule.

e k-extendable-sub-modular (KESM) — the constraints from a k-extendable sys-

tem and the objective function is sub-modular, therefore the greedy algorithm

1

1 of an optimal schedule.

will produce at least a

Table 5.1: Scheduling Guarantees based on Problem Formulation using the Greedy
Algorithm - Utility Policy: dark gray; Goal Policy: light gray; Action Policy: white
[BDM*11]

obj.

linear sub-modular un-restricted
const.
matroid optimal % no guarantee
1 1
k-extendable e T no guarantee
un-restricted | no guarantee | no guarantee | no guarantee

The linear-matroid formulation is described by Equation 5.1. Problems formu-
lated as such guarantee that the greedy algorithm will produce an optimal sched-
ule. To prove the formulation is linear-matroid, the following must be true. Firstly,
the linear objective function (cf. Definition 4) sums the individual sub element
weights/revenue of the schedule (i.e., the maximize function » ", z;7;). Secondly,
the constraints (i.e., the subject to y; € {0,1}) must satisfy the downward-closure
property (cf. Definition 2) and the augmentation property (cf. Definition 3). The
downward-closure property states that any subset of a member of a collection is also a
member of the collection. The augmentation property states there exists an element
x € A— B such that AU{z} € F. For example, let U = {{1},{2}} two jobs, and let
F = {{0},{1},{2},{1,2}} all possible schedules of jobs (feasible or infeasible). The
example satisfies downward closure since F' is all possible combinations and therefore
A, B € F. Then if A C B is true, then downward closure is satisfied by Definition 2.
The augmentation property is satisfied (cf. Definition 3) because F' represents all
possible combinations of A and B, therefore there cannot exist an element x that is
only in B such that the union of A and x is not in F. Therefore the augmentation

property is satisfied.
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maximize Z:L r;r; maximize revenue
subject to y; € {0,1} each job interval (0 .. [) has at most
1 job assigned
x; € {0,1} indicates if job i in the schedule
zi=1 jobs are of size 1 (5.1)

In terms of inputs and outputs, Equation 5.1 is provided a list of jobs to be sched-
uled (i.e., the input). The constraints determine if the list forms a matroid (i.e, True
or False) and the objective function determines the revenue of the schedule (i.e., the

output).

Definition 1. Matroid System — Let U be a finite set and F, F' C 2V, be a collection
of subsets of U. A set system (U, F') is called a matroid if it satisfies the downward-

closure property and the augmentation property.

Definition 2. F' satisfies the downward-closure property: if A C B and B € F, then
AeF

Definition 3. F satisfies the augmentation property: if all A, B € F with |B| > |A|,
there ezists an element x € B — A such that AU {z} € F.

Equation 5.2 describes the linear-k-extendable formulation. Problems formulated
as such guarantee that the greedy algorithm will produce a % schedule. To prove the
formulation is linear-k-extendable, the following must be true. The objective function
must be linear as previously described, and the constraints must form a k-extendable
system. To form a k-extendable system, it must provide the downward-closure prop-
erty and the exchange property. The exchange property is supported in Equation 5.2
by the maz(z;) —min(z;) = k constraint. This limits the number of jobs that can be
replaced by a single job. Definition 5 describes the property. It ensures any subset of

jobs being replaced has a limit to the number of replaceable elements.

Definition 4. Linear function — For a given set U, a function W : 2V — R*
is linear if, for any F* C U, W(F) = > . pw(s) for some fixed underlying weight
function w : U — R*.

Definition 5. Let A, B € F with A C B, and let x € U— B be such that AU{z} € F.
Then there ezists Y C B — A, |Y| < k, such that (B—-Y)U{x} € F
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maximize Y " T maximize revenue
subject to y, € {0,1} each job interval (0 .. [) has at most
1 job assigned
z; € {0,1} indicates if job i in the schedule
max(z;) —min(z;) <k Vi,j € M;i # j — indicates max  (5.2)

difference between job sizes

In terms of inputs and outputs, Equation 5.2 is provided a list of jobs to be sched-
uled (i.e., the input). The constraints determine if the list conforms to a k-extendable
system (i.e, True or False) and the objective function determines the revenue of the

schedule (i.e., the output).

Equation 5.3 describes the submodular-matroid formulation. Problems formu-
1

lated as such guarantee that the greedy algorithm will produce a 3 schedule. To
prove the formulation is submodular-matroid, the following must be true. The objec-
tive function must be submodular (cf. Definition 6), and the constraints must form
a matroid system as previously described. The problem formulation is submodular
if it has the property of diminishing returns. This is supported in Equation 5.3’s
maximize function (i.e., [max (> (zi7; — TiTaim,),0)]). This objective function di-
minishes the returns of a schedule due to other conflicting jobs. The r4;,, variable
is the reason this formulation has the property of diminishing returns. It represents
the total subtracted from its own revenue (i.e., the diminishing part). From Defini-
tion 6, the property g(AU B) + g(AN B) < g(A) + ¢g(B) for all A, B C U is always
true. This is because g(A), g(B), g(AU B), and g(A N B) all have positive revenue
x;r; and a negative revenue ;7gy,,. It turns out the LHS always equals the RHS
in terms of positive revenue. However, the LHS always has more negative revenue
than the RHS. Therefore, the property of diminishing returns is always satisfied.
The reason the LHS always has more negative terms is because for every element
x € Schedule(S), it has a diminishing term for all other elements. Therefore the
more elements in g equals more negative terms. Since |g(AU B) + g(A N B)| always
has more elements than g(A) 4+ g(B), then it will always have more negative terms

and therefore be smaller than the RHS.
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Definition 6. Submodular function — For a given set U, function ¢ : 2V — R*
is called submodular if g satisfies the following property: g(AU B) + g(AN B) <
g(A)+g(B) for all A, B C U.

maximize [maxz(d " (@ir; — TiTaim,),0)] maximize revenue

subject to y; € {0,1} each job interval (0 .. ) has at most
1 job assigned
z; € {0,1} indicates if job 7 in the schedule
zi=1 jobs are of size 1
Tdim, = 27:1 L7 dim,, a diminishing variable depend on

other jobs in the schedule
(5.3)
In terms of inputs and outputs, Equation 5.3 is provided a list of jobs to be sched-
uled (i.e., the input). The constraints determine if the list forms a matroid (i.e, True
or False) and the objective function determines the diminished revenue of the sched-

ule (i.e., the output).

Equation 5.4 describes the submodular-k-extendable formulation. Problems for-

mulated as such guarantee that the greedy algorithm will produce a k—il schedule. To
prove the formulation is submodular-k-extendable, the following must be true. The
objective function must be submodular as previously described, and the constraints

must form a k-extendable system as previously described.

Definition 7. k-Extendable System — Let U be a finite set and F, F C 2Y, be
a collection of subsets of U. Set system (U, F)) is called k-extendable system if it

satisfies the property of downward closure and the property of exchange.
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maximize [max(d ;- (z;r; — Tirgim;),0)] maximize revenue

subject to y, € {0,1} each job interval (0 .. [) has at most
1 job assigned
z; € {0,1} indicates if job i in the schedule
mazx(z;) —min(z;) < k Vi,j € M;i # j — indicates max

difference between job sizes
T dim, = Z;"Zl LT dim,, a diminishing variable depending on
other jobs in the schedule
(5.4)
In terms of inputs and outputs, Equation 5.4 is provided a list of jobs to be sched-
uled (i.e., the input). The constraints determine if the list conforms to a k-extendable
(i.e, True or False) and the objective function determines the diminished revenue of
the schedule (i.e., the output).

The remainder of this chapter is divided into two sub-sections. Section 5.1 de-
scribes a scheduling scenario for the scheduling formulations described above. Sim-
ulation is used to show the worst case schedules in terms of scheduling revenue (cf.
Section 5.1.1) and how often worst case schedules actually occur by generating ran-
dom workloads for a service queue (cf. Section 5.1.2). The simulation is also used
to articulate the relationship between the random workload and the service model
to provide knowledge for decision making. Section 5.2 of this chapter designs two

control mechanisms to take advantage of the knowledge gained from simulation.

5.1 Scheduling Simulation for Model based Con-

trol

The objective of this section is to gain knowledge for model-driven control (i.e., the
manipulation of work load in terms of job overlap, job length and job dependencies).
To ascertain this, we devise two scheduling scenarios to simulate how the greedy
algorithm performs in terms of revenue compared to the optimal solution (i.e., the
schedule that produces the best revenue). Table 5.1 depicts the greedy algorithm’s

guaranteed result dependent on the problem formulation. We design the schedul-
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ing scenario and provide four formulations: i) linear-matroid; ii) linear-k-extendable;
iii) sub-modular-matroid; iv) sub-modular-k-extendable. Each formulation requires a

slightly different work-flow and/or service model.

The first scheduling scenario is designed to show how changes in the work flow
cause the greedy algorithm to produce schedules that approach the guaranteed mini-
mum revenue. To show this requires a scenario with purposefully placed job conflicts
and job ordering. The second scheduling scenario is designed to show a more realistic
scheduling system using probabilistic arrival patterns and using a batch scheduling
service simulation. A realistic scheduling simulation provides insight into the actual
occurrence of the worst case and provides averages of how close to the optimal sched-

ule the greedy algorithm performs.

The next two sub-sections discuss the two scheduling scenarios. To re-iterate,
the first scenario is contrived to show how changes in the work flow cause greedy to
approach but never violate their guarantees (i.e., as proven mathematically). The sec-
ond scenario simulates a simple queuing service with a randomly generated workload
to gain knowledge on what averages are actually achievable by the greedy algorithm.
It also determines relationships between the workload and server model (problem for-

mulation), the distributed arrival rate, and the servers scheduling cycle.

5.1.1 Scheduling Guarantees of the Greedy Algorithm

This section examines scheduling guarantees when using the greedy algorithm. This
work is based on results from Nemhauser et al. [NWF78], Edmonds et al. [Edm71],
Mestre et al. [Mes06] and Balasubramanian et al. [BDM*11], which prove a problem
formulation with certain properties can produce optimal or near optimal schedules
using the greedy algorithm. To highlight these properties, we contrive a scheduling
scenario and work-flow model. Figure 5.1 depicts four job work-flow models for a

simple single queue service (cf. Figure 5.5). The problem formulations are as follows:

e ML — jobs have single unit processing time, and the scheduling returns in terms

of revenue is linear.

e MSM — jobs have single unit processing time, but the scheduling return in

terms of revenue may be diminishing (i.e., job conflict).
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e 2EL — jobs do not have equal processing time, k-extendability in this case is 2
since the longest processing job is twice as large as its smallest. The scheduling

returns in terms of revenue is linear.

e 2ESM — jobs do not have equal processing time, k-extendability in this case is

2, but the scheduling return in terms of revenue may be diminishing.

overlap Matroid - Linear overlap Matroid - Submodular . . __. —

D Legend
0% A B c D 0% A B c D | Job .
Dim - Job |
50 % Al B cl o 50 % Al B c| D | 2
100% D 100% D
time time
overlap 2 - Extendable - Linear overlap 2 - Extendable - Submodular
0% A B c D 0% A B c D
50 % A le J o 50 % Al s Jd o
100% D 100% D
time time

Figure 5.1: Contrived Schedule of Jobs - Jobs are scheduled and a scheduling return
(revenue) is assigned; a Job is a task in the schedule with no conflicts; a Dim-Job is
a Job that has a conflict with another Job in terms of scheduling returns

Figures 5.2, 5.3 and 5.4 depict the scheduling results for job schedules as presented
in Figure 5.1.

Figure 5.3 depicts a 2-extendable constraint set with a linear objective function.
The graph plots how well greedy performed compared to the optimal solution (i.e.,
vertical axis) versus job overlap. When the jobs have no overlap or they completely

overlap, greedy performs optimally. However, if only some jobs overlap, then greedy
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Figure 5.2: k-Extendable-Submodular: Greedy algorithm performance

starts to make poor choices and its schedules degrade compared to the optimal sched-
ule. However, there are guarantees that the greedy algorithm will not degrade to less

than half the optimal solution. From the figure it is clear that this is true. When

the jobs overlap approximately 50% of the time, the greedy algorithm approaches %

of the optimal solution.

Figure 5.2 depicts a 2-extendable constraint set with a sub-modular objective
function. In this scenario jobs A and D (cf. Figure 5.1) are in conflict and returns
are diminished by the objective function if both jobs are scheduled during the same
scheduling cycle. The graph plots greedy performance compared to optimal versus

job overlap. The problem formulation for this scenario guarantees that greedy will

1

produce a schedule of at least -5

which is % for this example. Notice greedy never
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Figure 5.3: k-Extendable-Linear: Greedy algorithm performance

schedules worse that % of the optimal schedule.

Figure 5.4 depicts a matroid constraint set with a sub-modular objective function.
In this scenario jobs A and D are in conflict. However, all the jobs are unit jobs. This
additional constraint causes the model to be a matroid. The graph plots greedy per-
formance compared to optimal versus job overlap. The problem formulation for this
scenario guarantees that the greedy algorithm will produce a schedule of at least %,

which is % for this example.

In this section, the jobs as described in Figure 5.1 are schedules, and their start

times are decreased to force increased job overlap. Forcing job overlap causes greedy
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Figure 5.4: Matroid-Submodular: Greedy Aglorithm Performance

to occasionally make a bad scheduling decision. If all or none of the jobs overlapped,
then greedy generates a optimal schedule. However, if selected jobs overlap, then
greedy solutions may degrade in terms of revenue as depicted in Figures 5.2, 5.3
and 5.4.

Section 5.1.2 designs a scenario of using randomly generated jobs. The objective is
to determine how often greedy produces optimal schedules versus lower limit guaran-
teed schedules. The jobs are generated for linear-k-extendable, matroid-submodular,

and matroid-k-extendable variants of the scheduling scenario.
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5.1.2 Service Queue Simulation using the Greedy Algorithm

In this section, we devise a simple queuing service that schedules user jobs (i.e.,
work load) to a server for processing. The work load is randomly generated for
linear-k-extendable, matroid-submodular, and matroid-k-extendable variants of the
scheduling scenario. The objective of the scheduler is to select jobs from the work
load to maximize revenue. In this section we determine on average how well greedy
solution’s revenue compare to the optimal schedules revenue when the work flow is
randomly generated. For example, we want to determine if a scenario will produce
greedy schedules closer to optimal revenue versus closer to the guaranteed revenue.
To realize this scenario, the following parameters are defined as referenced in the

simulation model (cf. Figure 5.5):

e RNG: Random Number Generator that generates jobs using an exponential
distribution as described by Equation 5.5. Where the input Y is a uniform
distribution random variable, v is the mean arrival rate of jobs, and the output

X is an exponential random variable.
e JobSource: Create a job for each RNG event and submit it to the service queue.

e Job: For this scenario, a job has a submission time, start time, processing time,

deadline and an associated revenue for use by the scheduler.

e Queue: A batch queue for randomly generated jobs. Jobs fill the queue until

the scheduler is ready to start the next scheduling cycle.

e Schedule: The scheduler retrieves jobs from the batch queue and creates a

feasible schedule. The scheduler tries to maximize the revenue of the job.

e Alg: For this scenario, the greedy algorithm and a known optimal algorithm
are used to solve for the schedule, allowing to measure the quality of greedy

schedules versus optimal schedules in terms of their revenue.
e lambda: mean arrival rate of user jobs, in this scenario it is set to 1.0 seconds.
e sigma: scheduling cycle time, in this scenario it is set to 10 seconds.

We selected a poisson distribution (i.e., exponential arrivals) to model our traffic
pattern. This model is ideal for early research into SLA guarantees because it is eas-

ier to identify relationships between the workload model and the greedy algorithms
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scheduling results. Further research using more complicated traffic patterns will ben-

efit this research once a base line is developed using well known distributions.

X = —%ln(l —y) (5.5)
Job Source lambda > Queue

RNG — Schedule [€——»| Alg

sigma

Figure 5.5: Scheduling Model of Single Queue Service

Figures 5.6, 5.7 and 5.8 graph the results of the three problem formulations of
interest where greedy has guarantees of less than optimal. For this scenario the jobs
were generated using an exponential distribution with a one second mean. The sched-
uler empties the batch queue every ten seconds and schedules the jobs using greedy.
The schedule is also computed using our optimal algorithm. The greedy algorithm is
then plotted for that scheduling cycle compared to the optimal algorithm. We now
discuss results for 2-extendable with linear objective, 2-extendable with sub-modular
objective, and matroid with sub-modular. Notice matroid with linear objective is
not graphed because the theoretical result of using greedy is already optimal and our

simulation confirmed this.

Figure 5.6 depicts a 2-extendable constraint set with a sub-modular objective
function for scheduling a randomly generated workload. This compared to Figure 5.2
for the workload as depicted in Figure 5.1 shows that in reality, greedy on average

performs closer to 70% versus the guaranteed lower limit of 33% or % This more
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Figure 5.6: k-Extendable-Submodular: Greedy algorithm performance for 100
scheduling cycles

closely represents workload that would be generated in a real system.

Figure 5.7 depicts a 2-extendable constraint set with a linear objective function
when scheduling random generated workloads. This compared to Figure 5.4 for the
workload as depicted in Figure 5.1 shows that in reality, greedy on average performs
closer to 88% versus the guaranteed lower limit of 50% or %

Figure 5.8 depicts a matroid constraint set with a sub-modular objective function
when scheduling random generated workload. This compared to Figure 5.3 for the
workload as depicted in Figure 5.1 shows that in reality, greedy on average performs

closer to 80% versus the guaranteed lower limit of 50% or %



71

Greedy Performance K-Ext=2 Linear Object

0.8 4

(=}
[s2]
L

Normalized
Performance
of Optimal

o
s
1

0.2 4

0 20 40 60 80 100
Scheduling Cycle (s)

Figure 5.7: k-Extendable-Linear: Greedy algorithm performance for 100 scheduling
cycles

In this section, we used an exponential workload to determine how the greedy
schedules compare to the optimal schedule versus greedy’s theoretical lower limit
guarantees as determined by the problem formulation. The results clearly indicate
that greedy will result in a schedule that is closer to its guaranteed value versus its
optimal value. So we can confidently state using the greedy algorithm results in near
optimal schedules and rarely produces schedules closer to its guaranteed lower limit
for these scenarios. The relationship between these scenarios and the scheduling re-

sults is a promising area and will benefit from further research.



72

Greedy Performance Matroid Diminishing Object

i M—V\,«\AW

0.8

0.64

Normalized
Performance
of Optimal

0.4 4

0.2

0 20 40 60 80 100
Scheduling Cycle (s)

Figure 5.8: Matroid-Submodular: Greedy Algorithm Performance for 100 scheduling
cycles

5.2 An Adaptive Mechanism for Model based Con-
trol of a Scheduling System

Using the results from the previous sections, an adaptive mechanism is proposed to
adapt the problem formulation to best meet the needs of a user policy. In this sce-
nario, three policies are proposed by the user, i) Utility-function; ii) Goal; iii) Action.
These policies directly relate to the lower limit guarantees determined by the problem
formulation. A utility-function policy requires that the problem formulation have a
matroid constraint set with a linear objective function. If the problem formulation
is as such, then the greedy algorithm will produce an optimal schedule. A goal pol-

icy requires the user also specify a lower limit guarantee and requires the problem
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formulation to be either k-extendable and linear, k-extendable and sub-modular, or
matroid and sub-modular. The goal policies are the most interesting from a schedul-
ing perspective and for adaptive systems research. The previous sections focused on
the goal policies for simulation. The third policy is unrestricted in that the problem
formulation and/or objective function do not adhere to the mathematical structure

requirements for greedy to produce a guaranteed lower limit schedule.

In the remainder of this section, we propose two adaptive mechanism for adaptive
control. The first system is a feed forward control system (cf. Figure 5.9). The sec-
ond system is a feed forward and feedback adaptive control system (cf. Figure 5.10).
These systems are examples of model based control systems. These type systems
are controlled by changing the model of the scheduling system and understanding
what effect that will have on the results. For example, the problem formulation can
be changed from a 3-extendable linear objective to a 2-extendable sub-modular ob-
jective in order to adapt to the guaranteed lower limit requirement. The remainder
of this section describes the feed forward and the feed forward / feedback adaptive

system models.

Figure 5.9 depicts the simple feed forward control model. The objective of this
adaptive system is to profile the current workload and service model to determine
what the current problem formulation is in order to ascertain the greedy algorithms
lower guaranteed limit. This value is compared to the desired goal policies minimum
limit. Comparing the desired lower limit and the expected lower limit, the adaptive
system can alter the workload in order to change the problem formulation. Changing
the problem formulation causes the greedy algorithm to achieve different guarantees.
For example, the user may desire a lower limit scheduling of % optimal value. However,
the current work-flow jobs is such that the problem formulation is 3-extendable with
linear objective. A 3-extendable linear objective only guarantees a % lower limit. The
feed forward controller produces a positive error and the job admission control will

remove all jobs from the work flow so as to create a 2-extendable linear objective

1
2

adaptive controller components are as follows:

problem formulation which now has a : lower limit guarantee. The feed forward

e Work flow Profiler — determines from the work load and system model the type

of problem formulation.
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Figure 5.9: Feed Forward Controller

e Comparator — Compares problem formulation’s lower limit (when using greedy)

to the goal policies desired lower limit.

e Job Admission Control — Changes the problem formulation by moving or delet-
ing jobs from the work flow which changes the problem formulation and causes

greedy to schedule differently.
e Single Queue Service — (cf. Figure 5.5).

The feed forward adaptive controller evaluates the current problem formulation,
compares it to the user requirement, and makes a change if necessary. For example,
a change from a 2-extendable linear objective formulation to a 3-extendable linear
objective formulation. However, it would be useful to investigate other formulations
which have that same guarantee, but may result in a better schedule. For example,
comparing a k-extendable-linear system to a matroid-sub-modular system. This com-

parison requires feedback to determine which is best. The reason this is required is
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Figure 5.10: Feed Forwared and Feedback Controller

because both of these formulations actually have the same guaranteed lower limit,
and feedback is required to determine which formulation produces greater revenue.
The feedback adaptive controller (cf. Figure 5.10) requires additional components to

take advantage of the feedback. These components are as follows:

e Analyzer: Uses the knowledge database of scenario averages along with current
revenue of selected problem formulation to make changes until a good problem

formulation is found.

e Knowledge Base: Used to keep information on how scenarios generally perform.

For example information from Figures 5.6, 5.7, and 5.8.
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5.3 Summary

This chapter explored the use of model based control. We evaluated three problem
formulations for their theoretical lower limits when being solved by the greedy algo-
rithm (cf. Figures 5.2, 5.3, and 5.4). We also implemented a simulation using these
formulations for the simple queuing service to evaluate the effects when scheduling an
exponentially distributed workload (cf. Figures 5.6, 5.7, and 5.8). Using these sim-
ulation results, we propose two adaptive control models to implement model based
control to change the problem formulation (i.e., by changing workload) so as to achieve

the user’s desired policy and minimum guaranteed lower limits.
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Chapter 6
Control Strategies

In Chapter 4 we used scheduling as a strategy to manage resource provisioning. In
Chapter 5 we employed a model-driven approach to provide scheduling guarantees. In
this chapter we use control theory to manage compute systems. Control theory and
scheduling approaches are different. Control theory uses mathematical models to de-
scribe the behavior of systems. For example, if the model is linear and time invariant
(LTT), its performance can be controlled by designing an LTI controller and applying
feedback from the system [Oga87] [HDPT04]. Proponents of the use of control theory
for computing systems include Murray [Mur03], who early on recommended substan-
tial research into control integration for computing systems; Hellerstein [HDPT04],
who showed that even non-linear computing systems can be orchestrated with simple
linear controllers; Xu [Xu07], who effectively used control theory for log processing;
and Litoiu [SILI10], who successfully formulated model predictive control techniques
based on Kalman filters. The application of control theory to computing systems has

proven useful in providing more resilient and fault tolerant systems.

In this chapter, we present control strategies to address cloud computing research
challenges such as those described by Buyya [YB06] and Yang [YTXO04]. In par-
ticular, we focus on admission control of a resource provider (i.e., how to handle
stochastic workloads or disturbances in the resources). Other challenges, described
by Litoiu [SILI10], include how to handle poor feedback signals through a predictive

controller.

The scenario depicted in Figure 6.1 addresses the issue of admission control whose

objective is to manage access to a server, service, or resource. In this scenario, the
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Figure 6.1: Admission Control Scenario

resource is a cloud provider called ECS-X1 Cloud. ECS-X1 Cloud uses several data
centers for its resources. ECS-X1 Cloud serves its clients (users) for which service
level agreements (SLAs) have been negotiated and established through an SaaS bro-
ker. The service level agreements are a set of quality of service (QoS) metrics. For
example, a QoS metric may be a time limit on task execute. ECS-X1 Cloud eval-
uates its resources and determines how many SLAs it can manage. For example,
the cloud provider may be able to support ten clients and guarantee that tasks will
take no longer than one minute to execute. ECS-X1 Cloud uses the task’s estimated
execution time to determine if the cloud has enough resources to achieve the client’s
desired performance requirements. This works well except when clients submit their
workloads at the same time. If many clients use the cloud resources at the same
time, then response times increase. The result is an SLA violation and the cloud may
have to pay a penalty. The issue is that admission control decisions are based on the
average workload of each user. This policy fails if all users submit their workloads at

the same time. To address this issue, ECS-X1 Cloud can use an overflow cloud. The



79

overflow cloud is another cloud provider that has an agreement with ECS-X1 Cloud
(i.e., ECS-X1 Cloud has an SLA agreement with the overflow cloud). The overflow
cloud costs ECS-X1 Cloud money, and thus it is in the ECS-X1 Cloud’s best interest
to use the overflow sparingly. In this scenario, ECS-X1 Cloud has two admission
control decisions to make. The first decision is accepting new clients, and the second

is using an overflow cloud to avoid an SLA violation.

Since this scenario is control related, we refer to the taxonomy classification from
Table 3.2 and Figure 3.2. Several works provide insight for potential solutions to
this scenario including Buyya [YBO06], Yang [YTXO04], Hellerstein [PGH"02] [Hel04]
[HDPTO05], Diao [DHP*05], Lu [LSTS99], Xu’s Ph.D. thesis [Xu07], and books by
Hellerstein [HDPT04] and Ogata [Oga87].

The remainder of this chapter is structured as follows. We describe a control sys-
tem approach to manage computing systems. We identify control issues and propose
solutions based on the literature mentioned above. The solution is implemented and
evaluated using the OMNET simulation environment. For each solution we detail the
design and discuss the simulation results. We also present a novel approach to open
loop control using stochastic models. Lastly, we present chapter contributions and

avenues for future research.

6.1 A Control Systems Approach

This section describes how to use control theory to manage a cloud computing sys-
tem. Kalyvianaki [Kal09] uses a Kalman filter approach to predict resource usage,
Hu [HWIL09] uses statistics to manage resource provisioning, and Dutreilh [DRM*10]
uses latency, power, and input oscillations as control inputs for resource allocation.
These methods are all forms of control, albeit by means of different models and
solutions. We identify several issues when applying these control systems to other

environments. In particular, we propose solutions based on the literature itemized in
Table 3.2 and Figure 3.2.
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6.1.1 Control Theory Basics

The objective of control theory is to achieve a desired behavior from a system (e.g.,
a power plant or web service). It can be defined as a set of elements, and the re-
lationships between the elements.! General system characteristics include structure,
topology, and behavior. Systems can be linear or non-linear. In this section we re-
view the basics of control theory for linear systems as they are modeled, analyzed,

and controlled.

Linear systems are easier to understand and analyze than non-linear systems and
are characterized by two linear system properties. The first property is superposition—
the response to multiple inputs equals the response to individual inputs summed. The
second property is homogeneity—the superposition principle holds true for scaling of
the inputs. With such properties, the response from the system to complex inputs
can be described by summing individual responses of simpler inputs.? [Oga87] These
properties simplify the analysis of the system to determine how it will respond to any

random input.

Linear systems can be divided into two system types, linear time varying systems
and linear time invariant systems. Linear time invariant systems (LTI) are easier to
analyze because the system response is only affected by current state and current
inputs. The type of system determines which tools and techniques are applicable to
analyze and create controllers for the system. This section focuses on LTT systems

and how they are applied in computing systems.

A linear time invariant system is described by linear difference equations or lin-
ear differential equations. The description of the LTI system depends whether the
system is a discrete or continuous system. Equation 6.1 is an example of a differ-
ential equation versus a difference equation. In this section we only use the discrete

equation.

"http://en.wikipedia.org/wiki/System
Zhttp://en.wikipedia.org/wiki/Linear system
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ZkN:[) ak% = Jk\io bk% Differential equations describ-
ing LTT systems
chv:o agy[n — k] = Efcw:o brz[n — k| Difference equations describ- (6.1)

ing LTI systems

Referring to the discrete case of the LTI equation, the order of the system N and
M indicate how many previous outputs and inputs are being used to determine the
current output. This can be viewed as the system having a memory, only when N=1
and M=0 is the system memoryless (M and N are referred as the model’s structure).
The memoryless property is important because it can simplify the analysis of the
system. However, complex systems are more likely to be modeled with the memory
property if they are to achieve stability. For example, a simple server and queue
have a memory since the output response time is dependent on how full the queue
is. The y[n — k] and x[n — k] in Equation 6.1 refer to system outputs and inputs,
respectively, and model parameters a, and b, describe the relationship between the

input and output at interval k.

Several issues need to be resolved if a real world computing system is modeled
using Equation 6.1. The first issue is that it is a single input single output equation.
For systems with more than one input and output, a set of LTI equations is necessary
for each input output pair. The second issue is how to select the order (i.e., M and N
in Equation 6.1) of the model to best match a managed system. Higher order system
models are more difficult to work with and complicate controller design. The third
issue is how to determine the models parameters (a; and bg). The fourth problem
is how to deal with system non-linearities. Non-linear models of systems are much
more difficult to work with. A typical solution is to expand the non-linear model

as a Taylor series, then identify linear components and use them to construct con-
trollers [HDPT04].

The first and second issues refer to the order of the system of equations used to
create the model. Yang [YTXO04] proposed the use of adaptation on simple first order

and second order models to control higher order systems. The third issue is parameter
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identification. A popular approach to solve this issue is to collect input and output
responses for a broad range of inputs and estimate responses. This is accomplished
using the least squares regression method. The fourth problem of non-linearities, is
how to identify an operating region and a range of control inputs and linearize the
non-linear region using least squares regression (i.e., attempt to construct a linear
model of a non-linear region). This method provides an approximation and if the

system drifts too far from the operating region, the system could become unstable.

Ascertaining a good system model and identifying good system parameters is dif-
ficult for real world compute systems. Figure 6.2 depicts this process of identifying a
system and determining its parameters. However, setting the parameters themselves
is quite a tedious process in computing systems. Figure 6.3 depicts the process of
parameter selection. One difficulty is to configure the workflows (i.e., training data)
to get fully exercised over a specified operating region. This is not easy according
to Xu [Xu07] and requires manual evaluation. Another issue is the type of models
selected for identification of the actual system. In this section only LTI systems are
addressed because of the complex nature of computing systems and their inability to
adhere to a static model. Other techniques are proposed to address issues such as
higher order complex models, lack of consistent feedback, and dynamically changing
compute environments. Figure 6.4 is the classification used in this chapter. Control
systems are identified as simple first and second order models. For non-linear and

higher order models, other techniques are used.

After a system model is identified and the system parameters are determined
around an operating region, the controller is designed to achieve a desired response
from the system. Simple models of systems make their controllers easier to construct.
Equation 6.2 represents a first order model of a queuing system (i.e., one server and
one queue as depicted in Figure 6.5). The input is u(k) and the output is y(k). The
equation is consistent with a first order system of Equations 6.1 where N =1, M =1,

ay=1,a; = —a, by =0 and b; = b.

Using this system model, the parameters a, b are identified. Parameter a represents
feedback of the current output at interval £ to the next output at k+1. If a is positive
then the feedback is positive, if a is negative, then the feedback is negative. Parameter

b represents a weight to the current input to the system at time/interval k, the input
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could add or remove from the output at £ + 1 depending on its sign and its value.

y(k+1) = ay(k) + bu(k) (6.2)

There are several techniques to create controllers for first and second order LTI
systems. In this section, we design a controller for a simple queuing server. For
this scenario, we require the queuing service to maintain 75% processor utilization.?
Although queuing theory techniques are better suited to handle this problem, con-
trol theory provides a valid solution that is easy to implement for more complicated

systems. Before the controller is created, the system’s behavioral responses need to

3This value is based on Microsoft’s patterns and practices which can be found at
http://msdn.microsoft.com/en-us/library/bb924364.aspx .
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Figure 6.3: Parameter Identification / Optimization

be determined. For example, its steady state (long term) and transient (short term)
responses need to be determined around the operating region of interest. These
responses can be determined by time-domain solutions or by frequency-domain so-
lutions. They both produce the solution and the value of the measured parameter
of the system for a specified interval k£ and known inputs from n =0 ton =k — 1.
Using the solved equations, and assuming the computing system matches a first order
system of Equation 6.2, the initial condition, impulse and step responses are easily
calculated through either time domain or Z-transform methods, and if the parameters
a and b do properly model the computing system then we should be able to determine
the responses accurately. Equations 6.3, 6.4 and 6.5 provide the initial condition, im-
pulse, and step responses for the first order system defined by Equation 6.2. Note
that the step response in Equation 6.5 has two components which define the steady
state and transient responses. Another important response in control analysis is the

ramp response (cf. Equation 6.6) and the frequency response.
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(k) = a“y(0) (6.3)
y(k) = ba"! (6.4)
Yy = a4 (65

With a model of the system responses, we can now design the controller. A

popular controller is the Proportional - Integral - Derivative controller (PID). The
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proportional component responds to the magnitude of the error, the integral part
removes the steady state error, and the derivative part reduces overshooting of the

desired target.

There are two types of control, open loop control for well understood systems
and closed loop control for systems whose models are sensitive and change over time.
Figure 6.6 depicts a simple proportional feedback controller and Equation 6.7 de-
scribes the closed loop transfer function for the first order system. In this case we
are using the z-transform to represent the closed loop transfer function. Using this
form, it is easier to solve for the controller gain (i.e., K,) which will determine the
stability, accuracy, settling time, and overshoot (i.e., SASO properties) [HDPT04].
Equations 6.8, 6.9, 6.10 and 6.11 can be used with any first order system implement-

ing a proportional feedback controller to determine a good value for gain (£,).

Y(Z) Kp[ : ]

zZ—a

R(z) 1+ K,[-2]

z—a
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stability: |[p1| = |a — bK,| <1 < 1 is the unit circle of a root locus plot (6.8)

bk
accuracy: ey = 1 — ————— < desired minimum error: (6.9)
2z —a+ bk,
settling time: ks ~ m < desired settling time: (6.10)
overshoot: M, = |a — bK,| < desired overshoot: (6.11)

v
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b
R() ( )—’ Kp — Y(2)
A

Figure 6.6: Proportional Feedback controller for a first order system

Not all SASO properties can be achieved using proportional control. More compli-
cated controllers such as PI, PD, or PID may be required. Equation 6.12 is the discrete
model of the integral component and Equation 6.13 represents its z-transform. The
integral component can reduce the error of a system to zero. It does this by adding all
the errors together over time. Even small errors can accumulate over a period of time

and allow the control to adjust the system. Equation 6.14 is the discrete model of



88

the derivation component and Equation 6.15 represents its z-transform. The deriva-
tive component is sensitive to the momentum of the system. For example a large
correction to a system can overshoot the desired target performance. The derivative

component can adjust for this before overshoot occurs.

u(k) =u(k — 1)+ Kre(k) (6.12)
Y(2) Kiz
R(z) =z-1 (6.13)
u(k) = Kple(k) — e(k — 1)] (6.14)

Y (2) _ Kp(z—1)
R(z) 2

The PID controller is easy to design because the proportional, integral, and deriva-

(6.15)

tive components are easier to combine in the z-domain versus the time domain. This
simplifies the construction of the controller in mathematics. Equation 6.16 depicts all
three components of the controller used to control the system (cf. Equation 6.2). It is
important to note that different combinations of proportional, integral and derivative

can be used together to control a system.

Y(z) _ [Kpt 2074+ FRER ] 6.16)
R(z) 14 [Kp+ K2y Koy b '

For a more detailed discussion on how to apply control theory to computing sys-

tems we refer to Chapter 5 of Xu’s dissertation [Xu07].

An important issue using control theory in computing systems is how to deal with
packet loss when using a feedback controller. Control feedback from a system could
be lost or delayed, and without good sensor data or feedback signals, the controller
can negatively influence the system. As systems become more complex, modeling

them as first or second order systems may not be sufficient. Generally higher order
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models are needed, but their controllers are more complex. Another issue is that
computer system models tend to drift from their actual model. In this case system
identification must be done again to tune the model parameters to better match the
system. To manage these issues, we explore predictive approaches below. Predictive
approaches address the problem concerning lack of good feedback signals by taking
advantage of filtering solutions to predict what the sensor values could be based on
previous values [SILI10]. Section 6.2 investigates the use of filtering feedback signals

for control.

6.2 The Kalman Filter Solution

At the beginning of this chapter we outlined a scenario of a cloud provider (i.e., ECS-
X1 Cloud) that is hosting an application for a set of users. ECS-X1 Cloud accepts
user workload in accordance with an SLA made between the Cloud and the user. In a
sample agreement, ECS-X1 Cloud guarantees a minimum response time of one minute
for user requests at an average aggregated workload of 0.34 requests per minute. One
of the policies implemented at ECS-X1 Cloud is to ensure that the mean user work-
load of all users does not exceed one third of the computing capacity used by the
hosted application. However with this policy only 12 to 13 percent of the requests
are executed within the QoS requirement (i.e., one minute). Users submit tasks con-
forming to a Poisson distribution at a mean rate of 0.34 requests per minute (i.e.,
one request every three minutes). ECS-X1 Cloud can easily handle one request per
minute, but if a burst of requests is generated the system may violate its SLAs. This
is caused by the server queue filling up and causing a temporary delay in execution.
To manage the problem, ECS-X1 Cloud has an agreement with an overflow cloud
(e.g., Amazon EC2) that ECS-X1 can use to offload requests. Using the overflow
cloud to guarantee its SLAs costs money, so ECS-X1 Cloud needs to use the overflow

cloud intelligently. Thus, ECS-X1 Cloud needs a control system to make this happen.

Using an overflow cloud is increasingly popular. However, as with many of these
systems, it can be difficult to predict or measure how well an application is perform-
ing on its hosted server. Most cloud applications hosted on isolated virtual machines
share the server’s resources with other applications hosted on virtual machines. Mea-

suring a server’s utilization does not indicate how well the application is managing its
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workload. For example, three applications (i.e., A,B and C) hosted in separate virtual
machines are being provisioned resources from a single physical host. It is conceiv-
able that at time interval k=5, virtual machines with application A and B are getting
90% of the CPU and application C is only getting 10%. Then at time interval k=6,
application C is getting 90% all for itself. This makes it difficult for a controller to

make a decision based on the physical host’s utilization on how to direct the workload.

Interesting works related to this problem include Litoiu [SILI10], Lu [LSTS99],
Hellerstein [PGH02], and Yang [YTX04]. These works, with the exception of Litoiu
[SILI10], use control theory and PI controllers to manage their systems. These ap-
proaches are challenged due to the lack of a good feedback signal (i.e., server uti-
lization). Litoiu’s [SILI10] technique, which uses a Kalman filter to predict sensor
readings based on past readings, is a better solution for this situation. The idea is
to use a Kalman filter to predict when to direct traffic to an overflow cloud based
on how well the application is performing. Since server utilization is not generally

available, the control system will need to execute test jobs to measure performance.

The remainder of this section describes our Kalman filter approach including our

simulation experiment.

6.2.1 The Kalman Filter

The Kalman Filter was designed by R. E. Kalman in 1960 [K*60]. Its original purpose
of design was to smooth erratic measurements using previous and predicted values.
This recursive solution uses erratic measurements from the system. This concept
applies nicely to our application measurements which are at best a guess derived
from using the application. The use of non-deterministic control is identified by Mur-

ray [Mur03] as an area that would benefit from substantial research.

The Kalman filter uses a linear stochastic difference equation to model a controlled
process. The two main Equations 6.17 and 6.18 are the key equations to character-
izing the filter. The Kalman filter is recursive by design with two distinct phases, a
prediction phase (Equation 6.17) and a correction phase (Equation. 6.18). These two

phases work together to ascertain a better measure of the system process.
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JA,’]; = Ai‘k_l + Buk_l (617)

The equations variables are described as follows:

e I, — is the a priori prediction for step k. This uses previous corrections to try

to predict the next state of the process being managed.
e A — is the state transition matrix.
e I;_1 — is the post priori correction at step k — 1 described below.

e Buj_1 — B is the control transition matrix and u_; is the value of the control
inputs (1 or 0 for this simulation). Where 1 grants access of requests to server

queue and 0 denies access of requests to server queue.

e I, — is the post priori correction at step k. This correction step uses both the

a priori prediction Z, and measurement zj; to produce a better estimate.

e K — is the Gain associated with minimizing the covariance. We simulate the

result using different values as discussed in Section 6.2.3.
e 2, — Hz, — is the error between the predicted value and the measured value.

Equations 6.17 and 6.18 are implemented in the simulation as described by Equa-
tion 6.19. The execution time of the resource is being estimated and compared to

determine admission access to the service.

Up—1 (619)
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Equation 6.19 describes how the controller estimates the next expected execution
time. This is done by sampling the traffic rate and estimating the resources pro-
cessing rate (AT%). This is used along with the amount of processing time which
has passed since the estimate was last calculated (AT). The equation also uses the

previous controller input (u;x_; = 1,0) to estimate the service execution time.

The Kalman filter has also other capabilities. This includes a model of process and
measurement noise which have an effect on , and z; respectively. Equations 6.17
and 6.18 were implemented in the simulation and the results are compared to other

solutions.

6.2.2 The Experiment

The objective of the experiment is to evaluate how we can adapt to the application’s
current resource allocation and user workload so as to realize benefits. In this case,
the benefit is an increase of the number of user application requests that execute
within a Quality of Service requirement (i.e., Time Limit of Execution Agreement).
The caveat is the application has no method to gather application measurement data
for the control system. The solutions to be compared are a simple on/off controller
which submits a test job and measures the application’s execution time, a Kalman
filtered controller which estimates and corrects using a test job, and no controller
which allows all requests to enter the resource queue even if there is no possibility of
executing them within its QoS requirement. It is assumed that the applications task
queue is FIFO (First In First Out).

Figure 6.7 depicts the feedback simulation network. The key components are the

controller and throttler.

A total of 375 scenarios as described below with the three types of controllers are
compared (i.e., none, on/off, and Kalman). Each controller has five different gain
variables set as 0.5, 0.75, 1.0, 1.25, and 1.5. Manual observation determined for this

scenario that the Kalman gain variable most profoundly affected results between 0.5
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Figure 6.7: Control System Simulation

and 1.5. Varying the gain variable provides insight into the sensitivity of the predic-
tive filter. There are also five thresholds (i.e., Quality of Service levels) used. The
threshold ranges from easy to achieve (4.0 s), to the server’s computational limit (1.0
s). Finally, there are five different inter-arrival rates 0.34 s, 0.4 s, 0.6 s, 0.8 s, 1.0
s (Poisson Arrivals) to represent application workload. These rates range from easy
for the server to handle (1 request per second) to the server’s limit (3 requests per
second). The total number of possible scenarios are 375. For each scenario, five differ-
ent seeds (i.e., to produce a different set of pseudo-random workloads) are used and
averaged for a total of 1875 simulation runs. Each simulation run simulates 100,000
user requests (i.e., each workload consists of 100,000 jobs). In total, several hundred
million requests are simulated and the results are presented in Section 6.2.3. The
application processing rate was set to 0.33 seconds per request (i.e., this is the rate

the server processes jobs).
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6.2.3 Simulation Results and Discussion

Tables 6.1, 6.2 and 6.3 show the results of the simulation described in Section 6.2.2.
The results are presented and discussed in three subsections, No Controller, On/Off
Controller, and Kalman filtered controller. A comparison of the three controllers is

discussed in Section 6.2.4.

Figure 6.8 depicts the data in Table 6.1. Notice how the Kalman gain variable
is ignored in the table. This is because no controller was used for these 125 scenar-
ios, therefore, the changes in gain have no effect. However, it is clear from the data
and graph that when the request inter-arrival time is close to the resource processing
rate, many of the requests fail their QoS requirement. Approximately 13 percent of
the requests execute within their Quality of Service Requirement when the QoS is
set to 1.0 second, and the user workload inter-arrival time approaches the maximum
resource processing rate (i.e., 0.33 seconds per request). However, when either the

inter-arrival time or threshold increase, the success rate increases.

Table 6.1: No Controller — Base line QoS response times

Control System: None
A Thresh Kalman Filter Gain
0.5 0.75 1.0 1.25 1.5
0.34 1.0 12933 13039 12808 13525 13109
1.5 20549 21854 20955 22303 20827
2.0 25241 27833 28447 26056 27292
2.5 33224 31532 32960 32922 32950
4.0 51972 47467 49319 50725 49579
0.4 1.0 58620 58536 58819 58443 58363
1.5 76872 76995 76593 76889 76155
2.0 85916 86872 86651 86857 86058
2.5 92421 92166 92498 92283 92513
4.0 98545 98546 98439 98762 98665
0.6 1.0 92551 92386 92536 92600 92529
1.5 98590 98661 98586 98600 98546
2.0 99710 99728 99705 99705 99724
2.5 99941 99937 99928 99937 99950
4.0 100000 99999 100000 99998 99997
0.8 1.0 97577 97553 97525 97631 97590
1.5 99771 99780 99780 99764 99765
2.0 99981 99978 99980 99974 99981
2.5 99998 99999 99998 99998 99996
4.0 100000 | 100000 | 100000 | 100000 | 100000
1.0 1.0 98987 98935 98916 98900 98925
1.5 99936 99937 99933 99946 99938
2.0 99998 99996 99997 99997 99998
2.5 99999 100000 99999 100000 | 100000
4.0 100000 | 100000 | 100000 | 100000 | 100000

Figure 6.9 depicts the data in Table 6.2. The on/off controller performed well when
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Figure 6.8: No Controller

the requests were pushing the limits of the resource, but did not perform well during
light loads. This is due to turning off the controller when a single bad request took
too long and having to wait for another reading before being corrected. Effectively,
the feedback response no longer represented the true state of the system. Waiting

for the resource response had a significant negative effect given this type of controller.

Figure 6.10 depicts the data in Table 6.3. The Kalman filtered controller per-
formed very well and is consistent at all thresholds and inter-arrival rates. In par-
ticular, it did well for small inter-arrival times that were pushing the limits of the
resource. The filter managed to succeed with approximately 38 percent of the re-

quests.

6.2.4 Discussion

Figure 6.11 is one perspective created from Tables 6.3, 6.1 and 6.2. It is clear from

the graph that the Kalman filtered controller performed well when the resource was
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Table 6.2: Simple Controller — response times for an ON/OFF controller with no
predictive characteristics

Control System: On/Off
A Thresh Kalman Filter Gain
0.5 0.75 1.0 1.25 1.5
0.34 1.0 21333 21542 21540 21460 21517
1.5 35394 35499 35716 35512 35625
2.0 43132 42919 43030 43345 43085
2.5 52685 52360 52317 52434 52397
4.0 65475 65143 65384 65199 65193
0.4 1.0 29159 29013 29168 29114 29227
1.5 48179 47778 48022 47973 47958
2.0 59567 59954 59499 59569 59405
2.5 70417 70591 70882 70540 70731
4.0 87678 87809 88172 87340 87613
0.6 1.0 54342 54458 54262 54280 54229
1.5 79952 79627 79732 79714 79678
2.0 92979 93113 92867 93100 92903
2.5 97521 97401 97612 97530 97494
4.0 99967 99967 99944 99938 99972
0.8 1.0 71981 71747 71635 71890 71959
1.5 92630 92580 92552 92668 92663
2.0 98745 98833 98833 98857 98816
2.5 99781 99786 99790 99764 99782
4.0 99998 100000 | 100000 99999 100000
1.0 1.0 82001 82284 81950 82210 82198
1.5 96993 97016 97062 97029 97054
2.0 99728 99735 99713 99742 99740
2.5 99970 99970 99973 99967 99967
4.0 100000 | 100000 | 100000 | 100000 | 100000

under stress and processed approximately 38 percent of user requests within the QoS
requirement. This is compared to no controller which processed approximately 13
percent within QoS and the on/off controller that processed approximately 21 per-
cent when under stress. However, it is clear that the no controller scenarios perform
better when the system is lightly loaded and the resource can easily meet all QoS
demands. In the ECS-X1 Cloud scenario, if the system is under stress, this would
have resulted in using the overflow cloud much less by using the Kalman filter to de-
termine which workload should be redirected to the overflow cloud. This could save
ECS-X1 Cloud approximately 26% of the work load costs the overflow cloud would

charge.

There are other control paradigms and scenarios that can be tested. To evaluate
the response for an application with other erratic behaviors, or to evaluate these con-
trol solutions with dynamically allocated resources. Another interesting evaluation
would be to use the data gathered in this simulation and apply a self-adaptive strategy
to select among several controllers based on environmental state (i.e., request rate).

For example, if the adaptive controllers detect that a threshold has been violated,
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then self-adaptation must take over and make a change. In the case of the ECS-X1
Cloud scenario, the controller at a specified threshold could activate the Kalman filter
to start directing workload to the overflow cloud to ensure adherence to the SLAs

and to reduce the amount of reliance on the overflow cloud.

In this chapter, we presented a comparison of the Kalman filtered controller to
improve the Quality of Service achievable rate of a cloud hosted application. We

performed the evaluation using the OMNET simulation environment.

From the data collected, it is clear that the Kalman filtered controller provides im-
proved adaptability compared to no controller and the on/off controller for situations
in which the resource is near maximum throughput. However, under less resource
loaded conditions, no controller with no adaptation performed as well as Kalman,
but with poor performance at peak loads. This is because the Kalman prediction is
worse than the statistical probability that the workload density causes a violation in
the SLA. Tt is clear from these results that a decision point is necessary if the Kalman

filter is to be used. This would require server utilization feedback and knowledge of
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Table 6.3: Kalman Filtered Controller — response times using a predictive controller

Control System: Kalman Filtered
A Thresh Kalman Filter Gain
0.5 0.75 1.0 1.25 1.5
0.34 1.0 38605 38807 38159 38300 38202
1.5 51754 52991 52117 51198 50863
2.0 60609 61067 60143 59717 59198
2.5 65634 66829 66263 65916 65303
4.0 74263 76586 77559 77345 76984
0.4 1.0 52418 52359 51717 51181 50327
1.5 69237 68828 68675 67630 66061
2.0 78558 78962 78280 77096 75785
2.5 84981 85569 85176 83837 82552
4.0 95010 95001 95012 94267 93223
0.6 1.0 86316 85859 85893 85437 84287
1.5 96411 96345 96111 95827 95356
2.0 99048 99088 99032 98861 98614
2.5 99786 99796 99757 99674 99578
4.0 99998 99996 99997 99996 99975
0.8 1.0 95057 95016 94973 94854 94671
1.5 99369 99384 99366 99340 99222
2.0 99930 99928 99924 99930 99886
2.5 99984 99995 99983 99986 99988
4.0 100000 | 100000 | 100000 | 100000 | 100000
1.0 1.0 97642 97679 97576 97559 97580
1.5 99821 99845 99818 99819 99800
2.0 99980 99984 99988 99987 99978
2.5 99999 99999 99999 99998 99998
4.0 100000 | 100000 | 100000 | 100000 | 100000

the current workload density. The manager could then swap in and out the Kalman

filter as needed. This would provide an improvement to minimizing third part costs.

6.3 Stochastic Open Loop Control

In this section we explore a stochastic open loop control model to manage an ad-
mission control system. Figure 6.12 depicts the model used in this section. In this
scenario, the broker negotiates with a cheaper resource for a computational time slot.
The broker’s clients use this time slot to execute their jobs. If the clients submit too
much work, then the server will not execute it and the server will fill the time slot
with work negotiated from other brokers. If the client’s work is rejected, the clients
can use an overflow queue to submit their jobs to other more expensive resources.

The artifacts depicted in Figure 6.12 are described as follows:

e (Client — are client applications producing work load.
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Applications

e Broker — negotiates a time slot for it’s clients to access, and configures the

client’s Profiler according to probability models.
e Time Slot — is a slot of time the server can use to execute client jobs.

e Profiler — is configured by the broker to determine which jobs may benefit from

the negotiated time slot offered by the server.

e Overflow — jobs directed by the profiler or jobs rejected by the server are placed

in the overflow queue to be executed by other resources.

In this scenario, a client job is assumed to require the entire negotiated time slot
to execute. Therefore, for each scheduling cycle only one of the broker’s clients will
have their job executed by the resource. We also assume that for every scheduling

cycle, each client will submit a job with probability p and will not submit a job with
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probability 1 —p. If two of more clients submit jobs during the same scheduling cycle,
then no jobs will be executed by the server. Then the probability of success (S) is
described by Equation 6.20 where k is the number of broker clients.

S =kxp(l—p)r! (6.20)

The objective of the broker is to configure the profiler of each client. The profiler
is in effect a filter. Client jobs that pass through the filter get sent to the server, oth-
erwise they get sent directly to the overflow cloud. The filter determines if a job fits
into the server’s time slot and if it can execute within a certain number of scheduling
cycles without violating its execution deadline. It is the job of the broker to set the

number of scheduling cycles.

The broker uses a stochastic model and a probability threshold value to determine
how many scheduling cycles the profiler’s filter should be set to. The stochastic model
is generated using two variables, the number of clients k& and the probability a client

will submit a job during a scheduling cycle p.

6.3.1 The Stochastic Model

To create a model, we first need to articulate the problem. What is the probability
that each client can successfully execute their job by scheduling cycle n? What is the
probability that the last client can successfully execute its job on the n' scheduling

cycle?. The answers to these questions allow the broker to setup the profiler’s filter

properly.

To create the stochastic model to answer our questions, we create a probabil-
ity tree. Figure 6.13 maps the first four scheduling cycles for three clients (k = 3)
exhibiting the different possible paths of success (i.e., only one client submitted a
job) and failure (i.e., two or more clients submitted jobs during the same scheduling
cycle). For example, as depicted in Figure 6.13, at scheduling cycle four (i.e., the

bottom row of the tree) a possible path is if there are four successes (i.e., meaning
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Figure 6.13: Decision Tree Representing Probability only One of Three Clients will
use the Time Slot per Scheduling Cycle

that 1 of k clients successfully executes a job at scheduling cycles 1, 2,3 and 4). The
probability of this case is S*, and there are k* = 81 possible combinations of success.
A good combination of success could be A, B, C, C, meaning that client A succeeded
in scheduling cycle 1, client B succeeded in scheduling cycle 2, client C succeeded in
scheduling cycle 3 and client C again succeeded in scheduling cycle 4.). This is a valid
path because each of the three clients succeeded at least once. A bad combination
could be A, A, B, B, which is bad because client C did not success in having its job
executed. In this example, for 4 scheduling cycles and 3 clients, there are 36 good

combinations out of 81. Therefore the success probability, given 4 successes in a row,

. 4 E
is S* x o

Unfortunately the probability tree depicted in Figure 6.13 does not answer the
articulated questions. To answer these questions, we need to combine the probabil-
ity Equation 6.20 with counting theory to determine the number of successful paths.
Equation 6.21 describes the solution to the first problem; what is the probability that

each client can successfully execute its job by scheduling cycle n?
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In Equation 6.21 ", adds all paths with 7 clients, note that ¢ starts at & which
is the minimum number of successes so that there are at least £ successful job execu-
tions. (7) is the number of paths that have i successes. S*(1—S)"~" is the probability
that a path has i successes and n — i failures. Zfzo(—l)t(kljt)(k: — t)" is the key to
the solution. It is a sterling number of the second kind. It is used to determine the
number of possible combinations if there are n identical positions of k distinct objects
such that at least one of each distinct object must be present. k¢ is the number of

possible combinations for a specified path.

Equation 6.22 describes the solution to the second problem; what is the probability
that the last client successfully executes its job on the n'" scheduling cycle? Interest-
ingly, this problem is an extension of the first problem. Equation 6.22 is extended
from Equation 6.21, these equations represent the probability mass function (PMF)

and the cumulative distribution function (CDF), respectively.

P{X =n} = ik <7Z:11> S -9 [ = x

Figure 6.14 depicts the CDF and the PMF of Equations 6.21 and 6.22 for three
clients (k = 3) and four different probabilities (p) of client job submission. From the
CDF, it is clear that with p = 33% chance of client job submission, and at approxi-
mately 7-8 scheduling cycles (i.e., time slots on Figure 6.14), there is a 50% chance
that all three clients will successfully execute their jobs on the server and avoid using
the overflow. The PMF graph indicates the highest probability that the last of k

clients will success at scheduling cycle 7 or 8.
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The broker uses Equations 6.21 and 6.22 along with a threshold value (i.e., 50%)
to set the client’s profiler filter. In this example, if the broker has three clients, and
the clients require at least a 50% probability of success on the server, then the broker
will set the profiler’s filter to 7 scheduling cycles. The filter will screen the client’s

jobs with a deadline less than 7 scheduling cycles and select it to execute on the server.

6.3.2 Stochastic Discussion

The brokerage model for open loop control as depicted in Figure 6.12 along with our
novel stochastic models (cf. Equations 6.22 and 6.21) to control the client’s profiler

adaptively constitutes an effective approach to manage client applications.

6.4 Summary

In this chapter, we explained how to use control theory to manage computing systems
as recommended by Murray [Mur03] for further research. We identified several issues
such as lack of good feedback signals especially with cloud applications in which the
current resource provisioning is dynamically changing. We proposed a control ap-
proach based on Kalman filters to address this issue. We showed through simulation
that such techniques can increase adherence to service level agreements by predicting
application behavior over time. In the ECS-X1 Cloud scenario, using such a system
improved its QoS objectives. Contributions include the application of the Kalman fil-
ter for cloud application workflow management. We also presented a stochastic open
loop control model for brokers and SaaS providers to manage their clients. Finally,
we presented a novel stochastic model (cf. Equations 6.22 and 6.21) to capture the

controller’s requirements.
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Chapter 7

Yakkit

A key research question derived from Chapter 1 is ‘How can we support cloud appli-
cations distributed over several clouds?”’. To answer this, we propose a new approach
to building localized, context-driven social networking applications to allow people
to communicate, interact, collaborate, and socialize in a truly innovative manner. In
particular, the underlying infrastructure provides mechanisms to form communities
of people who do not necessarily know each other, but are in close proximity to each
other. In other words, it allows a user to communicate with unfamiliar people with

whom the user does not know how to get in touch with.

To achieve these goals we designed and implemented an infrastructure and an
application using proximity based structures hashed over a set of clouds to distribute
the user load effectively. Our infrastructure, called iCon, provides layers of APIs to
separate concerns and support the key features of our approach. To evaluate this lay-
ered architecture we developed Yakkit, an innovative social networking application.
This locality based end-user application, which runs on workstations as well as mobile
phones, allows users to identify persons who are in close proximity and interact with
them. The premise is that people are tied to the places and time periods of their
life’s experiences. Communicating in such a way is not only novel but also presents

a wide range of capabilities and opportunities for smart web applications.

In particular, we designed a layered architecture to provide seamless integration
and interoperability among heterogeneous web applications. The key question ad-
dressed is how the various distributed services can be orchestrated together effec-

tively and intelligently. The problem is exacerbated when many different vendors or
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cloud sites, which support some subset of the services, are being orchestrated. More-
over, user devices have access to much contextual and environmental information.
This along with the web’s vast data store of user profiles and user habits provides a
rich environment for research into integrating all these capabilities and information
sources so as to provide a shared user experience for all users while still using re-

sources efficiently and meeting real user needs effectively.

The focus of this chapter is how to support and manage localized services across
various cloud sites using a distributed hash table. The key service explored is the
locality service which provides applications with the ability to track how users are
positioned relative to each other. This service is supported through a distributed hash
data structure. The Yakkit application was originally intended as a proof of concept
for the underlying infrastructure and services but turned out to be much more and is

now a impressive and innovative social networking application.

The remainder of this section describes the design and implementation of Yakkit,
and its infrastructure including iCon (iCon—inter Cloud overlay network), AII (Ap-
plication Indirection Interface), and MII (Management Indirection Interface). The
chapter concludes with related work on locality based social networking applications
and a discussion on the privacy and security issues encountered in such an open social

network.

7.1 Locality Problems and Solutions

From an application perspective, there are many locality based messaging appli-
cations available. Aka-Aki' facilitates information exchange with others near you;
Askaround? lets you join conversations taking place near you; Askalo® allows you
to ask questions about the city you are in; Badoo®* facilitates communication with
people near you; and Block Chalk® which helps neighbors stay connected with part

of a neighborhood. All these have a common theme of using locality to determine

thttp:/ /www.crunchbase.com /company /akaaki
2http://www.intomobile.com/2011/03/03/ask-around-location-app-iphone/
3http://www.askalo.ca/

4http://badoo.com/

®http://blockchalk.com/
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groups dynamically. Yakkit is similar in this way, but adds the temporal feature of
communicating either backward or forward in time, and adds a feature that allows
you to appear to be in several places at once. These two extra features make Yakkit

truly innovative.

From a framework perspective, there are several solid supportive frameworks in-
cluding OpenSocial, SNS (Social Network Services), and SMSF (Social Media Service
Framework). The OpenSocial framework, developed by Google and MySpace, would
be ideal for Yakkit to use. It provides all of the necessary capabilities to integrate
other social data, such as locality, with Yakkit’s application data. However, one of
the key ideas behind Yakkit is to apply structure to data across clouds. It is un-
clear if the OpenSocial framework supports this requirement. OpenSocial sites are
completely separate from other OpenSocial sites. To distribute data over the sites
would either require support at the site, or a data abstraction over the sites. The
SMSF framework, which extends the SNS framework, provides insight into how to use
distributed hash tables to support social networked services in an intelligent way. It
is clear that a merge between the SMSF and the OpenSocial framework provides the
necessary capabilities to support the next generation smart web applications. This
is the space within which iCon is currently being developed to support these require-

ments.

There are many other interesting tools emerging to take advantage of context. A
fairly new and exciting one is the Google+ project with its Circles feature. Circles
allow users to group friends based on topic so users can filter content. The contents
on a homepage appears in a similar fashion to what one sees on Facebook. Users can
post text, pictures, and video and direct the information to selected Circles. Similarly,
users see what others are posting and can filter that content by selecting a particular

Circle. Thus Google+ and Yakkit both drive towards smart social networking.

7.1.1 iCon Locality Data Structure

The iCon overlay itself is a registry and deployment infrastructure in which services
can be made available through the overlay. In this case iCon provides the locality

service. The locality service design itself is a quad tree data structure as presented
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in Figure 7.1 [FB74]. The idea is to store objects in buckets until the bucket is too
full and then sub-divide. The locality based service designed for deployment in iCon
follows a similar approach except that buckets are forced to divide even with a single
object until a desired depth is reached in order to achieve a desired resolution. The
two dimensions of the quad tree correspond to the latitude and longitude axes in car-
tography. The deeper one goes in the tree, the more granular the location becomes
(e.g., zooming in when exploring with Google Earth). In the context of this disser-
tation, for this research it is paramount to identify which services the Orchestration
Layer of the ACRA model requires to mange the iCon overlay when dispersed over

many cloud providers.

Figure 7.1: Simple quad tree structure to allocate users [FB74]

During the design of iCon and Yakkit we investigated and assessed several related
data structures including cell and kd-trees [Ben75], locality based hashing [DIIMO04],
and cover trees [KR02]. Kd-trees and cover trees often require a selection of a pivot
point in order to guide the growth of the tree. Moreover, locality based hashing is
really designed for problems where there are several dimensions involved. These are
serious issues for modern social tools in which the churn of users is high and the users
are continuously in motion. These trees would have to be rebuilt continually with

good pivot points or user positions selected as the root. In the end we selected the
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quad tree data structure for its simplicity, strong support for dynamic change, and
the key feature of simply using bins to store users. To increase granularity, we simply
allow the quad tree to be divided further by increasing the maximum depth. Having
selected the quad tree for ease of implementation and for its static nature, there are

some drawbacks as well.

The quad tree has a maximum depth depending on the map coverage area and
how fine grained the system needs to group users into bins. For example, if the
map area (i.e., map_area) covers 100 m? and the system requires a granularity (i.e.,
des_granularity) of 6.25 meters, then the tree depth (d) needs to be three (cf. Equa-
tion 7.1). Therefore, when a user is added to the locality service, at least d checks
must be performed to find the appropriate bin for this user. If a bin does not exist,
it needs to be created. Bin creation and deletion are used to limit the amount of
memory needed to store all the tree nodes in use. If a tree node has no user keys, it

is simply deleted along with all of its children.

map_area } B (7.1)

d=1
082 {desgr(mularity

The depth of the quad tree is the reason for additional service operations such
as adduser, find coverage, moveuser, and removeuser. The adduser operation is ex-
pensive if there are no child nodes since they need to be created. In the worst case,
add user requires d X a X 16 operations, where d is the maximum tree depth, a is
the time to allocate memory for a new node, and 16 is the number of comparisons
required to determine in which quadrant a new user is to be inserted (i.e., insert
child node). The best case scenario is that all nodes are already created and then
the user key is simply added to each node as it progresses down the quad tree until
it finds its proper bin (i.e., d x 16). The coverage operation, which determines if the
desired coverage radius completely covers a quadrant at each level, performs one key
operation per quadrant. If it does completely cover a quadrant, then all user keys
registered in a quadrant node are included in the final coverage set. If not, another
coverage operation must be performed at the next lower level. At each lower level,
it is more likely that all quadrants are covered. The coverage search can become a
bottleneck under certain conditions. Fortunately, the depth level d is bounded by

the desire for granularity, and in reality it is not a large number (i.e., 24 to cover
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the entire planet). Unfortunately, the worst case for the number of coverage searches
is O(2%). This worst case is unlikely to occur in practice, but possible in very high
density situations. Coverage operations in areas of high density using a quad tree
are expensive. The moveuser function is efficient, since one simply moves up the tree
and then back down again. Thus, the trade-off here is between moving users around
the tree structure and determining coverage. Fortunately, the time complexity of the
coverage operation is bounded by the tree depth, while the computation for moving
users is dependent on the number of users registered in the system. This time com-

plexity analysis is useful for designing an effective controller and scheduling system.

7.1.2 Distribution

The quad tree is implemented as a distributed hash table (DHT) as depicted in Fig-
ure 7.2. The hash ring supports distributed locality searching by having each node
at a specific level maintain all those keys between it and its peer nodes at the same
level with the same type. For example, the quad tree is divided into four quadrants
A, B,C, and D at level four. However, due to the load, quadrant B at level 4 is
replicated so that any children—which would be at level 5—of B are divided between
the two B nodes. The address based routing tables have to be updated for the case
of a search in which both nodes need to be checked. The benefit is that the coverage
operation is spread among computers and thus sub coverage searches should be effi-
cient. This leads to a key scheduling question: at which level and how many extra
peer nodes should there be to optimize the coverage operation? The challenging part
is to determine a good heuristic to find a possible solution. The hash ring DHT for

locality provides the necessary functionality for the Yakkit application.

The idea is to spread the user objects uniformly over several cloud provider sys-
tems, as shown in Figure 7.3, and provide a cross-cloud routing structure to find
and locate objects using keys. The three main operations needed and provided by
the DHT structure are coverage, adduser, and addnode. Coverage is managed with
a set of routing tables for each node in the quad tree. These routing tables point to
peer nodes on different machines which may have user keys included in the coverage
operation. The adduser and addnode operations use another set of routing tables to
help locate keys on the hash ring. This setup is similar to the CHORD [SMK™01],
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Figure 7.2: iCon routable hash ring

CAN [RFH'01], or RON [ABKMO1] lookup services.
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Figure 7.3: iCon network deployment example

7.2 iCon: Inter-Cloud Overlay Network

Applications use iCon to register or instantiate services provided by iCon (i.e., new
services can be registered for deployment and management by iCon). Figure 7.4 il-
lustrates the design of iCon. The primary interface to iCon is via the iCon servlet
class. This class registers services and provides a way to create third party services.

The storage and search of services is provided by our DHT data structure.
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For the Yakkit application two services are registered in iCon: locality service and
user management service. However, other services such as messaging and orchestra-
tion services are also available through the iCon infrastructure. The locality and user
management services provide the following functionality via iCon to the AIl (Appli-
cation Indirection Interface) (i.e., a Javascript file called aii.js used by the Yakkit

web application):

e adduser — allows a user active object or database object to be stored somewhere
in the DHT (i.e., user objects should be evenly distributed over all database

instances that support the iCon overlay).
e moveuser — allows a user to set its position geographically;

e getcover — allows a user to find other users/registrants in close proximity to

the user’s position;
e deleteuser — removes a user from the overlay.

e sendmsg — sends text/audio/video/data to users within a coverage area.

To allow for management capabilities, such as scheduling and control, iCon sup-
ports the following functions to the Management Indirection Interface (MII). The
MIT consists of two parts. (1) Scheduling deals with efficiency and optimization (i.e.,
what is the minimum amount of servers/services required to support the current
user load). (2) Control deals with performance and feedback from the system under
management (i.e., resources or services that are not performing as expected). The

scheduling interface includes the following operations:

e addservernode — adds another node to the iCon overlay.
e addservice — adds another instance of a service onto one of the overlay nodes.

e moveservice — may find a closer location to users where this service is being

invoked from.
e moveservernode — may have found cheaper hardware to deploy server node.

e removeservernode — removes server node if system load does not require it.



e removeservice — removes service if it is obsolete or being replaced.

e getinfo
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o shutdownServerNode — to shut down a server node if a node causes problems

or does not perform as expected.
e rebootServerNode — to reboot a server node, if a node misbehaves.
e moveService — to move a service to another node if it does not perform well.
o shutdownService — to shut down a service if it does not run well anywhere.
e restartService — to re-initialize a service if it does not perform as expected.

These two services provide the functionality that the Application API and the
Management API use.

7.3 1Con Architecture

We designed the iCon infrastructure as a three layer architecture, as depicted in
Figure 7.5, to separate concerns and to facilitate the construction of smart social

networking applications such as Yakkit.

e Layer 0 — The iCon (inter Cloud overlay network) API supports access and
management of distributed services such as orchestration, storage, persistence,
distribution, sharing, locality, and messaging. iCon is an overlay within which
web applications and services communicate with each other. This overlay allows
for services to be deployed as a multi-tiered routable DHT in which users, web

applications, or service instances of the system have their active objects stored.

e Layer 1 — This layer consists of two APIs: the Application Indirection In-
terface (AIl) and the Management Indirection Interface (MII). AII provides
mechanisms to join or use the underlying iCon overlay. AIl’s purpose is to
simplify client application design by providing a rich API (i.e., similar to the
Google maps API). This may be a client or server side Javascript, or a Java
Servlet, or a set of Java or C/C++ packages which provide access to the con-
figurable options of the iCon overlay. For example, AIl may provide a way to
create a new locality service or to access a web application that already uses the
iCon Overlay. MII provides mechanisms to schedule and control resources and

services which are currently supported by the iCon DHT overlay. For example,
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MII may support an interface which can add another service instance to be

deployed and managed by iCon.

e Layer 2 — Finally, sophisticated social networking applications, such as Yakkit,
can be implemented effectively and elegantly by using the iCon, MII and AII
APIs.

The remainder of this section describes the design and implementation of the three

infrastructure layers, iCon, All, and MII as well as the Yakkit application itself.

7.3.1 AIlIl: Application Indirection Interface

Application Layer 2
All Client side API MII
Hittp interface
Server Side App Scheduling Control Layer 1
iCon API
iCon Http interface

findservice| | addservice | | remservice | | invokeservice

Layer 0

generic services
Locality User Mgt. Object Storage | Supported by

Service Service Service Cloud resources

Figure 7.5: Three Layer Architecture to Compose Next Generation Social Application

This API has knowledge of key servers that provide a boot strapping process
into the iCon overlay. It also manages the information exchange between the overlay
HTTP interface and the API. JSON is the data exchange format between the client
side API and the iCon overlay. Key functions of this API include:

e a set of functions for the client application to use. These functions provide
access and registration into the iCon overlay and are configurable on how to use

iCon;
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e the ability to configure several types of network architectures, that is, the client
application may wish to set up a peer to peer server assisted architecture; or a
peer to peer architecture using iCon as a registry only; or a direct proxy to the

iCon overlay; or not use iCon at all; and

e the ability to create service instances to be managed by iCon.

7.3.2 MII: Management Indirection Interface

There are two primary goals for MII. The first goal is to be efficient to limit the use
of expensive services when cheaper ones are available. This cost-conscious approach
is achieved through scheduling (assigning) resources and services to iCon and benefits
users because iCon is more responsive to user requests and changes in the environ-
ment. The second goal is to be resilient to performance and environment changes so
that the system can adapt when some parts or aspects of the system are not perform-
ing as expected (e.g., a server turned off or suffering from hardware failure; a machine
has bad RAM; or a router is dropping packets). Performance issues are addressed
through controllers designed to compare what is expected from the system to what is
actually happening in the system. In effect, the system has selected self-healing ca-
pabilities and thus can deal with removal of bad hardware/software from the overlay

and then prevent the scheduling system from using the bad hardware or software.

It is important to note that both scheduling and control can be applied at several
levels. The first level is directly in the controls of the application. At this level, the
control and scheduling systems perform tasks that directly benefit or hinder the appli-
cation under management. The second level has an altruistic agenda which attempts
to benefit iCon itself in order to execute as efficiently as possible and still maintain all
of the different web applications requirements. Section 7.3.3 discusses both of these

perspectives.

7.3.3 MII: Application scheduling and control

This type of scheduler and controller deals specifically with the iCon services required
to keep the web application performing well. For example, if there are too many users,

maybe another peer node is needed in the locality tree to help distribute user load;
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or if the bandwidth requirement is increasing due to a shift in traffic from text to
voice messages, then more bandwidth is be allocated to the object location service.
These types of scheduling questions can be formulated as Knapsack or Cutting Stock

optimization problems to compute optimal answers to these questions.

To re-iterate, at the application level control and scheduling are dedicated to an
application or possibly a set of applications. For the Yakkit application, there are
issues if too many users are clustered. In this case the performance can be adjusted
by limiting the depth of the quad tree which is the responsibility of the scheduler.
However, the scheduling system could also realize that more physical resources are
needed to subdivide the coverage search and thus the scheduling system may re-
quest more resources. The controller on the other hand would have a concept of the
scheduling decisions and the capability of the services and resources that the sched-
uler uses. If the scheduling system does not alleviate the computational load, then it
is up to the controller to shut down the newly booted resource, mark it as inoperable

and request that the scheduler boot another or try another scheduling based solution.

7.3.4 MII: Scheduling and Control for iCon Overlay

Schedulers and Controllers deal with how well the overlay is achieving its goals. At
this level, the scheduling system may determine that overall, the load of the servers is
too high. Therefore more resources should be booted and allocated, and the scheduler
informed when those resources are available. The controller in this example would
expect that the newly booted resource would absorb some of the workload, and if

not, something has gone wrong.

7.4 Yakkit Performance

Yakkit is a social media application that uses location and time to facilitate commu-
nication channels. A data structure (cf. Figure 7.1) and search algorithm are used to
locate relevant users for messaging. The functionality is provided as a service called
the ‘locality service’. The ‘locality service’ takes advantage of iCon’s application

control (cf. Section 7.3.3) to support distribution and access of the data structure.
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Distribution of the data structure is desirable to support load balancing of data and
support data structure operations (i.e., searching, adding, and removing of users).
In this section, we examine the impact of using the iCon overlay to support service

distribution.

To evaluate the performance of iCon, we propose two service deployment scenarios.
The first scenario uses iCon to manage a single service instance of the ‘locality ser-
vice’, effectively forcing iCon to manage the service as a non distributed application.
The second scenario deploys multiple distributed instances of the ‘locality service” and
registers them with the iCon overlay, effectively forcing iCon to manage the service
as a distributed application. In both scenarios, the data structure is populated with

the same number of users, and the same search criteria are used to find relevant users.

Three metrics are employed to determine the impact of using iCon. The first
metric is response time. Response time is used to determine how long a request takes
to complete. For a distributed data structure, requests may take longer to complete.
The second metric is server utilization. A single server handling all data structure
operations can degrade service performance. The third metric is bandwidth utiliza-
tion. The iCon overlay often has to relay requests to multiple services, this causes an

increase in bandwidth usage.

Figure 7.6 depicts the results of the two scenarios described. The top graph indi-
cates response times as the number of requests per second increases from 10 to 100.
It is clear that the single service has a faster response time than the multi-service.
This is due to the iCon layer relaying requests to other servers and having to wait for
results. The middle graph indicates server utilization. The server utilization for both
scenarios is the same as expected. However, what is missing is the server utilization
of the other distributed services (i.e., the aggregated server utilization of the entire
distributed system). The bottom graph indicates the system bandwidth. It is clear

that the amount of bandwidth used by iCon increases as the request rate increases.

From the evaluation, we found that the iCon overlay negatively impacts response
times, global server utilization, and bandwidth. However, iCon achieves a level of in-
direction for service orchestration and data management that simplify the deployment

and access of services. iCon has the ability to distribute data structures and manage
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Figure 7.6: iCon’s Resource Impact to support Yakkit’s Locality Service

their operations. The benefits of distributed data structures and service operations
need to be balanced with the requirements of the service in terms of response times,
server utilization, and bandwidth. For example, if a service requires faster response
times, then iCon will have to ensure only a single instance of its data structure exists

or that multiple instances are in close proximity.

7.5 Summary

This chapter presented a new and innovative approach to building location-based,
context-driven social networking applications in the context of deployment over a set
of cloud provided resources. We designed and implemented an infrastructure, called

1Con, and an application, called Yakkit, using proximity based structures hashed over
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a set of clouds to distribute user load effectively. Yakkit runs on all kinds of plat-
forms including Android, and iOS and allows the identification of persons who are in
close proximity. Yakkit overlays the users’ positions on top of Google maps within a
broadcast range. Yakkit also supports beacons to allow users to mark positions and

times of interest. This allows for truly innovative and smart web applications.
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Chapter 8

Rigi Cloud

This chapter introduces RIGI Cloud, a small ten core cloud we created at the Uni-
versity of Victoria. RIGI Cloud allows developers of scientific applications to test
their applications in a cloud testing environment before deployment. One of the key
features of RIGI Cloud is to provide a platform for resource management and quality

of service (QoS) testing.

Before we explore how scientific application development is supported in a cloud
environment, it is advantageous to explore how it is done in a Grid computing en-
vironment. Many scientific computing communities use the computational Grid of
the European Organization of Nuclear Research (CERN). This type of compute shar-
ing paradigm arranges global access to clusters of computers from around the world.
They are organized into tiers and accessed through access points that perceive groups
of clusters as a single computational element. This type of system requires that appli-
cation developers adhere to specific platforms and software packages. It is a burden
on system administrators to support different versions of a software package. This
limits application developers to use Grid resources with the proper software packages
installed. This is somewhat problematic because Grid resources are used in a hetero-
geneous manner. These are serious issues and a motivation to provide an application
testing support framework. Fortunately, virtualization software can abstract physi-
cal resources from the operating environment [ADGT06] to operate at speeds close
to bare metal (i.e., native performance). We investigated web services protocols to
normalize the interaction between software components [MPCT07] [AACT10]. Inter-
esting projects, such as BaBar, used Xen and Grid software (i.e., Globus) to deploy
applications [ADGT08] [AAD'08]. Several cloud-based approaches have proven to be
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useful when applied to scientific workload management [FAA*10] [LB11] [AAB*10].

This chapter describes the scientific application development process in a cloud
environment in general and the design and implementation of RIGI Cloud in partic-
ular. Specifically we present an application development, testing, and an evaluation

framework for scheduling and control.

8.1 Scientific Application Testing

Scientific applications that simulate natural processes can benefit from traditional
testing methods. Concepts such as modularization, object-orientated programming,
and functional and non-functional testing are just as important as they were decades
ago. However, scientific applications are unique in that they typically execute compu-
tationally intensive simulations. This type of testing is intensive and time consuming
to validate. Developer repeatedly tune application input parameters using an iterative
approach. Once the developer is content with the fine tuned models, many jobs are
submitted to produce high precision models that explain natural processes observed
in nature. This time consuming process requires many computational resources to

complete in a reasonable amount of time.

It is important to understand how scientists develop and test their applications.
Scientists typically use software packages that have already been developed by other
researchers. The software is used to develop scientific applications that produce mod-
els of real world processes. A sample application package is the Monte-Carlo sim-
ulation package. For example, a scientist develops an application that simulates a
natural process. The scientist executes it with a sample of random input to generate
an crude output model. The precision of the output model depends on how many
random events are generated. The model is then checked to see if it is correct and
adjustments are made accordingly. This process continuous until the scientist is con-
fident in the quality of the application model. The application is then deployed to the
Grid for execution. After execution, the output model is analyzed determine whether
if it support the scientist’s hypothesis. This process continues until the scientist has

enough information to defend his or her claims.
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The majority of development time is on testing and tweaking the application to
gain confidence before deployment to the Grid. This is where the proposed cloud
testing architecture should assist in alleviating some of the burden by automating

some of the testing. The cloud testing architecture should support the following:

e Target Architecture — supports the specification of one or more target archi-

tectures/platforms to test applications.

e Operating Environment — supports the identification of the operating environ-

ment applications require.

e Software Packages — supports the specification of software packages applica-

tions require.

e Application Analysis — supports interactive and non-interactive analysis of
the application’s results. Simple testing such as comparing results to expected

output is straight forward, but other checks may require human interaction.

e Application Deployment Topology Support — supports simulation of compli-
cated deployment topologies.

e Production Testing — support the ability to test deployment on a cloud pro-
duction system (e.g., use a cloud scheduling system as described in Armstrong
[AABT10]).

Fortunately, support for a cloud production system is being developed in the
Physics and Astronomy department at the University of Victoria under the leader-
ship and direction of Randall Sobie and Ian Gable. They developed an innovative
approach to integrating both commercial and scientific clouds for High Performance
Computing applications [AABT10]. In this system, application developers build their
tested applications in a VM image. They use a cloud scheduler to boot their VMs on a
selected cloud provider (e.g., Amazon’s EC2). The developer then submits jobs to the
job scheduler which targets the VM image they developed their application on. Their
job scheduler employs the Condor (now HTCondor) job scheduler.! This scheduler
listens for resources to publish their availability which is ideal for a multi-site cloud

environment. This scheduler is an example of using Infrastructure as a Service (IaaS).

Thttp:/ /research.cs.wisc.edu/htcondor/
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8.2 RIGI Cloud Design and Implementation

RIGI Cloud’s design adheres to the three layer cloud architecture. The first layer
provisions physical infrastructure, the second layer provisions platform requirements,

and the third layer provisions software packages and services.

Figure 4.3 depicts the usage of the first layer of the cloud known as Infrastructure
as a Service (IaaS). In this case, the scientific user requested the system boot a Linux
machine with two processors and two gigabytes of RAM. The user then installs the
application platform (i.e., Apache Tomcat) and their applications and then submits

their work load (i.e., jobs).

Figure 8.1 depicts the usage of the second layer of the cloud known as Platform as
a Service (PaaS). In this case, the scientific user requested the system boot a Linux
machine and install the Apache Tomcat services container. The user configures their
web applications in the Tomcat container and submits their workload (i.e., jobs) for

that web application.

Figure 8.2 depicts the usage of the third layer of the cloud known as Software as
a Service (SaaS). In this case, the scientific user requested the system boot a Linux
machine and install the Apache Tomcat development and deployment platform along
with their web application fully configured and deployed. The user then submits their

workload (i.e., jobs) to the web application.

In the context of this dissertation, the thee layers of cloud provisioning (IaaS,
PaaS, and SaaS) reside at the management and orchestration layers of the ACRA
model as depicted in Figure 2.2 and take advantage of Buyya’s economic model to
request and bid for resources (cf. Figures 2.1 and 2.2). For example, software prod-
ucts, such as Apache Tomcat, can be purchased for installation and configuration for a
web application. The Saa$S layer uses the Broker (cf. Chapter 2) to bid on infrastruc-
ture to host the Apache Tomcat engine. After the software product is installed and
configured, and the web application is deployed and started, SaaS users can use the
web application. Section 8.3 proposes and explores a framework to support scientific

application development and testing prior to deployment on a set of cloud providers.
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Figure 8.1: Platform as a Service

8.3 Application Development and Testing Frame-

work

Figure 8.3 illustrates the architecture to support scientific testing on the cloud. Ab-
stractly, the architecture is divided into three layers. The User Interface Layer, the
Management and Orchestration Layer, and the System Layer. This is consistent with
the ACRA model depicted in Figure 2.2.
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The System Layer is responsible for provisioning, booting, and storing of virtual
machine images, managing software, and networking. This layer provisions three
types of virtual machines; a development machine, an application testing machine,
and a system simulation machine. The development machine provides the developer
with a virtual desktop, as well as development and analysis tools. The application test
machine is specified by the developer as a target architecture and platform that the
application executes on. The system simulation machine is configurable to simulate
network components such as routers, gateways, or simulated software services that are
made available in the production environment. Figure 8.4 depicts the architecture of

this layer. To support dynamic testing of applications, a virtual cluster is managed on
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top of the physical one. The virtual cluster is managed through special pilot jobs to
the physical cluster. The pilot jobs boot and shutdown virtual machines of a specified

platform. There are five types of jobs that manage the virtual cluster.

e Boot/Shutdown Jobs —These types of jobs start and stop virtual machines.

e Software Install/Remove Jobs —These types of jobs install and remove software

from the virtual machines.

e Sensor Jobs —These jobs get information out of the virtual machines that is use-
ful by the scheduler and control systems in the management and orchestration

layer.

e Actuator jobs —These types of jobs configure or change virtual machines.
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e Test Application Jobs —These are the jobs specified by the developer that test

their application’s performance.
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Figure 8.4: System Layer Architecture

The idea is that the management and orchestration layer uses these jobs to create
infrastructure for scientific applications. For example, the developer may be inter-
ested to know if their application executes on three different versions of Linux. This
layer will boot these versions of Linux and execute the applications on all three. The

output of the applications can be compared for consistency and accuracy.

The management and orchestration layer is responsible for managing requests
from the developer, scheduling requests to manage virtual resources, and scheduling
requests for installing or removing software. This layer provides scheduling and con-
trol capabilities that are configurable by the developer. In effect, testing is realized

through this layer by taking advantage of dynamic capabilities provided by the Sys-
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tem Layer.

The user interface layer is responsible for how the developer interacts with the
system. This layer provides a virtual desktop environment such as VNC? or No Ma-

chine® and provides the development environment including analysis tools.

8.4 Scheduling and Control Evaluation Framework

Developers test their applications using the management and orchestration layer. This
layer determines which resources are necessary to test the application as specified by
the testing policy. The testing policy is specified by the user, but is constrained by the
physical resources and the control and scheduling systems. For example, a developer
could request that an application be deployed over at least two Linux machines with
500 MB of RAM. Once the application completes execution, the application’s output
is compared to the expected output. If the output is valid, then a larger test may
proceed with a larger number of random valued inputs using more Linux machines.

If the output model is not reasonable, then a report is generated.

The heart of the management and orchestration layer is the scheduling system. In
this case, the scheduling system models the physical layer as a Cutting Stock Problem
as described in Chapter 4. Formulating the problem this way, the scheduling system
has many possible configurations it can choose from to deploy the user applications

that have to share a limited set of physical resources.

The controller manages the starting and stopping of the virtual machines, along
with the installing and removing of software. The controller is also responsible for
tuning the scheduling system, this allows the scheduler to monitor virtual machine

performance.

Figure 8.5 depicts the scheduling and control system that manages applications

and the underlying physical system.

http:/ /www.realvnc.com/
3http://www.nomachine.com/
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The scheduling part uses algorithms to solve the partitioning of the resources
and the determining which virtual machines need to be booted or shutdown. The
controller manages resources and determines the health of the System Layer. The
controller has the ability to fine tune the scheduler in the case virtual machines are

not operating properly.

8.5 Experience Using Rigi Cloud

Rigi Cloud was demonstrated at CASCON 2011 in Toronto. We presented an envi-
ronment for a developer to deploy and test their applications on a localized test cloud.
The objective is to provide the developer with a sense of how well their application

performs when distributed with different topologies in a cloud environment.
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The Rigi Cloud demonstration used two quad processor servers with Xen virtu-
alization software and a dual core headnode with Torque and the Maui scheduling
system installed as described in Section 8.3. The scheduling system is managed by
a MAPE-K control system implemented with bash shell scripts. These scripts mon-
itored the system for user requests and system state. The control system manages
resources according to the user’s policy file. For example, a user could request the
MAPE-K controller automatically boot more instances of their application if the num-
ber of application requests reaches a critical threshold. With this ability provided to
the developers, they could determine a good threshold level for their application by
testing and evaluating different deployment configurations. Once the developer un-
derstands how their application performs on the test cloud, they can deploy to a
production cloud such as Amazon’s EC2 and set a limit on the number instances

they require to support their users.

The demonstration performed well and generated alot of interest in how we setup
our system using Torque (i.e., a free off the shelf product). The system proved that
a simple cluster with virtualization could be extremely useful for users to test their
applications using different deployment topologies. The innovative contribution is
using Torque to schedule infrastructure (i.e., boot and shutdown VMs) and using a
MAPE-K control system to manage the virtual infrastructure and schedule developer

test jobs.

8.6 Summary

In this chapter we presented RIGI Cloud as a development and deployment architec-
ture. We first demonstrated Rigi Cloud at CASCON 2011 in Toronto. The demonstra-
tion proved that users could rely on our system to construct a deployment topology
for their applications. Thus, developers can experiment with different strategies in

order to find a good deployment strategy for production clouds.
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Chapter 9

Conclusion

9.1 Summary

This dissertation investigated approaches for resource provisioning and task allocation
for clouds within a novel economics based provisioning paradigm managed within an
ACRA model (cf. Figure 2.2). In particular, we presented and evaluated approaches
using scheduling theory (cf. Chapters 4 5) and control theory (cf. Chapter 6). These
approaches indicated improvements in job scheduling revenue and provide schedul-

ing guarantees for scenarios that require a minimum performance in terms of revenue.

From the perspective of Buyya’s and Fox’s economics based provisioning sys-
tem (cf. Figure 2.1), the scheduling approaches described in Chapters 4 and 5 are
applicable to the brokerage, cloud exchange and cloud coordinator elements. The
brokerage element can take advantage of scheduling guarantees to ensure that their
client applications are executing above a minimum threshold of performance. The
cloud exchange can take advantage of the cutting stock formulation to get the best
price from resource providers to the brokers. The cloud coordinators can also use
the cutting stock formulation to minimize their usage of over flow clouds (which cost

more money) to achieve their SLAs.

From the perspective of using the ACRA model to manage the economics based
provisioning system (cf. Figure 2.2), the control approaches described in Chapter 6
are applicable at ACRA’s autonomic managers layer, and scheduling approaches de-
scribed in Chapter 4 are applicable to ACRA’s orchestration layer. ACRA’s auto-
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nomic managers layer can use feedback control to tune the brokerage’s scheduling
model (cf. Figure 8.5). ACRA’s orchestration layer can take advantage of the cutting
stock model to manage multiple brokers so user applications get the best price from

the most reliable broker.

9.2 Contributions

The contributions of this dissertation is as follows:

e Chapter 2 — describes current research along several dimensions in the form
of taxonomies. Eleven taxonomies are proposed to categorize literature aspects

for our cloud domain (cf. Figure 2.2).

e Chapter 3 — dimensions the cloud research domain and classifies relevant liter-
ature using several of the taxonomies developed in Chapter 2. We use the cloud
paradigm developed by Buyya et al. [BYVT09] and Fox et al. [AFGT10] within
a feedback framework developed by IBM [IBM06] along with a taxonomy on
cloud computing to categorize the literature. In specifics, we selected the con-
trol and scheduling taxonomies to focus our research. These taxonomies proved

useful to suggest solutions to targeted problems in the cloud domain related.

e Chapter 4 — introduces the cutting stock problem and maps cloud resource pro-
visioning problems to the cutting stock problem. Results show improved sched-
ules when using the cutting stock formulation. The model has been adapted and
published as a case study for scheduling to a distributed set of clouds [BDM*11].

e Chapter 5 — uses a model-driven approach to provide scheduling guarantees.
The problem formulation is manipulated so it has specific structural proper-
ties. Problem formulations with specific structural properties provide guaran-
tees with respect to solution quality. In this case, we use the greedy algorithm
to solve the scheduling problems [BDM™14]. In these works, we demonstrated
through simulation our novel scheduling formulations. The results indicate that
for an exponential distributed workload, the greedy algorithm produces more
schedules with close to optimal revenue versus schedules with guaranteed rev-

enue.
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e Chapter 6 — presents experiments and works with feedback and utility as ap-
plied to computing systems. A taxonomy is presented which categorizes feed-
back with utility, along with a description of the PID controller, autonomic
controllers, and Kalman filters. This work describes control based strategies
using Kalman filters and stochastic modeling, these novel approaches provided
insights for predictive admission control. This work further describes how feed-
back and utility can be applied with scheduling and where it is applicable in
the cloud paradigm.

e Chapter 7 — presents Yakkit, a case study that investigates the use of an inter-
cloud overlay network (iCON). The overlay provides support for a distributed
data structure and an interface for searching and message passing algorithms.
This work investigates how an overlay could potentially make inter-cloud com-
munication ubiquitous. This work was published in the 2011 CASCON Pro-
ceedings [DLM11].

e Chapter 8 — presents RIGI cloud, a test bed for cloud experiments and explor-
ing scheduling/control scenarios. A scheduling and testing framework is pre-
sented to boot and execute virtual infrastructure for experiments. This work
extended previous work on providing an autonomic grid management system
which was published in Software Engineering for Adaptive and Self-Managing
Systems (SEAMS 2007) [DMO07]. We demonstrated this work at CASCON
(2010) as a cloud cluster queue in which we match virtual worker-node resources

dynamically to the user workload queued on the head-node.

9.3 Future Work

Cloud computing is still a growing field with plenty of opportunities to conduct re-
search. In particular, more research to integrate scheduling and control systems,
along with the identification of autonomic patterns (i.e., natural balances of comput-
ing components in their environment). Moreover, we need more research on economic

benefits and payment systems.

We have implemented a prototype of the iCon framework (cf. Chapter 7) on
Amazon’s EC2. Using this service we can manually add and remove applications

from the overlay. In the future we plan to use the overlay to manage our Yakkit
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applications as part of our business infrastructure for Yakkit Media Corporation Inc.
This management infrastructure will likely be able to take advantage of most of the
research results of this dissertation to be competitive in providing a series of mobile

login-less context based social messaging applications.
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