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ABSTRACT

Due to the high measuring cost, the monitoring of power quality is non-trivial.
This work is aimed at reducing the cost of power quality monitoring in power net-
works. Using a real-world power quality dataset, this work adopts a learn-from-data
approach to obtain a device latent feature model, which captures the device behavior
as a power quality transition function. With the latent feature model, the power
network could be modeled, in analogy, as a data-driven network, which presents the
opportunity to use the well-investigated network monitoring and data estimation al-
gorithms to solve the network quality monitoring problem in power grid. Based on
this network model, algorithms are proposed to: 1) intelligently place measurement
devices on suitable power links to reduce the uncertainty of power quality estimation
on unmonitored power links, 2) estimate the power quality in unmonitored segments
of a power network, using only a small number of measurement points, and 3) identify
a potential malfunction device in the network.

The meter placement algorithms use entropy-based measurements and Bayesian
network models to identify the most suitable power links for power quality meter
placement. Evaluation results on various simulated networks including IEEE distri-
bution test feeder system show that the meter placement solution is efficient, and

has the potential to significantly reduce the uncertainty of power quality values on



v

unmonitored power links. After deploying power quality meters on selected links, a
MaxEnt-based approach is presented to estimate the power quality on the unmoni-
tored lines. Compared to other existing methods such as MCEM, the MaxEnt-based
approach is much faster while maintaining similar estimation accuracy. Convergence
time of the MaxEnt algorithm is particularly important when the network size in-
creases and we need to do the estimation in real time. Finally, using readings from
our metered locations, we propose a prediction model that derives an acceptable de-
vice behavior to identify a potential malfunction device in the power grid. Simulation
results show that our predictive model accurately detects the malfunction devices
in the power network and can be used to make proper recommendations of device

maintenance and replacement.
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Chapter 1

Introduction

1.1 Why Power Quality Monitoring?

Electrical power networks are one of the critical infrastructures of our society. Due
to our high dependence on electricity, the issue of reliability in electric networks has
become a core research interest in the area of smart grid [3]. Reliability evaluation of
power grid, however, is challenging due to the existence of multiple electric utilities
and the potential of cascading failures of power distribution systems [4-7]. One of the
most influential factors impacting the reliability and energy saving of power networks
is the power quality delivered to, and experienced by, critical electric equipment. Poor
power quality, such as voltage sags/swells, harmonics, fast impulses etc, may lead to
power outage and service interruptions. Service unavailability caused by power losses
is a serious problem for many companies and organizations, e.g., it may result in a
significant revenue loss for Internet service providers or even loss of lives in hospitals.
To improve the reliability of power networks, organizations and large companies (e.g.,
Google data centers) adopt smart microgrid, and closely monitor the power quality
in different segments of the microgrid. Hence, the monitoring of power quality is a
crucial component of assessing and maintaining reliability in power grids.
Monitoring power quality, however, is not an easy task. Since the power measure-
ment devices [8,9] are expensive, it is financially impractical to monitor every segment
of a power network. The overhead of interconnecting these power meters and devel-
oping the power management system further increases the cost. In addition, in many
cases direct monitoring of power quality is difficult, e.g., it is hard to install smart

meters after power lines were sealed in hard-to-reach areas in a building. We identify



various research challenges in power quality monitoring.

1.2 Open Challenges

In order to effectively monitor the power quality in the smart grid, this work is

intended to tackle the following challenges.

1. Given a fixed number of available power meters, which grid segments should be
selected for monitoring such that power quality can be inferred as accurately
as possible in the remaining unmonitored segments of the network? A relevant
research problem is to design a mechanism that calculates the optimal number

of meters required to achieve an acceptable level of network reliability.

2. Based on a limited small number of monitored points in a power network, how
can we effectively estimate the power quality of other unmonitored segments of
the network?

3. Based on readings from our meters installed in the power grid, how can we

accurately detect a potential malfunction device?

As a first step to tackle the above challenges, the probabilistic calculation of power
quality values on unmonitored links requires the behavior (latent feature) of each
device to be known. We represent the latent feature of a device as a transfer function
which is usually estimated through physical modeling or through the assessment of
historical power monitoring data. Using a real-world power quality dataset, we show
that historical data can be used to capture the latent features of a device. Our device
latent feature model is presented in Chapter 3.

With devices’ latent features captured, we in the second step introduce a network
model of the smart microgid as a data-driven network, in analogy, where we represent
the electrical components as network nodes, power links as data links, flow of power
as data flow on the links, and the power flowing through links as numeric data. The
power quality estimation problem can then be modeled as an optimization problem of
missing data estimation in a data network. This problem transformation significantly
simplifies the complexity of the power grid network; it also gives us the opportunity
to use the well-investigated network monitoring and data estimation algorithms to
solve the network quality monitoring in power grids. Chapter 4 presents the proposed

data-driven network model of a power grid.



Finally, using our network model, we propose various algorithms to tackle the three
challenges we identified in this section. In the next section, we detail the identified

challenges and summarize the solutions we propose to solve each challenge.

1.3 Proposed Solutions

In this thesis, we identify three research problems related to smart meter placement,
power quality estimation, and detection of a malfunction device in the power network.

Summary of our proposed solutions for the three research challenges is as follows.

1.3.1 Power Quality Estimation using Maximum-Entropy Ap-

proach

The reliability evaluation of enterprise-level power microgrid seems to be much sim-
pler compared to the large-scale power grid which is notoriously difficult due to the
existence of the multiple electric utilities and the cascading failures of power distri-
bution systems [4]. Nevertheless, to tackle the practical challenges, the power quality
and operational status of electric devices in the micogrid must be monitored and
recorded. On the other hand, due to financial and other practical issues, not all de-
vices in the network can be monitored. We need to tackle the following challenge:
based on a limited small number of monitored points in a power network, how can we
effectively estimate the power quality of other unmonitored segments of the network?

We propose to use a MaxEnt [10] approach to power quality estimation. The basic
idea of MaxEnt is that out of all probability distributions consistent with a given set
of constraints, we should choose the one that has the maximum uncertainty to be
the estimated power quality values. Intuitively, the principle of MaxEnt implies that
we should make use of all the information that is given and avoid making (biased)
assumptions about information that is not available.

The MaxEnt approach is built on the top of our network model which gives us
the opportunity to use existing data estimation techniques used in the data networks.
The problem of estimating power quality is modeled in such a way where we effectively
get the benefit of MaxEnt approach to correctly estimate the power quality values
at unmonitored links. We solve the formulated MaxEnt problem and validate its
effectiveness and efficiency with a simulated microgrid system. Compared to other

existing methods such as MCEM, the MaxEnt-based approach is much faster. The



proposed MaxEnt-based approach is presented in Chapter 6 and has been published
in [11].

1.3.2 Intelligent Meter Placement using Bayesian Network,
and Conditional Entropy-based Approaches

Power quality meters are being deployed to monitor the power quality in the power
grid network. Power quality meters are expensive devices [8,9] and it is impractical
to monitor the power quality at every segment in the power grid network. Instead,
power quality in unmetered grid locations must be inferred given data obtained from
the measured locations. The research question arise is where to place the meters in
the power grid network?

We propose an iterative approach for identifying network segments suitable for
power meter placement. During each iteration of the algorithm we identify in a
greedy manner the network segment that suffers from the most unpredictable power
quality given the meters deployed so far. We then deploy the next power meter at
that location.

A relevant challenge here is to identify the optimal number of meters to reduce
the uncertainty and hence the overall reliability of the network to an acceptable
level. Formally, we tackle the problem of how to design a mechanism that calculates
the optimal number of meters required to reduce the uncertainty of power quality in
the power grid to an acceptable level? We propose to model the above issue as an
optimization problem to minimize the number of meters while maintaining the desired
level of network reliability.

For above two problems, the detailed problem definitions, the proposed solutions,
and results from an experimental study are presented in details in Chapter 5. The
Bayesian network-based solution has been published in [12] while the conditional
entropy-based solution is accepted for publication in [13]. A patent [14] covering the

proposed meter placement methods has also been granted.

1.3.3 Detecting a Malfunction Device using Our Prediction
Model

The main objective of this work is to reduce the cost of power quality monitoring

while ensuring the reliability of the power grid network. The two research problems



discussed above address how to accurately estimate the state of the network. This
information could be used to avoid device failures. We need to propose a model that
could accurately detect any significant change in the normal behavior of a device. By
doing so, we would be able to raise an alarm and make recommendations for the device
maintenance or possible replacement before the device significantly compromise the
reliability (in terms of power quality) of the power grid. The research question is:
how to detect a potential malfunction device in the power network based on available
power quality readings.

To address the challenge, using the power quality readings from the monitored
links, we propose statistical measures that accurately detect a potential malfunction
device in the power network. Our proposed solution and the simulation results of its

accuracy evaluations are presented in Chapter 7.

1.4 Existing Solutions to Power Quality Monitor-
ing

The existing solutions are divided into two categories: 1) meter placement, and 2)
power quality estimation. The meter placement problem is related to optimal sen-
sor/PMU placement. There is a great body of work on sensor, and PMU placement
solutions [27-47]. These solutions are targeting specific applications/areas in the
power systems (detailed in Section 2.3.4). Nevertheless, we have not seen any work
on studying optimal meter placement problem in the context of network-wide power
quality estimation. Further, there are three major differences between our work and

the existing PMU placement solutions.

1. We focus on distribution networks at the enterprise level (e.g., a university

campus).
2. Our method is data driven and is based on statistical machine learning method.

3. The existing PMU placement algorithms address the problem of estimating
network states and do not consider power quality estimation explicitly. Further,
each PMU solution targets a specific problem in the power network (detailed in
Section 2.3.4) and hence the objective function and problem parameters (e.g.,
phase angle) are different. In other words, these solutions are mathematically

different from the meter placement solutions we proposed in this thesis.



The power quality estimation problem was addressed in [15] using the EM algo-
rithm. Compared to the EM-based algorithm, our proposed MaxEnt solution signifi-
cantly improves the running time while maintaining the accuracy of the power quality
values estimated. The running time is particularly important when the network size

becomes larger and the power quality needs to be estimated in real time.

1.5 Contributions

The proposed thesis work investigate various algorithms to tackle our three research
challenges in the area of power quality monitoring in power grid. As the first step
to tackle the above challenges, we represent a device latent feature model used to
capture the behavior of the devices in the power grid. With devices’ latent features
captured, we in the second step introduce a network model of the smart microgrid
as a data-driven network. This problem transformation significantly simplifies the
complexity of the power grid network; it also give us the opportunity to use the well-
investigated network monitoring and data estimation algorithms to solve the network
quality monitoring in power grids.

Our latent feature and network models are detailed in separate chapters in this
thesis. Using the network model, we propose various algorithms to tackle the three

challenges and make the following three major contributions.

1. Power Quality Estimation: A MaxFEnt-based approach to power quality

estimation. The proposed solution is presented in Chapter 6.

2. Intelligent Meter Placement: An intelligent entropy-based algorithm and a
Bayesian network-based approach to solve the meter placement problem. The
proposed meter placement algorithms and their detailed evaluations are pre-

sented in Chapter 5.

3. Malfunction Device Detection: Based on statistical measures, we propose a
prediction model to detect a potential malfunction device in the network. Using
the inferred and actual PQ values by meters we placed using our intelligent
meter placement algorithms. The proposed model with its simulation results is

presented in Chapter 7.



1.6 Thesis Outline

The rest of the thesis is organized as follows. Chapter 2 provides review on power
quality in smart grid and discusses the available literature related to our proposed
work. The proposed device latent feature model is presented and evaluated on a real
dataset in Chapter 3. Our network model of the power grid is presented in Chapter 4.
Based on the proposed network model, we build various algorithms to address the
identified research issues. In Chapter 5, we propose algorithms that intelligently place
the power meters on high information locations in the power grid. The research issue
of estimating power quality values on unmonitored links is investigated in Chapter 6.
In Chapter 7, based on the known power quality values from our proposing algorithms,
we present a prediction model that detects a potential malfunction device. The thesis

in concluded and the possible future extensions are discussed in Chapter 8.



Chapter 2

Background and Related Work

Due to our high dependency on electric power, reliability of power networks has
become critically important. A variety of hardware and software tools for measuring
and monitoring the power quality are available. Before we detail the cutting-edge
research work in the area, we first discuss the most important causes of power quality

problems.

2.1 Main Causes of Power Quality Problems

2.1.1 Voltage Sags/Swells

The voltage sags are brief reductions in voltage while the voltage swells are brief
increase in voltage level which may last for a period of 0.5 cycle to a few seconds.
Voltage sags are caused by faults, sudden increases in loads or device impedance,
short circuits or faults. Causes of voltage swells are an abrupt reduction in load on a
circuit or a damage in neutral connection. Sag or swell is the largest cause of problems
from the utility side. Sags or swells can occur in the power distribution network or
at the point of use. These types of disturbances can lead to loss of production or
electronic device failures. Measurement devices being used should be able to detect
these events. A standard reference for measuring the power quality events largely
used by industry is the CBEMA (also known as I'TI Council profile) curve [16]. Power
quality monitoring devices use the ITT curve as a reference to highlight if the voltage

events may result in any potential problem.



2.1.2 Harmonics

A harmonic is a periodic, integer multiple wave of the fundamental frequency. They
are caused by non-linear electric loads. Technically, voltage harmonics are caused
by the combination of line impedance and current with a frequency other than the
fundamental frequency. Harmonics in power grids are the main cause of power quality
problems. A lot of harmonics in the power systems can cause malfunctioning or
damage to the electric devices. Power quality measurement devices use the technique

of Fourier Analysis to detect the magnitude and frequency of voltage harmonics.

2.1.3 Interharmonics

Interharmonics are distortions in the current or voltage wave-forms. They are different
from ordinary harmonics in that it refers to voltages or currents having frequency
components that are not integer multiple of the fundamental frequency. They can be
found in networks of all voltage classes. They can affect power-line carriers, lighting,
computer displays, heating of transformers and motors, miss-operation of electronic
devices etc. However, due to their small amplitude and uncertain frequency, they are
difficult to detect.

2.1.4 Transients

Transients (also known as surges or spikes) are momentary changes in voltage or cur-
rent that last for a very short period of time. The interval is usually less than 1/16"
of a voltage cycle or about 1 milliseconds. The typical duration of voltage transients
is 50 microseconds while the duration of current transients is 20 microseconds. Tran-
sients can come from external sources as well as from within the system. The external
sources include lightning, switching of facility loads, poor or loose connections in the
distribution system, opening/closing of disconnects, tap changing on transformers,
and environmental changes. The main culprits within the system causing transients
include device switching, arcing, static discharge, and adding or removing loads. If

left unchecked, transients can lead to device degradation over time.

2.1.5 Other Causes

As discussed earlier, the life time of electric/electronic devices is dependent on the

electric power quality. There are many other causes which effect the power quality in
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the electric network. In order to improve the reliability of the electric power network,
the causes of the power quality problems need to be addressed. Some of the main

other causes are as follows.

Over/Undervoltage

When the Root Mean Square (RMS) value of the voltage in a power system raises
above 110% for a duration of greater than 1 minute, it is classified as an over-voltage.
It happens when the system is either too weak to support the desired voltage or the
voltage controls are sufficient. They are usually the result of switching off a large
load. The over-voltage is usually protected using bulk capacitors.

An under-voltage is a decrease in the RMS voltage value when it falls under 90%
of its original level for a duration of greater than 1 minute as classified by the CBEMA
curve [16]. Its causes include overload circuits, load switching, and capacitor bank
switching off. Under-voltages may result in premature shutdown of circuits, loss of

important data, restart of electronic equipment.

Sustained Interruptions

It is a decrease in the voltage level to zero for a period of more than 1 minute as
defined by IEEE standard [2]. They are often permanent in nature which requires
manual intervention to restore the system. This type of interruptions are due to
permanent faults caused by storms, equipment failures, trees striking lines, and other
environmental factors. If not tackled on time, these faults may result in a complete

shutdown of the facility.

Voltage Unbalance

It is defined as the largest difference of the RMS voltage value (or phase angles) on a
line from its average value. It is quantified in terms of ratios of the negative and zero
components to the positive sequence. Voltage unbalance is usually caused by uneven
distribution of voltage between the phases of an n-phase (usually 3-phase) system.
It may also caused by mismatch of the impedance of a transformer, a blown fuse, or
a bad capacitor. The problem may cause premature equipment aging, power supply

ripple, insulation degradation, decrease in mean time between failures.
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Frequency Variations

Frequency variation is the deviation of fundamental frequency from its nominal value.
The size and duration of the frequency shift is dependent on the load characteristics.
It is usually caused when a large load is disconnected or when a large power generator
goes off-line. Tt can cause data loss, device crash/damage, or erratic operation in the

electronic system.

2.2 Classification of Power Quality Disturbances

It is a known phenomena that when a power system is disturbed either by a short cir-
cuit, sudden increase in load, or any other relevant cause, the balance of energy is dis-
turbed. During the disturbance, energy exchange between the electric and magnetic
fields occurs which deviates the wave-shapes of voltages and currents in the power
system. This electromagnetic phenomena is standardized by two leading knowledge
bodies in the field by standards: 1) IEC/TS 61000-2-5; and 2) IEEE Std. 1159-1995.

2.2.1 The IEC Classification

The IEC classifies various phenomena that cause electromagnetic disturbances through
their standard IEC/TS 61000-2-5 [1]. These disturbances can reach the equipment ei-
ther by conductive or radiative coupling pathways. When there is a physical pathway
between the source of emission and the affected device, it is a conductive coupling.
On the other hand, radiative coupling occurs when there is no physical pathway but
the emission propagates through electric and magnetic fields. Based on couplings and
relative frequencies of the disturbances, IEC classifies the electromagnetic phenomena

into six categories as shown in Table 2.1.



Table 2.1: Categories of the electromagnetic disturbance phenomena [1].

1. Conducted low-frequency phenomena

e Harmonics, interharmonics
e signaling systems
e Voltage fluctuations
e Voltage dips and interruptions
e Voltage unbalance
e Power frequency variations
e Induced low-frequency voltages
e DC in AC networks
2. Radiated low-frequency field phenomena
e Magnetic fields
e Electric field
3. Conducted high-frequency phenomena

e Directly coupled or induced voltages or currents
e Unidirectional transients

e Oscillatory transients

4. Radiated high-frequency field phenomena
e Magnetic fields

e Electric fields

e Electromagnetic fields
5. Electrostatic discharge phenomena (ESD)

6. High-altitude nuclear electromagnetic pulse (HEMP)

12
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Table 2.2: Characteristics of the EM phenomena [2].

. Spectral . Voltage
Categories Content Duration Magnitude
1. Transients
(a) Impulsive
i. Nanosecond 5-1s rise < 50 ns
ii. Microsecond 1-ps rise 50 ns - 1 ms
iii. Millisecond 0.1-ms rise > 1 ms
(b) Oscillatory
1. Low frequency < 5 kHz 0.3 — 50 ms 0 — 4 per unit
ii. Medium freq. 5 — 500 kHz 20 s 0 -8 pu
iii. High frequency 0.5 - 5 MHz 5 s 04 pu
2. Short-duration RMS varia-
tions
(a) Instantaneous
i. Sag 0.5 — 30 cycles 0.1 -0.9 pu
ii. Swell 0.5 — 30 cycles 1.1 - 1.8 pu
(b) Momentary
i. Interruption 0.5 cycles — 3 s < 0.1 pu
ii. Sag 30 cycles — 3 s 0.1 -0.9 pu
iii. Swell 30 cycles — 3 s 1.1 -14 pu
(¢) Temporary
i. Interruption > 3s— 1 min < 0.1 pu
ii. Sag > 3 s— 1 min 0.1 -0.9 pu
iii. Swell > 38— 1min 1.1 - 1.2 pu

Continued on next page
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. Spectral . Voltage
Categories Content Duration Magnitude
3. Long duration RMS varia-
tions
(a) Interruption, sustained ~ 1 min 0.0 pu
(b) Under-voltages ~ 1 min 0.8~ 0.9 pu
(c) Over-voltages > 1 min 11-1.2 pu
(d) Current overload ~ 1 min
4. Imbalance
(a) Voltage steady state 0.5 2%
(b) Current steady state 1.0 - 30%
5. Waveform distortion
(a) DC offset steady state 0-01%
(b) Harmonics 09 kHz steady state 0-20%
(c) Interharmonics 0 — 9 kHz steady state 0-2%
(d) Notching steady state
(e) Noise broadband steady state 0-1%
6. Voltage fluctuations < 25 Hz intermittent 0.1 -7%
7. Power frequency variations <10 s + 0.10 Hz
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2.2.2 The IEEE Classification

The IEEE puts efforts to standardize power quality terminology to allow the parties
involved in to have standard and consistent terms. The IEEE standard 1159-1995 [2]
provides a classification of power quality events. The various power quality events
are classified into seven general categories. The classification is based on event char-

acteristics such as spectral content, duration, and magnitude as shown in Table 2.2.

2.3 Related Work

Power quality is a crucial component of power system reliability. Poor power quality
may lead to service interruptions. To improve the reliability of power grid networks,
power quality measurement devices are being deployed to closely monitor the power
quality on underlying power links. As discussed, it is not feasible to monitor every
segments of the network. Instead we propose to 1) intelligently place the monitoring
devices on selected network segments; and 2) estimate the power quality on unmoni-
tored links base on the known information from the monitored links.

We also address the relevant research problems such as 1) how many meters are
required to achieve the desired level of network reliability; and 2) based on reading
from the monitoring devices, how to accurately identify a malfunctioning device that
degrades the power quality in the power system. This section covers the research
work relevant to our proposed solutions addressing the above identified problems.
We classify the existing research (and available techniques) related to this work in

the following categories.

2.3.1 Classification of Power Quality Events

There are many approaches to the problem of classifying the power quality events.
Typically, power quality is assigned a label based on the magnitude and duration
of the electromagnetic phenomena (e.g., voltage sag or swell). Electrical utilities
typically report a SARFI index which is essentially a count of the number of times
the magnitude and duration fall below (or above) a threshold. The IEEE and IEC
also have their standards for classifying individual power quality events [1,2]. These
standards are detailed in Section 2.2. We use a discrete classification system in this
work, similar to that described in the IEEE standard [2].



16

2.3.2 Power Reliability

The industry standard practices for electric power reliability in networks focus on
measures such as mean time between failure, reliability, and availability as defined
by the IEEE Gold Book [17]. Some of these aspects are discussed in [18] and a
mathematical model to assess the impact of these measures on power grid reliability.
Another similar evaluation model was proposed in [19] that includes the failure rate,
failure frequency and average outage duration as reliability indices. Another analyt-
ical formulation [20] was proposed recently that evaluated the distribution system
reliability indices based on telecontrol and islanding. The measures proposed in the
IEEE Gold Book [17] are theoretical values, measured or calculated for components
and networks operating under standardized conditions. They serve as methods for
comparison but are not intended as predictive tools for networks that operate in
realistic environments with varying temperature, humidity, load, and power quality.

Further, it is known that there exists a relationship between power quality and
the lifetime and performance of components [16]. For an effective evaluation of power
reliability, we need to accurately estimate power quality, which motivates the meter

placement, and power quality estimation problems studied in this work.

2.3.3 Power Quality Estimation/Improvement

There have been recent studies to improve the electric power quality. In [21], a proac-
tive approach was introduced to identify bad power quality events before they become
a concern to end-users. The approach determines voltage threshold limits to deter-
mine if a potential voltage problem exists. Another recent study [22] uses genetic
algorithm to estimate the harmonic states of the power network. The methodology
was shown to be effective for estimating voltage and current state variables. A sec-
ondary control scheme is proposed in [23] to enhance the voltage quality of sensitive
load bus in microgrids. Historical data-driven approaches were presented in [24,25]
to estimate the state of power system using EM and Bayesian estimations. Another
recent work [26] proposed a transient state estimator to detect losses due to poor
power quality. The estimator was validated on a test system to detect the pres-
ence of voltage sag/dip. Another estimator was proposed in [27] that improves the
power consistency by identifying angle biases and current scaling errors using phasor-
measurement based state estimator. A PMU deployment algorithm for network state

estimation was recently presented in [28].
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We use data estimation techniques to propose our power quality estimation solu-
tion (see Chapter 6). A short description of the EM and MaxEnt algorithms used in

our work are as follows:

The Expectation Maximization (EM)

EM is a general approach to iterative computation of maximum-likelihood estimates
when the observations can be viewed as incomplete data. Since each of the iteration
of the algorithm consists of an expectation step followed by a maximization step, the
algorithm is named as the EM algorithm. The successive iterations always increase

the likelihood and the algorithm converges at a stationary point.

Maximum-Entropy (MaxEnt) Estimation

MaxEnt solves convex optimization problems of the form,
n

maximize g(7¥) = — Z x;log x;
i=1

subject to A¥ <c, B =1,

where Z € [0,1]™ is the optimization variable, A € R™*" and B € R™™ are

problem parameters; and 1 is a vector with all 1’s.

2.3.4 Meter Placement

There is a great body of work on the optimal sensor deployment problem [29]. The
meaning of sensors is broad, including any measurement/monitoring devices. In the
context of power networks, optimal deployment of PMU has been studied [30]. An-
other work [31] shows that adding few extra PMUs could improve the bad data
detection in the network state estimation. A relevant work addressing the problem of
distribution system state estimation was proposed [32] to minimize the state estima-
tion errors. The optimal PMU placement and its communication infrastructure was
designed [33] to address the problem of state estimation. A procedure finding the op-
timal trade-offs between PMUs and metering devices for distribution state estimation
was investigated in [34]. Using integer-programming and NP-approximation, the up-
per bound on the number of PMU was estimated in [35,36]. Multiple access schemes

for smart metering are studied in [37]. The PMU placement has been studies for



18

various applications in power systems [38]. Some state-of-the-art PMU deployment

solutions targeting specific applications/areas in the power systems include:

—_

. preventing against state and topology attacks [39],
2. electric appliance state monitoring [40],

3. error control using Belief propagation [41],

4. wide-area monitoring [42], and

5. phase identification [43].

Finally, the popular PMU placement techniques/algorithms proposed in the liter-
ature include exhaustive search [44], convex relaxation [45], graph-theoretic [46],
information-theoretic [47], reduced bounded error [48], and software defined networks-
based PMU placement [49]. Nevertheless, we have not seen any work on studying
optimal meter placement problem in the context of network-wide power quality esti-
mation. Further, there are three major differences between the existing PMU place-

ment algorithms and our algorithm.

1. We focus on distribution networks at the enterprise level (e.g., a university

campus).
2. Our method is data driven and is based on statistical machine learning method.

3. The existing PMU placement algorithms address the problem of estimating

network states and do not consider power quality estimation explicitly.

2.3.5 Fault, Failure, and Instability Detection
Cascaded Failure Detection

The modern electric infrastructure is passing through a transition to the smart grid.
Concerns about security and vulnerability regarding cascaded failures due to the com-
munication and control challenges have been raised. Very recently, a comprehensive
evaluation of the existing DC power flow based cascading failure simulator, and tran-
sient stability analysis based models was conducted [50]; important consistency and

discrepancy analysis between the two approaches was provided. The study suggested
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that comprehensive control policies and preventative techniques like early warning
signals could be further developed to tackle the challenge. A relevant study on cas-
caded failures in smart grid was conducted in [5]; a distributed generation model was
proposed to reduce the likelihood of cascaded failures. Another recent study demon-
strated the dependence between the communication and power grid nodes; It was

also demonstrated that these dependencies could lead to cascaded failures [7].

Voltage Instability Detection

We review the latest literature on the voltage instability detection. In [51], a sec-
ondary voltage control scheme scheme was proposed that can help maintain the volt-
age profile of the system at acceptable level. The voltage control scheme is based on
synchrophasor measurements. Another approach [52] used the eigen-decomposition
technique for decoupling the network into single-node, single-branch equivalent cir-
cuits. The decoupled circuits were analyzed for tracking the modes of voltage collapse
and for identifying areas vulnerable to voltage collapses. An overvoltage prevention
scheme [53] was designed for photovoltaic power systems. The proposed method is
based on predicting the active power limit using the dynamic Thevénin equivalent
technique. A prototype plug adapter [54] was developed that measures the voltage
and frequency at home-outlets, sends the data to a central server for further evalua-
tion. This approach could be used for voltages monitoring in the grid when no other
smart-metering infrastructure exists. A recent study [55] proposed a control strategy

for the voltage and frequency fluctuation due to renewable integration in the grid.

Fault Location Detection

The goals of a smart power grid include improving the reliability, and quality of
power supplied to its users. In order to achieve these goals, automated fault detec-
tion and identification mechanisms are being proposed. A fault location algorithm [56]
for underground cables was developed. The distance to the fault was estimated in
terms of the line impedance data from power quality monitors. A similar fault de-
tection method [57] based on injecting a high frequency (A-Band) current signal into
the grid was proposed to determine changes in the impedance characteristics. Mea-
suring the transient information, a machine-learning method [58] was proposed to
estimate the fault location for hybrid (an overhead line combined with an under-

ground cable) transmission lines. Using the topological hierarchy as a probabilistic



20

dependence graph, the phasor angles of the buses across the grid were modeled as
Gaussian Markov random field to propose fault localization algorithms [59,60]. Us-
ing offline-date collected from intelligent electronic devices installed throughout the
power system, existing fault detection methods were evaluated [61]. Recently, us-
ing hidden Markov model of real-time frequency and voltage variation, a data-driven

approach [62] was presented to detect fault location in the power grid network.

Power Quality Disturbance Detection

With the advancements in smart grid technologies, and due to the appearance of new
components that are sensitive to power disturbances, the concern/demand about
power quality is increasing. Power quality meters with new capabilities are being
designed. In [63], a low-cost digital PQ measurement device was proposed. Its ca-
pabilities include arc-fault detection, voltage transient event detection, current drop
pattern recognition, phase fundamental frequency, RMS values, and power. Addi-
tional algorithm optimization, and and real-life experiments are required to further
improve the proposed design and its underlying algorithms. In a different study,
taking advantage of data collected from large-scale PMU deployments in China, a
low-frequency oscillation-based solution [64] was proposed to detect the disturbance
source. Using the frequency and voltage derivatives characteristics, a wavelet-based
disturbance analyzer [65] was proposed for wide-area monitoring. In a different but
related study [66], a new power quality index (PQI) was proposed for monitoring
and regulating the power quality in distribution systems. Recently, a power quality

disturbance classification method [67] was proposed.

Overcurrent, and Transient Instability Detection

Real-time data from PMUs is widely being used in reliability assessments/improvements
of modern power systems [68]. In a recent study [69], using phasor measurements,
an entropy-optimization solution was proposed to efficiently identify the power line
outages in power grids. Another synchrophasor-based system [70] was designed to
predict and mitigate transient instabilities in wide-area power systems. Another rele-
vant scheme [71] was developed for distributed networks to protect against overcurrent

on the power lines.
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2.3.6 Bayesian Inference

We use Bayesian inference to identify high information locations for deploying smart
meters (detailed in Chapter 5). The Bayesian inference methods are helpful in provid-
ing the new estimates of the PQ values on unmonitored links given evidences obtained
from the metered locations. Bayesian inference is a general and well-investigated disci-
pline which has applications in a wide range of fields. Several algorithms are available
to address specific problem in this domain. For the problem of meter placement, sev-
eral message passing algorithms could be used to help determine the optimal meter
placement. We chose the belief propagation or sum-product algorithm [72] since it
is well understood, has been shown to work for general topologies [73] including tree

networks, and has software libraries available to the public.
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Chapter 3

Capturing the Latent Features of

Power Devices

3.1 Introduction

The objective of this work is to reduce the cost of power quality monitoring by
intelligently placing power quality meters on selected links in the power network.
After deploying limited number of meters, we should be able to estimate the PQ
values on unmonitored links as accurately as possible. A candidate link for meter
placement is the one whose power quality is the most uncertain. The challenge here
is how to identify the most uncertain links. Clearly, the PQ values on any power link
are dependent on the physical characteristics of the electric devices. For example,
the power quality at the output link of a UPS is more predictable than that of a
switch. Hence, we need to know the behavior of each device in the network. We call
the behavior of a device its latent feature or simply a transition function, which is
usually estimated through physical modeling or through the assessment of historical
power monitoring data.

In this chapter, we first introduce a latent feature model to capture the behavior
of electric devices in the power network. Using a real power quality dataset, we
then demonstrate that the historical data can be used to capture the latent features
of a device. We use k-fold cross-validation technique to measure the accuracy of
latent features we obtain using our dataset. Experimental evaluations show that the
captured latent features are consistent. The latent features (or transition functions)

are then used to propose our meter placement algorithms.
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Figure 3.1: Latent feature model of a device d where the two circles represent the
power quality meters at input and output of a node d; the matrix inside the node d
represents the transition function of the node.
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Figure 3.2: Graph network of the power quality meters installed in a power network.
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3.2 The Latent Feature Model

The latent feature model is basically a mechanism for capturing and mathematically
representing the behavior of a device. We capture this behavior by monitoring the
input and output links of electric devices and representing it as a transition function.
A transition function (f(d)) of a device d is the matrix consisting of real values
representing the probabilities that a power quality input ¢, is mapped to another
power quality ¢, at the output link of a device d. Figure 3.1 shows the proposed
latent feature model we use to capture f(d). We use a real-world power quality
dataset collected for a period of over 4 years to capture the latent features of various
electric devices. The latent feature f(d) is then used to estimate the power quality

at unmonitored power links in the power network.

3.3 Power Quality Dataset

Our power quality dataset was collected at an enterprise power network for a period of
four years. For privacy and security reasons, the physical network structure/diagram
is omitted. Instead, we represent the topology/positions of the installed power quality
meters via a graph network as shown in Fig. 3.2. There are a total of 10 power quality
meters (numbered from m; to myg) installed. Each meter reported the power quality
events (sag/swell, transient, etc.) to the data collection server via Ethernet network.
It is important to mention that we currently do not consider power transmission
network, which is large-scale and may involve multiple utilities across a country,
but only focus on power distribution network at the enterprise level, e.g., university
campus. Hence, we collect the power quality dataset at an enterprise network located
at the distribution level. The network is using a standard three-phase distribution
system. Devices of varying loads are using this network, including electric vehicles
and large motors. Three-phase transformers with four-wire output are used for 120
volt service. Table 3.1 shows the number of events reported by each power quality
meter while the positions of the meters are shown in Fig. 3.2.

The original power quality events reported by our power quality meters carry

detailed information where some of the reported attributes are not directly relevant

*The power quality meters in our data collection network were configured to report only bad
power quality events. Therefore, the frequency of the nominal voltage events (PQ class c¢14) is 0.
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Table 3.1: Frequency table showing the number of events generated /reported by each
power quality meter.

Meter ID

10

No. of Events

1705 | 629

756 | 764

777 | 282

309

180

44 | 657

Table 3.2: Frequency table showing the number of events classified as IEEE power
quality class (¢;).

Power Quality Class

(&1 Co C3 Cy Cs Ce Cr | €8 | Cg | Cip | C11 | C12 | C13 | C14
o O | 3056 | 738 | 1485 | 274 | 144 354 | 10| 11| 0 | 2 | 8 | 2 | 19 | 0°
vents
Table 3.3: Sample events from the dataset collected.

Event | Node | Duration | Magnitude .

D ID (seconds) (volts) Severity | Phase Type

119 5 0.02 292 3.19 V1 Transient

338 6 1.002 147 47.1 V2 Swell

763 1 0.07 84.4 1.03 V3 Sag
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Table 3.4: Power Quality Event Classification Defined by IEEE Standard 1159-

2009 [2].
PQ Voltage (% nominal) | Duration (seconds)
Class Event Type : :
Min Max Min Max
c1 Microsecond Transient 0 unlimited 0 0.001
Co Millisecond Transient 0 unlimited >0.001 0.008333
cs3 | Instantaneous Sag 10 90 >(0.008333 0.5
Cy Instantaneous Swell 110 unlimited >0.008333 0.5
Cs Momentary Interruption 0 <10 >(.008333 3
Ce Momentary Sag 10 90 >0.5 3
c¢7 | Momentary Swell 114 unlimited >0.5 3
cs | Temporary Interruption 0 <10 >3 60
cg | Temporary Sag 10 90 >3 60
cio | Temporary Swell 110 unlimited >3 60
c11 | Sustained Interruption 0 <10 >60 unlimited
c12 | Undervoltages 10 90 >60 unlimited
c13 | Overvoltages 110 unlimited >60 unlimited
c14 | Nominal Anything not covered above
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to power quality monitoring. For instance, we have a large number of branch circuit
monitors installed that log every 15 minutes. Second, due to the detailed information
content, the size of the raw dataset was about 40 GB. In order to simplify the format
and make the dataset concise and easy to analyze, we transform the reported events
into a tabular form consisting of the power quality attributes we used. As a result,
there are about 6000 power quality events recorded in the dataset. Sample events

from the dataset are shown in Table 3.3.
1. Each row in the table represents a power quality event.

2. The magnitude field represents a percentage of the nominal voltage that the
sag or swell reached at its maximum (for instance the number 84 means that
voltage is sagged to 84% of its nominal value, 147 means that it swelled up by

47% over its nominal value).

3. The severity field is a calculated statistic that combines the magnitude, duration

and class of an event to provide a ranking variable.

Using IEEE Standard 1159 [2], we classify the power quality events based on the
fluctuation of the voltage for a predefined period. There are 14 different power quality
classes defined in the standard, denoted from ¢; to cy4, respectively. Table 3.5 shows
samples of the events we classify using the IEEE standard where the power quality
class is shown in the last column of the table. The frequency of events belonging to
the IEEE power quality class (¢; to c14) is shown in Table 3.2. Description of the
IEEE power quality classes is provided in Table 3.4.

3.4 Capturing the Latent Feature/Transition Func-
tion (f(d))

Using the real-world power quality dataset, we capture the device latent feature in

three simple steps.

3.4.1 Synchronizing the PQ events

The power quality meters in our data collection network were configured to report

only bad power quality events. Therefore, the frequency of the nominal voltage events



Table 3.5: Sample events classification using IEEE Standard 1159 [2].

e | Start Time | Purtien | Mesnide | EEE bt
4 733051.9385 | 0.00065 127 c1
4 733052.9522 | 0.00754 146 Co
8 733452.0117 | 0.00013 132 c1
7 733462.7471 0.049 84 c3
6 733488.8235 1.002 147 cr
6 733569.0525 0.518 79 Cg
1 733572.9232 0.001 131 c1
7 733589.9307 0.016 82 C3
6 733724.0312 | 7105.48 30 C12
3 733724.1134 | 0.01664 233 Cy

28
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(PQ class c14) in Table 3.2 is 0. We noticed that, in some cases, there are bad power
quality events reported at some links while nothing reported by other meters at that
time instance. This happens when a device, for instance a UPS, maps a bad quality
to good quality. In such cases, we assume a nominal PQ value (PQ class c14) at the

monitored but unreported points.

3.4.2 Building frequency tables

We now put all the PQ events in a 2-dimensional array M (i, j) of events where the
first dimension of the array represents an event i in the time series while the second
dimension represents the corresponding event for each device j. We then count the
input to output PQ mappings at each device. This results in a 14 x 14 frequency
table (fr(d)) for each device d. As an example, frequency table for device dg is shown
in Table 3.6.

3.4.3 Frequency to probability mapping

Finally, the transition function is calculated by dividing every element of the fre-
quency table (fr(d)) by the sum of the row containing that element, i.e., f(d,i,j) =
fr(d,i,j)/ 2,164:1 fr(d,i, k). Here, we slightly abuse the notation by using f(d,,7) to
represent the value at the intersection of the i-th row and the j-th column in matrix
f(d). Hence, the transition function is represented with a matrix. If every element
in a row (say i-th row) of the frequency table is a 0, we assume the same probability
(i.e., 1/14) for each element in that row in the transition function, implying that no
knowledge can be learned from the dataset about the corresponding input event (c¢;)
on this device, and as such we assume the maximum uncertainty on its output events
to avoid biased estimation. Table 3.7 shows a sample transition function formulated

from Table 3.6.

3.5 Cross-validation of f(d)

We use k-fold cross-validation technique to measure the accuracy of latent features
we learned. We partition the dataset into k£ random samples of equal size. Out of
the k samples, we use k — 1 samples to generate a training transition function and

one sample to generate the test transition function. The cross-validation is repeated
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Table 3.6: A sample frequency table showing the number of events mapped from
input power quality class ¢; to output power quality class ¢; at a device ds.

Output PQ (c¢;)

1 Co C3 Cy Ce Ci4

c; | 4 16 4 2 0 113

S e 0O 0 0 0 0 1

8’ 6 | 0 0 0 0 5 32

1= T 0 0 0 0 2
o

S e |1 0 0 0 0 0

cy | 47 48 13 24 2 2122

Table 3.7: A sample transfer function captured at device ds.

having all values set to 0 are omitted.

Rows and columns

Output PQ (¢;)

1 Co Cs C4 Ce Ci4

c3 | 003 012 0.03 001 0 0.81
S |0 0 0 0 0 1.00
8’ 6 | 0 0 0 0 0.14 0.86
2 e |0 0 0 0 0 1.00
E cp | 1.0 0 0 0 0 0
cq | 002 002 001 001 0 0.94
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Table 3.8: Mean-square errors in estimated and expected probabilities of the transi-

tion functions; standard deviation in PQ values of the k-fold test data.

k-fold cross-validation

Mean-square Error

Standard Deviation

2 10 100 500 2 10 100 500

2 ] 0.008 0.012 0.023 0.027 | 437 459 499 5.04

3 | 0.012 0.014 0.028 0.032 | 461 451 486 5.86

4 | 0.014 0.017 0.031 0.036 | 4.65 4.73 482 5.04

;5 5 | 0.011 0.013 0.027 0.032 | 471 481 5.73 5.77
.8’; 6 | 0.007 0.010 0.021 0.025 | 2.62 2.89 3.07 447
8 7 1 0.024 0019 0.024 0.026 | 2.78 3.13 3.43 447
8 | 0.017 0.015 0.021 0.025 | 2.38 2.57 3.35 4.59

9 10 0.002 0.017 0.024 | 0.89 1.06 1.69 3.89

10 | 0.007  0.01 0.021 0.026 | 3.66 3.72 4.05 5.26
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k times where each of the k-samples is used exactly once for validation. The k results
are then averaged to produce a single estimation for each device.

The MSE is used to measure the variation of the validation/test function (rep-
resented as f,(d)) from its training function (represented as fi(d)). The MSE is

calculated as:

mse = ZZ | fold,i,5) — fi(d,i,5) | /(i x j).

i=1 j=1

We validate the latent features of all devices on various sample sizes. The largest
training sample size is at k = 2 where we divide the entire dataset in 2 subsets of
equal size; in this case, one subset is used to train the model while the other is used
for validation. At the other extreme, at k& = 500, the dataset is divided into 500
subsets where one of the subsets is used for validation while all other subsets are used
for training.

Table 3.8 shows the MSEs for all devices in the network with k-fold cross valida-
tion, where k is set to be different values. For each k-fold cross validation test, we
also calculated the standard deviation of the k test results. It can be seen that when
the value of k increases, the MSEs remain relatively stable with minor changes, but
the standard deviation becomes larger. This is reasonable. When k increases, the
number of samples in the test dataset becomes smaller, and the transition function
built with a small number of samples in the test dataset becomes less accurate and
leads to large variance in the test results. Nevertheless, the MSEs together with the
standard deviation indicate that the test results with different k& values do not exhibit
significant statistical differences, and the small MSE values suggest that a device
behavior (latent feature) can be captured accurately with historical PQ data from

power quality meters.

3.6 Conclusion

In this chapter, we proposed a device latent feature model which learns a device
transfer function from real data. The device transfer function is needed to estimate the

power quality values on unmonitored links in the power gird. In order to validate the
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proposed model, We used a real power quality dataset collected by Schneider Electric
Inc. in a power grid in Canada. We demonstrated that the historical data can be
used to capture the latent features of a device. The k-fold cross-validation technique
was used to measure the accuracy of latent features we obtained using our dataset.
Experimental evaluations showed that the captured latent features are consistent.
The latent features learned in this chapter are used by our meter placement algorithms

proposed in Chapter 5.
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Chapter 4

A Data-driven Network Approach

4.1 Motivation

The power network has many logical and physical similarities with data networks.
We model the power network as data-driven network which give us the opportunity
to use the well-investigated network monitoring and data estimation algorithms to
solve the network quality monitoring in power grids. The proposed network model is

described in the next section.

4.2 The Model

We model the power network as a data-driven network, in analogy, where we represent
the electrical components as network nodes, power links as data links, and the flow of
power as data flow on the links. We assign the power quality on a link at an instance
in time as a discrete class (from ¢; to ¢,,). Aligning with the meters’ sampling interval,
the time is slotted, and in every time slot, we record a power quality class of each
link where a power quality meter is installed.

Moreover, in order to simplify our model, we treat the power flow through each
node as a channel (shown in Figure 4.1). The input and output of this channel at each
node comprises n power quality classes. The probability that a power quality c, will
be “received” as ¢, at the output of the channel at each device d is represented by the

symbol pij)lcz. For each device d, we call the n x n matrix consisting of the probability
(d)
cylen

a device (subnet) having multiple inputs/outputs, a power quality transition function

values p the power quality transition function, or simply transition function. For



Figure 4.1: Power quality transition at each device d as a channel.
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is associated with each input/output pair. We represent the power quality transition

function f(d) of a device d as a matrix as

[ (a) (d) (d)
S e
fly = | Pl Pele T Fole ) (4.1)
(d) (d) (d)
L pcl‘cn pCQ‘Cn an|Cn i

(d)

where p, c
Y

_ is the probability that the input quality ¢, is received as ¢, at the output
of device d. Note that every row in the above matrix should sum to 1.

The above model significantly simplifies the network complexity of the power grid.
Using this analytical model, in the next few chapters, we propose various algorithms
for power quality monitoring and demonstrate that this model significantly simplifies
our solutions. A short summary of the proposing algorithms as applications of our

analytical model is given in the next section.

4.3 Applications

We build various applications on top of the analytical framework we proposed in this

Chapter. The applications are as follows.

4.3.1 Power Quality Estimation

Figure 4.2 shows a view of a power grid where there are different types of electrical
devices connected to each other via power links. The smart meters are also installed
on selected links. Moreover, every type of device has a power quality function which
may be unknown. We want to estimate all the power quality functions based on the
power quality values available on selected links where smart meters are installed.

In order to estimate the reliability of every device in the network, we need to
estimate the power quality function f(d;) for each device d; based on the quality
function f(s) of the subnet. It is clear that
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7o) =L £ (42

(probability that power quality ¢, will be

Our objective is to estimate p(jfl')

cyles
mapped to power quality ¢, at each device d;). In order to solve the above research
problem, we model the power network as data network which give us the opportunity

to use the already proposed data estimation techniques to solve Eq. (4.2).

4.3.2 Intelligent Meter Placement

For the meter placement problem, we propose an iterative approach for identifying
network segments suitable for power meter placement. During each iteration of the
algorithm we identify in a greedy manner the network segment that suffers from the
most unpredictable power quality given the meters deployed so far. We then deploy
the next power meter at that location. Our proposed meter placement algorithms
take advantage of our network model to calculate the uncertainty of the power quality
values on various network segments.

Similarly, we use the same network model to solve the problem of getting the opti-
mized number of meters required to achieve certain level of reliability. We formulate
this problem as an optimization problem where the objective is to reduce the number
of meters while maintaining an acceptable level of reliability. In order to calculate
the reliability (the uncertainty of power quality) on power links, we use this network

model which simplify the representation of the power network as a data network.

4.3.3 Detecting a Malfunction Device

Our third contribution is detecting a malfunction device in the power grid. Since
the model we propose to detect a malfunction device uses our meter placement algo-
rithms, the same concept of simplifying the power grid as a data network need to be
used here as well. The proposed model is using the exact PQ values from the metered
locations and inferred values from the unmetered locations in the network. A device
is considered malfunction when it consistently behaving abnormal by generating sig-
nificantly different PQ values than the expected ones. The acceptable behavior is
derived with the help of CBEMA curve.
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Chapter 5
Intelligent Meter Placement

In this chapter, we solve the meter placement problem using entropy-based measure-
ments and Bayesian network models to identify the most suitable power links for
power meter placement. To ease understanding, we list the nomenclature used in this

chapter first.

5.1 Introduction/Motivation

Monitoring power quality is not an easy task. Since the power quality measurement
devices [9] are expensive, it is financially impractical to monitor every segment of a
power network. The overhead of interconnecting these power meters and developing
the power management system further increases the cost. Therefore, we need to intel-
ligently place power quality meters on selected power links to reduce the uncertainty
of power quality estimation on unmonitored links in the power grid. The following
core challenge needs to address: given a fixed number of available power meters,
which grid segments should be selected for monitoring such that power quality can
be inferred in the remaining unmonitored segments of the network.

As the first step to tackle the above challenge, the probabilistic calculation of
power quality values on unmonitored links requires the behavior (latent feature) of
each device to be known. We represent the latent feature of a device as a transi-
tion function which is usually estimated through physical modeling or through the
assessment of historical power monitoring data. Using a real power quality dataset,
we show that historical data can be used to capture the latent features of a device.

With devices’ latent features captured, we in the second step introduce a network
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model which represents the smart microgrid as a data-driven network. In analogy, we
represent the electrical components as network nodes, power links as data links, and
flow of power as data flow on the links. This problem transformation significantly
simplifies the complexity of the power network; it also presents the opportunity to
use the well-investigated network monitoring and data estimation algorithms to solve
the network quality monitoring problem.

Finally, we solve the intelligent meter placement problem by proposing an itera-
tive approach for identifying network segments suitable for power meter placement.
During each iteration of the algorithm we identify in a greedy manner the network
segment whose power quality is most unpredictable given the meters placed so far.
We then place the next power meter at that location. In this chapter, we make the

following contributions.

1. A network model for power quality estimation, based on the device latent fea-

tures that are learned from a real-world dataset,

2. An intelligent entropy-based algorithm and a Bayesian network-based approach

to solve the meter placement problem.

3. Formulate the problem of estimating the number of required power meters to

achieve the desired level of reliability as an optimization problem.

5.2 Related Work

This work is related to four categories of research and development: power quality
classification, power reliability, power quality improvement/estimation, and meter
placement. We summarize the relevant literature in these categorize in Section 2.3.
We re-iterate the three main differences between the existing PMU placement algo-

rithms and our proposed algorithm as follows.

1. We focus on distribution networks at the enterprise level (e.g., a university

campus).
2. Our method is data driven and is based on statistical machine learning method.

3. The existing PMU placement algorithms address the problem of estimating

network states and do not consider power quality estimation explicitly.
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5.3 Meter Placement Problem Formulation

Before we formally illustrate our proposed algorithms for the deployment of power
meters in the electric power grid, we detail our assumptions about the structure and

function of the power grid network as follows:

1. The power grid network is a tree-structured network where the electric current
flows from root node to the child nodes. Note that this is a reasonable assump-
tion at any particular instance in time. While enterprise-level power grids used
in places such as hospitals and data centers often have two utility feeds available
as well as an independent emergency power source, only one power source is
typically used at one time. See the IEEE Gold Book [17] for further information

on recommended practices in the design of critical power systems.

2. The probability mass function (pmf) of power quality values at the input link
to the root mode is known. In other words, the distribution of power quality
at the input to the network, usually the utility feed, is known. This is also a
reasonable assumption, since electrical utilities typically report on indices such
as SARFI which is essentially a count of the number of times the magnitude
and duration falls below a threshold. Furthermore, there are often independent
bodies that gather statistics on power delivery service reliability that can also

be incorporated into an estimate of power quality distribution [74].

3. The power quality transfer function f(d) is known for every device d. A device-
specific power quality transfer function could be estimated for specific models of
electrical components through physical modeling or through the assessment of
historical power monitoring data. Given a reasonable initial estimate, the trans-

fer functions could be further refined through online learning techniques [15].

Given the assumptions listed above we can define a power meter placement algo-
rithm as a process that takes as an input: the topology of the smart grid, an a priori
estimate of the feed pmf, the power quality transfer function for each component, and
the total number of meters M. The output of the algorithm is a set of L locations

for deploying power meters.
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5.4 Meter Placement Algorithms

5.4.1 A Simple Entropy-based Approach

We propose to deployed the power quality meters on network segments where the
power quality values are most uncertain. We measure the uncertainty of power quality
on a link using Shannon’s entropy measure. Therefore, the entropy formula to measure

uncertainty at the output link of a device d becomes
H(d) = H(IY) = =) pl¥logp?,
i=1

where pgfl) is the probability of power quality ¢; at the output link of device d.
In order to calculate H(d), we need to know the power quality distribution function
of link 1% Starting from the root node of the tree-structured network, we traverse

all the nodes (devices) in level-order fashion to calculate the distribution function
fo(d) as fo(d) = fu(d) x f(d). After calculating f,(d) = [pg‘f) pd p((;i)] where
py(d) = Zzz1p§cd) X p((;j)\cw Vy=12...,n

The detail of our entropy-based meter placement algorithm is shown as Algo-
rithm 1 where the power meters are placed on network segments having maximum
uncertainty in power quality values. This simple algorithm is fast and useful when
there is negligible impact of a link on any other link in the network. For instance, if a
node always produces a power quality ¢; as output irrespective of the input quality (a
stabilizer). Nevertheless, in most cases the network links are dependent on each other.
Therefore, we need to consider the link dependency while calculating the uncertainty
of a link, i.e., a meter reduces the entropy not only on the measured link, but also
on other links in the network. Further, based on our initial tests with the simple
Algorithm 1, we conclude that it may create a poor allocation scheme for some cases.
In the remainder of this section, we further investigate the problem and propose more

robust methods to address the power meter placement problem.

5.4.2 Bayesian Network-based Approach

This section describes a Bayesian network-based algorithm for selecting locations for
placing power meters in a power grid. The approach uses Monte Carlo sampling

and probabilistic inference approaches to identify locations in the power grid which
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Algorithm 1: A Simple Entropy-based Algorithm

Input: distribution function of input link to device 1 i.e., féo),
transfer function f(d), and number of power meters M.
Output: L (list of devices to be selected for meter placement)
begin

foreach (device d) do

d « getParent(d);

/* Note that device 1 (root of the tree) has no parent
i.e., getParent(1) = 0 and f,(0) is given */

fod) = £.(d) x f(d);

H(d) = =327, ped log pt?;

/* where pi is the " component of f,(d) vector */

end
/* get N high entropy devices in vector H */
L + getHighEntopyDevices(H, N);

end
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exhibit unpredictable power quality events.

The problem is inherently challenging as the information received from a power
meter flows not only the forward direction from the root nodes toward the leaf nodes,
but also in reverse or upstream direction toward the root node (utility main) and
back to all other nodes in the network.

To tackle the above challenge, we cast the problem as a Bayesian network and
model the power grid using a factor graph. Several message passing algorithms could
be used to help us determine the optimal meter placement. We chose the belief
propagation or sum-product algorithm [72], since it is well understood and has been

shown to work for general topologies [73] including tree networks.

MC Event Sampling

Given the transition function f(d), we use a Monte Carlo (MC) method to obtain a
set of K samples at each node d. We first compute a pmf f,(d) for each node d using
its transition function f(d) and the pmf of its parent node d as f,(d) = f(d) x f.(d).
Then, at each time slot i € {1... K}, we draw a sample cgd) from f,(d) at each node
d. We repeat this at each node of the tree starting from the root and ending at the
leaves. The result is a set of K simulated samples C; = {cﬁl), CEQ), o ,cEN)} for each

of the N links in the power network.

Event Inference using Belief Propagation

The samples obtained by the MC simulation of power quality propagation contain
consistent sets of power quality values at both metered and unmetered locations. We
use Bayesian inference to infer the power quality at unmetered locations as a function
of the simulated values observed at the metered locations and compare the resulting
predictions to the simulated value seen at the unmetered locations. This process gives
a relative indication of the predictive strength on each link of the network. Figure 5.1

shows a high-level description of this process.

To do the prediction, we first model the power network as a factor graph (Figure 5.2)
and then use belief propagation to find the inferred values of power quality at the
output of each node using the (simulated) evidence obtained from the power meters.
The factor graph has conditional probability nodes ¢, equality nodes x, and evidence

nodes y. The t nodes represent actual electrical devices with a known transition
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Figure 5.1: Data flow diagram of meter selection process during a single iteration of
the greedy algorithm.
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Figure 5.2: Power network modeled as a factor graph

, 2_..._tN_



46

Algorithm 2: Monte Carlo Predicted Error Algorithm

Input: The topology T of the power grid, the input feed to first device f,(0),
transition functions f(d), maximum number of meters M.,
maximum uncertainty to allow ,,4., and the number of Monte Carlo
samples K to draw.

Output: L (list of links to be selected for meter placement)

begin

M <« 0; deurr 4= Omaa;

while (M < M40 and deyrr > Oimaz) do
€« 0,Vlinks [ € T

/* € is prediction error at link [ */

foreach (Monte Carlo Sample k) do
L < set of metered links € T,

L' < set of unmetered links € T
o= predictPowerQuality (L, L, T);
/* O, is the k" set of predicted power quality values while C}, is the
k" set of sampled values at all links*/
foreach (linkl € L') do
it 2 " then
| e e+ +; /*add + to predicted error */

end

end

end

selectedLink < max(&).position;
/*E={¢}ie,setof VI*/
L.add(selectedLink);

Seurr < max(E); M < M + 1;
end

end

function predictPowerQuality (L', L,T) : Cy
begin
init pmf W = {4 },V links [ € T’
U’ < BeliefPropogation given evidence L
foreach (linkl € L') do
‘ c,(cl) < max probability power quality class inferred in ;;
end
Cr = {ei'}:
end
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function. The x nodes represent wired connections on our network for which we have
already obtained a set of samples using MC sampling. These nodes are constrained
so that all edges connected to them are equal. The y nodes represent locations where
a power meter could be placed. The unmetered nodes are initialized to a uniform
pmf and the metered nodes are set to a trivial pmf with a probability of 1 at the
true power quality event and 0 everywhere else.

For each time slot t; we infer the maximum likelihood power quality event that
would appear at each node given the current meter configuration. We then estimate
the error rate for each node in the network. If the inferred event differs from the
event given by the MC sample we add 1/K for that sample. At each round of the
algorithm we greedily choose to place a meter at the node with the highest error rate.
We terminate the algorithm when all meters have been placed.

The number of required power quality meters could be determined based on: 1)
the available financial budget, and 2) the desired estimation accuracy. We consider
both aspects. The proposed algorithms keep placing meters until either the maxi-
mum meter limit is exhausted or the desired estimation accuracy is achieved. The
estimation accuracy is captured by the certainty of PQ values on network segments.
See Algorithm 2 and Figure 5.1 for further details.

5.4.3 Conditional Entropy (CE)-based Approach

Since the PQ values on network segments are dependent on each other, we exploit the
idea of conditional entropy to propose another new algorithm. Further, this approach
is much faster than the Bayesian network (BN)-based approach without compromising
the accuracy. The idea here is to install each power meter under consideration on a
network segment ¢ which results in maximum reduction in overall network entropy.
We consider all possible placement points for every meter to be placed and choose a
link which reduce the network entropy at maximum. Note that a reduction in network
entropy is the sum of entropy reduction on the underlying link ¢ and all other links
whose entropy is minimized /reduced in effect of meter placement on a segment i. The
one time matrix multiplications in this approach are much faster than our previous
requirement of re-sampling the network state after every possible meter placement.
The CE-based algorithm is efficient and scalable to large scale real-world networks.
Both the BN and CE approaches are based on similar concepts of predicting the state

of PQ values at unmonitored links given the current network configuration (positions
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of meters already placed). The CE-based approach, which we will call MinEntropy,
uses a heuristic to combine evidence but results in orders of magnitude faster running

time.

Methodology

As discussed earlier in this paper, the uncertainty of power quality values on a link is
dependent on the uncertainty of power quality values on other links (parents, children,
sibling nodes etc) in the network. Therefore, any new information about PQ values
at a link increase our belief of the PQ values on other dependent links in the same
network. Technically, the entropy of any link in the network is reduced by an amount
of > 0 by knowing the values of PQ on any other link in the network. We also know
that, the entropy of a link given another link is always less than or equal to its original

entropy i.e., H(Y | X) < H(Y). Since every link 1Y if chosen for meter placement,

out»

influences the uncertainty of PQ values on other links, we consider the conditional
(d)

entropy of all monitored links while placing power meter at a link ;.

(ds)

out

Now, the conditional entropy of a link [, (the output link of the inferred device

d;) given the meter is being installed on a link ) (the output link of the device d,)

out

is calculated using the formula

1
p(y | z)

HY | X)=> | p@))_ply|z)log(

zeX yey

)|

where X and Y are the distribution functions of the output links of d, and d; respec-
tively. We write the above equation in terms of our power quality distribution vector

fz(d,), device transition matrix f(d; | d,) as:

H(Y | X) = =3 (falda) x (F @ log f(dr)))

where X represents the cross product, the symbol ® represents the dot or component-
wise product (also known as Hadamard product), and log is a component-wise log
operation. Further, the ) operation is the summation of components of the resulting
vector after ® and then x operations, and F is the conditional transition function
representing f(d; | d,). Depending on the positions of d, and d;, F is calculated in

one of the three methods as follows:

1. Observed device d, is a parent of d;: Here, the conditional transition func-
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tion f(child | parent) is simply the product of the normal transition functions
(di)

of devices between links l(()i‘;) and 1,7,

ie.,
F = f(d) x ... x f(dy).

. Observed device d, is a child of d;: We calculate the influence of a child
device on a parent device. Note that the parent may not necessarily be the
immediate parent. To calculate the entropy of parent given child using the
general formula of conditional entropy, we need to first calculate the conditional

transition function F.

We use the concept of posterior probability (the Bayes theorem) to calculate F.
This function is simply the product of the reverse transition functions of devices
all the way from child to parent. The reverse transition function f’(d) (consist
of p(parent | child) or p(X | Y)) is calculated as p(X | Y) = ’%. In our
case, the function f’(d) of a device d which list p(x | y) in the xth row and yth

column is calculated as:

[ 124 | |
| 2(d) | | fa(d) |

where ® is the component-wise product, @ is the component-wise division, and

d is the immediate parent of device d. Finally:

F = f'(do) x f'(do) x ... x f'(d).

. Devices d,, d; belong to different sub-trees: This is an interesting case
where the devices d, and d; belong to two different sub-trees rooted by a device
d,. In this case, F is calculated in two steps. First, we calculate the conditional
transition function f(d, | d,) of devices between links lgi‘i) and lgfi;) using method
2. We then calculate the conditional transition function f(d; | d,) of devices

between links %) and 1'%

using method 1. Finally:

F:f(dz|do):f(dr|do)xf(dz’dr)



50

Algorithm 3: The MinEntropy Algorithm

Input: The topology T of the power grid; the pm f of the input feed to first device
i.e., fz(0); transition functions f(d); maximum number of meters M,,,,; and
maximum uncertainty to allow &4z

Output: L (list of devices to be selected for meter placement)

begin

M < 0; dcurr < dmaa;

while (M < Mpaz and dcyrr > Omaz) do
max Reduction < 0;

selectedLink + 0;

foreach (device d in T) do
entReduction < calcNetworkEntropy(d);

if mazReduction < entReduction then
max Reduction < ent Reduction;

selectedLink <+ d.outputLink;
end
end
L.add(selectedLink);
updateEntopies(selectedLink);
Seurr < max(E); M < M + 1;
end

end

function calcNetworkEntropy(d) : entRed
begin
F < identityMatrix(n);
/* F is the combined transition function i.e., f(d; | do) */
do < d; dp < d; d; < d;
entRed < recursiveConditional(dy, dp, d;, F');
end

function recursiveConditional(d,, dp, d;, F') : entRed
begin
condEnt < - sum ( f(d,) x F ® log(F));
entRed < entropy(d;) — condEnt;
foreach (immediate child ¢ of d;) do
F < F x f(c); /* child given parent link */
/* for next recursive call, ¢ is the inferred device and d; is the previous
device */
dp < d;; di < c;
if (d; # d,) then
| entRed < entRed + recursiveConditional(d,, dp, d;, F');
end

end
d, < d;; d; < getParent(d;);
if (d; # —1 and d; # d,,) then
F « F x f'(¢); /* parent given child link */
entRed < entRed + recursiveConditional(d,, d,, d;, F');
end

end
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The MinEntropy Algorithm

Algorithm 3 illustrates our conditional entropy-based solution to power meter place-
ment. The idea here is to install each meter under consideration on a link ¢ of the
network which results in maximum reduction in overall network entropy. We consider
all possible placement points for every meter to be placed and choose a link that re-
duce the network entropy to a minimum. Note that a reduction in network entropy
is the sum of entropy reduction on the underlying link ¢+ and all other links whose
entropy is minimized /reduced in effect of meter placement on link i.

In order to calculate the network entropy for every candidate link 1'%, we first

out )
calculate the entropy of every link lout given lout . These conditional entropies are
efficiently calculated by multiplying f,(d,) with transition functions of all devices on
the path between links lo‘f[; and loit) We do not need to explicitly identify the path
from lout to l( w. and we do not need to multiply the same transition functions again
and again. The entropy calculation works in recursive fashlon Once we calculate

the conditional entropy for a directly connecting neighbor of 11%) e then recursively

out 5
calculate the entropies of neighboring links of that neighbor. Here, it should be noted
that 1) every link trigger the neighboring links except the one who triggered the link
itself. So no infinite recursion takes place and every link is accessed only once; 2) The
product of transition functions calculated from lout to some lout is used to calculate
the next product; 3) if a link is invoking its parent link, we use reverse transition
function f’(d) of that device. Otherwise, the normal transition function f(d) is used.
After every meter placement, the link entropies are updated. The same process is

repeated until all power quality meters are placed.

5.5 Performance Evaluation

We evaluate the two algorithms on a set of simulated networks. The evaluation process
is depicted in Fig. 5.3 where each algorithm is given the same network topology to
place a set of M meters. The devices considered include bus, switch, transformer
and UPS. Power quality events are assigned a number from 1-5 in order of severity
in accordance with [75] where the lower number represents a clean input. These are
listed in Table 5.1 along with their descriptions. Table 6.1 lists transition functions of
various electrical components obtained from a real-world power quality dataset using

our latent feature model. From the same dataset, we learn a prior on the utility feed of
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[0.9947 0.005 0.0002 0.00009 0.00001 |. The algorithms we propose are generic
and could be used for placing meters in other network configuration. We evaluate
our algorithms on different topologies and network configurations including the IEEE
13-node distribution test feeder network. For the BP algorithm, we collect N = 10000
samples for each device using MC sampling. For each network configuration we place
M =5 meters in order of importance.

Figure 5.4 shows the meters placed by the two algorithms in various network
topologies. The positions of the meters placed by both algorithms are essentially
similar. The MinEntropy algorithm achieves much faster results, completing in less
than a second in all cases. On the other hand, the BP takes a longer time to com-
plete. This is because BP compares individual samples on all links for every pos-
sible placement while the MinEntropy approach computes the conditional entropies
at unmetered locations using probability mass functions instead of using individual
samples. Algorithm completion times for both BP and CE approaches are shown in
Table 5.2.

The meter placements are then passed to the belief propagation benchmark to
compare the accuracy of the two algorithms in terms of mean-square error, i.e., the
mean error between the estimated and actual transition functions on unmonitored
links. We collect a set of known samples for a given meter configuration and infer
the maximum likelihood power quality event that would appear at each unmetered
node using belief propagation. We then estimate the error rate for each node. If the
inferred event differs from the event given by the MC sample, we add 1/N for that
sample. The mean error rate across all nodes is taken as the final performance metric.
As shown in Table 5.2, the MSEs are very small for both algorithms in all networks
we tested. The BP algorithm gave slightly better estimations than MinEntropy in
some cases at a cost of longer running times.

We also compare the accuracy of our algorithms in terms of cost savings. Table 5.3
shows the number of meters needed by each algorithm where it can be clearly seen
that using our solution to achieve the same accuracy (error rate of < 0.05) can reduce
the number of meters by 33%. Results of the Random placement algorithm were

obtained by randomly placing meters until the desired accuracy was achieved.



Table 5.1: Event types

Type | Event Description

1 Good/normal power quality.

2 Below 70% of nominal voltage for more than 0.02
seconds or below 80% of nominal voltage for more
than 0.5 seconds.

3 Below 70% of nominal voltage for more than 0.2
seconds.

4 Interruption of at least 1 second.

) Interruption of at least 5 minutes.

No. of meters, Network Topology

v v

Belief
Propagation

Meter Meter
Placement Placement
Bellef Propagation Benchmark

Y Y

Mean Error Mean Error

MinEntropy

Figure 5.3: An overview of the meter placement evaluation process.
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Figure 5.4: Networks used in our experiments. B=bus, S=switch, T=transformer,
U=UPS. Ordered dotted circles correspond with the sequence of meters placed by
BP while the solid circles show the meter placed by MinEntropy.
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Table 5.2: Results for each network configuration

Network Aleorithm Meter Placement Mean Elapsed Time
Topology & Sequence Error Rate| (seconds)
Line BP 9,5,11,3,7 0.041112 270
homogeneous
MinEnt 9,5,11,7,3 0.041112 0.064
Line BP 5,10,6,3,8 0.040215 281
heterogeneous
MinEnt 4,9,5,2,7 0.064040 0.064
Tree BP 10,15,5,7,6 0.057893 727
homogeneous
MinEnt 5,10,15,3,6 0.056891 0.138
Tree BP 15,10,5,3,13 | 0.063510 727
heterogeneous
MinEnt 5,10,15,3,6 0.071655 0.138
[EEE 13.Node| ~ BP | 671,634,645,652,675| 0.052381 802
Test Feeder
MinEnt [671,645,634,611,675| 0.052381 0.138

Table 5.3: Number of meters required in various networks to restrict the mean error
rate to 0.05 (5%).

Algorithm | ., Line Line Tree Tree |IEEE 13-Node
omogen. | Heterogen. | Homogen. | Heterogen.| Test Feeder
BP 5 5 6 6 6
MinEnt 5 6 6 6 6
Random 7 8 8 8 8
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5.6 Conclusion

Power quality meters are expensive devices and it is financially infeasible to install
them on every link in the power network. We proposed algorithms which intelli-
gently place power meters on selected power links to reduce the cost of power quality
monitoring. We formulated the problem of selecting suitable meter placements in
power networks such that power quality can be best predicted. Two approaches were
presented, one based on conditional entropy and one considering prediction error.
Experiments in various simulation networks including the IEEE 13-node distribu-
tion test feeder suggested that the conditional entropy-based MinEntropy approach
is much faster. Finally, the proposed solutions significantly reduce the uncertainty of

power quality values on unmonitored power links.
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Chapter 6
Fast Estimation of Power Quality

In this chapter, we propose a MaxEnt-based approach to estimating power quality in smart
microgrid. Compared to other existing methods such as MCEM, the MaxEnt-based ap-

proach is much faster.

6.1 Introduction

Power quality largely impacts the reliability and energy saving of power networks.
Poor power quality such as voltage sags may lead to power outage and service inter-
ruptions. Service unavailability caused by power losses is a serious problem for many
companies and organizations, e.g., it may result in a significant revenue loss for In-
ternet service providers or even loss of lives in hospitals. To improve the reliability of
power networks, organizations and large companies (e.g., Google data centers) adopt
smart microgrid, and closely monitor the power quality in different segments of the
microgrid.

Monitoring power quality, however, is not an easy task. Since the power mea-
surement devices [8] [9] (termed as smart meters in this thesis) are expensive, it is
financially impractical to monitor every segment of a power network. The overhead
of interconnecting these power meters and developing the power management system
further increases the cost. In addition, in many cases direct monitoring of power
quality is difficult, e.g., it is hard to install smart meters after power lines were sealed
in hard-to-reach areas in a building. In general, we need to tackle the following chal-
lenge: based on a limited small number of monitored points in a power network, how
can we effectively estimate the power quality of other unmonitored segments of the

network?
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We propose to use a MaxEnt [10] approach to power quality estimation. The basic
idea of MaxEnt is that out of all probability distributions consistent with a given set
of constraints (i.e., the known measure values in our case), we should choose the one
that has the maximum uncertainty to be the estimated power quality values. Intu-
itively, the principle of MaxEnt implies that we should make use of all the information
that is given and avoid making (biased) assumptions about information that is not
available. We model the problem of estimating power quality in such a way where we
can effectively get the benefit of MaxEnt approach to correctly estimate the power
quality values at links where we do not have any measuring device installed. We solve
the formulated MaxEnt problem and validate its effectiveness and efficiency with a

simulated microgrid system.

6.2 Related Work

According to the IEEE Gold Book [17], the industry practices for electric power
quality in networks focus on measures such as reliability, availability, and mean time
between failures. While it is known [16] that lifetime and performance of electrical
components are dependent on power quality, none of the measures defined in the
IEEE Gold Book accounts for power quality. Moreover, these measures serve as
theoretical values for comparisons and are not intended to work in real environment
(with varying temperature, humidity, load, and power quality) as predictive tools for
networks. Further, the ITI curve report illustrates the relationship between power
quality and the likelihood of damage to electric components. While considering the
importance of both the magnitude and duration of power quality events in isolation,
it does not consider its cumulative effects over time.

The EM algorithm is one of the most widely-used algorithms for estimation and
has been applied in a variety of research areas. In [15], the authors investigate the
power of EM algorithm in the estimation of microgrid reliability. Although effective,
the EM algorithm needs a long time to converge. We are thus motivated to find faster

algorithms in power quality estimation for smart microgrid.
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The measurement and monitoring of power quality are a vital part of today’s
smart grid. To classify power quality, a label is assigned to a power quality event,
based on the feature of the event, e.g., the magnitude and duration of a voltage sage
or swell. Typically, the power quality index is reported as a count of the number of
times the magnitude and duration fall below a threshold, standardized by the IEEE
standard 1159-2009 [2].

6.3 Problem Formulation

Figure 6.1 shows a view of a power grid where there are different types of electrical
devices connected to each other via power links. The smart meters are also installed
on selected links. Moreover, every type of device has a power quality function which
may be unknown. We want to estimate all the power quality functions based on the
power quality values available on selected links where smart meters are installed. We
divide the power grid network into small subnets where in every subnet we have two
smart meters, i.e., one at the input as the first node and one at the output as the last
node of the subnet as shown in Figure 6.1.

Now, we consider every subnet as a single node which we call a black-box. For
every black-box, we know the power quality values at the input as well as at the
output. Based on this known power quality information, we calculate the power
quality transition function by using some sample readings from the smart meters
attached to both sides of every black-box. Figure 6.2 shows a sample subnet as a
single node. We represent the calculated power quality function f(s) of subnet s as

a matrix as follows:

[ (s) (s) (s) ]
Yo Pl T Toda
Poles Pesles " Porle
ORI E (6.1)
() (s) (s)
L Pellen Peslen "7 Peylen ]

)

s

where pS/ is the probability that the input quality c, is received as ¢, at the output
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of the subnet s. Moreover, the value of p((:z)‘cm can be easily calculated by measuring
power quality values at the input and output smart meters of the subnet. Note that
every row in the above matrix must sum to 1.

Figure 6.2(a) shows a subnet containing two devices. The power quality transition
function (as a matrix) of the subnet is shown inside the black-box in Figure 6.2(b).
Our objective is to correctly estimate the transition functions of every device d; in
the subnet. These unknown functions are shown as matrices in Figure 6.2(c).

In order to estimate the reliability of every device in the network, we need to
estimate the power quality function f(d;) for each device d; based on the quality
function f(s) of the subnet. It is clear that

7(s) =[] £(dy). (6.2)

which implies that

(s) (s) (dj) (dj)
pC1IC1 T pcnlq p61\JC1 T pcnjlq

= H : : (6.3)

s s d; d;
p£1)|Cn T pgn)|cn pilfc)n T pinjlzn

(d5)

J
cylew

Our objective is to estimate p (probability that power quality ¢, will be
mapped to power quality ¢, at each device d;). We use the data estimation tech-

niques to solve Eq. (6.3).

6.4 Power Quality Estimation using Entropy Max-
imization

Modeling the microgrids as data-driven networks helps us utilize the best available
data estimation techniques to solve the power quality estimation problem. One of
the most popular and widely-used data estimation techniques is EM algorithm. In a

recent study [15], the authors successfully applied the EM algorithm to power quality
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(a) A subnet containing 2 devices.
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(b) Subnet as a single power transition matrix.
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(c) Power transition matrix of each device d;.

Figure 6.2: The power transition matrix f(s) of a subnet s as a product of the power
transition matrices of individual devices.



63

estimation in microgrid. Although effective, the EM algorithm took a long time to
converge. In this work, we propose to use a MaxEnt approach to estimating the
power quality of unmonitored segments of the grid. Before we formulate the power
quality estimation problem as a MaxEnt problem, first we give a short description of
EM and MaxEnt algorithms.

6.4.1 The Expectation Maximization (EM) Algorithm

EM is a general approach to iterative computation of maximum-likelihood estimates
when the observations can be viewed as incomplete data. Since each of the iteration
of the algorithm consists of an expectation step followed by a maximization step, the
algorithm is named as the EM algorithm. The successive iterations always increase

the likelihood and the algorithm converges at a stationary point.

6.4.2 The Maximum-Entropy (MaxEnt) Algorithm

MaxEnt solves convex optimization problems of the form,
maximize ¢(7) = — Z z;log x;
=1

subject to A7 <c, B¥ =1,

where ¥ € R” is the optimization variable, A € R™*" and B € R™*" are problem

parameters; and 1 is a vector with all 1’s.

6.4.3 Our MaxEnt-based Estimation of Power Quality

We model the power quality estimation problem as the MaxEnt problem to accurately
estimate the power quality transition functions f(d;) with acceptable efficiency. Ob-
viously, there are multiple possible power quality functions f(d;) which are consistent
with Eq. (6.3). We consider only those solutions which not only satisfy Eq. (6.3) but
are consistent with other design constraints, for instance: 1) every row in the matrix
f(d;) must sum to 1 (or at least very close to 1); and 2) p((;jj‘zz must not be negative.

Other possible constraints are discussed later in this section.
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The basic idea of using MaxEnt here is that out of all possible quality functions
(probability distributions) consistent with the design constraints, we choose the one
with maximum uncertainty. Intuitively, the principle of MaxEnt implies that we
should make use of all the information (design constraints) that is available and avoid
making (biased) assumptions about information that is not available. Our objective
function becomes,

maximize g = Z pijc) ogp, IZ (6.4)
g, @y

subject to following constraints:

1. All components of the estimated functions f(d;) must not be negative, that is,

Pl =0 (6.5)
2. Every row of f(d;) sum to 1. To allow negligible rounding errors, we introduce

a small rounding error factor (¢1) to be tolerated, i.e.,
dj)
1- Zpiyjl% <e, Vx (6.6)
y

3. The estimated functions f(d;) satisfy the condition [[; f(d;) = f(s). One may
relax the condition by a small approximation error factor (e2) to adjust the
rounding errors. This adjustment is necessary when we are interested in a close

approximation of f(s). This condition becomes,

- Hf(dj) <es. (6.7)

Note that we slightly abuse the notation for simplicity. We use — above to
represent an element wise minus of two matrices and |.| to change the values in
the matrix to their absolute values. In addition, the symbol < means all values

in the left matrix is no larger than es.

4. Every component of the estimated function f(d;) must not vary from its cor-

responding component of the “true” transition function f(d ;) by a factor es,
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Fd;) — f(d))| < es (6.8)

The meanings of the notations are the same as above.

Remark 1. In practice, we do not know f(d]) To avoid this problem, we can initially
set f(dj) as the transition function of the same type of device, which may be obtained
via its specification or historical data of monitored devices of the same type. As
time goes, this initial setting of f (d;) should be updated with the optimal estimation
function, i.e., f(d;) is set to equal f(d;), and the updated f(d;) is used for the next
round of estimation. Such iterative updates capture the transition function of the

(unmonitored) device, which may change over time.

Remark 2. Someone may argue that our solution may be biased toward the last
constraint (i.e., Eq. 6.8). By ignoring the last constraint, we get many solutions
consistent to the first three constraints and our objective function chooses the one
having mazimum uncertainty. Here, if we do not use constraint 4 (Eq. 06.8), we will
be ignoring some known information about the transition functions of the unmonitored
devices which may result in compromising the accuracy of the estimated transition
functions. Further, in some rare cases, the last constraint may not be feasible when
an obtained transition functions (f(d;)) is different by an amount greater than e .

In that case, we may ignore the last constraint or increase the value of €3.

Remark 3. [t is worth noting that the objective function (6.4) is a non-Shannon
(dj)

j7 x, Yy pcylcz

measure, because =Dy pijjlzz > 1. Newvertheless, by mazimizing
this non-Shannon measure, we obtain a good estimation of transition functions as
demonstrated in our experimental evaluation. This is not by coincidence, since the
objective function could be considered as the sum of several Shannon entropy functions
(i.e., Given x and j, Zy pfjﬁx logp((:jj"c)w is a Shannon entropy measure). In our case,
we treat each entropy function with the same weight. If we have more knowledge
regarding the distribution of input power quality events, assigning different weights to
different entropy functions may lead to better estimation. We leave this exploration

as future work.

Remark 4. This work focuses on a centralized processing and as such we assume
that there exists an underlying communication system to support data collection to a

central point. The implementation of this communication system is beyond the scope
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of this work. Further, the real-time issues of the monitoring and communication

systems such as the data sampling and communication delay are ignored in the work.

6.5 Performance Evaluation

We implement the proposed objective function and simulate a power microgrid us-
ing MATLAB. The view of the simulated network is shown in Figure 4.2 where only
several network segments are monitored using smart meters. Our objective is to esti-
mate the power quality values on network segment where no smart meter is installed.
We use the same transition functions as in [15] as the ground truth. These power
quality transition functions of various electrical components (switch, bus, ups, and
transformer etc) in the smart grid are shown in Table 6.1.

We use non-linear constrained optimization algorithm named sequential quadratic
programming to estimate the unknown power quality functions. Inputs to the algo-
rithm are the known power quality functions for each subnet f(s), error tolerance
factors e1 = g9 = 0.01, and €3 = 0.05. The error tolerance is small enough for
practical applications. The power quality matrix of each subnet is the product of
the power transition functions (shown in Table 6.1) of the devices in that subnet.
The simulated microgrid consists of subnets of two different sizes; one contain two
devices (switch and a transformer) while the other containing four devices (switch,
bus, switch, and UPS). Both of these subnets are shown in Figure 6.3. The power
transition matrices of each subnet are calculated by multiplying the ground truth
matrices of devices used in the corresponding subnet. Further, the simulation was
performed on a desktop computer having Intel Dual-Core-i7 3.4 GHz processor with
4 GB physical memory.

Table 6.2 shows the convergence time comparison of both the EM and MaxEnt-
based solutions to power quality estimation. It can be seen that the convergence time
of MaxEnt is much faster as compared to that of EM algorithm. The convergence
time is exponentially increasing for the EM algorithm with the network size. For
a real-time estimation, the convergence time is more important and the EM-based
solution is not feasible to operate in real time given its huge convergence delays.
We measure the estimation accuracy using mean-square error, which is a statistical
measure quantifying the difference between values implied by an estimator and the

true values of the quantity being estimated. The results are shown in Table 6.3.
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Table 6.1: Transition functions of various electrical components obtained using our

latent feature model.

Output PQ
c1 Co 3 4 Cs
o 0.9 0.1 0 0 0
A | 0 0.9 0.1 0 0
B 3|0 0 0.9 0.1 0
Eoalo 0 0 0.9 0.1
cs | 0 0 0 0 1
(a) Bus
Output PQ
1 C2 C3 Cq Cs
o 0.7 0.1 0.1 0.05 0.05
A e | O 0.7 0.1 0.1 0.1
B 3|0 0 0.7 0.2 0.1
E oalo 0 0 0.7 0.3
cs | 0 0 0 0 1
(b) Switch
Output PQ
1 C2 C3 Cq Cs
o 0.85 0.15 0 0 0
A | 0.15 0.7 0.15 0 0
B 3| 0 0.15 0.7 0.15 0
ERRSI 0 0.15 07 015
cs | 0 0 0 0 1
(¢) Transformer
Output PQ
C1 Co C3 Cyq Cs
o 1 0 0 0 0
A | 0.8 0.2 0 0 0
B 3| 08 0 0.2 0 0
2 w08 0 0 0.2 0
cs | 0.8 0 0 0 0.2
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Figure 6.3: Two different kinds of subnets. The one at the left side containing two
devices (switch, transformer) and the one shown at the right side containing four

devices (switch, bus, switch, and UPS).



Expectation Maximization (EM)

MaxEnt
Iteration 5 | Iteration 10 | Iteration 15
2.16 40.3 117.7 402.6
Subnet size
3.42 118.32 366.9 981.01

Table 6.3: Mean squared error comparison of MaxEnt vs EM algorithms.

Expectation Maximization (EM)

MaxEnt
Iteration 5 | Iteration 10 | Iteration 15
0.00020 0.00017 0.00013 0.00010
Subnet size
0.00030 0.00025 0.00019 0.00014
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Table 6.2: Convergence time (in seconds) comparison of MaxEnt vs EM algorithms.
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From the results, we can see that both the methods give very close estimations of
the power quality transition functions, i.e., the difference between the estimated and

corresponding ground truth functions is negligible.

6.6 Conclusion

Reliability of power grid networks is critically important in today’s life. Smart me-
ters play an important role in estimating reliability of power networks but they are
expensive devices and it is financially infeasible to install them on every link be-
tween devices in the power grid network. We propose a MaxEnt-based model that
accurately estimates power quality transition functions on unmonitored network seg-
ments. The experimental results show that 1) our MaxEnt-based solution is much
faster than the existing EM-based solution to power quality estimation; and 2) the
proposed solution accurately estimates the power transition functions. Finally, the
MaxEnt-based model opens a new scope of methods to quantitatively measure and

solve the reliability problems in smart grid.
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Chapter 7

A Prediction Model

7.1 Motivation

As discussed in Chapter 1, the main objective of this work is to increase the reliability
of power networks in terms of power quality within given financial budget /resources.
In order to monitor the power quality, power quality meters are being deployed. Since
power quality meters are expensive devices, we (in Chapter 6) proposed MaxEnt-based
algorithm for power quality estimation on unmonitored network segments. For meter
placements, we proposed conditional entropy-based efficient algorithms (in Chapter 5)
that intelligently place power meters on selected network segments so that the power
quality could be inferred as accurately as possible.

Since the power quality readings (exact readings from monitored links, and esti-
mated PQ values from unmonitored links) are available now, we use these readings to
estimate the state of the network and identify any potential malfunctioning device in
the power network. Our objective in this chapter is to address the research challenge:
how to detect a potential malfunction device in the power network based on available
power quality readings. In this chapter, we propose a measure that helps to detect
the malfunction devices in the power network. The simulation results confirm that

the proposed solution is efficient, and accurate.

7.2 Problem Formulation

In this section, first we detail our assumptions of the problem domain and then

formulate our research problem.
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7.2.1 Assumptions

The four assumptions we make about the problem are as follows:

1. The transfer function or behavior (f(d)) of each device d in the net-
work is known. As discussed earlier, a device-specific power quality transfer
function could be estimated through physical modeling or through the assess-
ment of historical PQ data. In Chapter 3, using our real power quality dataset,
we have demonstrated that how accurately the transfer function f(d) could be

estimated.

2. All potential malfunction devices need to be on a monitored segment.
A potential malfunction device could effectively be detected when the device
itself or any of its child device is monitored in real time using a PQ meter. This
assumption is realistic in the sense that if the underline link is not monitored,
we cannot get the real-time status of PQ values and would not be able to detect
if a device is not behaving normally. On a monitored segment, the objective is
to detect a device as a malfunction when that is significantly deviating form its

normal behavior by producing bad power quality.

3. The power grid network is a tree-structured network where the elec-
tric current flows from root node to the child nodes. As discussed in
Chapter 5, this is a reasonable assumption at any particular instance in time.
While enterprise-level power grids used in places such as hospitals and data cen-
ters often have two utility feeds available as well as an independent emergency
power source, only one power source is typically used at one time. See the IEEE
Gold Book [17] for further information on recommended practices in the design

of critical power systems.

4. The probability mass function (f, (dy)) of power quality values at the
input link to the root node is known. In other words, the distribution of
power quality at the input to the network, usually the utility feed, is known.
This is also a reasonable assumption, since electrical utilities typically report on
indices such as SARFI which is essentially a count of the number of times the
magnitude and duration falls below a threshold. Furthermore, there are often
independent bodies that gather statistics on power delivery service reliability

that can also be incorporated into an estimate of power quality distribution [74].



73

—¥— PQ output distribution —k— PQ output distribution
= ** Mean PQclass (u) G = ** Mean PQclass (n)
10 ¢ . e Threshold class (u+8) 0 ~ e Threshold class (p+8)
08 | p : E 0.8 ': r:r
— Yl 4
06 " o v 06 H E
. w . . :
L . - o +:
0.4 ; B 0.4 I a al
- :
02 N i 0 T > 02 :
0.0 0.0
1 2 3 4 5 \\ ,L 1 2 3 4 5
\
—¥— PQ output distribution \\ S —k— PQ output distribution
=+ * Mean PQclass (p) \ = ** Mean PQclass (p)
10 ¢ . e Threshold class (p+6) \ 10 - L e Threshold class (p+8)
08 m! 5i o8 r I o
g . (594 - Qe
06 = T 0.6 n | il
. © :
0.4 0.4 :
_____ ) = .
0.2 0.2
00 e N 0.0
1 2 3 4 5 \ B 1 2 3 4 5
\,
—— PQ output distribution \\ —¥— PQ output distribution
=+ Mean PQclass () \\ = ** Mean PQclass (n)
< R iieeees
10 -9 Thre.shold class (u+8) 10 (-8 Thre:shold class (u+6)
|5 : W
! .

0.8

3.486

0.6 W :
. w :
0.4 | s U
02 f: : :
| ‘"l - o
0.0 . > X
1 2 3 4 5 4 5

Figure 7.1: Power quality distributions and their average output power quality class
for various devices. The average power quality class and computed threshold is shown
as vertical lines in each distribution graph. The x-axis represents the power quality
class ¢; while the y-axis represents the probability of ¢;. Further, the lower class c¢;
represents the best power quality while c5 represents the worst power quality.
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7.2.2 The Problem

We now formulate the problem of detecting a malfunction device in the network. The
objective is to detect a device d in the network as a malfunction device when its power
quality output degrades persistently from its normal/actual behavior. Since the tran-
sition function f(d) of each device d is known, we know the probability distribution
of the output power quality (f, (d)) at the output link of each device in the power
grid network. Figure 7.1 shows the probability distributions for various devices in a
sample network. The distributions are obtained/computed for the prior distribution
of [0.9947 0.005 0.0002 0.00009 0.00001] at the utility feed/generator.

We mathematically analyze these distributions and based on their various statisti-
cal properties, we propose out detection algorithm in the next section. The proposed
algorithm compares the normal behavior (f, (d)) of each device with the observed
behavior ( ]?z (d)) and compute the power quality degradation (the difference between

the two distributions) as Ay . The objective function becomes:

Ag= fo(d) & fo(d) (7.1)

A

where the operation <> is unknown. In the next section, we propose algorithms to
solve the Eq. (7.1).

7.3 Our Detection Algorithms

7.3.1 A Simple Correlation Measure

To compare two probability distributions, the correlation measure is usually used
where its most familiar type is the Pearson’s correlation coefficient, simply known as
the correlation coefficient. In order to use the formula, we represent the actual PQ
distribution as X while the obtained distribution as Y. For the random variables X
and Y, it is defined as:

>z —2)(y—9)
xy =corr(X,Y) =
o R V(r =12 (y —9)?

The above correlation measure could be used to compare the actual and observed

PQ distributions. Generally speaking, this measure can accurately tell how much

the observed distribution is similar to (or different from) the actual distribution of
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the same device. When a device is perfectly behaving like its actual distribution,
the measure returns a maximum value (+1). On the other hand, when a device
is producing a very different distribution (for instance producing very bad PQ), it
returns a smaller value (the smallest possible is -1). The value 0 (or closer to 0)
represents that the two distributions have no correlation, i.e., they are asymmetric.
Although this technique is simple to use, there are certain assumptions to be true
in order to effectively use it. These assumptions include: related pairs, absence of
outliers, normality of variables, and linearity. These assumptions may not always be
true and hence we cannot use this measure as a complete solution.

We demonstrate various scenarios where the above correlation assumptions do
not hold and hence we cannot effectively use it to accurately detect a malfunction
device in the power network. We classify the identified scenarios in two classes: 1) a
malfunction device is not detected; and 2) a better PQ producing device is classified

as a malfunction. Both cases are explained as follows.

Missed Detection Scenarios

This scenario arises when a device is producing a very bad power quality (malfunc-
tion device) and the system does not detect it. This measure classifies the observed
distribution as perfectly normal (similar to the actual) when the correlation is a +1
(or close to +1). For all normal behaving devices, the observed distribution will be
very similar to the actual and a +1 correlation will perfectly classifying them as nor-
mal. Nevertheless, we identified cases where the PQ is significantly degraded and the
distributions were still highly correlated. In all those cases, we cannot use this simple
correlation measure. Figure 7.2a shows one such example where the power quality
is significantly degraded (the dotted line) and the correlation coefficient is still very
high (a +1).

False Detection Scenarios

We call it a false detection when a device that is generating similar or slightly different
(good or bad) power quality output than its normal and classified as a malfunction.
Using the correlation measure, a device is detected as malfunction when the correla-
tion coefficient is negative or (closer to 0). Although we observed that this measure
works in various cases, we have been able to identify few scenarios where the simple

correlation measure will not work. These scenarios are explained under two categories
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not useful.
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as follows:

1. Zero correlation: A zero correlation means the two distributions do not share
any particular correlation. In our case, most probably, observing a distribution
which do not share any correlation with its actual distribution implies the degra-
dation in the power quality. Nevertheless, based on the correlation measure only,
we cannot tell for sure if the observed (and non-correlated) distribution is bet-
ter or worse than its actual distribution in terms of power quality. Figure 7.2b
represents a scenario where the observed power quality is better than its actual
expected behavior. In such cases, simply based on a zero correlation, we cannot

classify those devices as malfunction.

2. Negative correlation: In a negative correlation between two variables, the
value of one variable increases when the other decreases, and vice versa. Al-
though theoretically possible, it is rare to get a perfectly negative correlation
in power quality measures. In a negative correlation, the observed distribution
is either bad or good compared to the actual distribution. Although the prob-
ability of getting a bad PQ is higher than that of a good, it cannot always be
guaranteed. Further, the negative correlation can quantify the symmetry of two
distributions, it cannot essentially quantify how much the distributions are dif-
ferent in terms of power quality degradation. For instance, Figure 7.3a shows a
100% negative correlation (with coefficient of -1) but the actual PQ degradation
is very minor. Finally, as another evidence, we in Figure 7.3b demonstrates a

significant PQ improvement with a correlation of -1.

7.3.2 An Expected Value-based PQ Measure

This measure is based on measuring the average power quality output over a period.
A device is classified as a malfunction if its observed PQ output significantly degrades
from its actual average power quality output. Clearly, if a device starts to malfunction
by producing bad PQ output, its average output will deviate from its actual average

output. We measure this deviation as A, and is computed as follows.

Ag = E[f.(d)] — E[f.(d)] < 0,

where 6, is the threshold/maximum value allowed at which a device is classified

as malfunction. In other words, 6, is the maximum allowed deviation between the
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expected PQ classes of the two distributions. The value of 6; could be fixed for all
devices. For instance, by using 6, = 1, any device whose average output degrades by 1
PQ class from its actual average output will be classified as a malfunction device. We
use 6, equal to the standard deviation of the actual output distribution, i.e., 83 = 4.
Using standard deviation as threshold will allow us to use slightly larger/relaxed
threshold for devices generating less uncertain outputs in normal conditions (com-
pared to other devices in the same network). Figure 7.1 shows the expected value
and corresponding threshold values for various devices in our sample power grid.
The proposed measure is simple and accurately detects malfunction devices in the
network. On the contrary, it is theoretically possible to produce two very different PQ
distributions with same average/expected value. One such scenario is demonstrated
in Figure 7.4 where two very different power quality output distributions have exact
same expected output PQ class. Since, on average, the two distributions in Figure 7.4
represents the same power quality, it is debatable whether the observed distribution
is better or worse than its normal. We take a safer approach and address the problem

by proposing a composite measure as follows.

7.3.3 A Composite Measure

As discussed earlier, we know that the average power quality degrades (to a higher PQ
class) when a devices produce significantly bad power quality than its actual power
quality. Simply measuring the difference between the expected values of the actual,
and observed PQ classes can accurately detect a malfunction device. Although this
simple technique works well, theoretically it is possible that a very different observed
PQ output may produce similar expected values. To address this problem, we pro-
pose a composite expected value measure that enhances the accuracy of detecting a
malfunction device in terms of power quality degradation.

In the composite expected value measure, we calculate two different expected
values: 1) expected value of the complete distribution; and 2) expected value of the
PQ classes greater than the average class computed on complete distribution (all
classes). This composite measure increases the accuracy of our detection solution. In
other words, for a malfunction device, if the observed expected value is similar to the
actual expected value, the probability values of the higher classes must be greater (or
the device is not a malfunction). Our proposed algorithm is shown as Algorithm 4.

The main steps in the algorithms are described as follows.
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Algorithm 4: A malfunction device detection algorithm

Input: distribution function of input link to device 1 i.e., f,(0), transfer
function f(d), network topology T, set of positions of the installed
power meters M

Output: L (list of devices detected as malfunction)

begin

/* One time parameter computations */

foreach (Device d in level order) do
parent < getParent(d); f.(d) < f.(parent) x f(d);

p$ + computeFullMean(f,(d)); pé < computePartialMean(f,(d), 1$);
0 < computeFullSDev(f,(d)); i < computePartialSDev( f.(d), u});

end

/* Every meter records a PQ events eg) continuously (usually every few

seconds)
€q = [efil), 6&2), o ,eg””)] is the set of PQ recordings for a metered device d */
foreach (Time Interval t) do

foreach (Metered Device d) do
/* get latest W readings for each metered device d */

eq < getLastestReadings(w, d);
pr < computeFullMean(ey);

pip < computePartialMean(eq, 15);

if ((ur —pf) > of || (1p — py) > oy) then
| L.add(d);

end

end

end

end
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1. Input parameters: The proposed algorithm requires these parameters: 1)
network topology, 2) metered locations, 3) device transfer functions f(d), 4)
prior distributions f,(dy), and 5) size of the sliding size w that represents the
number of PQ readings to use for computing our composite measure. Further,
we compute the actual standard deviation of each device o, from the actual

output distributions.

2. PQ readings from metered locations: The installed power quality meters
measure send the power quality reading to a central location. Our algorithm

continuously reads these recordings/readings.

3. Computing A;: In order to compute the A4, we need the actual and observed
expected values. The expected values of the actual distributions are computed
only once while while the observed values are computed periodically using new

PQ reading in that interval.

4. Device classification: Periodically after a fixed interval ¢, the algorithm com-
pares the observed expected values (both and full partial) and classifies a device
d as malfunction if any of the observed measures exceeding by 6, from its actual

expected values.

7.4 Performance Evaluation

7.4.1 Simulation Setup

We simulate the power grid network in MATLAB. The inputs include: 1) Network
topology as an adjacency matrix, 2) device type (e.g., bus, switch, UPS, transformer
etc) of each node, 3) transfer matrix f(d) for each node d, 3) PQ distribution vector
fz(dp) of the utility feed, and 4) vector of metered locations.

The power quality events were generated using the input distribution f,(dp), and
transfer function f(d) in level order starting from the root node of the tree. A power
quality event e4 at a node d is generated based on the event at its parent link (e;).
For example a PQ event of class ¢3 at a parent link will result into a child event
following the distribution in 3" row of f(d). Since the transfer matrices f(d) are
computed using our real PQ dataset (see Chapter 3), the simulated events possesses

similar statistical features.
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Figure 7.5: Networks used in our experiments. B=bus, S=switch, T=transformer,
U=UPS. The circled m indicates the position of a meter. The meter positions are
based on our meter placement solution proposed in Chapter 5.
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We select a device d in the start of our simulation as a malfunction device and
modify its transfer function from f(d) to a malfunction transfer function f(d). The
objective is to detect the effect of a malfunction device at the following metered
location. The process was repeated for all devices by infecting one device at a time.
For a malfunction device, we use a uniform transfer function, e.g., for five event types,

the transfer function is

[ 02 02 02 02 02|
02 02 02 02 0.2
f(d)=102 02 02 02 0.2
02 02 02 02 0.2
02 02 02 02 0.2

Experimental results on various network types are discussed next.

7.4.2 Simulation Results

Figure 7.5 show various network types used in our simulation to evaluate the accuracy
of our proposed solution. The metered position are obtained using our meter place-
ment solution from Chapter 5. We evaluated all 4 networks for all devices that are on

monitored segments and the algorithm correctly identified the malfunction segment.

7.5 Conclusion

Power quality meters play an important role in the reliability of power networks.
Using power quality reading from the metered locations in the network, we proposed
statistical measures that help in accurately detecting a malfunction segment in the
power network. The proposed solution was evaluated on various types of networks
including the IEEE Test Feeder network. Our experimental evaluations confirm the
accuracy of the proposed solution. Further, the malfunction segment detection will

help in the reliability of power networks.
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Chapter 8

Conclusions and Future Work

8.1 Conclusions

Power quality plays an important role in the reliability of power grids. To improve
the reliability of the power grid networks, power quality measurement devices are
being deployed to monitor the power quality on underlying links. Since power quality
meters are expensive devices, it is financially infeasible to install them on every link
between devices in the power grid network. In the first part of this thesis, we studied
the problem of estimating the power quality on unmonitored network segment based
on power quality readings from the monitored segments. We modeled the power grid
network as a data network to leverage the existing network and data estimation tech-
niques to solve the problem. To solve the power quality estimation on unmonitored
links, we proposed a MaxEnt-based model that accurately estimates power quality
transition functions. Through experimental evaluations, we showed that our MaxEnt-
based solution is much faster and accurate than the existing EM-based solution.
Next, we investigated the problem of intelligently placing measurement devices on
suitable power links to reduce the uncertainty of PQ estimation on unmonitored power
links. As a first step to tackle the meter placement challenge, we represented the la-
tent feature of a device as a transition function which is usually estimated through
physical modeling or through the assessment of historical power monitoring data.
Using a real PQ dataset, we showed that historical data can be used to capture the
latent features of a device. After learning the device latent features, we then proposed
intelligent meter placement algorithms for identifying network segments suitable for

power meter placement. The two algorithms that solve the meter placement prob-
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lem are: 1) an intelligent conditional entropy-based algorithm; and 2) a Bayesian
network-based approach. The two algorithms were evaluated in various simulation
networks including the IEEE 13-node distribution test feeder. Results suggested that
the CE-based MinEntropy approach is much faster. Further, the proposed solutions
significantly reduced the uncertainty of PQ values on unmonitored power links.
Finally, using the power quality readings/events from monitored segments, we
identified statistical features and proposed a model that accurately identify a poten-
tial malfunction device in the power network. The proposed solution was evaluated on
various simulated power networks including the IEEE Test Feeder network. Our eval-
uations confirmed the accuracy of the proposed solution. The proposed malfunction

segment detection solution will help in the reliability improvement of power networks.

8.2 Future Work

8.2.1 Scaling the MaxEnt-based PQ Estimation

Our proposed MaxEnt-based model opens a new scope of methods to quantitatively
measure and solve the reliability problems in smart grid. The proposed solution may
not converge efficiently for sub-nets of larger sizes. The scalability problem arises
as the number of unknown variables increases exponentially with the increase in the
number of components in a subnet. The idea for the extended work is to divide
the larger subnets in logical components where each logical component will represent
several physical components. Instead of computing individual transfer functions for
each physical device, transfer functions of the logical components could be estimated
first. In the second round, transfer functions of individual physical components could
be estimated from the logical transfer functions. Note that this is a high level guideline
which only serves as a starting point towards the final solution. The final solution
could be based on a comprehensive mathematical model. Finally, for the evaluation

of such a system, various larger IEEE standard test networks could be used.

8.2.2 Extending the Meter Placement Solution to Larger Net-

works that Contain Loops

Our meter placement solution could be used for meter placement in several standard

power networks including the 13-Node IEEE Test Feeder. As a future work, one could
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look into the possibility of extending our work to cover the networks that contain loops

to relax our tree network assumption.

8.2.3 Device Level Misbehavior Detection

In this thesis, we have proposed statistical measures that help in detecting a potential
malfunction device in the power network. If the device is not directly monitored, e.g.,
it is somewhere in the middle of a monitored segment, we can only detect the segment
and not the device explicitly. As a future work, the solution could be improved to
detect the malfunction device explicitly that is not directly monitored. Further, it
could also be investigated if the accumulative suffer time of the device (using the
standard measures defined in the CBEMA curve) could be used to make the device

maintenance/replacement recommendations.
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