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ABSTRACT 

Current trends in programming methodology suggest that specification 

and verification should be as formal as possible. Yet, putting such methods 

into practice has proved difficult. We propose a mixture of formal and infor­

mal techniques, and rely more on human review than on formal derivation. 

We extend current work on module verification, providing new theoretical re­

su lts as well as practical procedures designed for use in software inspections . 

Our underlying theory is for pairs of infinite, nondeterministic Mealy ma­

chines. Module state machines (MSMs) are Mealy machines specialized for 

modeling software modules: the inputs are function calls and the outputs are 

return-value/exception pairs. We have defined three kinds of MSMs, corre­

sponding to ( 1) declarative specifications using abstract state, (2) declarative 

specifications using concrete state, and (3) implementations. Both exceptions 

and nondeterminism are handled. Based on the Mealy machine theory, we 

have developed MSM verification procedures, specifically designed for proofs 

delivered in inspection meetings. Detailed examples of the three MSMs and 

the verification procedures are included. 

11 



lll 

Examiners: 

" .. ( s 

cLean, External Examiner (Dept. of Mechanical Engineering) 



Table of Contents 

Title Page 

Abstract 

Table of Contents 

List of Figures 

Acknowledgement 

1 Introduction 

1.1 Problem . 

1.2 Techniques . 

1.3 Results . . . 

1.4 Thesis organization 

2 Key Concepts and Terminology 

2.1 Notation ...... . . .. . 

2.2 Modules and work products 

2.3 Representing module states in proofs 

2.4 Summary . . . . . . . . . . . . . . . 

IV 

11 

IV 

VI 

IX 

1 

1 

3 

5 

6 

7 

7 

8 

10 

11 



TABLE OF CONTENTS V 

3 Comparison to Previous Work 12 

3.1 Theory of modules 13 

3.2 Other approaches 17 

4 Mealy machines 18 

4.1 Deterministic machines 18 

4.1.1 Definitions . 18 

4.1.2 Theorem . 21 

4.1.3 Example . 21 

4.2 Nondeterministi c machines . 24 

4.2.1 Definitions . 24 

4.2.2 Theorem . 25 

4.2.3 Lemmas 27 

4.2.4 Corollary 28 

4.3 Summary . .. . 28 

5 Module state machines 30 

5.1 Interface specification . .. . . . . . . . 30 

5.1.1 Standard specification sect ions . 31 

5.1.2 Specification semanti cs ... 32 

5.1.3 Mapping to Mealy mach ines 34 

5.2 Program specification . 36 

5.3 Correctness .. 40 

5.4 Implementation 40 

5.5 Summary ... 42 

6 Verification procedures 43 

6.1 Program specification meets interface specification . .. .... 44 



TABLE OF CONTENTS 

6.2 

6.3 

6 .1.1 Soundness . . . . . . . . . . . . . . . 

Implementation meets program specification 

Summary ..... 

7 Verification examples 

7.1 Simple set proof ... .. . . ... . .. . 

7.1.l Abstraction function and lemmas 

7.1.2 Proof ... 

7.2 Iterator set proof 

7.2.1 Abstraction function and lemmas 

7.2.2 Proof .. ... . ......... . 

8 Summary and Future Work 

8.1 Summary and Discussion 

8.2 Future work . .. . .. . 

Bibliography 

Appendix - iset work products 

Interface specification . 

Program specification . 

Implementation .... 

VI 

45 

48 

49 

50 

50 

51 

51 

54 

57 

57 

61 

61 

63 

66 

68 

68 

69 

70 



Vll 

List of Figures 

2.1 sset access programs . . .. 9 

2.2 sset program specification state 11 

4.1 Mod 2 recognizer 19 

4.2 Commuting diagrams 22 

4.3 Abstract and concrete mod 2 counters 23 

4.4 Transition-output correctness 26 

5.1 sset interface specification .. 32 

5.2 Execution of s_init.s_add(3) .g_mem(3) 33 

5.3 J defined by an interface specification . 35 

5.4 sset program specificat ion . . 38 

5.5 Execution of s_init.s_add(3).g_mem(3) 39 

5.6 sset implementation . .. 41 

6. 1 Assertions verified . . . . . . . . . . . . . . . . . . . . 47 

7.1 Transition correctness: s_add. 52 

7.2 Transition correctness: s_del 53 

7.3 iset access programs 55 

7.4 iset interface specification 56 

7.5 iset program specification 56 



LIST OF FIGURES 

7.6 Transition correctness: s_mod . .... 

7. 7 Transition-output correctness : sg_next 

Vlll 

58 

59 



IX 

Acknowledgment 

I would like to thank my supervisor, Dr. Daniel Hoffman, for his guidance 

and advice during the course of this research, and for his help in the prepa­

ration of this manuscript. Financial support in the form of an NSERC Post­

graduate Scholarship and a research assistantship from Dr. Daniel Hoffman 

made this work possible. Finally, I would like to thank my wife, Mary Jo. 

I could not have completed this thesis without her support, encouragement, 

and patience. 



Chapter 1 

Introduction 

1.1 P roblem 

The task of developing a large software system can be simplified by decom­

posing it into modules. We view a module as a black box, accessible only 

through a fixed set of access programs. Three work products are associated 

with every module: interface specification, program specification, and im­

plementation. These work products provide a progression from black-box 

specification to executable implementation . 

An interface specification describes the service offered by a module with­

out unnecessarily restricting the means used to provide that service. For 

most modules , some means for referring to "state" or "history" is needed. 

We use an abstract state representation to make the interface specification 

as simple and precise as possible. The program specification declares the 

concrete state, using the constructs of the implementation programming lan­

guage. The effects of each of the access programs are specified declaratively, 

in terms of the concrete state and in accordance with the interface specifica­

tion. The implementation provides the executable .code used to operate on 

the concrete state, as required by the program specification . 



CHAPTER 1. INTRODUCTION 

Users of a module expect it to behave according to the interface specifi­

cation. The implementation determines actual module behaviour; therefore , 

it is important that the implementation be correct with respect to the inter­

face specification. Consider a module with interface specification I, program 

specification P, and implementation C. The task of proving that C meets 

I is simplified by proving that C meets P and that P meets I, as the two 

subproofs can be carried out independently. Each subproof typically involves 

induct ion on the length of traces (sequences of calls to access programs). We 

present techniques which can be used to eliminate the induct ion argument 

from correctness proofs. We are still left with the problem of how to conduct 

verification in industry. 

Despite substantial effort, formal specification and verification research 

has had disturbingly little impact on industrial practice. This is due in part to 

an assumption in the prevalent Computer Science view of formal verification: 

formal verification will guarantee program correctness, just as mathematical 

proofs guarantee the correctness of theorems. According to DeMillo, et al. 

[l], there are two underlying problems. First, formal program proofs do not 

guarantee correctness. For non-trivial programs, such proofs are extremely 

complex and are thus error-prone themselves. Further, the assumptions on 

which the proofs are based often cannot be formally verified. Second, the 

appeal to mathematical practice is flawed. Mathematicians rarely resort to 

formal proofs, for good reason. According to Karp [2 , pg. 1411] 

Once a mathematical truth is discovered, the 'proofs' used to 
communicate it from one human to another are never formalized 
completely, if only because such formalization is a hideously te­
dious process and because the resulting formal proofs would be 
opaque to human readers. 

So, instead of relying on formal proofs, mathematicians use informal proofs , 

2 



CHAPTER 1. INTRODUCTION 

and wide and repeated review by other mathematicians. It is the social 

process as much as the proof on which they base their confidence in the 

truth of the theorems. 

The result of the academic insistence on formal specification and verifica­

tion is a crippling stand-off between the "formalists" and the software devel­

opers. Few developers, even in academia, take formal methods seriously. In 

practice, even informal methods of specification and verification are rejected, 

leaving software developers struggling to control complex systems without 

the most basic mathematical support. 

In summary, this thesis attempts to solve three problems associated with 

the verification of software modules: 

1. What is module correctness and how can we define it precisely? 

2. How can module correctness proofs be simplified? 

3. How can module correctness be proven in practice? 

The techniques that we use to solve these problems are described briefly in 

the next section. 

1.2 Techniques 

We have developed the theory of modules by viewing the three work products 

as Mealy machines. We define correctness in terms of the language of a Mealy 

machine, which captures the input/output behaviour of the machine. 

Proving correctness typical ly involves induction on the length of traces. 

At first glance, one might suggest that the proof could be simplified by prov­

ing each access program correct using classical program verification tech­

niques [3]. This poses special problems, however, because the interface spec-

3 



CHAPTER 1. INTRODUCTION 

ification and the program specification use different state spaces. Interface 

specification state variables are usually expressed in terms of abstract con­

cepts , such as sets and sequences, while program specification state vari­

ables are expressed using the data types supported by the implementation 

language, such as arrays. Classical program verification involves proving a 

correspondence between pairs of functions defined on the same state space, 

and therefore must be extended to handle module verification. 

We achi eve the extension with abstraction functions. An abstraction 

function m aps each state of the program specifi cation to a state of the in­

terface specification. We present a theorem which defines conditions on the 

abstraction function, program specification , and interface specification that 

are sufficient to conclude that the program specification meets the interface 

specification. Our theorem greatly simplifies module correctness proofs by 

factoring out the induction argument from these proofs, and by breaking up 

each proof into many smaller proofs which can be carried out independently 

of each other. The induction argument that would normally be required in 

these proofs. A coroll ary of the theorem applies when the concrete Mealy 

machine and the abstract Mealy machine have identical state spaces; in this 

case, the abstraction fun ction is an identity function. This corollary can be 

used to prove that an implementation is correct with respect to a program 

specification. It is interesting that the conditions of the corollary can be es­

tablished using classi cal program verifi cation techniques [3]. Thus, program 

verification seems to be a special case of module verification. 

We use pragmatic criteri a for specification and proof, based on the follow­

ing claim: formality is not a suitable engineering goal. While it is a powerful 

means for achieving engineering goals, such as reliability, it is dangerously 

inappropriate as an end in itself. There is no inherent value to the customer 

4 



CHAPTER 1. INTRODUCTION 

in formali ty, only in the other characteristics that may, or may not, be best 

achieved by formal methods. Viewing formality as a means, rather than a 

goal, has influenced our criteria for proofs, as follows. 

We use Fagan inspections [4], reviewing each work product in detail to 

identify faults, and using selected verification techniques [3, 5] in the inspec­

tion process. Consider a specificat ion S, its implementation I, and a proof 

that I meets S. Evaluate the proof according to whether it convinces the 

inspection team. As a result, the quality of proofs will depend on the skill, 

experience, and discipline of the inspection team. But th is is unavoidable -

determining the soundness of a proof will always involve human judgement. 

From the viewpoint of DeMillo, et al., we are using inspections to trans­

form program verification: from a formal exercise whose goal is guaranteeing 

correctness, to a social process aimed at discovering fau lts and increasing 

confidence. The effect of this view on our research has been substantial: the 

focus is on methods within the grasp of industrial inspection teams, given 

modest training. 

1.3 Results 

Mealy machines have proven to be an excellent mathematical model for soft­

ware modules . They have provided precise definitions of the interface speci­

fication, program specification, and implementation work products . We have 

adapted existing definitions of behavioural equivalence between Mealy ma­

chines to define our desired notion of module correctness. Similarly, using 

Mealy machines as the basis for modules allowed us to work out the re­

quirements of abstract ion functions whi le ignoring the detai ls of how Mealy 

machines are specified in practice. 

The verification procedures which we have developed are simple and easy 

5 



CHAPTER 1. INTRODUCTION 

to follow in inspection meetings. Most of the assertions to be proven are 

obvious, focusing attention on the few that are not . We have found that 

a convincing proof can be presented to an inspection team verbally, with 

the help of diagrams. Obviously, care is required when using pictures in 

proofs. For example, it is sometimes easy to omit certain cases and to ignore 

important details. We use picture notations that have a precise semantics, 

such as those proposed by Gries [6] . 

1.4 Thesis organization 

Chapter 2 defines key terms and concepts relat ing to modules and the three 

module work products, and defin es notations that we use in specifications 

and proofs . Chapter 3 summarizes the related work . Chapter 4 presents our 

underlying theory, based on Mealy machines. Chapter 5 describes module 

stat e machines: Mealy machines whose inpu ts are access program calls and 

whose outputs are return-value/exception pairs. Chapter 6 presents verifi­

cation procedures designed for use in inspection meetings, and Chapter 7 

provides concrete examples of these procedures. Chap ters 6 and 7 focus on 

proofs that a program specification is correct with respect to an interface 

specification . Chapter 8 presents our conclusions and future work. 

6 



Chapter 2 

Key Concepts and 
Terminology 

In this chapter, we define various concepts, terms, and notations used in 

subsequent chapters. Notations used in interface and program specifications 

are described in Section 2.1. Key terms relat ing to modules and the three 

work products that we associate with each module are defined in Section 2.2. 

Finally, the notations that we use to represent both interface and program 

specification states in the example proofs of Chapter 7 are described in Sec­

tion 2.3. 

2.1 Notation 

A concurrent assignment statement [3 , page 48] is an expression of the form 

where the v;'s are distinct variables and each e; is an expression of the same 

type as v;. To evaluate the assignment statement, all of e1 , e2 , . . . , en are 

first evaluated , and then e; is assigned to v;, for i E [l , n]. For example, the 

statement x, y := y, x exchanges the values of x and y. 

7 



CHAPTER 2. KEY CONCEPTS AND TERMINOLOGY 

A conditional rule [3, page 29] is an expression of the form 

where, for i E [1, n ], Ci is a boolean expression and 'i may be any expression. 

To evaluate a conditional rule C, evaluate c1 ; if it is true then r 1 is the value 

of C. Otherwise, evaluate c2 ; if it is true then r 2 is the value of C, and 

so on. Where no condition is true, C is undefined. The condition true is 

always true, and therefore should only occur as the last condition of a rule. 

The expression I denotes an identity fun ction , the domain of which should 

be clear from the context of the rule. An example of a conditional rule is 

(x::; y-+ x Ix~ y-+ y), which defines min(x,y). Note that the conditions 

in a rule may overlap. 

We make use of several simple notations on sequences. Let s be a sequence 

of n elements, indexed zero-relative, and let i, j E [O , n - 1], with i ::; j. Then 

s [i] is the ith element of s, s[i .. j] is the sequence (s [i], s [i + 1], ... , s [j]), and 

x Es is equivalent to (::lj E [O, n - l])(x = s[j]). 

2.2 Modules and work products 

Following P arnas [7], a module is a programming work assignment, and a 

module interface is the set of assumptions that programmers using the module 

are permitted to make about its behavior. We view a module as a black 

box, accessible only through a fixed set of access programs. The module 

implementation is required to detect the occurrence of an illegal call and to 

signal the caller that the associated exception has occurred. By convention , 

in access program names the prefix s_ (set) indicates calls that set internal 

module values, g_ (get) indicates calls that retrieve those values, and sg_ 

(set-get) indi cates calls that do both. 

8 



CHAPTER 2. KEY CONCEPTS AND TERMINOLOGY 9 

Program name I Inputs Outputs I Exceptions 

s_init 
s_add integer mem 

full 
s_del integer notmem 
g_mem integer boolean 

Figure 2.1: sset access programs 

We illustrate these ideas on the Simple Set ( sset) module ( see Figure 2.1 ), 

which provides access to a set of at most N integers. s_init initializes 

the module, with the set empty, and must be called before any other call. 

s_add( x) adds x to the set, signaling mem if x is in the set and full if the set 

has N elements. s_de/( x) deletes x, signaling notmem if x is not in the set. 

g_mem(x) returns true or false according to whether x is in the set. 

This thesis focuses on three work products, providing a progression from 

black-box specification to executable implementation. 

1. An interface specification specifies the service offered without unnec­

essarily restricting the means used to provide that service. For most 

modules, including sset, some means for referring to "state" or "his­

tory" is needed. Here, the state representation is abstract, chosen to 

make the interface specification as simple and precise as possible. 

2. The program specification declares the concrete state, using the con­

structs of the implementat ion programming language. The effects of 

each of the access programs are specified declaratively, in terms of the 

concrete state and in accordance with the interface specification. 

3. The implementation provides the executable code used to operate on 
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the concrete state, as required by the program specification. 

Our definition of module correctness is based on the notion of behavioural 

equivalence in automata theory. Shields [8] says two Mealy machines are 

behaviourally equivalent if, for each sequence of inputs and initial state, 

both machines produce the same sequence of outputs. 

2.3 Representing module states in proofs 

This section describes the various notat ions used to represent interface and 

program specification states in the module correctness proofs presented in 

Chapter 7. A state consisting of two or more variables can be represented 

conveniently as a tuple. For example, the sset program specification state 

consists of two variables, s and sent. The elements of the set are stored in 

s, an array of N integers; the index of the first and last elements in s are 0 

and N - 1, respect ively. sent is the number of elements in the set. Elements 

of the set are stored in positions O through sent - 1. A particular state can 

be represented as a tuple (s, sent) . This notation works well when it is not 

necessary to enumerate the values of the array s. 

Arrays are frequently used in program specifications to store a collection 

of values for fast access . There are several notations for representing arrays. 

Since arrays are just (fixed-length ) sequences, we could use an expression of 

the form (a0 , a 1 , ... an). Such exp ress ions can be used to represent arrays 

consisting of a small number of elements, but become unmanageable for 

larger arrays. 

Gries [6] proposes notations that work well for representing arrays of any 

size. Arrays are represented as rectangles, arranged vertically or horizontally, 

with elements and indices labelled when convenient. For example , Figure 2.2 
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0 sent - 1 N-1 

Figure 2.2: sset program specification state 

shows the sset program specification state. The array s is represented as a 

rectangle with indices 0, sent - 1, and N - 1 labelled. 

Although the state notations presented in this sect ion are effective in t he 

correctness proofs presented in Chapter 7, other notations would be needed 

to represent more complex data structures such as linked lists. 

2.4 Summary 

In this chapter, we defined several notations that we use to specify the be­

haviour of access programs: the concurrent assignment statement, the con­

ditional rule, and some simple notations on sequences. We presented some 

basic terms relating to modules and the three module work products on which 

this t hesis focusses . Finally, we described the notat ions that we use to repre­

sent module states in our proof examples. In the next chapter, we compare 

our approach to module verification, which we outlined in Chapter 1, with 

approaches proposed by other authors . 



Chapter 3 

Comparison to Previous Work 

We review t he related work on mod ule refinement, foc using on two issues. 

First, what class of modules is supported? In parti cular , are non-determinism , 

exceptions , and set-get calls handled? Second , what mathematical founda­

tions are provided? Specifically, we seek precise answers to t he following 

questions. 

(i) S emantics. What is the mean ing of a specification? What observable 

behavior does it specify? 

(ii) Definition of correctness. What does it mean for a refinement to be 

correct ? What correspondence is requi red between the observable be­

haviors of the abstract and concrete specifications? 

(iii) Sufficient conditions. What are uffic ient condi t ions for correctness? 

(iv) Correctness theorem. Where is a proof t hat t he conditions of (iii) are in 

fact sufficient? 

T he MSM approach is based directly on the theory of modules (TM) devel­

oped by Gannon , Hamlet , and Mills [5]. Below we discuss t he T M proposal 

in detail and briefly describe other schemes fo r refinement . 

12 
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3.1 Theory of modules 

Within the Cleanroom approach [9] are methods for systems analysis, statis­

tical testing, and verification. Only the latter is relevant to this paper. Using 

Cleanroom, specifications are based on state functions and relations [10 , 11], 

and verification is done in inspection meetings [12]. 

Let us consider how the TM scheme answers each of the four questions 

presented in the overview of this chapter. The semantics of a specification 

consists of the fo llowing parts: 

• a set S of states 

• two access programs in and out 

in : T1 X T2 X ... X Tn ---+ S 

out : 5 ---+ T1 X T2 X .. . X Tn 

where T;, i E [1, n], is a type defined outside the module 

• zero or more set programs p1 , . .. ,Pk where p; : 5---+ S, i E [1 , k] 

Below we represent a TM specification compactly as a tuple of the form 

(5, in, out,p1, ... ,Pk)-

Each state is a mapping from identifiers to values. In this discussion, 

identifiers appear in typewriter font. The following are examples of states: 

{} { (abc , 2)} { (x, -1), (y, 3)} 

If s is a state and x is an identifier , then s( x) is the value that s associates 

with x . Module users call in to load the module state, invoke set calls to 

modify that state, and call out to retrieve it. 

Partial abstract and concrete specifications of a module providing opera­

tions on rational numbers are presented in the TM paper. In the remainder 

of this section, we shall refer to this module as rat. Components of the 
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abstract and concrete specifications are distinguished with the superscripts 

"a" and "c", respectively. The authors are unclear about the nature of both 

the abstract states and the concrete states of rat, and do not define the in 

and out functions for either the abstract or concrete specifications. To gain 

insight into TM specifications, we define these missing components. 

Abstract states of rat contain exactly two elements, one element for each 

of the two identifers r and n. Values associated with r are rational numbers; 

values associated with n are integers. In other words, elements of 5a are 

subsets of 

({r} x Q) U ({n} x Z) 

where Q is the set of rational numbers and Z is the set of integers . 

We define ina and outa as follows: 

ina : Z X Z X Z -t S 

ina(x,y,z) = (y-::/ 0--t {(r, E),(n,z) }) 
y 

outa : S -t Z X Z X Z 

outa(s) = (ax , y,z) where 

x and y are the smallest non-negative integers 

such that I s(r) I = E 
y 

a= (s(r) > 0 -t 1 I true -t -1) and 

z = s(n) 

Some comments about these definitions of ina and outa are in order. First, 

the process of constructing these definitions was not trivial, and helped to 

clarify the nature of the abstract states of rat. In view of this, the authors 

of the TM approach probably should have included these definitions in their 

paper. Second, it is unlikely that implementations of ina and outa for rat 
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would ever be needed; however, a set program similar to in° with the third 

argument dropped and a get program similar to out 0 with the third compo­

nent of the result dropped would be required in order to be able to use the 

module. The purpose of in° and out 0 is simply to establish correctness ac­

cording the definition of correctness presented in the TM paper. We present 

this definition later in this section. 

rat provides a single set program, exprat, which raises the rational number 

r to the power n . The following is the abstract specification of exprat as 

presented in the TM paper: 

(n > 1 --+ r := rn I true--+ I ) 

We created the following examples to illustrate the specifications in°, 

out 0
, and exprat: 

in(l,2,3) = {(r,½) ,(n,3) } 
inoout(l,-2,3) = (-1,2,3) 
inoexpratoout(l,-2,3) = (-1,8,3) 

Correctness is defined in terms of pairs of fun ction compositions of the 

form 

The refinement is correct if, for all such pairs , out 0 and outc return the same 

values. 

Sufficient conditions for correctness are presented, based on an abstrac­

tion function and commuting diagrams, and a correctness theorem and proof 

are provided. A concrete specification (Sc, inC, outC, p~, ... p%), is correct with 
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respect to an abstract specification (Sa, ina, outa, pf, ... p'tJ if there exists an 

abstraction function A such that 

3. for all i E [1, n], Ao pf ~ p'j o A 

The strengths of the TM approach are its intuitive appeal, the effective 

use of state functions, and the thorough mathematical basis. The TM ap­

proach has several limitations which the MSM approach removes. First, the 

requirement for the in and out access programs is a severe limitation. Many 

modules simply do not have a call that loads the state and another to dump 

it. More often, the state is loaded and retri eved a portion at a time. The TM 

approach works reasonably well for the rational number example used in the 

TM paper. However, sset, iset, and many other modules are not handled. 

Second, it would seem that no two set programs could have any parameter 

names in common, since there would be no way to load the values of these 

parameters simultaneously by in . The authors say little about how their 

approach would be applied to modules containing multiple access programs. 

Third, the TM approach is unable to handle non-determinism, exceptions, 

set-get programs, and multiple get programs ( only one get program, out, is 

allowed). Perhaps get programs could be modeled by assigning outputs to 

pseudo-variables which are returned by out , but again the authors do not say 

anything about this. 

Finally, there are no verification procedures to handle the large number 

and variety of cases that occur in practice. These cases arise primarily from 

the details which were not considered in the TM paper: the three differ-
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ent types of access programs, normal versus exceptional behaviour, varying 

degrees of nondeterminism, and so on. 

The MSM approach removes all of these limitations. 

3.2 Other approaches 

The automata concepts of Section 6 were well established in the 1960's . For 

example, ignoring exceptions, the proof obligations of our verification pro­

cedures correspond exactly to the transition homomorphism on t ransducers 

described by Nelson [13 , page 157]. 

Within the programming methodology community, Hoare [14] is usually 

given credit for the key ideas of data refinement. Following Hoare, many 

others have used the same basic ideas. For example, in their undergraduate 

text Wulf, et al. [15, page 316] use commuting diagrams to prove correctness, 

and include a module very similar to iset [15, page 519]. 

More recently, there has been considerable activity in the VDM and Z 

communities . Jones [16] has had extensive experience with data refinement 

( which he calls data reifi cation). The suffi cient conditions are precisely spec­

ified [16 , page 190] and non-determinism and except ions are handled. How­

ever , there is no explicit definition of correctness and no correctness theorem. 

He, Hoare, and Sanders [17] provide methods for verification and deriva­

tion of refinements, and handle both non-determinism and exceptions. Again, 

precise sufficient conditions are provided but without a definition of correct­

ness or a correctness theorem. Their scheme is very general and applicable 

to problems other than module refinement. However, this generality, and the 

requirement for a mechanism similar to the TM in and out rout ines, makes 

it hard to see how to apply the methods to convent ional abstract data types. 

The paper provides no examples . 



Chapter 4 

Mealy machines 

Infinite, nondeterministic Mealy machines serve as the foundation for our 

specification semantics and verification procedures . Definitions and a cor­

rectness theorem are presented below, in two versions: deterministic and 

nondeterministic. We present the deterministic theory first because it is 

far simpler to grasp . We present the nondeterministic version because it is 

needed for many proofs, including one in Section 7.2. 

4.1 Deterministic machines 

4.1.1 D efinitions 

An infinite, deterministic Mealy machine [18] is a 6-tuple (Q, E, 6, >., 8, q0 ) 

where Q is a set of states, E is the input alphabet, 6 is the output alphabet, 

>. : Q x E ---+ 6 1s the output function, 8 : Q x E ---+ Q is the transition 

function, and q0 E Q is the initial state. Each of Q, E, and 6 may be 

infinite. Both >. and 8 are defined on all of Q x E. 

The following example illustrates this definition. A mod 2 recognizer is 

a Mealy machine that outputs y if the number of ones received so far is 

even; otherwise, it outputs n. We can define a two-state mod 2 recognizer as 

18 
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follows. 

Q = {ro, ri} 

~={1} 

6={y ,n } 

1/y 

Figure 4.1: Mod 2 recognizer 

>.(r; , 1) = (i is even--+ n I true --+ y) 

8(r; , 1) = r( i+l) mod2 

qo = ro 

19 

Note that we have used a conditional rule ( defined in Chapter 2) to define 

the function >. . Henceforth , we shall refer to this machine as Ra. 

A transition diagram is a graphical representation of a Mealy machine. 

Each diagram consists of an arrangment of nodes and arrows between nodes . 

Nodes correspond to states of the machine. There is an arrow from node q to 

node r labelled x/y if and only if 8(q,x) =rand >.(q,x) = y. q is called the 

tail of the arrow and r is called the head. The initial state is the head of the 

arrow with no tail. The transition diagram for Ra is shown in Figure 4.1. 

We define correctness in terms of a language associated with a Mealy 

machine. Strings in the language are sequences of input/output pairs. More 

precisely, if M = (Q, ~, 6 , >., 8, q0 ) then strings in the language of M are of 

the form w = ((x1,Y1) , ... ,(xn, Yn)) where x; E ~ A Yi E 6 for all i E [1 ,n]. 
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To define the language of a Mealy machine, we use the notion of a com­

putation on a machine. Suppose w = ( (x 1 , y1 ), ... , (xn, Yn)) . A term of the 

form (qo , (x1 ,Y1) , q1,••· , (x n, Yn),qn) is a computation ofw on Mifn 2: 0 and 

For example, on Ra, (ro) is a computation of the empty string () and 

(ro, (1, n) , r 1, (1, y) , ro) 

is a computation of t he st ring (( l , n),(l ,y)). 

The language of M , L(M), is { w I t here is a computation of w on M}. 

It is easily shown that the language of Ra is 

{((l , y1) , .. . , (l , yn)) I (Vi)( i E [1 ,n]---t Yi= (i iseven ---t y I true -+ n))} 

The language of a Mealy machine differs from the usual notion in au­

tomata theory, where "language" means the set of strings that leave a finite­

state machine in one of several des ignated final states. If E is the input 

alphabet of such a machine, then the language accepted by the machine is 

a subset of E* . The language of a Mealy machine, on the other hand, is a 

subset of (E x 6)*. To understand our definition of correctness, it is crucial 

to understand that the language of a Mealy mach ine consists of sequences of 

input/output pairs, not sequences of inputs alone. 

Given machines M a (abstract) and Mc (concrete), Mc is correct with re­

spect to Ma if L(Mc) = L(Ma). Proving that L(Mc) = L(Ma) will typically 

involve induction on computat ions, each involving multiple applications of 

A and 8. The following theorem shows how to es tablish correctness by con­

sidering only single applications of A and 8. T he theorem depends on an 

abstraction fun ction: a mapping from M e's state space to Ma's. 
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4.1.2 Theorem 

Theorem 1 Let Ma= (Qa,E,6.,>.a,8a,qg) and Mc= (Q C, E,6.,>.c,8C,qg) 

be Mealy machines. If there exists a total function A : Qc ---+ Qa such that 

1. initial correctness 

2. output correctness 

>.a(A(qc),x) = >.c(qC,x) 

3. transition correctness 

8a( A (qc),x) = A (8c(qC,x)) 

then L(Mc) = L(Ma) . 

In t his theorem, it is the hypotheses that deserve careful attention . The 

first one says, intuitively, that Ma and Mc are synchronized initially. Fig­

ure 4.2a uses a commuting diagram to illustrate the meaning of output cor­

rectness: from concrete state qC, if you abstract and then apply ;.a, you get 

the same output as if you apply ,\c direct ly. F igure 4.2b illustrates t ransition 

correctness: from qc, if you abstract and operate, you get the same abstract 

state as if you first operate and then abstract. A funct ion A that satisfies 

the three properties listed above is call ed a homomorphism. 

Proof 

The proof is a straightforward application of Theorem 2 defined m Sec­

tion 4.2.2. o 

4 .1.3 Example 

We will use the theorem to prove that Rc is a correct implementation of Ra, 

where Rc is defined as follows: 
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X 

A(qc)~ 
A(qc) 8a(A(qc),x) 

A(8c(qC, X )) 
X >.a(A(qc),x) 

A A IA Ac( qc, X) 

qc / qc 8c(qC,x) 
X 

(a) output correctness (b) transition correctness 

E = {1} 

~={y,n} 

Figure 4.2: Commuting diagrams 

>.(r;, 1) = (i is even -t n I true -t y) 

8(r;, 1) = r(i+t)mod 4 

qo = so 

The abstraction function A is defined as follows: 

A(s;) = (i is even -t ro I true -t r1) 

The transition diagram for Re is shown at the bottom of Figure 4.3 . The 

dashed lines associate each Re state with an Ra state and thus represent the 

abstraction function. 

In this example, we prove output and transition correctness by deriving 

the right-hand side of the appropriate equality from the left -hand side. The 

justification of each step of the derivation is obvious and will be omitted. In 

the proofs that follow, assume that 5a and >.a are the transition and output 

functions of Ra and that 5c and >,c are the transition and output functions 

of Re. 
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l/y 

l/n 

I \ I \ 
I \ I \ 

I \ I \ 
I A \ 

I I \ \ 
I I \ \ 

I I \ \ 

iso l/n ·6 l/y ·6 l/n 

·? 8 1 S2 
- S3 

l/y 

Figure 4.3: Abstract and concrete mod 2 counters 

l. initial correctness 

Follows directly from the definition of A . 

2. output correctness 

Lets; be an Re state for some i E [O, 3]. There are two cases, depending 

on whether i is even or odd. 

(a) case 1 : i E { 0, 2} 

>.a(A(si), 1) = >.a(ro, 1) = n = >.c(si, 1) 

(b) case 2: i E {1,3} 

>.a(A(s;), 1) = >.a(r1, 1) = y = >.c(s;, l) 
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3. transition correctness 

Lets; be an Re state for some i E [O , 3]. There are two cases, depending 

on whether i is even or odd. 

(a) case 1: i E {O, 2} 

8a(A(s;), 1) = 8a(ro, 1) = r1 = A(s;+1) = A(8c(s;, 1)) 

(b) case 2: i E { 1, 3} 

8a(A(s;), 1) = 8a(r1, 1) = ro = A(s(i+l)mod4) = A(8c(s; , 1)) 

4.2 Nondeterministic machines 

4.2.1 Definitions 

An infinite, nondeterministic Mealy machine is a 5-tuple (Q, I:, fl, J, Qo) 

where Q is a set of states, I: is the input alphabet, fl is the output alphabet, 

f: Q x I:-+ 2Q x 6. - {} is a total function, and Q0 ~ Q. 

Some explanat ion of the function f is required. A deterministic Mealy 

machine maps each state/input pair to exactly one state and one output; this 

behaviour is modelled by the functions 8 and >.. A nondeterministic Mealy 

machine maps each state/input pair to one or more possible state/output 

pairs. We model this behaviour as a function f which maps each state/input 

pair to a non-empty subset of Q x 6. (the set of all possible state/output 

pairs). A relation, such as a subset of Q x I: x Q x 6., could be used to model 

the behaviour of a nondeterministic Mealy machine. 

If M = (Q,I:,fl,f,Qo) and w = ((x1,Y1), . . . ,(xn,Yn)) , then 

is a computation of w on M if 

qo E Qo I\ (Vi E [1, n])(x; E I:/\ (q;, y;) E f(qi-1, x;)) 
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The language of M, L(M), is 

{ w I there is a computation of won M} 

Our definition of the language of a Mealy machine suggests the following 

view of strings in the language. If an event is something which causes a 

transition from one state to another, then it seems appropriate to think 

of input/output pairs as events. It might seem more appropriate to view 

inputs, not input/output pairs, as events. The problem with that view is 

that, for a particular starting state of a nondeterministic Mealy machine, 

each input does not uniquely determine the "nex t" state; however, the next 

state is uniquely determined by an input/output pair. As we normally think 

of history as a sequence of events, we shall call the elements of the language 

of a Mealy machine histories. 

Given machines Ma (abstract) and M c (concrete), M c is correct with 

respect to Ma if L( M c) ~ L( Ma). In some sense, if Ma defines the expected 

behaviour, then M c must not generate any unexpected outputs. Note that 

the two definitions of correctness that we have presented are equivalent if 

both machines are determinist ic. 

A theorem that can be used to prove the correctness of nondeterministic 

Mealy machines is presented below. The two lemmas used in the proof of 

the theorem are presented later , because their conditions include those of the 

theorem and we do not wish to state these conditions more than once. 

4.2.2 Theorem 

Theorem 2 Let M c= (Q c,E, f::.,J C, Qg) and Ma= (Qa,E,f::.,j°,Qg) be 

module state machines. If there exists a total function A : Qc - Qa such 

that 
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X 
A(qc) {(rf,y;)} 

::) 

{ (A(rf), y;)} 

A fA 
qc 

X 
r(qc, x) 

Figure 4.4: Transition-output correctness 

1. initial correctness 

2. transition-output correctness 

Initial correctness requires that all of M eis initial states are also initial 

states of Ma. Figure 4.4 illustrates transition-output correctness: if (rC, y) 

is a possible result of the concrete operation r(qC,x), then (A(rc),y) IS a 

possible result of j°(A(qc),x). 

Proof 

Rephrase the conclusion as "w E L(Mc) implies w E L(Ma)". 

Assume w = ((x1,Y1), ... , (xn,Yn)) E L(Mc). Then there is a computation 

of won Mc. By Lemma 2, (A (qg),(x1,Y1,),A(qD, ... ,(xk,Yn,), A(q~) ) is a 

computation of won Ma. Therefore, w E L(Ma). 0 
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4.2.3 Lemmas 

Lemma 1 If M is an MSM, 

w = ((xi,Yi ), ... ,(xn,Yn)) E L(M), and 

(qo, (xi, Yi), qi, ... , (xn, Yn), qn) is a computation of won M, 

then, for all k E [O,n], 

w' = ( (xi, Yi), ... , (xk, Yk)) E L(M), and 

(qo, (xi, Yi), qi, ... , (xk, Yk), qk) is a computation of w' on MSM M. 

Proof 

Immediate . □ 

Lemma 2 If the conditions of the theorem hold and 

Cc = (qg,(xi,Yi),qt , .. . ,(xn,Yn),q~) 

is a computation of w = ((xi,Y1), . .. ,(xn,Yn)) on Mc, then 

(A(qg), (xi, Yi), A(qf), . .. , (xn, Yn), A(q~)) 

is a computation of w on Ma. 

Proof 

The proof is by induction on n . 

Base Case: n = 0. 
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w = () and cc= (qg). By (1), A(qg) E Q~. Thus, (A(qg)) is a computation 

of won Ma. 

Induction Step: Assume the lemma is true when n = k, for some k ~ O; show 

true for n = k + 1. Let w be the string ((x1,y1), . .. , (xk+1,Yk+1)) and let 

c c = (qg, (x1, Yi), qt, ... , (xk+i, Yk+1), qk+i) be a computation of won M c. 

By Lemma 1, 
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is a computation of w' = ((x 1 , y1), ... , (xk, Yk)) on Mc. By the induction 

hypothesis, 

is a computation of w' on Ma. 

By the definition of a computat ion, (qk+l' Yk+1) E r(qZ, Xk+1) - By (2) , 

(A(qk+i ),Yk+1) E J°(A(qZ), xk+1)- Therefore, 

is a computation of w on Ma. 0 

4.2.4 Corollary 

Corollary 1 Let Mc= (Q ,'E, ~ ,F, Qo) and Ma= (Q ,'E, ~,f°,Q0 ) be 

Mealy machines. If r( q, c) ~ !°( q, c) for all states q E Q and inputs c, then 

L(Mc) ~ L(Ma). 

Proof 

Let A be the identity function on Q. It is clear that A satisfies the initial 

correctness and transition-output correctness conditions of Theorem 2. o 

4.3 Summary 

In t his chapter, we presented the t heory of nondeterministic Mealy machines 

on which our verification techniques are based. Our notions of computation 

and language are used to define precisely what we mean by module correct­

ness . We presented a t heorem which shows how abstraction functions can be 

used to simplify correctness proofs. This theorem is applied in Chapter 6 to 

define procedures for verifying that a program specification is correct with 

respect to an in terface specification. We presented a corollary which applies 
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when two Mealy machines have the same state space; this corollary serves as 

the basis for a procedure for proving that implementations are correct with 

respect to program specifications. In the next chapter, we present notations 

for specifying module state machines: Mealy machines corresponding to each 

of our three module work products. 



Chapter 5 

Module state machines 

The Mealy machines of the previous sect ion provide the theoretical basis for 

our approach. For proofs about properties of Mealy machines, the notations 

of that section are effective. However, for use in software documentation 

other notations are preferable. 

In this section, we present module stat e machines (MSM), a subset of the 

class of Mealy machines , and document formats for specifying three types of 

MSM. These formats provide the st ructure needed when specifying complex 

MSMs and save time when reviewing specificat ions. Further, the formats are 

restrict ive, eliminating many undesirab le Mealy machines and shortening 

specifications by making much implicit . 

5.1 Interface specification 

In this section, we describe interface specifications, summarizing the stan­

dard document sections and illust rating them on an sset (see Section 1.3) 

specification. We then provide the semanti cs by giving a mapping to the 

underlying Mealy machine. 

30 



CHAPTER 5. MODULE STATE MACHINES 31 

5.1.1 Standard specification sections 

The state section defines the specification state space, by declaring a collec­

tion of typed variables. The types integer, real, character, and boolean are 

assumed; new types are declared using the type constructors set, sequence, 

and tuple. 

The access program semantics section contains one subsection for 

each access program. Each of these subsections contains an exceptions 

entry, specifying the situations in which each exception must be signaled. 

The exceptions are specified by an assignment to the variable exc, or by 

"none," indicating that no except ion is ever signaled. 

There is a transition entry for each set program, specifying the new 

state resulting from its invocation. The transition applies only if the call is 

exception-free - otherwise the state is unchanged. 

An output entry is required for each get program, specifying its return 

value. The return value is specified by an assignment to the variable out, and 

applies only if the call is exception-free. If the call generates an exception, 

then the output is dontcare - any value of the correct type may be returned. 

A transition-output entry is required for each set-get program, specify­

ing the state transition and return value corresponding to an exception-free 

call. As for set and get calls, when an exception is generated, there is no 

state change and the output is dontcare. Note that set-get programs cannot, 

in general, be specified with independent transition and output sections. 

Consider a nondeterministic set-get call where the new-state/output pairs 

(s1 , o1 ) and (s 2 , o2 ) are permitted, while (s 1 , o2 ) is not. The transition­

output entry allows the specifier to allow the first two while prohibiting the 

third. Chapter 7 provides a simple example of such a set-get program. 

We illustrate the above ideas on the sset interface specification shown in 
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state 
s: set of integer 

access program semant ics 
s_init : 

transition: s := {} 

exception: none 
s_add(x ): 

transition: s := s U { x} 
exception: exc :=(Is I = N-+ full Ix Es---+ mem) 

s_del( x ): 
transition: s := s - { x} 
exception: exc := (x rf_ s-+ notmem) 

g_mem(x): 

output: out := x E s 
exception: none 

Figure 5.1: sset interface specification 
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Figure 5.1. The specification state is s , a set of integers. To illustrate the ac­

cess program semantics of sset, consider the trace s_init .s_add(3).g_mem(3) . 

The state, output, and exception generated by each call of the trace is shown 

in Figure 5.2. 

5.1.2 Specificat ion semantics 

In practice, we use a variety of notations in the interface specification entries . 

Below we use functions and relat ions to precisely characterize what is required 

in all specifications. We then give a mapping from interface specifications to 

their corresponding Mealy machines. 

Let S be the specification state space, 0 the union of the output types 

for all the get and set-get programs, Op the output type for get or set-get 

program p, and E the set of all exceptions. 
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Call I State I Output I Exception I 
s_init {} none none 
s_add(3) {3} none none 
g_mem(3) {3} true none 

Figure 5.2: Execution of s_init .s_add(3).g_mem(3) 

Consider access program p, with parameters of type T1 , T2, ... , Tn. The 

exception sect ion for p must specify the function 

ep is normally partial. If p is a set program, the transition section for p 

must specify the function 

While tP may be partial, it must be defined where ep is not. That is 

We intepret lp informally as follows. Let X denote a sequence x 1 , x 2 , . •• Xn of 

values such that x; E T; for all i E [l, n] . If a set-call call p(X) is exception­

free in state q, then tv( q, X) is the set of states that could possibly be gener­

ated by the call. Since the new state resulting from an exception-free set-call 

must be defined, the set tp(q, X) cannot be empty. Therefore, the range of 

tP is 25 - {}. 

Suppose p is a get program with return value type Op. The output 

section for p must specify the function 
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Like tp, Op may be partial but must be defined where ep is not. If a call p(X) 

is exception-free in state q, then op(q, X) is the set of possible outputs that 

could be returned by the call. Since each get-call must always return a value, 

the range of Op excludes the empty set. 

If p is a set-get program with return value type Op, then the transition­

output section for p must specify the function 

Like tp, top may be partial but must be defined where ep is not . 

Note that a number of the restr ict ions impl ied in the functions and re­

lat ions just described are not always appropriate. For example, by choosing 

E rather than 2E for the range of ep, we have restricted exception signaling 

to be deterministic. Many adjustments are possib le: to reduce or increase 

nondeterminism, to allow transitions when exceptions occur, etc. 

In the next section, we define a mapping from interface specifications to 

Mealy machines; the mapping from program specifications to Mealy machines 

is virtually identical. We use these mappings in Section 5.3 to define precisely 

what we mean by the correctness of a program specification with respect to 

an interface specification. 

5.1.3 Mapping to Mealy machines 

Recall that a nondeterministic Mealy machine is a 5-tuple (Q, E, t:.., J, Q0). 

The Mealy machine corresponding to an interface specification is as follows. 

Q=S 
E = the set of all access program calls 

t:. = ( 0 U { .l }) x (EU { .l} ), assuming that .l ¢ 0 U E 

Qo = the set of states possibly established by s_init 



CHAPTER 5. MODULE STATE MACHINES 35 

p is a set call p is a get call p is a set-get call 
(q,X) E dom(ep) r = q r = q r=q 

V = .L VE Op VE Op 
e = ep(q,X) e=ep(q,X) e=ep(q,X) 

(q,X) (/. dom(ep) r E tp(q,X) r=q (r,v) E top(q,X) 
V = .L VE Op(q, X) 
e = .L e = .L e = .L 

Figure 5.3: f defined by an interface specification 

Where an access program signals no exception or returns no value, we use 

1- in the corresponding Mealy mach ine. For state s and access program 

call p(x1, -.. ,xn), f (s,p(x 1, ... ,xn )) is a set whose elements are of the form 

(s ' , (v, e)) , where s' is a state, v is an output , and e is an exception . The 

constraints on s', v, and e are defined in Figure 5.3. 

To illustrate the mapping, let M 1 = (Q 1,"f,,6.,J1,Q5) be the nondeter­

ministic Mealy machine represented by the sset interface specification . Let 

Z denote the set of integers. Then , 

QI = 2z 

"f, = { c(x) I c E { s_add, s_del, g_m em } /\ x E Z} 

6. = (Z U {true, fals e, 1-}) x {full, mem, notmem, 1-} 

Q5 = { {}} 

While f 1 is as defined by Figure 5.3, it has no simple defining expression. 

However, we can illustrate J1 by showing that the history 

w = ( (s_add(3), (J_, 1-) ), (g_mem(3), (true , 1-))) 

is an element of the language of M 1
. The task is reduced to finding a com­

putation of won M 1 . 
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First, we use Figure 5.3 to hand-execute the call s_add(3) in the initial 

state {}. Since the initial state is empty and N > 0, s_add(3) is exception-free 

in the initial state. Therefore, according to Figure 5.3, 

JI ( {} , s_add(3)) 

= {(r, (1_,_i)) Ir E ts_add({},3)} 

= {(r,(_i,_i)) Ir E {{} U {3}}} 

= { (r, (1- , 1-)) Ir E { {3}}} 

= {({3},(1-,1-))} 

Thus, f 1 maps the initial state and input s_add(3) to exactly one state/output 

pair. 

Next , we hand-execute g_mem(3) in the state {3} generated by the pre­

vious call. Since g_mem signals no exceptions, dom( e9 _mem ) = {} and 

g_mem(3) is exception-free in state {3}. Therefore, according to Figure 5.3, 

f 1
( {3},g_mem(3)) 

= {({3},(v,1-)) IVE 0 9_mem({3},3)} 

= {({3},(v,1-)) Iv E {3 E {3}}} 

= { ( { 3}, ( v, 1-)) I v E {true}} 

= {({3},(true,1-))} 

As({}, (s_a dd(3), (1-, 1-)) , {3}, (g_mem(3), (true, 1-)) , {3}) is a computa­

tion of won M 1 , we conclude that w E L(M1 ). 

5.2 Program specification 

Program specifications are nearly identical in form and semantics to interface 

specifications. The key difference is in the state section. The program 
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specification state is declared using the constructs of the implementation 

programming language, C for our purposes. 

Thus the program specification records one important design decision not 

present in the interface specification: the run-time representation of the mod­

ule state. Here the state is chosen on the basis of implementation efficiency 

or simplicity. In the interface specification, the state is chosen to make the 

service description as simple and precise as possible. 

In the program specification, one additional item is required. The state 

invariant entry contains a predicate on the state variables, designed to elim­

inate "meaningless" states . The program specification state space is the set 

of values permitted by the declarations that also satisfy the state invariant . It 

is invariant in t he sense that it must be established by s_init, and maintained 

by the other access programs: if it holds on entry, then it must hold on exit. 

The state invariant restricts the state space so that the access program 

semantics entries are well-defined; it also supports many of the verification 

steps discussed in the next section. 

The sset program specificat ion is shown in F igure 5.4, where C state 

variables are shown in the typewriter font. The set size is maintained in 

sent and the set elements are stored in s[O .. sent - l]. The state invariant 

requires that sent be a legitimate set size and that s[O .. sent - l] contains 

no duplicates. s_init initializes the set to empty, s_add( x) adds x at the 

end, s_del(x) deletes x by swapping (unless the rightmost element is being 

deleted), and g_mem(x) returns the value of x E s [O .. sent - l] . For s_add, 

s_del , and g_mem the value of the expression x E s[O .. sent - l] must be 

computed - the method used is part of the implementation. 

To illustrate t he access program semantics of the sset program specifica-
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state 
int s[N]; 
int sent; 
state invariant 

sent E [O, N] I\ (Vi,j E [O, sent - l])(i-:/ j -t s[i]-:/ s[j]) 
access program semantics 

s_init() : 
transition: sent := 0 
exception: none 

s_add( x) : 
transition: s[sent] , sent := x, sent+ 1 
exception: exe :=(sent = N -t f ull I x E s[O .. sent - 1] -t mem) 

s_del(x): 
transition: 

(pos(x) < sent - 1 -+ s[pos(x )], sent:= s[sent - 1], sent - 1 
I pos( x) = sent - 1 -t sent := sent - 1) 

where pos(x) is the index of x in s[O .. sent - 1] 
exception: exe := (x (/. s [O .. sent - 1] -t notmem) 

g_mem(x): 
output : out := x E s[O .. scnt - l] 
exception: none 

Figure 5.4: sset program specificat ion 

tion, consider the trace 

s_ini t .s_add(3) .g _mem(3) 
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The state, output , and except ion generated by each call in the trace is shown 

in Figure 5.5. Program specificat ion states are represented as tuples of the 

form (s, sent) . We ass ume t hat N = 3 so t hat instances of s may be ex­

pressed compactly. Elements of s that are irrelevant (more precisely, do not 

determine the behaviour of access program calls) are identified by "?". For 

example, t he initial state is((?,?, ?), O). 

In Section 5.1.3, we illustrated the mapping from MSMs to Mealy ma-
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!Call I State I Output I Exception I 
s_init ((?, ?, ?),O) none none 
s_add(3) ((3,?,? ),1) none none 
g_mem(3) ((3,?,?), 1) true none 

Figure 5.5: Execution of s_init.s_add(3) .g_mem(3) 

chines by defining, in part, the Mealy machine represented by the sset in­

terface specification. To further illustrate the mapping, we shall partially 

construct the Mealy machine represented by the sset program specification. 

Let MP = (QP, I:,~, JP, Qt) be the Mealy machine represented by the sset 

program specification. Let Z denote the set of integers. Since the invariant 

determines the program specification state-space, QP = zN x [l , N]. Ac­

cording to the transition section of s_init, Qt = zN x {O}. I: and ~ are 

the same for both M I and MP . 

We illustrate JP by showing that 

w = ((s_add(3), (l_, 1-)), (g_mem(3), (true, 1-))) E L(MP) 

Thus, we must find a computation of w on MP. 

First, we use Figure 5.3 to hand-execute the call s_add(3) in the initial 

state ((?,?,?),O). Since N > 0 and sent= 0, s_add(3) is exception-free in 

the initial state. Therefore, according to Figure 5.3, 

JP(((?,?, ?),0),s_add(3)) 

= { ( r, ( 1-, 1-)) I r E t s_add ( ( (?, ? , ? ) , 0) , 3)} 

= {(r,(1-,1-)) l rE {((3,?,? ), l)}} 

= {(((3,?,?),1),(1-,1-))} 

Since dom( e9 _mem) = {} , g_mem(3) is exception-free in state ((3, ?, ?), 1). 

Therefore, 
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J(((3, ?, ?), 1),g_mem(3)) 

= {(((3, ?, ?), 1), (v, j_)) IV E Og_mem (((3, ?, ?), 1),3)} 

= {(((3, ?, ?), 1), (3 E s[O .. scnt - 1], j_))} 

= {(((3,?,?),1),(3 E (3),_i))} 

= {(((3, ?, ?), 1), (tru e, _i))} 
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Having constructed a computation of w on MP, we have demonstrated 

that w is in the language of L( MP). 

In the next sect ion , we use the mapping defined in Section 5.1.3 to define 

precisely what we mean by the correct ness of a program specification with 

respect to an interface specification. 

5.3 Correctness 

A program specification P is correct with respect to an interface specification 

I, if L(Mc) ~ L(M0
), where M c and M 0 are the Mealy machines represented 

(according to the mapping defined in the previous section) by P and I, 

respectively. 

5.4 Implementation 

Our implementations are written in C and correspond closely to the program 

specifications. The two operate on the same state, with the implementation 

computing the exception checks, state transitions, and outputs defined in the 

program specification. The sset implementation is shown in Figure 5.6. 

Defining, in general, the transition, output, exception, and transition­

output functions of access program implementations is beyond the scope of 

this thesis. It is expected, however, that these functions can be defined 
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static int findpos(int x) 
{ int i; 

for (i = scnt-1; i >= O; i--) if (s[i] -- x) return(i); 
return(scnt); /•not found•/} 

void s_init() {sent= O; } 

void s_add(int x) 
{ if (sent== N) full(); 

else if (findpos(x) != sent) rnem(); 
else s[scnt++] = x; } 

void s_del(int x) 
{ inti; 

i = findpos(x); 
if (i == sent) notmem(); else if (i < --sent) s[i] = s[scnt]; } 

int g....mem(int x) { return(findpos(x) != sent); } 

Figure 5.6: sset implementation 

precisely in terms of program functions [3], and some additional assump­

tions about the structure of access program implementations. For exam­

ple, we might require that each access program implementation consists of 

exception-checking code ( with no side effects) followed by code for computing 

the transition, output, or transition-output. We would also need to model 

the behaviour of return statements and call s to exception-handlers, perhaps 

in terms of assignments to the pseudo-variables out and exc. We propose to 

explore these issues in future work. 
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5.5 Summary 

In this chapter, we presented notations for specifying interface and program 

specifications. These notations eliminate many undesirable Mealy machines 

(for example, Mealy machines whose transition-output function is not de­

fined for all state/input pairs), and shorten specifications by leaving much 

implicit (such as the behaviour of an access program when an exception oc­

curs). Both work products contain a section that describes the module state, 

and a section that describes the effects of the access programs on the state. 

Program specifications often contain an additional section that specifies a 

state invariant: an assertion that is established by s_init and maintained 

by every other access program. We defined a mapping from interface and 

program specifications to Mealy machines. In the next chapter, we present a 

procedure for proving the correctness of program specifications with respect 

to interface specifications. 



Chapter 6 

Verification procedures 

The procedure for verifying that a module implementation is correct with 

respect to an interface specification consists of four steps. 

1. Prove that the interface specificat ion is well-formed. 

2. Prove that the program specification is well-formed. 

3. Prove that the program specification meets the interface specification. 

4. Prove that the implementation meets the program specification. 

Steps 1 and 2 involve proving that the interface specification and the 

program specification are well-defined according to the rules presented in 

Chapter 5. For the interface specification, it is necessary to prove that the 

behaviour ( transition, output , and transition-output) of each access pro­

gram is well-defined for exception-free calls in any state. For the program 

specificat ion, it is necessary to prove that (a) the state invariant is established 

by s_init and maintained by every other call and (b) the behaviour of each 

access program is well-defined for except ion-free calls in states satisfying the 

invariant. 
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Steps 3 and 4 require provmg that one work product is correct with 

respect to another. Step 3 is described in detai l in Section 6.1. Step 4 is 

discussed in Section 6.2. 

Henceforth, I, P, and C denote a well-formed interface specification, 

program specification, and implementation, respectively. In addit ion, we 

shall assume that the three MSMs define exactly the same set of access 

programs, with the same signatures . As a consequence, the corresponding 

Mealy machines have the same input and output alphabets. 

6.1 Program specification meets interface spec­
ification 

The procedure for verifying that a program specification P meets an interface 

specification I consists of five steps . 

1. Define the abstraction function A and prove that it is defined on every 

P state that satisfies P's state invariant. 

2. initial correctness 

Prove that each initial P state abstracts to an initial I state. 

3. For each set call c 

(a) exception correctn ess 

Prove that c signals an exception in P state q if and only if c 

signals the same exception in J state A( q). 

(b) transition correctness- assuming c is exception-free 

Abstract the P state; calculate the I transition; calculate the P 

transition; show that the final P states abstract to a subset of the 

final J states. 
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4. For each get call c 

(a) exception correctness 

Identical to 3a. 

(b) output correctness- assuming c is exception-free 

Abstract the P state; compute the I outputs; compute the P 

outputs and show that these are a subset of the I outputs. 

5. For each set-get call c 

( a) exception correctness 

Identical to 3a. 

(b) transition-output correctness- assuming c is exception-free 

Abstract the P state. Compute the set S of state/output pairs de­

fined by the I transition-output. Compute the set R of state/output 

pairs defined by the P transition-output . Prove that, after ab­

stracting the state, each element of R is an element of S. 

In the next section, we show that the verifi cation procedure never leads 

to incorrect conclusions. 

6.1.1 Soundness 

Given a well-formed program specification P and a well-formed interface 

specification I, we say that the verifi cation procedure is successful if an ab­

straction function mapping P states to I states can be found that passes all 

of the steps of the verification procedure. The verifi cation procedure is sound 

if, whenever it is successful , it is also true that P is correct with respect to 

I. 
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The following notation is used in the soundness argument. Let MP and 

MI denote the nondeterministic Mealy machines corresponding to P and 

I, respectively, according to the mapping defined in Section 5.1.2. The su­

perscripts "P" and "I" are used to distinguish between components of the 

MSMs P and I as well as between components of the associated Mealy ma­

chines, MP and MI. For example, e: is the program specification exception 

function for access program p of P and Q& is the set of initial states of MI. 

The soundness of the verification procedure is established by showing 

that, if the verification procedure is successful when applied to P and I, 

then MP and MI satisfy the conditions of Theorem 2. The following are the 

conditions of the theorem as it applies to MI in the role of Ma and MP in 

the role of Mc. 

I. well-Jormedness 

(a) Q{; <; QP 

(b) Q& <; QI 

( c) JP and JI are total 

II. A is total 

III. initial correctness 

IV. transition-output correctness 

(r, y) E JP(q, c) - (A(r), y) E JI (A(q), c) 

The proof of soundness is straightforward but tedious. First, we assume 

that P and I are well-formed according to the rules presented in Chapter 5. 

The precise results established by the verification procedure are listed in Fig­

ure 6.1. To prove soundness, we must show that these assumptions, together 

with the definition of the mapping from MSMs to Mealy machines, imply 

conditions I - IV. 
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1. A total: SP ~ dom(A) 
2. initial correctness: A( Scf) ~ SJ 
3. for each set call c 

(a) exception correctness: 
(i) (q,c) E dom(ep)- (A(q),c) E dom(e 1 ) 

(ii) (q,c) E dom( ep) - eP(q,c) = e1(A(q),c) 
(b) transition correctness: 

(q,c) rt dom(ep) - A(tP(q,c)) ~ t1(A(q),c) 
4. for each get call c 

(a) exception correctness: Identical to 3a. 
(b) output correctness: 

(q,c) rt dom( eP) - oP(q,c) <;;; o1(A(q),c) 
5. for each set-get call c 

(a) exception correctness: Identical to 3a. 
(b) transition-output correctness: 

(q,c) rt dom( ep) I\ (r,v) E top(q,c)- (A(r),v) E to1(A(q),c) 

Figure 6.1: Assertions verified 

Proof of soundness 
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Since P is well-formed, each possible state established by s_init satisfies the 

invariant. Since the states of MP are exactly those states of P that sat isfy 

the invariant, I.a holds. I.band I.care true because P and I are well-formed. 

II and III follow directly from steps 1 and 2, respect ively, of Figure 6.1. 

The proof of IV is divided into six cases, one for each cell of Figure 5.3. 

We shall consider only the two set-call cases; proofs of the remaining four 

cases are similar. 

1. Exception: (q, c) E dom(eP) 

Assume (r,y) E fP(q ,c); we must show that (A(r),y) E f 1(A(q),c). 

By the definition of MP 's output alphabet, y = (v, e) for some 

v E OU{1-} and e E EU{1-}, where O is the union of all possible return 

types of access programs and E is the set of all possible exceptions. 
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By the definition of JP, r = q, v = 1- , and e = ep(q, c) . By step 3.a 

of Figure 6.1, (A(q),c) E dom(el ) and e = el(A (q),c). Thus, by the 

definition of F, 

(A(r),y ) = (A(r) ,(v,e) ) = (A(q),(1-,eI(A(q),c))) E t(A (q),c) 

2. Exception-free: (q, c) (/_ dom( ep ) 

Assume (r,y) E JP(q, c); we must show that (A(r),y) E Jl (A (q),c). 

By the definit ion of MP's output alphabet, y = (v, e) for some 

v E O U { 1-} and e E E U { 1-}. 

By the defin it ion of JP, r = tP(q , c) and v = e = 1-. By step 3.a of 

Figure 6.1, (A(q), c) (/. dorn( e1
). By step 3.6, 

T herefore, by t he definition of F, 

(A(r) , y) (A(r), (v, e)) 
(A (tP(q, c)), (1-, 1-)) 
(t1(A (q), c), (1-, 1-)) 

E JI (A (q),c) 

6.2 Implementation meets program specifi­
cation 

To prove that an implementation meets a program specification , we may fol­

low the steps defined in the last section; however, as the state spaces of the 

two MSMs are ident ical, the abstraction function is always identity. T here­

fore, step 1 is no longer required, and the remaining steps can be simplified. 

For example, to prove except ion correctness for an access program p, one 

proves that the two exception funct ions are ident ical, i.e. e~ = e;; to prove 
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transition correctness for a set program p, one proves that t;' ( q, c) E t; ( q, c) 

for all states q sat isfying the invariant and for all calls c to p. 

As the transition, output, transition-output, and exception functions of 

the implementation are defined directly in terms of program functions, we 

may use standard program verification techniques in each of the verification 

steps. For example, suppose the code segment S computes the exception 

checks for an access program p. As proposed in Section 5.4, we define e~ to 

be the function computed by S. Therefore, to prove exception correctness 

for p, we must show that e: is the function computed by S. The Correctness 

Theorem [3] can be applied direct ly to prove this. 

The soundness argument is simi lar to the soundness argument of the last 

section, using Corollary 1 instead of Theorem 2. The proof is straightforward 

and will not be included. 

6.3 Summary 

In this chapter, we presented a procedure for verifying that an implementa­

tion is correct with respect to an interface specification, focussing on the task 

of proving that the program specification meets the interface specification. 

Our procedure greatly simplifies the proof task by breaking it up into simple 

steps which can be carried out independently. We proved that the procedure 

is sound with respect to ( a) the mapping from work products to Mealy ma­

chines, and (b) the definition of correctness for Mealy machines. Finally, we 

sketched a procedure for verifying the correctness of implementations with 

respect to program specifications. In the next chapter, we illustrate the pro­

cedure by applying it to two modules: the simple-set (sset) module and the 

iterator-set module, which is an extension of sset that allows elements of the 

set to be retrieved sequentially. 



Chapter 7 

Verification examples 

In this chapter, we apply the procedure for verifying the correctness of a pro­

gram specification with respect to an interface specification to two modules: 

sset and iset. In Section 7 .1 , we prove that the sset program specification 

meets the interface specification; both of these work products were presented 

in Chapter 5. The iset module is an extension of the sset module that allows 

elements of the set to be retrieved sequent ially. In Section 7.2, we present the 

iset interface specification and program specification, and a proof that the 

program specification meets the interface specification . This chapter does 

not contain any proofs involving implementat ions . 

7 .1 Simple set proof 

We have chosen to represent sset interface specification states using set nota­

tion. The sset program specification state is represented using the array pic­

ture notation described in [6] . Arrays are represented as rectangles arranged 

vertically with elements and indices labelled when convenient. Primed labels, 

such as s' and s ent', denote the values of state variab les after a transition. 
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7.1.1 Abstraction function and lemmas 

Consider the sset interface specification (Figure 5.1 ) and program specifica­

tion (Figure 5.4). We define the abstraction funct ion as follows: 

A (( s , s ent))= {s[i] I i E [O, sent - 1]} 

A hypothesis of each of the fo llowing lemmas is that the P state (s , sent ) 

satisfies the invariant. 

content lemma 

x E A ((s , sent) )+--+ x E s[O .. sent - 1] 

size lemma 

sent = I A( (s , sent)) I 

The proof of the content lemma fo llows directly from the definition of the 

abstraction function. The proof of the size lemma uses the fact that all of 

the first sent elements of s are unique-as required by the invariant. 

7 .1.2 Proof 

1. initial correctness 

Because s ent = 0, A((s, sent)) ={},as required. 

2. s_add 

(a) transition correctness 

The commuting diagram for s_add is shown in Figure 7.1. Assume 

that t he leftmost abstract ion holds. The effect of the call on both 

the I state and P state is shown. Since s[sent] is assigned x 

and no other elements of s are changed, the rightmost abstraction 

holds . 
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s_add( x) 
s s U {x} 

A A 

s 

0 
s_add( x) 

0 

s ' 

sent - 1 

sent' - 1 x 

N-1 N - 1 

Figure 7.1: Transition correctness : s_add 

(b) exception correctness 

1. full 

Follows directly from the size lemma. 

11. mem 

Follows directly from the content lemma. 

3. s_del 

(a) transition correctness 

In the program specification , the trans it ion for s_del is specified 

as a two-part conditional rule. Hence, the proof is divided into 

two cases. The corresponding commuting diagrams are shown in 

Figure 7.2. 

1. pos(x) < sent - 1 

Let S be the set consisting of the first sent elements of s , 



CHAPTER 7. VERIFICATION EXAMPLES 

Su{x,y} 
s_del(x) s u {y} 

A 

s 

0 

X 

Y sent - 1 

N-1 

s_del(x) 
0 

sent' - 1 

N-1 

case i: pos( x) < sent - 1 

SU {x} 
s_del(x) 

A 

s s_del(x) 
0 0 

sent' - 1 

X sent - 1 

N -1 N-1 

case ii : pos(x) = sent - 1 

A 

s' 

y 

y 

s 

A 

s' 

X 

Figure 7.2: Transition correctness: s_del 
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excluding x, the element to be deleted, and y, the element 

replacing x . By definition of A, s =SU {x,y}. Since x =J y 

and x (/. S, the I transition yields the state SU {y }. The 

P transition replaces x by y in the array s , leaves all other 

elements of s alone, and decrements sent by one. It follows 

that the rightmost abstraction holds. 

11. pos(x)=sent-1 

Let S be the set consisting of the first sent - 1 elements of s. 

By definiti on of A , s = SU { x }. The effect of the call on both 

the I state and P state is shown. Since s is not changed and 

sent is decremented by one, the rightmost abstraction holds. 

(b) exception correctness 

Follows directly from the content lemma. 

4. g_mem 

(a) output correctness 

Follows direct ly from the content lemma. 

(b) exception correctness 

Trivially true because g_mem signals no exceptions. 

7 .2 Iterator set proof 

We use the Iterator Set ( iset) modu le to illustrate the verification of non­

deterministic modules. iset is an extension of sset that allows elements of 

the set to be retrieved sequentially. The iset access programs are shown in 

Figure 7.3. The module is accessed in set mode (SET) or sequential mode 

(SEQ). s_init initializes the module, in access mode SET. s_mod(mod) sets 
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Program name I Inputs Outputs Exceptions I 
s_init 

s_add integer mod 
mem 
full 

s_del integer mod 
notmem 

s_mod { SET, SEQ} 
sg_next integer mod 

end 
g_mem integer boolean mod 
g_end boolean mod 

Figure 7 .3: iset access programs 

the access mode to mod. s_add, s_del, and g_mem behave as specified in 

sset when called in set mode, signalling mod when called in sequential mode. 

Followed by the call s_mod(SEQ), successive call s to sg_n ex t return different 

elements of the set . sg_next signals mod when called in set mode, and end if 

there are no more elements to return. g_end returns true if all of the elements 

have been returned, and false otherwise. g_en d sign als mod when called in 

set mode. 

Excerpts from the iset interface and program specifications are shown in 

Figure 7.4 and Figure 7.5, respectively. The full work products , including the 

implementation, are provided in the append ix. We are interested primarily 

in sg_next for the reasons described below. s_mod is important because it 

must be called with the argument SEQ before sg_next is called. 

The proof of transition/output correctness of sg_next is complicated by 

the fact that, as the interface specification shows, this access program is 

nondeterministic: a call to sg_nex t may return any element of the set is. 
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state 
s, is: set of integer 
m: { SET, SEQ } 

access program semantics 
s_mod( mod): 

state 

transition: (mod= SEQ ---+ is, m := s, SEQ 
I mod= SET---+ is, m := {} , SET) 

exception: none 
sg_next: 

transition: (x Eis---+ is,out := is - {x},x) 
exception: exc := ( m -::p SEQ ---+ mod I is = {} -+ end) 

Figure 7.4: iset interface specification 

int s [NJ; 
int sent,isent; 
enum { SET,SEQ} m; 
state invariant 

sent E [O, N] /\ (Vi, j E [O, sent - 1 ])( i -::p j ---+ s[ i] -::p s[j])/\ 
(m = SET---+ isent = 0 Im= SEQ---+ isent E [O, sent]) 

access program semantics 
s_mod( mod) : 

transition: (mod= SET---+ iscnt , m := 0, mod 
I mod= SEQ---+ iscnt , m := sent , mod) 

exception: none 
sg_next : 

transition-output: isent , out:= iscnt - 1, s[isent - 1] 
exception: exc := (m -::p SEQ -+ mod I isent = 0 -+ end) 

Figure 7.5: iset program specification 
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T he program specification (Figure 7.5), on the other hand, is deterministic: 

a call to sg_next always produces the same state/ output combination from 

any given state. 

7.2.1 Abstraction function and lemmas 

The iset abstraction function is defined as follows: 

A ( (s , s ent , isent , m)) = (s, is, m) where 

s = {s [i] j i E [O , sent - ll} /\is= {s [i] j i E [O, i s ent - ll} /\ m = m 

The sset content lemma is extended as fo llows . 

x Eis +-t x E s[O .. isent - 1] where (s, is, m) = A( (s , sent , i sent , m)) 

The proof follows di rectly from the state invariant and the abstraction func­

t ion . 

7.2.2 Proof 

1. initial correctness 

Follows direct ly from the size lemma. 

2. s_mod 

(a) transition correctness 

The state variables s, s , and sent are not changed by the op­

eration, and the abstract ion function defines s strictly in terms 

of s and sent ; therefore, the task is reduced to proving that the 

diagram commutes for the remaining variables is, m, isent , and 

m. For convenience, we will represent interface specification states 
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(?' ?) 
s_mod(SEQ) 

(s, SEQ) 

A A 

(?' ?) 
s_mod(SEQ) 

(sent , SEQ) 

case i: sequential mode 

(?' ?) 
s_mod(SET) 

({} , SET) 

A A 

(? l ?) 
s_mod(SET) 

(0, SET) 

case ii: set mode 

Figure 7.6: Transition correctness : s_mod 

restricted to is and m as pairs of the form (is, m). Similarly, pro­

gram specification states will be represented as pairs of the form 

(iscnt,m). 

There are two cases to consider: changing to sequential mode and 

changi ng to set mode. The transition commuting diagram for each 

case is shown in Figure 7.6. The question marks in the diagram 

indicate that the initial values of the state variables are irrelevant, 

since the new values do not depend on them. 
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sg_next 
is { ( is - { x}, x) I x E is} 

A A 

s 

0 
sg_next s' 

0 

is cnt ' - 1 

Y i scnt - 1 
output: y 

N-1 N - 1 

Figure 7. 7: Transition-output correctness: sg_next 

By the size lemma, the final abstract ion holds in both cases. 

(b) exception correctness 

Trivially true because s_mod signals no exceptions. 

3. sg_next 

(a) transition/ output correctness 
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The only state variables effected by sg_next are is and iscnt ; all 

other variables except s can be ignored. s is relevant because it 

determines is . The transition commuting diagram restricted to 

these three variables is shown in Figure 7.7. 

Let y = s[i scnt - l], the output defined by the P transition­

output. y is one of the elements of is, by the state invariant and 

the extended content lemma. Therefore, y is a potential output 

of the I transit ion-output. 
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P does not change the contents of s and decrements iscnt by one; 

therefore, abstracting the new P state yields the set consisting of 

the first iscnt -1 elements of s. By the extended content lemma, 

this set is just is - {y} , precisely the I state associated with the 

output y. 

(b) exception correctness 

1. mod 

Obvious, since the access modes of the program specification 

state and the abstract state are identical. 

11. end 

Follows directly from the size lemma. 



Chapter 8 

Summary and Future Work 

8.1 Summary and Discussion 

We have pursued three themes : ( 1) Mealy machines as models for software 

modules, (2) extensions to the theory of module verificat ion, and (3) verifi­

cat ion in inspection meetings. 

Many researchers have intuitively viewed modules as state machines. We 

have proceeded more rigorously, and have found that Mealy machines, as 

found in the typical automata text , provide an excellent model. Module 

state machines support software development effectively and map smoothly 

to Mealy machines. Our notations allow except ions and nondeterminism to 

be specified conveniently. 

We have exploited Mealy machines to extend the theory of module ver­

ification. We view the interface specificat ion, program specification , and 

implementation work products associated with each module as Mealy ma­

chines. We define correctness in terms of the language of a Mealy machine. 

Our notion of language differs from the usual notion in automata theory. 

Proving correctness typically involves induction on the length of traces. 

Our correctness theorem simplifies correctness proofs by eliminating the 
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need to use induction, and by dividing the proof up into many smaller as­

sertions which can be proven independently of each other. Our correctness 

theorem defines conditions, about the abstraction function, interface speci­

fication, and program specification, that are sufficient to conclude that the 

program specification is correct with respect to the interface specification. A 

commuting diagram is a convenient way of presenting these condit ions , and 

is a useful tool for explaining specific proofs in inspections . Our correctness 

theorem supports exceptions and nondeterminism. While the work of Gan­

non, et al. [5] was our starting point, their approach cannot handle many 

common abstract data types, including sset and iset. 

We have developed verification procedures specifically designed for use 

m inspection meetings. Our module state machines accurately model in­

terface specifications, program specifications, and implementations from a 

proven software development approach. We use inspections to provide the 

social process that DeMillo, et al. [l] claim is essent ial to successful pro­

gram proving. Our experience to date suggests that the key contributions 

to inspections are broad proof strategies. We decompose the proof problem 

into independent subproofs, with a standard procedure for each. For module 

M, we separately prove that M's program specification meets its interface 

specification, and that M's implementation meets its program specification. 

We attack one access program at a time, separately considering transition, 

output, and except ion correctness. Furthermore, access programs are usu­

ally specified as conditional rules with multiple cases which can be proven 

independently of each other. In practice, the majority of the subproofs are 

simple enough to be considered obvious, focusing attention on the few that 

are not. 

Commuting diagrams have worked well for presenting proofs of transition 
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and transition-output correctness. Although we have not used commuting 

diagrams in proofs of output and exception correctness, they may well be 

useful when the output or exception specification or code is more complex. 

When commuting diagrams are used, not all state variables need to be con­

sidered. For example, a program specification state variable that does not 

determine ( according to the abstraction function) any interface specification 

state variable can be ignored. The proof of the access programs sg_next and 

s_mod of the iset module illustrate this idea. 

8.2 Future work 

In Chapter 5, we describe a language for specifying module state machines, 

in particular , interface specifications and program specifications. A number 

of restri ctions are implied by the semantics of this language. For example, 

we assume that transitions do not occur when exceptions are signaled . To 

relax thi s constraint, we might provide a trans ition-exception sect ion or we 

might simply allow assignments to state variables to occur in the ex ception 

section . Changing the semantics of our notations would necessitate changing 

the mapping from MSMs to Mealy machines; it would then be necessary to 

modify the verification procedures because the soundness of these procedures 

depends on how we define the mapping. 

This t hesis has concent rated on program specifications and interface spec­

ifications. In the future, we will create procedures for proving the correctness 

of implementations with respect to program specifications . Clearly, such pro­

cedures would depend on the choice of implementation language, C in our 

case. 

We would like to create a taxonomy of verification procedures , based on 

various combinations of properties of the three work products . To illustrate 
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this idea, consider an interface specification I, program specification P, ab­

straction function A, and get program p. A benevolent side-effect [14] is a 

transition from P state q to P state q' , caused by a call to p, such that 

A( q) = A( q'). Although p is a pure get program in the interface specifica­

tion, it is a set-get program in the program specification. Thus, we would like 

to have two verification procedures for get programs. The choice of which 

one to use depends upon whether the access program is a get program or 

a set-get program, according to the program specificat ion. We can imagine 

many other verification procedures that would be useful. 

Some additional work on t he theory of modules is required . According to 

our verification procedures , it is necessary to construct a suitable abstraction 

function to prove that a program specificat ion is correct with respect to an 

interface specification. For the modules examined in this thesis , this has not 

been a difficult task; however, there might be some modules for which an 

abstraction function is diffi cult, if not impossible, to find . We would like 

to develop techniques that could identify such modules, and techniques for 

designing modules in a way that would simplify the task of constructing an 

abstraction function . For example, we believe that if the number of reachable 

states of the interface specification is finite and greater than the number of 

reachable states of the program specification, then an abstraction function 

that satisfies the conditions of our correctness theorem does not exist . 

The notations that we use to specify the effects of access programs (in 

both the interface and program specificat ions) could be improved. For ex­

ample, we have no convenient way of specifying, say in the transition section 

of an access program, that we do not care which value is assigned to a partic­

ular variable. Let us illustrate this problem by considering the iset interface 

specification. Recall that there are two modes , SET and SEQ, and that the 
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state variable is is used in SEQ mode to keep track of which elements of the 

set have not yet been returned by the iterator , sg_next. According to the 

interface specification, every SET mode operation leaves is unchanged, as it 

does not appear on the left-hand side of any assignment statement in the 

transition sections of these operations. On the other hand, the value of is 

in SET mode has no effect on the value assigned to it upon entering SEQ 

mode; therefore, we do not care how SET mode operations effect is. Thus, 

we have actually overspecified the SET mode operations. 

We would like to gain more experience wi t h inspect ion-based verification. 

In particular, we do not really understand which kind of people should form 

a team for inspecting module correctness proofs. Furthermore, it would be 

beneficial to identify various types of errors that arise in proofs, and to record 

over a period of time the number of instances of each type. Obviously, a list of 

the most frequently occurring errors would be benefi cial to inspection teams, 

module designers , programmers , and people res ponsible for proving module 

correctness. 
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Appendix - iset work products 

Interface specification 

state 
s, is: set of integer 
m: { SET, SEQ } 

access program semantics 
s_init: 

transition: s, is, m := {},{} , SET 
exception: none 

s_add(x): 
transition: s := s U { x} 
exception: exc := (m-:/= SET-+ mod 11 s I= N-+ full I x Es-+ mem) 

s_del(x ): 
transition : s:=s-{x} 
exception: exc := (m-:/= SET-+ mod I x (/. s-+ notmem) 

g_mem(x): 
output: out := x E s 
exception: exc := ( m -:/= SET -+ mod) 

s_mod( mod): 
transition : ( mod = SEQ -+ is, m := s, SEQ 

I mod= SET -+ is , m := {} , SET) 
exception: none 

g_end: 
output : is = {} 
exception: exc := ( m-:/= SEQ-+ mod) 

sg_next: 
transition: (x Eis-. is,out := is - {x },x) 
exception: exc := (m-:/= SEQ-+ mod I is= {} -+end) 
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Program specification 

state 
int s [NJ; 

int sent,isent; 
enum { SET,SEQ} m; 
state invariant 

sent E [0, N] /\ (Vi,j E [0, sent - l])(i f. j -+ s[i] f. s[j])/\ 
(m = SET -+ isent = 0 I m = SEQ -+ isent E [O , sent]) 

access program semantics 
s _init : 

transition: sent , isent , m := 0, 0, SET 
exception: none 

s _add(x): 
transition: s[sent], sent := x, sent + 1 
exception: exc := (m f. SET-+ mod I sent = N -+ full 

I x E s[O .. sent - 1] -+ mem) 
s_del( x): 

transition: 
(pos(x) < sent - 1 -+ s[pos(x)], sent := s[sent - 1] , sent - 1 
I pos(x) = sent - 1 -+ sent := sent - 1) 

where pos(x) is the index of x in s[O .. sent - 1] 
exception: exc := (m f. SET-+ mod 

I x(/. s[O .. sent - 1] -+ notmem) 
g_mem(x) : 

output: out := x E s[O .. sent - 1] 

exception: ex c := (m f. SET -+ mod) 
s_mod( mod) : 

transition : (mod= SET-+ isent , m := 0, mod 
I mod= SEQ-+ iscnt , m := sent , mod) 

exception: none 
g_end : 

output: out := isent = 0 
exception: exc := (m-/: SEQ -+ mod) 

sg_next: 
transition-output : iscnt , out:= isent - 1, s[iscnt - 1] 
exception: exc := (m -/: SEQ -+ mod I isent = 0 -+ end) 
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Implementation 

In this implementation, the following exception-signaling method is used: 
exception e is signaled by invoking the C function e, to be implemented by 
the module user. 

static int findpos(int x) 
{ inti ; 

for (i = scnt-1; i >= O; i--) if (s[i] -- x) return(i); 
return(scnt); /*not found*/ } 

void s _init() {sent= O; iscnt = O; m =SET} 

void s _add( i nt x) 
{ if (mod != SET) mod( ); 

else if (sent== N) full(); 
else if (findpos(x) != sent) mem( ); 
else s[scnt++] = x; } 

void s_del(int x) 
{ int i; 

if (mod!= SET) mod(); 
else { 

i = findpos(x); 
if (i == sent) notmem(); 
else if (i < --sent) s[i] = s[scnt]; } 

int g....mem(int x) 
{ if (mod != SET) { mod() ; return(O ); } 

return(findpos(x) != sent); } 

void s....mod(mod) 
modtyp mod ; 
{ m = mod; 

if (m == SET) is cnt = O; 
else iscnt =sent ;} 

int g_end() 
{ if (m != SEQ) { mod(); return(O ); } 

return(!iscnt) ;} 
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void sg...next () 
{ if (mod != SEQ) { mod(); return(O); } 

if (iscnt == 0) { end(); return(O); } 
iscnt--; return(s[iscnt]); } 
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