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ABSTRACT

Phishing is a fraudulent online activity conducted by hackers to obtain sensitive information such
as credit card number, social security number, or passwords of a user by disguising themselves as
legitimate entity via emails, text messages or phone calls. It has been reported that in 2019 nearly
4% of all emails were phishing emails, which correspond to about 3.4 billion emails. Analyzing
those phishing emails is an important step towards understanding the motivation and methods of
phishers. However, analyzing manually that amount of astronomical data is impossible and
ineffective considering that phishers are always finding unique and novel methods to evade
detection. One way to keep up with the huge amount of data and the growing sophistication in
evasion tactics is to focus the analysis around phishing campaigns. A phishing campaign is the

collection of phishing emails built from the same template.

This report adapts and extends previous work on spam campaigns for mining phishing
campaigns. The phishing campaigns are mined using Frequent Pattern Tree (FP Tree). The
campaigns are identified by investigating the contribution of different email features. Experiments
are conducted using a dataset consisting of over 17,342 phishing messages, yielding 231 different
campaigns in the best case. The campaigns found for given set parameters are found to be very

stable with an error percentage of around 1.5%.
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Chapter 1 : Introduction

1.1 Background

Spam has long been used by criminals as a medium to carry out illegal actvities such as stealing
confidential information, identity theft, spread malware, etc, on the internet. The Symantec 2018
Internet Security Threat Report highlights that 55% of the emails are spam [1] which is 2% higher
than the preceding two years. Adversaries are taking advantage of the increase in technology to
send out spam emails faster than ever to carry out vicious activities. Spam accounts for more than
15 billion messages per day [2] and the sheer amount of email traffic on the Internet makes it next

to impossible to manually analyse each of them and their origin along with its intent.

Email

Percentage T
2015 2016 5 5%

Spam Rate 5 3% 53%

1IN

JFMAMIJJASONDJFMAMIJASOND
2016 2017

Figure 1.1 Percentage of spam email and email malware rate 2016-17 [1]

Phishing is particular category of spam which is intended to steal sensitive information from
users. Most of the studies use static dataset to analyze the phishing emails that are collected during
a specific time frame. However, to avoid evade detection phishers are evolving their craft from
using simple programs to send out phishing emails to current point wherein they use highly

sophisticated software which generates email templates and send them to a wide variety of users.
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To understand how phishers abuse the network resources and to get in-depth knowledge of their
target and the motive behind sending the phishing emails, it is important to group the messages
into campaigns. A phishing campaign is the collection of phishing emails built from the same
template. This grouping of phishing messages helps to identify the behavior and patterns of
phishers which is otherwise left unknown due to the volume of the messages. Grouping of phishing
messages is also helpful by helping divide the huge amount of phishing data into smaller chunks

that can be analyzed seperately.
1.2 Objective and approach

The main objective of this project is to group phishing emails into campaigns by building a
Frequent Pattern tree. Once the tree is built, we asccend the tree and find campaigns based on the
conditions that we present in the later part of this paper. We run the phishing campaign detection
process regulary to detect new campaigns. We adapt and extend an existing FP tree based

algorithm developed for spam camapaign identification.
1.3 Report Outline

The remaining chapters in this report are structured as follows:
In Chapter 2, the dataset and the features model are presented.

Chapters 3 gives an overview of the construction of an FP-Tree and the phishing campaign

detection algorithm.

In Chapter 4, we present the experiment conducted to explore different parameter settings for the

camapaign detection algorithm and the evaluation of the algorithm.

Chapter 5 contains the concluding remarks and an outline of future works.
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Chapter 2 : Dataset and Data Model

In this chapter, we present the dataset used in our experiments and give an overview of the
feature used to build the FP-Tree. Also, we give an outline on the flow of the phishing campaign

detection process.
2.1 Data Source

The dataset consists of a combination of phishing and spam messages collected privately and
through online public repositories such as Kaggle. The dataset consists of 17,342 messages, each
originally in .eml format. The messages are parsed by extracting the features through a web service

(as depicted in Figure 2.1), which are then stored in JSON files, one file per message.

.eml file Email Parser Extracted features in .json file

Figure 2.1 Parsing web service

Note that the dataset does not contain any benign messages, since the goal is to extract phishing

and spam campaigns.

The input dataset to the campaign detection algorithm is a list of transactions, where each
transaction consists of features extracted from an email. From the initial set of features, we
carefully select the features that are required to build the tree which we use to group them into

campaigns later.

Figure 2.2 shows a typical example of phishing email before parsing in .eml format.

Page |11




s  Imporant information for LaSalle Bank Customers conf...

File Message Help Q@ Tell me what you want to do

M B o g %z B m| O W q

(< ~
Delete Archive é) Reply All Quick Move Tags Editing | Speech | Zoom
—Forward U Steps ~ M M M M
Delete Respond Quick Steps T Zoom ~

Imporant information for LaSalle Bank Customers conformation code?r...
¢ .

support-team@lasallebank.com 99>
To username@domain.com 2005-06-15

Dear LaSalle Member,

As part of our=continuing commitment to protect your account and to reduce the
instance of fraud on our website, we are undertaking a period review o= our member
accounts.

You are requested to visit our site, and fill in the required information=br>Click the link
below:

=ttps://www.lasallebank-online.com/.

This site is our verify site,=ncrypted with 128bits encryption

Figure 2.2 Phishing email before parsing
Figure 2.3 shows the output of the parser for the same .eml file depicted in Figure 2.2,

| 4-iceaEEyEVm.eml_jSon - Notepad — | b

File Edit Format View Help

{"subject":"Imporant information for LaSalle Bank Customers conformation code?
rouhevzrkjd mp","originEmailAddress":"support-
team@lasallebank.com”,"originName":"","originDomain":"lasallebank.com","origins
ourceIP":"193.23.217.29","originDate":"2005-06-
16TR5:49:48.000+0000" , "originDayOfiWeek" : "THURSDAY", "phpScript"”:null, "xMailer":"
fiNish

v.0.0.1","1list_unsubscribe":null,"list_id":null, "emaillayoutText":"TUT","emaillL
ayoutHtml":null, "language":"en","readability":
{"lengthSubject":81,"lengthBody":881, " "charset":"is0-8859-
1","contentType":"multipart/alternative", "numberSentences":6, "numberComplexWord
s":23,"number0fWords"”:142, "numberSyllables": 234, "numberCharacters”:704, "numbery
nigueTerms":0,"SMOG":14.314,"fleschReadingEase":43.402,"fleschKincaidGradelLevel
":13.085,"ARI":13.754,"gunningFog":15.6,"colemanLiau":12.4081, "SMOGIndex":13.724
,"smog":14.314,"ari":13.754, "smogindex":13.724}, "topl@simplelord"”:
{"3530567":4,"975786506":2,"-1077769574":2,"-1012222381":3,"1968600364":3, " -
47620734":3,"112217419":2,"3526536":2," -

393139297":3,"119839": 2}, "topl® 2gram”:{"214730892":2, "499307847":1," -
1752090986":2,"-1422036422":1,"1743814266":1,"-60936364":1,"-17910830091":1," -
400685675":1,"197695555":1,"1171099072" : 1}, "embeddedURLs" :null, "attachments"™:

(1}

Ln 1, Col 1 100%  Windows (CRLF) UTF-8

Figure 2.3.Features extracted by parsing the sample message shown in Figure 2.2
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2.2 Campaign Features

As depicted in Figure 2.3, the parsed email file consists of serveral features such as email
subject, origin email address, sent date and time, hashed top 10 words in the body of the email,
content type of the email, layout of the email, embedded URLSs, attachment information, etc. Out
of all these features, we select a few that we think can be unique to a campaign. We include these
features in the feature vector for every transaction. Specifically, the following features are used to

form the feature vector for every transaction:

Language

This feature represents the language the email is sent in. It is expected that messages in a campaign

are written in the same language [3]. This feature is rarely obfuscated by phishers.

Content type

This feature represents the MIME type of the email. This can be found in the content type header
of the email. Examples of MIME types include text/plain, multipart/alternative, text/html,

multipart/mixed, etc.

Character set

This feature allows the email application (e.g. Outlook or Gmail) to interpret the text characters in
the body and subject of an email. It represents the type of encoding that has been done on the
email. Character set can be extracted from the content header of an email. This feature is rarely
obfuscated by the spammers due to the fact that the email must be successfully decoded for the

reader to be able to read the content of the email.
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Subject

The whole subject line in the email is considered as a feature. In most cases, phishers use the
subject line as a bait for the reader to create interest or motivation to open the email and eventually
click on the links embedded in it. Phishers may slightly alter the subject line [4] within the

campaign but when interpreted manually, they have the same meaning.

Email Layout

Email layout maps the formatting properties of an email to a sequence of characters T, N, U which
stand for Text, New line and URL, respectively, in case of text/plain content type. For text/html,
the email layout is obtained by having the top 3 levels of the document object model (DOM) tree.
We use the tree structure of the body of the email to get the layout of emails having multipart
content. This feature is also largely invariant in a campaign although phishers may introduce some

random text in between to obfuscate this feature [5].

URL Tokens

Any embedded URLSs present in the spam emails are split into three tokens — hostname, path, and
the parameter. Each token is considered as a separate feature. This feature is one of the most
obfuscated feature in a spam campaign. Spammers vary the path or the parameter token in the
embedded URL by inserting random strings in between them to spy on the receiver. They use this

obfuscation technique to confuse the spam filter or redirect the user to some other website.

Origin Domain

This feature represents the domain name of the email. This feature remains invariant inside a

campaign .
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Origin Email address

This feature represents the sender email address. This can be either an email from a personal

account or an email from a work account of a domain.

Origin Source IP address

This feature represents the IP address from which the email is sent. This feature could be helpful

in determining what part of the world the email originates from.

Origin Date

This feature represents the time and date the email was sent. Some phishing campaigns send out
emails during the weekdays as this increases the chance of user reading the email and clicking on

any of the URLSs present in it.

2.3 Process flow

Figure 2.4 shows the steps involved in finding the phishing campaigns starting from the arrival of

the phishing email to storing the items of a campaign.

Move to
parent Node

Node
Email Feature Build FP-Tree and satisfies Yes | Store the campaign
Start_— Parsing - Extraction — traverse each — the — along with the items
node conditions and delete the node
?
| no
Move to parent
node or

neighboring node

Figure 2.4 Process flow of Phishing campaign detection
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The different steps of the process flow are described in the following.

Email Parsing: This step involves getting the phishing email, extracting and storing the initial

features of the email into a JSON file.

Feature extraction: This step involves extracting the campaign features from the json file. We
extract the relevant features that are discussed in this chapter and create a feature vector for each
email. This step also involves converting the feature vectors of all the emails into a list of lists that

will be used to build the tree.

FP-Tree construction: This step involves constructing the FP-Tree using the minimum support
count. Once the tree is built, we ascend the tree and check each node against five conditions
discussed in Chapter 3. If a node satisfies all the conditions, we store the node item as campaign
along with all the items present in its subtree. We then delete the node and move to another node
to check for those conditions. If a node doesn’t satisfy all the conditions, we ignore that node and

climb to another node.
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Chapter 3 : Phishing Campaign Identification using
Frequent Pattern growth algorithm

3.1 Frequent Pattern Tree

Fp-growth [6] algorithm uses a compact Tree Data structure to store the data. An item can

appear more than once in the tree unlike a search tree. An example of FP- Tree is shown below in

Figure 3-1.

/& &
i

ﬁA:l i A:3 E:1
\ > . l >
T
E:l E:2
| v . J
SAlES l
C:1 C:1
— I

Figure 3.1 — Frequent pattern Tree [7]

Before we deep-dive into FP-tree, we will look at some common terminologies.

Root Node: The top most node present in a tree is called a Root node or Null node. It does not

have any items or values stored in it. In the example shown in figure 3-1, Null is the root node.
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Node: A tree is built using multiple nodes. Each node contains a value or an item. In our work,
each node has an item and a corresponding count of the item. In the above example all the blocks

in the tree are nodes. Each node has a key and a corresponding value.

Child Node and Parent Node: If a node is connected to another node that is present below it, the

node that it is connected to is called child node and the node is called Parent node. Each node can
have multiple child nodes (children) but any given node will have only one parent node. The root
node doesn’t have any parent node since it is present at the top of the tree. Nodes that are connected
to the same parent node are called Siblings. In the above example (figure 3-1), B:6 and D:2 are the

children of Null. B:6 is the parent node for C:1, A:1, and D:4 and hence they are Siblings.

Leaf Node: In atree, a leaf node is a node without any children. They are present at the bottom

of the tree. In the above example, C:1 and E:1 are leaf nodes (leaves) in the tree.

Subtree: As the name suggests, a subtree is a subset of a tree that has all the properties of the tree
such as nodes, root, leaves, etc. All the nodes except the leaf nodes will have a subtree. In the
above example , the subtree of node D:2 has 2 nodes, 1 leaf node and a root which is the D:2 node

itself.

Items: Each tree can be defined as a dictionary, in which the items are the keys of the dictionary.

Each node stores an item in it.

Transaction: A transaction is a list of items. In our work, each transaction consists of the features

of a phishing email.
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3.2 Building an FP- Tree

One of the advantages of using FP-growth to build an FP-Tree is the fact that this approach
requires only two scans of the dataset to build the tree. First scan of the dataset is used to count the
number of occurrences of each item and eliminate infrequent items. The second scan is used to
build the tree from the frequent items list we created during the first scan. Let us illustrate how FP-

growth algorithm works by considering the simple transaction list shown in Table 3.1.

Transaction ID (TID) Items in transaction
001 rnzhjp
002 Z,Y, X, W,V, U, t, S
003 z
004 rXxn,o,s
005 y, L X%z0qtp

Table 3.1 Transactions with Transaction ID

In the table 3.1, there are 5 transactions with unique transaction ID and some items in each
transaction. The output of the first scan of the algorithm would be to identify the number of all the
unique items present in all the transactions along with their count. We then introduce the minimum
support count which means that if an item count is less than that of the minimum support count,
we will not consider that item in building the tree. Once the infrequent items are eliminated, we
now build the tree by considering one transaction at a time. The items in the transaction are sorted

in descending order based on the frequency of their occurrence. Let us assume that the minimum
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support count is 2 in our case. Table 3.2 lists the items for which the number of occurrence is above

the minimum support count after the initial scan.

Item Z R X S T
Number of 4 3 3 2 2
occurrence

Table 3.2 Items with occurrence number greater than the minimum support

Table 3.3. lists the sorted transactions after the second scan.

TID Items in transaction Sorted transaction
001 r,z,hj,p Zr

002 Z,¥Y,X,W, VvV, u, t,s Z,y,Xts

003 z z

004 rXn,o,s rX,s

005 y, L, Xz0qtp Z,ry.xt

Table 3.3 Sorted transactions after the second scan

The items in the sorted transactions are added into the tree starting from the root. If the

item is already present, the count of the node is incremented and we proceed to the next item. If

the child node doesn’t have the same type of item present in the transaction, we add a new branch

to this node along with the rest of the items in the transaction.

3.3 Phishing campaign identification

In [8], an FP-tree based algorithm was proposed to identify spam campaigns. We adopted

in this project the proposed algorithm for the identification of phishing campaigns. Although the
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core algorithm remains the same, we did some modifications to the properties of the nodes and
added a condition to determine if a node is a campaign or not. Furthemore, our implementation of
the algorithm relies on an extended feature space. Specifically, we leveraged the features proposed

in [8] and also added five new features.

The rationale for using FP -Tree in phishing campaign identification is the fact that the
more common a feature is, the more it is shared among the phishing messages. Due to the fact that
common features among the emails are grouped together in an FP-Tree, it has smaller dataset than

the original dataset and this reduces the amount of data that needs to be processed.

Figures 3.2 and 3.3 depict the spam campaign detection algorithms proposed in [8]. Two

data structures are in these algorithms: FPTree and FPNode. The FP-Tree has one root and one

property:

e The root of an FPNode is Null. The root node does not hold any value in it.
e The add_transaction property accepts each feature vector fv consisting of a sorted transaction

as its parameter and add the items of the transaction to the tree.

After each feature vector is added to the tree, we have to upate the route of all the nodes of the
tree. After inserting all the feature vectors, we will have a tree with each node representing a feature

from the email along with the number of times it appeared at that point in the tree.

The FPNode has nine properties and four methods:

e The tree property indicates the FPTree of this node [8]
e The item property of the node represents the feature of the email stored in a node

e The count property returns the number of times the item in the node has appeared.
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e The root property is boolean. It returns true if the given node is root, false otherwise. This
property allows us to use any given node as root and the subtree of that node .

e The leaf property is boolean. It returns true if the given node is a leaf, false otherwise.

e The parent property of a node returns the parent node of the given node.

e The children property indicates the children nodes of the given node.

e The siblings property indicates the neighboring nodes of the given node.

e The add(node) method adds the given FPNode node as a child of its parent node and updates
the information in the tree.

e The search(nodeitem) method searches the tree and check if the given node item has a child or

not.

In addition of the above elements, we have defined the following property and methods:

e The num_leaves property returns the number of leaves the given node’s subtree has.

e The remove(node) method removes the given node from the tree along with all the items in its
subtree.

e The get items method returns the items of the node’s subtree if the node satisfies all the

conditions.
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Algorithm 1: FP-Tree Counstruction

Input: List of Transactions
Output: FP-Tree

1 Create Transactions list // empty list structure
2 Create items dictionary // empty dictionary
3 for each spam email do
4 create a list fv // empty list structure
5 for each feature do
6 add feature to tv
7 items[feature] «— items[feature] + 1
8 end for
9 add tid to the end of fv
10 add tv to list of transactions
11 end for
12 Initialize the FP-Tree
13 for each transaction in transactions do
14 if count(transactions) > 2 then
15 Sort the items in transaction[l : —1] based on their counts in
descending order in items dictionary // tid and contenttype are
left out
16 call FPTree.add(fv)
17 end if
18 end for
Figure 3.2 Algorithm for FP-Tree construction
1 function add(fv)
2 initialize root node
3 for each each feature in fv do
4 search nextpoint of current node
5 if nextpoint is None or neq to feature then
6 instantiate FPNode class
7 Add feature as a child of current node
8 end if
9 if nextpoint eq feature then
10 Merge feature with child of current node
11 Increment count of nextpoint
12 end if move to nextpoint

13 end for
14 end function

Figure 3.3 add transaction algorithm

By executing the algorithm, we will have at the end the FP-Tree where each node in the

tree represents the features we extracted from the phishing emails. The path from each leaf node

to the root represents the feature vector of the corresponding phishing email. Two phishing emails
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sharing common features will share the same portion of the tree. We use this characteristic to group

the similar phishing emails with several common features into campaigns.

Once the FP-Tree is built, we then traverse the tree bottom up using depth first search
method to group the messages. While visiting each node, we implement the following four

conditions and check if the node satisfies these conditions:

e The number of children of that node must be greater than the threshold min_num_children
parameter [8].

e The avaerage frequency of the children of that node must be greater than the
threshhold_frequency parameter [8].

e The path from that node to the root must have at least one node that does not have its feature
type in the n_obf_features list [8].

e The number of leaves starting from that node must be greater than the threshold
min_num_messages [8].

e The node must have its feature type in the features list.

If a node satisfies all the above conditions, we consider that node as a campaign and store all the
items under that node’s subtree. We then delete the node and move on to other nodes until every
node in the tree is visited. If a node doesn’t satisfiy any one of the above conditions, we ignore
that node and move to its parent node. If we reach the top most node of a branch in the tree, we

move to the neighboring branch and start the process from the bottom of that branch.
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Chapter 4 : Experiments and Implementation

In this chapter, we conduct some experiments to explore different parameter settings and discuss

the model evaluation results. We also give an outline of the algorithm implementation.
4.1 Varying Campaign Detection Settings

We run the phishing campaign detection algorithm on the full original dataset consisting of 17,342

phishing messages by varying the following setting paraemeters:

e  Number of children paramater: min_num_children

e Minimum threshold frequency parameter: threshold_frequency

We vary the above parameters while keeping the required full campaign feature list constant and

the minimum number of leaves starting from the node’s subtree min_num_leaves = 4.

The required full campaign feature list is [Language, Origin Domain, Origin Name, Origin

SourcelP, Hostname, Path, Origin email address, Subject, Charascter set, Content type].

Table 4.1 presents the number of campaigns found by varying the abovementioned parameters.

Min_num_children Threshold_frequency Number of campaigns found
3 3 231
4 4 110
5 5 57
6 6 36
7 7 24
8 8 18
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9 9 16

10 10 13

Table 4.1 Campaigns found for different input parameters

The settings with the most campaigns are (min_num_children=3, threshold_frequency=3,

min_num_leaves = 4) yielding 231 campaigns.

Below are a couple of sample campaigns generated using the algorithm.

1. Campaign Name : Southtrust.com
Campaign type: Origin Domain
IP addresses - 24.60.82.125, 85.250.93.239, 24.22.2.133, 12.218.231.160
Some common origin email address - support_refnum_05609508 @southtrust.com,

support_num_874@southtrust.com, support_num_5713484242@southtrust.com.

Some common Origin Names: SouthTrust Bank, SouthTrust

Some common subject lines: Official Information To SouthTrust Bank Clients [Thu, 30
Jun 2005 17:39:50 -0300], Important account notification [Fri, 08 Jul 2005 00:04:48 -
0200], SOUTHTRUST BANK - URGENT SECURITY NOTICE, SouthTrust Bank:
Please Validate Your Account [Mon, 11 Jul 2005 01:51:45 -0200], SOUTHTRUST

BANK: SPECIAL ANNOUNCE

2. Campaign Name: sendgreatoffers.com
Campaign type: Origin Email address
IP addresses: 209.216.124.213, 66.111.250.61, 66.111.219.130

Some common Origin email address: greatoffers@sendgreatoffers.com,

Idistancesgo@ SendGreatOffers.com, steakssgo37 @ SendGreatOffers.com.

Page |26



mailto:support_num_874@southtrust.com,%20support_num_5713484242@southtrust.com
mailto:steakssgo37@SendGreatOffers.com

Some common Origin Names: Lowest Long Distance, Omaha Steaks, Great Offers,
Shannon, Your Weight-Loss Partner, Classic Wines, Benefits Department.

Some common subject lines: Best Long Distance On the Net - 3.9 Cents With No
Monthly Fees, Get 12 free Burgers + 1/2 Price Omaha Steaks!, Best Long Distance On
the Net - 3.9 Cents With No Monthly Fees, Introducing Chase Platinum for Students with
a 0% Introductory APR, You have been hand selected... Free Info!, Shipment Status, *Do

Your Butt, Hips And Thighs Embarrass You?*.

4.2 Stability of the phishing campaign detection model

Since we do not have a reference labeled campaign dataset, we test the stability of the

campaigns found using the phishing campaign identification algorithm in the following way.

First, we run the campaign detection algorithm using the original phishing email dataset and

identify the corresponding campaigns.

Next, we select randomly 1% of the abovementioned dataset to be used as test data. We then
add the test data to the same dataset and built the FP-Tree again using both the test and old dataset.
We run again the campaign algorithm to see the number of campaign found. Ideally, the number
of campaigns found should not change since the test data that we are using is already a part of the
original dataset that we used to build the original tree. To assess this assertion, we calculate the

stability of the algorithm as follows.

Let x be the total number of messages used in the first run to build the initial FP-Tree. Let Ax

be the number of test messages selected randomly from the initial dataset. We now build a FP-
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Tree using x+ Ax. We compare the number of campaigns found using both the FP-Trees. Let Cx
be the number of campaigns found using x number of messages and Cx:ax be the number of

campaigns found using x+Ax number of messages. The stability of the tree can be defined as:

Clxan)—C
Stability = 1.| ~2H_E 00
Cx

We executed the above test scenario through 5 iterations, where the test data is selected
randomaly each time, and computed each time the above stability measure. Table 4.10 lists the

obtained results.

Iteration Cx Cx+ax Stability
1 231 233 99.1%
2 232 239 97%
3 239 242 98.7%
4 242 240 99.1%
5 240 246 97.5%

Table 4.2 Stability of the model after each iteration

The number of campaigns found after each iteration varies by about 1.5% on an average.
This is due to the fact that the parameters that we are using to determine if a node is a campaign
or not are constant for a given tree, i,e they will not change for a given dataset except for the
threshold_frequency parameter. By this time, we know that messages sharing a common feature

share the same path in the tree until they differ. So after each iteration min_num_children
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parameter and min_num_leaves parameter remain the same since we are adding the messages
from the same dataset. But the count of the nodes change after each iteration and hence

threshold_frequency parameter changes with the change in count of the nodes.

4.3 Implementation

We have implemented the phishing campaign detection algorithm by developing a web service
and a watchdog module depicted by Figure 4.1. We have built a web service that receives push
notification whenever there is a new phishing email reported by an existing phishing detection
system. The service listens for the notification and stores the new parsed email in a folder. We then
use watchdog library to determine if the amount of new emails exceed our pre-determined
threshold value. If and when it does, we move these new emails into the folder consisting of older

emails and run the algorithm on the updated dataset and find out if there are any new campaigns

found.
Watchdog module
REST API Server
No of new .
Push . Yes | Merge new emails
L. Server emails . .
Notification . . = | with old emails and
p b = listening on i greater than run the aloorithm
rom we port 5000 E threshold? e
parser ;
l No ]
Store the parsed Wait

email in a folder

Figure 4.1 Implementation of Watchdog module
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Chapter 5 : Conclusion and Future work

5.1 Summary

With the rise in technology, the phishers keep finding unique ways to send the phishing emails
undetected by the email filters. It is very important to get more information on the phishing emails
to do detailed analysis on their origin and the intent behind sending out those emails. By grouping
similar types of phishing emails into campaigns it would be helpful to continuously improve spam
filters to detect them and not let them pass through. But grouping the emails into campaigns
manually is impossible due to the astronomical number of phishing emails that are being sent out
everyday on the Internet. Another problem would be the obfuscation techniques used by the
phishers to change some of the features of emails to bypass the spam filters [9]. One of the
approaches to tackle these problems is identifying campaings by building a Frequent Pattern tree

using the features extracted from phishing emails.

FP-Tree requires only two scans of the database to build and store the features of emails in it.
This increases the speed of parsing the data and getting the campaign information from it. This
solves the first problem of keeping up with the huge amount of phishing emails that are generated
everyday. FP-Tree also reveals the obfuscation techniques used by the phishers in a very efficient
way. Two similar emails varying by some features which are obfusacted would be grouped in the
same campaign. By returning the items of each campaign, we can analyze the campaign data and

correlate some of the campaigns with its origin and the intent.

In this report, we have adopted and implemented the campaign detection algorithm proposed in
[5]. We studied the stability of the proposed alorithm implementation. The campaigns found for

given set parameters are found to be very stable with an error percentage of around 1.5%.
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5.2 Future Work

As pointed out by the designers of FP-Tree, no algorithm works in all situations [10] and this
holds good for our model too. Some of the shortcomings of FP-growth algorithm includes dificulty
in building the tree, high memory utilization for large datasets. Our future work will include using

a different algorithm to build the tree and comparing its performance against the FP-Tree.

Our future work will also involve finding more efficient conditions to determine if a node is a
campaign or not. The campaigns found using this model can further be fed to machine learning
algortihms to determine if a new incoming phishing email belongs to an existing campaign. We
plan to study more in depth how certain campaigns abuse certain types of network infrastructure.
Correlation is also an important part of our future work. Associating a phishing campaign with a
location or a range of IP addresses or threat type by using geo-location, WHOIS information [11]
and malware database increases the chance of understanding the motive behind the phishing email.
Employing a scoring procedure for each phishing campaign based on certain criteria would be
helpful to assign priority to a campaign and concentrate and analyze those campaigns with higher

level of threat in detail.

Visualization plays an important role in finding and reporting the top most used features in each
of the phishing campaigns found. Visualizing features such as range of source IP addresses, Origin
Domains, helps us better understand the origin and motive of the emails. Phishing campaigns act
as a pivotal instrument to detect several crime-based activities and visualizing the results based on
the threat type and scoring mechanisms can help narrow down our focus on what campaigns to

look out for and designing filters accordingly.
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