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Abstract

Despite dramatic changes in computing n the two decades simce the terms soft-
ware crisis and software engineering were comed, problems of deficient quality and
unmanageable costs contiue to afflict the software industry Improvements in the
software engineering process—methods, rather than tools—are now widely consid-
ered essential to bringing software quality and costs under control

Diffusion of software process mnovations i imdustry has occurred only slowly to
date, leaving a backlog of largely untried research proposals m need ot dissemimation
and evaluation This thesis comprises a case study of a pilot project that imtroduced
two such credible but less-known software engineering methods mto an mdustiial
setting

Techmques of module mterface specification and mspection were selected and
adapted to the context, accordig to a model of software technology transfer In
order to exploit the potential of the mspection process for verifymg work product
properties, a verification-oriented approach was devised for paraphrasimg module
imterface semantics durig the mspection meeting

The new methods were mtroduced via a carefully designed traming program,
and were positively received by practitioners Process, product and defect metiics
were defined and a measurement program mitiated, to support objective evaluation
of these technologies, and ongomg software process improvement, i the longer term
Both partiapant response and preliminary examimation of the data collected during
the pilot project, indicate that these methods are effective in industnal apphication
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Chapter 1

Introduction

1.1 The software crisis

The term software ci1s1s has been widely used for the past two decades to refer to
a well-known htany of problems in the industrial production of software Software
1s expensive to create and even more expensive to maintain, late deliveries and
significant cost overruns are commonplace and the performance of delivered software
1s often uniehable o1 inadequate to user requirements In a classic book of essays

on these piroblems, Frederick P Brooks, Jr wrote in 1972

Large-system programming has over the past decade been such a tar pit, and
many gieat and powerful beasts have thrashed violently in 1t Most have
emerged with running systems—few have met goals, schedules and budgets
[Bro75, page 4]
In the ensuing two decades, computer software has assumed a central role in much
public and piivate enterpiise, including safety-critical systems Dissatisfaction with
the problems of software quality and productivity has accordingly magnified and the
discipline of software engineering has emerged 1n response to this “software crisis,”

yet the problems peisist Why has software production not been brought under

satisfactory contiol?
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Computer professionals readily place then hope in improved hardware and soft-
ware suppoit, such as workstations, windowing systems and CASE! software to
address the intractabilities of software production Such tools have aided the devel-
opment of larger and more powerful software systems than those of the early 1970s,
but they have not ehiminated the software crisis, as Brooks vividly identifies in a
more recent work “There 1s no silver bullet” [Bro87] Some researchers into soft-
ware quality and productivity now point to the software development process rather
than tools as the area 1n need of attention, e g

the major problems associated with the production of trustworthy software
are mote associated with the organization and management of complexity

than with direct technological concerns that affect individual programmer
productivity [SP90, page 8]

On the technology side, relatively simple tools and methods, 1f well managed,
are all that aie needed It may be that the development of the Japanese
software industiy 1s due more to good management than to Fifth Generation
research [BM91b]

The effective use of software technology 1s imited by several factors an 1ll-
defined process, inconsistent implementation and poor process management
[Hum89, page 1\]

1.2 The problem: immature industrial practice

In the late 1980s, the Software Engineering Institute at Carnegie Mellon University
(SEI) developed a 5-level “softwaie process maturity framework” for assessing the
software engineering capability of software contractors for U S Department of De-
fence projects Subsequent studies showed some 85% of contractors to be at level
1 (termed wnitial o1 chaotic) and most of the 1est at level 2 (repeatable) Reports

of self-assessments by other software organizations agree that the great majority

'Computer Aided Software Engineering
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of software organizations lack a 1epeatable, let alone defined (SEI level 3) software
process This state of affairs not only restricts industrial capabilities but will in-
creasingly threaten the very survival of North American software producers in the
face of intensifying international competition [BM9la, You92]

The chaotic state of industrial practice 1s no accurate reflection of the state
of software engineering knowledge Viable methods to tackle many problems of
the software development process have already been elaborated, but are not yet
widely used Indeed, the transfer and diffusion of software engineering methods 1n
industry has proven to be such a slow and difficult process that 1t has itself attracted
study [RR85, Chi88, RC89, BM91b] Our contribution 1s therefore concerned with

addressing the gap between industnial practice and existing best-known methods

1.3 The approach

No technology will transition into widespread use unless there 1s a recog-
nized need, a receptive target community and believable demonstrations of
cost/benefit [RR85]

The work described 1n this thesis was made possible by the supportive collaboration
of MPR Teltech Ltd of Burnaby, a leading high-technology enterprise in British
Columbia, where the author was formerly employed in software development MPR
Teltech’s support of this project was noteworthy because the absence of strong links
between academia and mdustiy 1s a significant obstacle to software engineering
technology tiansfer in Canada

Our approach was to 1dentify some practical software engineering methods both
offering significant benefit and suitable for immediate application at MPR Teltech
We adapted the methods to the paiticular requirements of that setting and provided
tramning and assistance with early use (a pilot project) Data collection activities

were 1nitiated to support long-term objective evaluation of the methods At the
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end of the pilot project, we produced an experience report for the company The
objectives of this work were to gain insight both into the methods deployed and 1nto

the practical 1ssues of software engineering technology transfer

1.3.1 Industrial setting

MPR Teltech Ltd 1s an advanced telecommunications company providing design,
consulting, product development and integration services to an international portfo-

lio of customers and pairtners Product areas in which the company 1s active include
network management, ISDN and satellite communications A subsidiary of BC TEL
headquartered in Burnaby, BC, MPR Teltech has the largest industrial research and
development capability in western Canada and employs some 500 people at three
sites across North America

Within MPR Teltech, our collaborator was the Special Service Networks (SSN)
department of the Digital Products division SSN has about 60 employees, who
work largely on digital network management software The work of the department
1s primarily in product development rather than research, and 1ts ethos reflects this
n a strong orientation toward effective application of proven techniques in the en-
gineering of viable products In other words, this 1s a results-oriented organization
with little inclination to indulge speculative experimentation, although 1t 1s open to
mnovations of well-justified potential benefit Modern software development tools
are used UNIX? workstations, X windows and C are standard C++, Eiffel, graphi-
cal user inteiface and automated testing packages have been used on recent projects
Management 1s disciplined but dependent on leader expertise and experience Tech-
nical staff work in small task groups under the direction of a technical leader, who
1s responsible for the quality and timeliness of the work of the group Employees do

not have fixed roles as designer, implementor, maintenance programmer, tester or

2UNIX 1s a registered trademark of AT&T
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the ke Instead, they are assigned to different products and tasks, as projects have
need of staff All woik products of the software process are reviewed in writing,
normally by the individual technical leader

In our research, we worked with the technical leader and three other members
of a group responsible for maintenance and enhancement of an established product,
the Digital Networks Support System (DSS) This product consists of about 100,000
C source statements and has progressively evolved from a much more modest system
mitially produced 1 about 1986 It 1s 1n active use for managing connectivity of
heterogeneous T1 and E1 networks at BC TEL and a number of telephone companies

in the United States and New Zealand

1.3.2 Methods studied

The software engineering methods chosen for study were module interface specifica-
ton and wnspection Our defimtion of module interface specification follows the work
of Parnas et al [PCW84] and Hoffman [Hof90a] a module 1s a programming work
assignment, usually consisting of a group of closely related procedures or functions
A module interface 1s the set of assumptions that users (callers) may make about the
module’s behaviour and that the module implementer may make about the calling
context, that 1s, circumstances under which the module 1s used By nspection we
mean the disciplined peer review technique invented by Michael Fagan at IBM 1n
the mid-1970s [Fag76], sometimes known as Fagan wnspection or formal inspection
to distinguish 1t from less prescriptive 1eview techniques such as the walkthrough
These particular methods, selected 1n collaboration with the SSN department,
address prominent activities and concerns 1n the working environment Much of
the work of the department and in particular of the DSS group 1nvolves adding,
modifying and maintaining features of existing systems This typically involves

modification of existing software modules or design and implementation of small
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numbers of new modules The module 1s therefore the typical focus of interest
“architectural” design activities involving entire systems or subsystems are much
less frequent This 1s a common pattern in industry, where perfective and corrective
maintenance of existing systems greatly predominates over development of entirely
new systems 1n the work of most enterprises By addressing module specifications
we were able to exercise some new methods of appreciable potential value without
affecting the methods used 1n other phases of SSN’s software process This restricted
scope was 1mportant to the practicability of the project

Our woik dealt with module specifications rather than implementations The
SSN technical leadeiship believed that they had more to gain from innovation in the
pre-implementation phases of the software development process A subsequent study
of historical defect data for DSS confirmed this intuition that relatively few defect
reports could be attiibuted strictly to implementation errors This 1s consistent

with Brooks’ observation

I believe the haid part of building software to be the specification, design
and testing of this conceptual construct, not the labour of representing 1t and
testing the fidelity of the representation [Bro87]

The SSN management was interested 1n the potential of the inspection techmque
to alleviate the reviewing workload of their technical leaders while maintaining or
improving the consistency and effectiveness of reviews Published reports of indus-
tnal experience with code spection consistently claim that this technique, while
labour-intensive, 1s so effective at fault detection that overall software lifecycle costs
are significantly 1educed [Fag76, Fow86, ABL89, Rus91, Doo92, KSH92]

The most innovative contribution of our work 1s 1n the development of inspection
procedures for interface specifications This form of module design documentation
1s 1tself not widely used 1n industry, although experience reports from the U S
Naval Reseaich Laboratory’s Software Cost Reduction program are encouraging

[PCW84, Hag89] Published reports concerning inspection frequently propose the
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applicability of the technique to all kinds of work products, but describe specifically

only code mspection or to a lesser extent inspection of requirements specifications

1.4 Thesis overview

Chapter 2 describes the background to our woik previous theoretical and empiri-
cal results concerning softwaire process improvement, module interface specification
and mspection Chapter 3 describes our approach to module interface specification
and Chapter 4 the inspection technique as we applied 1t to interface specifications
Chapter 5 desciibes the technology transfer process we used with MPR Teltech and
its results In Chapter 6 we present our conclusions Examples of work products

and tramning materials are provided as appendices



Chapter 2

Terminology, Concepts and

Related Work

2.1 Software process improvement

The 1dea of improving a software engineering process 1s implicitly based on a view
of software and softwaie engineering as things that can be modelled, measured, con-
trolled, and changed The software metrics enterprise developed 1n the 1970s in
recognition of the impoitance of measurement for making comparative judgements
of software and software processes Although the importance of measurement 1s
a fundamental scientific 1dea,! softwaie metiics have been slow to gain acceptance
Skeptical practitioners are conscious of the difficulties of experimental design and ap-
preciate that ad-hoc measurements cannot support credible conclusions about com-
plex products and processes Leading metiics researchers have continually stressed
the importance of theoretical foundations—models—pointing out that measurement

1s not meaningful unless based on a coherent intellectual model of the artifact or

'"Writers on metrics like to appeal to scientific tradition with the following quote

When you can measure what you are speaking about, and express 1t 1n numbers, you
know something about 1t, but when you cannot measure 1t, when you cannot express
1t 1n numbers, your knowledge 1s of a meagre and unsatisfactory kind (Lord Kelvin,
Popular Lectures and Addresses, 1889) [CDS86)
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activity being measured [PSS81, CDS86, Hum89, BM91a] Some contributions to
software modelling are well-known, for example hfecycles (waterfall and spiral), com-
plexity (Halstead’s Softwaie Science), costs (Boehm’s COCOMO) and behaviour
(finite-state machines), yet much reseaich remains to be done 1n these and other ar-
eas such as rehability and defects Softwaie process modelling 1s a particular focus of

activity at centies of software engineering research such as the Software Engineering
Laboratory (SEL) [BCM*92] and the Software Engineering Institute [Hum89)

Because software processes are complex and tasks and resources change fre-
quently, the task of softwaie process improvement must 1tself be seen as a continuous
activity rather than a disciete event Mays et al describe an approach to defect
prevention [MJHS90] that has been influential within IBM and that 1illustrates ongo-
g commitment of 1esources to defect prevention as a specific activity Continuous
process optimization 1s the distinguishing characteristic of the most mature software
process 1n Humphiey’s SEI maturity framework [Hum89]

Improvement implies change and 1n the case of the software process the change
1s most often 1n technology—be 1t methods or tools Software technology transfer
has proven to be a fragile process, which fiequently fails in the absence of careful
planning and attention to certain critical factors To summarize, software process
improvement must be based on adequate models and metrics and implemented as a

planned and supported ongoing process with attention to technology transfer issues

2.1.1 The SEI software process maturity framework

The SEI software process matuinity framework was developed in the late 1980s by
Watts S Humphiey [Hum89] and others, for assessment of U S Department of
Defense softwaie contiactors It has since become influential in other software de-
velopment areas such as telecommunications Software suppliers increasingly en-

counter customer expectations of SEI “ratings,” although this 1s a distortion of
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the intended puirpose of SEI self-assessments Although the SEI taxonomy and
assessment scheme are not without critics, the SEI model 1s presently important
in providing a widely-known framework—a common language for describing and
comparing software engineering processes

The SEI framework 1dentifies five levels of software process maturity They are

1 Initial Management lacks mechanisms for reliably predicting, monitoring or
controlling the software process Individual working groups operate 1 an ad-
hoc manner, with informal procedures or weak adherence to formal procedures

Under cnisis conditions, coding and testing activities predominate

2 Repeatable The organization 1s able rehably to make and meet estimates and
plans based on past experience However, changes of personnel, markets or

technology readily distupt this experience-based order

3 Defined Roles, methods and technologies are coherent and clearly defined, so

that the process 1s maintained and monitored 1n the face of change and crisis

4 Managed FExtensive process data 1s collected and analyzed for product im-

provement

5 Optuimizing The process1s modified on the basis of data analysis, to ehiminate
problems and impiove productivity Automatic data collection facilitates the

ongoing optimization process

The great majority of o1ganizations studied by SEI were found to operate at level
1 Level 4 and 5 oiganizations aire essentially unknown—hence the appropriate-
ness of these definitions may be questioned The “factory” paradigm of software
development that undeilies this model 1s also contentious

The SEI framewo1k offers an empirically-based sequence of models of the software

process By 1dentifying the level of an existing software process, we also 1dentify
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the most immediately suitable process improvements for the organization This 1s
important because improvements suitable for a higher level process may be infeasible
or even deleterious for a lower level process For example, innovations 1n software
tool technology may destabilize a level 2 process which stands in more immediate

need of process formalization

2.1.2 Software metrics

A software metric 1s a parameter of measurtement Software producers and con-
sumers are vitally nterested n quantitative indices of mernit for objective and ac-
curate assessment, prediction and control of software quahity and costs Direct
measurement of these softwaie attiibutes 1s normally infeasible Quality 1s a com-
plex concept to which a vanety of factors contribute (e g , correctness, rehability,
producibility, usability, testability, interoperability), many of which are themselves
intangible and must be 1elated to a measurable aspect of a specific software model
Cost 1s by contiast intiinsically quantitative and measurable However, our chief
interest 1s to discover what determines cost so 1t can be predicted and controlled
before unforeseen expenditure has occurred, this also must be achieved by modelling
cost as a function of some measurable aspects of work products and processes

The geneial procedure of software metrics 1s to model some process metric of
interest—such as team productivity, or defects iemaining after release—as a function
of some process o1 product-related independent variables—such as lines of code
produced, type of development environment or team size The modelling function
may be analytically o1 empirically derived, or both An oft-cited textbook by Conte
et al [CDS86] points out that the meaning and hence applicability of empirical

models 1s unclear when coefficients and exponents other than small integers are
derived friom data-fitting Preferred models are simple, intuitively plausible and

robustly consistent with the 1elevant data
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Process metrics

Process metiics quantify aspects of the software process and 1ts environment such
as s1ze of teams, levels of staff experience (with tools, languages, application areas
etc ), effort expended (e g, person-hours by activity category), computer resource
usage, development techniques and tools Measurements of techniques and tools
are typically on a nominal or ordinal scale,1e, a 0/1 value or category ranking 1s

ascribed

Product metrics

The softwaie product metiics encountered 1n the hterature fall into two major cate-
gories size and compleaity metiics, due to a compelling intuition that these product
charactenstics are hikely to significantly determine effort and cost of design, imple-
mentation, testing, maintenance, etc

Work on software metrics started with the most prominent work product of the
software process program code An obvious and therefore early size measure was
lines of code (LOC), of which the current accepted definition 1s “every line of pro-
gram text that 1s not a comment or a blank line” [CDS86] Efforts at circumventing
the mtwitively obvious shortcomings of LOC? have taken a variety of approaches
to characterizing the essential size and cognitive complexity of a software artifact
These include calculations based on counts of operators and operands,® program
data (inputs, outputs, internal vaiiables, spans of usage and inter-module informa-
tion flow), and analysis of logic stiucture (decision counts and graph-based measures

such as McCabe’s cyclomatic complexity [McC76] and reachability analyses)

2LOC 1s affected by choice of language and coding style, 1t doesn’t distinguish between dense
or complicated and sumple or repetitious code

3Halstead’s Software Science was an important early contribution to software measurement, al-
though subsequent studies indicated that Halstead’s measures probably do not offer any significant
advantage over the seenmingly cruder LOC metric [CDS86, CG90]
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Since our work was concerned with module interface specifications, we were 1n-
terested 1n measures for assessing the size, complexity and quality of software speci-
fications, independent of implementation Such a prior: measurements have recerved
much less attention than the code-based measures [MK89] Interface specifications
fall into the 1ealm of what 1s bioadly termed software design * The best-known
quantifiable characterizations of softwaire design quality derive from principles of
structured design methodology module size, cohesion, coupling and structure chart
complexity ®

Interface specifications derive from the information-hiding rather than the func-
tional decomposition philosophy of software modularization and therefore have no
natuial relationship with the preceding stiucture-chart and code-based measures
Instead, stiaightforwaidly measuiable characternstics of interface specifications (such
as numbers of functions, mnputs and outputs) are similar to the metrics of function
pownt analysis This approach was first proposed by Albrecht at IBM 1n the late
1970s  Albiecht modelled development productivity as a weighted sum of five as-
pects of user-perceived functionality 1nputs, outputs, inquiries, interfaces and logi-
cal files Weightings were derived by measuring a set of programs written by IBM’s
Data Processing Services group Albirecht’s approach was refined and popularized in
the 1980s® and now includes a complexity weighting based on subjective evaluation

of 14 complenity factors Featuie points, DeMaico’s bang metric [DeM82] and the

4Gee also Section 2 2 1 below

5 Coheston or strength refers to intra-module relationships It may be exhibited in a variety of
ways, such as dependence on a common resource or data, functional, temporal or, least strongly,
coincidental cohesion Coupling refers to inter-module relationships, which may be based on passing
or sharing of data or contiol information The traditional hypothesis 1s that low complexity, modest
module size, high cohesion and low couphing are associated with high quality However, SEL-based
studies of the 1elationship between these criteria and software cost and error rate have shown some
unexpected results, supporting the value of cohesion but finding module size and data coupling
msignificant contributors [CG90]

6The metric 1s supported by an international user group, IFPUG
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British Maik II function point metrics are related or similar schemes [Jon91] Such
composite metiics reflect the common-sense intuition that software size and com-
plexity have many contiibuting factors, notwithstanding the caution of Conte et al

about the meaning and validity of empirically-derived weightings (see page 11)

Defect metrics

Since the failure of software to operate correctly (whether defined with respect to
explicit tequirements o1 occasional user expectations) 1s an unhappily familiar phe-
nomenon, much software lifecycle activity 1s concerned with ferreting out software
defects and establishing confidence of correctness Before discussing the uses and
findings of measurement 1n this area, 1t 1s necessary to clarify our terminology The
endearing “bug” has 1ecently been supplanted by more appropriately somber terms
such as “erro1,” “defect” and “fault ” Use of this language 1s not yet standardized
We follow the tetmimology shown 1n Table 2 1, adapted from [Hum89, Table 15 3],
while noting that many of ow1 1eferences pair the terms and defimitions lhisted 1n
uniquely diffetent ways The distinctions made in the table are meaningful when we
compare diffetent appiroaches to software quality assurance The outputs of testing
are failures, which must subsequently be tiaced to defects in order to correct the
software Verification techniques such as inspection find defects directly

Defect metiics include counts, locations, severity assessments (subjective or ac-
cording to measures such as number of failed test cases or lines of code affected),
cost to repair and souice of error (by development phase or activity type) They are

used for assessing current software usability, predicting software reliability or future

Term Definition Cause
Ertor | Human action Human mistake
Defect | Program property Error

Failure | Program malfunction | Defect

Table 21 Software problem terminology
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defect removal costs, 1dentifying defect-prone modules and error-prone activities and
evaluating the software process Our interest was in the latter two areas, both for
selecting candidate methodologies and for setting in place metrics for assessing their

contribution

Metrics and maturity

If we accept a progressive model of software process maturity, such as the SEI frame-
work, 1t 1s apparent that appropriate choices of metrics for software process control
and improvement depend on the existing level of process maturity At the iitial
process level, measurement 1s not particularly meaningful, except for beginning to
establish a baseline Effort at this level 1s best devoted to establishing some re-
peatable procedures, rather than instituting measurement schemes At level 2, the
repeatable process, some simple metrics such as project effort and cost can help
with process contiol Finer-grained metrics ate not appropriate when activities and
products are not standardized At higher process maturity levels, increasingly re-
fined metiics are mandated to drive process control and improvement In [P189]
S L Pfleeger develops this 1dea and recommends basic measures of software size,
personnel effort and requirements volatility at SEI level 1 At level 2, she recom-
mends the addition of product complexity measuies and defect counts Shortly after
the stait of our project, MPR Teltech Ltd 1nitiated a related metrics study and

trial project that was influenced by these recommendations

2.1.3 Technology transfer

The acceleration of technological change in Western society during recent decades
has prompted extensive study by sociologists and management scientists Computer

scientists have more recently noted that advances in software technology are often
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slow to be adopted into widespread use © By 1elating this phenomenon to existing
theories of technology transfer and some particular characteristics of the software
industry and 1ts technologies, a theory of software technology transfer has been de-
veloped and some ciitical success factors and pitfalls identified This theory provides

a useful framework for the software engineering innovator

The diffusion process

In speaking about softwaie engineering technology transfer we use the term software
engineering technology broadly, following [RC89], to include any concepts, tools,
techniques and methods used to cireate software to meet stated objectives Software
metrics, the mspection technique, high-level languages and configuration manage-
ment systems ate all examples of software engineering technology The process by
which an mvention (1 e, a new technology) comes into widespread use 1s termed
duffusion Diffusion 1s diiven by communications in two directions 1nventors try to
push the technology into application and potential users pull new technology into
use to addiess perceived needs As noted by Redwine and Riddle, this process has
frequently taken as long as 15 o1 20 years, impiobable as that may seem 1n such a
rapidly evolving industiy as software Object-oriented technology 1s a timely exam-
ple the key ideas were present in the Simula language (developed 1n the late 1960s)

but did not become popular until the late 1980s

Roles

Buxton and Malcolm [BM91b] 1dentify the following roles in the diffusion process

o Supplier A commercial supplier, academic or industrial research laboratory

or department which has invented or adopted the technology The supplier

A collection of case studies by Redwine and Riddle showed that that 1t takes 15 to 20 years
for a software technology to be populanzed and widely disseminated [RR85]
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typically publicizes the technology and promotes 1ts adoption, supplies 1t and
frequently assists the users with leaining to use the technology or adapting 1t

to then needs

e Gatekeeper A person o1 group within the user organization having authority
for assessing new technologies Other names for this role are opinion leader
and change agent If convinced of the value of the innovation, the gatekeeper
may exert then influence as a champion of the technology, when skeptical of
the new technology the gatekeeper may be equally influential in blocking 1ts

adoption

o Management This 1s the 10le in which foimal decision-making authority re-
sides Senior or upper management are concerned with the “big picture”
and the long tetm and fiequently lack up-to-date technical expertise Mid-
dle managers, by contiast, are preoccupied with responsibilities for relatively
short-tetm schedules and budgets These two groups are therefore interested in
different types of information about a proposed innovation and may evaluate

the same technology differently

o FEducators Education in the new technology 1s normally important to the
diffusion process Without adequate training workers readily neglect the most
promusing innovation This role may be exercised by the supplier or an external

or mnternal training organization

o Workers The success of an mnovation ultimately depends on 1ts adoption by

the people who can make use of 1t in their work

Phases

The technology diffusion process 1s seen as comprising a number of phases, whether

considered aciross the industiry as a whole or within a single organization Our work
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concerns technology transfer to a single orgamzation Buxton et al and Raghavan

et al discein the following phases of adoption within the user organization

1 Awareness Technical staff, especially “gatekeepers,” are often the first to be
awale of a new technology, although 1mitial awareness may on occasion arise
elsewhere in the organization, for example with managers seeking competitive

information or being lobbied by technology suppliers

2 Assessment and Decision Assessment nvolves gathering information to sup-
port decision-making Two kinds of information are important hard infor-
mation describing the details of what the innovation does and how 1t 1s used
and soft information such as costs, analyses of economic benefits, organiza-
tional impacts and the like  While hard information 1s of the greatest interest
to technologists, management requires soft information for making adoption
decisions As noted above, upper and middle management are interested 1n

different kinds of soft information

The 10le of the gatekeeper 1s critical in this phase With the support of the
gatekeeper, a preliminary decision may be made to undertake a pilot project as
a means of gathering final assessment mmformation Pilot projects are particu-
larly valued because they exhibit in miniature most of the 1ssues and phases
of the entne technology tiansfer process Eventually, a management decision

1s made to adopt o1 1eject the new technology

3 Adoption It 1s after the decision to adopt the new technology that the max-
imum o1ganizational resistance 1s apt to be encountered Middle managers
who are not adequately committed to the new technology resist changes to
schedules, budgets, stiuctures and procedures, workers may feel threatened
by change, unconvinced that the innovation 1s practical or simply unwilling to

invest effort 1n learning new ways, especially if not adequately trained Ap-
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plication of a new technology to real work 1s rarely as straightforward as 1t
appeats 1 a tiaming course or demonstration Adaptation or customization
of the innovation to local customs and requirements 1s essential, as 1s training
The support of the gatekeeper or supplier 1s critical to the former activity, the

same people may also exercise the educator role

4  Assimilation If the mnovation survives the difficult early stages of adoption

1t acquures mcreasing credibility and eventually becomes “the new organiza-
tional orthodoxy” [BM91b] In the latter stages of adoption the need for
formal training diminishes as people hasten to join the bandwagon through

peer assistance

Critical factors

The following characteristics of the new technology 1tself have been found critical

to 1ts successful adoption [RR85, RC89]

o Relative advantage The technology fills a well-defined and articulated need

by offering a significant advantage over the technology it supersedes

o Compatibility The technology 1s compatible with o1 readily adaptable to fit

existing o1ganizational values, practices, past experiences and needs 8

o Accessibility The technology 1s perceived to be reasonably easy to understand,

learn and use

o Switability for tiwal use The technology can readily be tried out on small

demonstiation problems o1 pilot projects

8This factor may be particularly important to relatively large and well-established organi-
zations, which welcome competence-enhancing mnovations—those that build on existing skills

and methods—but resist competence-destroying changes that radically replace existing technol-
ogy [TA86]
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o Visibility The 1esults of the innovation are easy to see and measure

Pitfalls

Failed technology transfer experiences illustrate the following pitfalls

o Inappropriate eapectations of users Much software engineering technology 1s
inherently abstract, having a function that 1s not completely simple and ob-
vious CASE 1s an example of abstiact technology This type of technology
1s easily misunderstood and misapplied, with inevitably disappointing results
Pressures to heep up-to-date and produce concrete results quickly also lead or-
ganizations to “shop for methods and tools without well-defined goals” [Chi88],

with high nisk of fallure at the subsequent adoption phase

o Inappropriate expectations of innovators Enthusiasm for the new technology
can lead suppliers and opinion leaders to overestimate the maturity both of the
organization and the technology We have noted already that introduction of
an advanced technology may actually be detrimental to an organization that 1s
using a much less advanced software process Another kind of problem occurs
when enthusiasts overlook weaknesses of the innovation Redwine et al claim
that conceptual integiity 1s essential to the success of an imnovation, noting
that conceptual contioversy has held back the diffusion of software metrics
[RR85] Even a conceptually solid innovation may require considerable refine-
ment to handle real-world applications Under-estimation of this phenomenon

leads to adoption fiascos

o Socwal systems Software engineers are not normally trained in sociology
and therefore tend not to take adequate account of the difficulties that are
fiequently mvolved in dealing with the social systems of the organization

A common example of this 1s failure to recognize that managers are not
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technologists—they aie concerned with soft 1ssues and prone to making weak
commitments that prove insufficient to sustain the project through early prob-

lems

2

o Repeating the “learning curve” The technology transfer process 1s not neces-
sarily complete following a successful introduction and widespread adoption
Significant personnel turnover, which 1s common 1n the software industry, may
lead to a loss of benefits fiom the technology as the overall level of staff train-

g n 1t decays Ongoing attention to education 1s needed to help combat this

problem

Conclusions

Successful technology transfer 1s likely to start with a carefully-selected innovation
one that 1ates well on the ciuitical factors histed above, especially those factors to
which the target orgamzation seems particularly sensitive The support of opinion
leaders and agents of change within the orgamzation must be gained Adequate hard
and soft information must be gathered to support decision-making, a pilot project
can provide convincing empitical evidence for this purpose Firm management com-
mitment of 1esources must be secured and workers must be trained to make full
and correct use of the new technology The intioduction process should minimize
disruption and complexity, typically by expanding in small steps from a few users
and the simplest applications Users must be supported in adapting the technology

to local customs and needs
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2.2 Module interface specification
2.2.1 Modules and interfaces in software design

Module interface specifications fall into the realm of software design documentation
In everyday language design 1s a broad concept associated with creative activity For

our purposes, E S Taylo1’s moie nartow definition 1s adequate

the process of applying various techmiques and principles for the purpose
of defining a device, a process or a system in suffictent detail to permat its

physical realization [P1e87, page 213]

The undisputed fitst principle of software design 1s modularization—dividing the
software task into a number of separate pieces, each having fewer responsibilities
than the whole Such a “divide and conquer” approach 1s helpful if not indispensable
to coping with the ntellectual complexity of laige programs It enables delegation
of work to multiple participants and nspires the hope of reusing portions of existing
programs 1n new work Although the advantages of modularization as a principle
are uncontroversial, the questions of what constitutes good modularization and how
to achieve 1t have evoked some diveisity of answers over the last 20 years, including
information hiding, functional decomposition and object-oriented techniques, and
new proposals continue to appear ?

Module mteiface specifications originate in the work of D L Parnas, who pro-
posed the wnformation hiding modularization principle in the early 1970s [Par72]
This principle attempts to minimize the long-term expected software cost by requir-
g the system designer to 1dentify the system details most likely to change 1n future
The modula: stiucture of the system 1s then devised so that each module hides a
potential change as 1ts secret—ensuiing that a change in the secret would affect
only the encapsulating module Potentially independent changes are hidden 1n sep-

arate modules Although Painas’ work was quite well-known, functional abstraction

%e g, tool abstraction [GKN92]
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was the dominant modulaiization principle in use mn the 1970s and early 1980s It
was associated with structured analysis, design and programming [You79, PJ80] In
the late 1980s object-oriented techmques rose to prominence, offering advantages of
encapsulation and inheritance over the structured techniques Encapsulation 1s an
application of Parnas’ information-hiding principle, which illustrates lagging tech-
nology transfei

Parnas defines a module as a progrtamming work assignment (of an individual or
team) consisting of a group of closely related procedures or functions [PCW84] At
first glance this definition appears conveniently able to embrace the variety of styles
of program decomposition practiced by working programmers, but perhaps rather
undisciiminating However when we consider what a practical programming work
assignment might be, the defimition implies that a module must have a complete,
precise and intellectually tractable description This favours modules that “corre-
spond to a single, coherent abstiaction” [BL91] In order to protect the module’s
secret, the information hiding piinciple requires attention to the module interface,
defined as the set of assumptions that programmers using the module may make
about 1ts behaviour [PCW89] Because the notion of an interface 1s essentially
symmetiical, a second set of assumptions 1s also operative those that the module
implementor may make about the user’s behaviour D Hoffman notes that in a ro-
bust module the fiist type of assumptions dominate and implementor assumptions
are few [HS92] The module inteiface specification thus describes the interface so
as to suppott the roles of the onginal designer, the implementor, verifier and user,
or author of progiams that call the module

As object-oriented technology has come into increasing use, some classical soft-
ware engineering problems have inevitably resurfaced in the new paradigm, leading
to rediscovery o1 1econsideration of related work fiom outside the object-oriented

community B Meyer has very recently described design by contract as a means of
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promoting 1ehability of object-oriented systems [Mey92a] Meyer’s contract docu-
ments have effectively the same definition as inteiface specifications!® and similar
content, as we shall see in the following section

Other decomposition stiategies such as structured design methodology attack
complexity but without particulai attention to interfaces Precise interface spec-
ification ensutes that implementors aie able to work independently [PC86] The
information-hiding principle promotes softwaire flexibility (ease of change), for re-
duced maintenance costs [Pa179] This flexibility, along with the separation of con-
cerns due to mformation-hiding, can be expected to make the software easier to
reuse [PCW89] Hoffman has proposed quality criteria for interfaces, pointing out
that attention to simple and consistent inteiface design can lead to reduced costs
because users understand the mterface easily and use 1t with fewer errors [Hof90a]
These claims by proponents of the methodology are supported by studies of defect
metrics which highlight interfaces as tiouble-prone For example, Basili and Per-
nicone found inteiface defects to be the dominant abstract defect type in new and
modified modules of a 90,000-line FORTRAN system for satellite planning studies
[BP84] In a moie recent Japanese study of the development of four commercial
measuring-equipment control pachages, Nakajo and Kume also found interface de-
fects predominant (accounting for 57% of 670 recorded faults) and misunderstanding
of software interface specifications to be the cause of more than half of these [NK91]
Chillarege et al also found inteiface misundeistanding problems prominent in a

study of a large operating systems project at IBM [CKC91]

10¢1¢ protects the client by specifying how much should be done It protects the contractor by
specifying how little 1s acceptable 7 [Mey92a]
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2.2 2 Interface specification contents

Precise interface descriptions are an essential part of any large-scale project
because they allow the uses of a module to be designed and checked uithout
ezamiing the implementation of a module For this reason, interface de-
scriptions must include the intended meaning of each module in addition to
the format for invoking each of the services the module pronides [BL91, page
14]

Our work 1s based on the inteiface specifications of Hoffman [Hof89, Hof90b, HS92]
Hoffman’s objective 1s to piovide documentation schemes that industrial software
developers will find practical, noting that formal specification schemes appear un-
attractive to working programmers His documents are therefore succinct, multi-
purpose and make judicious use of mathematical notation (used only where 1t facil-
1itates communication) While software design specification 1s an area in which in-
dustrial practice 1emains diveirgent, there does exist an ANSI/IEEE standard which
provides general guidelines as to orgamzation and content [ANS87] The style of
interface specification here desciibed conforms with the Interface Description provi-
sions of that standard

An nteiface specification has two major sections syntax and semantics The
syntax section defines the expoited data types and constants and access programs—
routines through which the module may be accessed For each access program,
the inputs (parameter types), outputs (parameters or return value) and exceptions
raised are detailed In Hoffman’s scheme an exception names a user-provided pro-
gram that will be called under ciicumstances specified 1n the interface semantics

The nterface semantics include a module abstract state definition, implemen-
tor’s assumptions, and for each access program, specifications of 1ts state transition,
outputs and exception conditions (if any) The state definition uses basic well-known
abstract data types (integer, stiing, set, sequence, tuple, etc ) to facilitate simple
yet precise characternization of the contribution to module behaviour made by the

history of previous calls While not all modules have state, this 1s a famihar way
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of desciibing modules that implement abstract data types, such as that perenmally

favourite example, stack The state of a stack module might be described as
s  sequence of 1integer

In the object-oriented woild, an object 1s analogous to a module state plus the
operations thereon

The wmplementor’s assumptions desciibe conditions that the implementor may
assume hold, they are not checked by the implementation For example, the seman-
tics of a module that requires some state initialization may provide an implementor’s
assumption that the mitialization 1outine 1s called before any other

The access program transitions, outputs and exceptions precisely describe the
behaviour that the user may expect of calls to the module Transitions are the effects
on the module state and system entities external to the module such as displays or
files Qutputs are 1eturned values and data elements FExceptions are the conditions
under which named exception routines are called In Hoffman’s model, the module
state 1s unchanged by calls which generate exceptions This approach has the virtue
of simplicity and 1s implementable in many practical cases

In Painas’ Software Cost Reduction (SCR) method [PC86], module interface
specifications aie logically mapped to implementation specifications, the repository
of deliberately hidden information and other implementation-specific details By
contrast, Meyel’s contract documents are automatically extracted from function
headers and assertions in Eiffel implementations [Mey92a] and thus correspond to
an tersection of the mteiface and implementation specification work products
This has advantages of ease of maintenance and executability, but does not support
information-hiding Documentation of implementor assumptions that are not veri-
fiable in the implementation (the most common type in Hoffman’s robust modules)
also seems problematic when method preconditions are expressed only by executable

assertions
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State or class tnvariants—predicates that characterize valid configurations—are
used 1n both appioaches Hoffman employs implementation state invariants to facili-
tate verification of implementations against inteiface specifications [Hof90b] Meyer
makes paiticular use of class invariants in his exception-handling scheme, where
exceptions do not necessaiily leave the module state unchanged, but are guaranteed
to maintain o1 1estore the invariant Invariants have a long history in programming

languages and formal methods work [Win90, BL91]

2.3 Inspection

Inspection 1s a technique fo1 team 1eview of woik products It was invented by
M Fagan 1 the mud 1970s [Fag76] and has since attracted gradually increasing
attention, particulaily in the last five years or so Subsequent practitioners have re-
ported most success with the technique when closely following Fagan’s prescription,
which had been refined in practice at IBM The method 1s therefore well defined
Good brief overviews may be found in [ABL89, Rus91] and detailed descriptions in
[G1188, GTES9, Hum89]

The 1nspection process 1s cairied out by small teams of three to five or six individ-
uals, consisting of the work product author(s) and some peer colleagues Managers,
clients, service 1epresentatives, and the like are noimally excluded The process has
quite strict guidelines Paiticipants are requited to prepare by individual advance
study of the matenal to be inspected and to fulfill specified roles of moderator,
reader, mspector, and 1ecorder 1n the inspection meeting An author may not serve
as moderator o1 1eader In the meeting, the reader systematically paraphrases the
work product aloud, allowing all participants to check their understanding of the
material and 1aise objections and concerns Preparation time, the rate at which the
material 1s mspected, and the 1equired outputs of the process are all prescribed and

actual results logged The puipose of inspection 1s narrowly defined as defect de-
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tection and to this end, discussion of such matters as design 1ssues and alternatives
and defect solution strategies 1s not permitted in the inspection meeting Checklists
of potential defects o1 defect sources appropriate to the work product type are used
to promote thoroughness

Inspection outputs are specified by forms on which the recorder logs work prod-
ucts, participants, preparation and meeting times, and defects found The result-
ing information 1s intended not only for coirecting the defects in the work prod-
uct nspected, but may also be analyzed for the purpose of process improvement
Humphrey i1dentifies inspection as a required activity in the SEI level 3 defined soft-
ware process [Hum89] Chnstenson and Huang desciibe how statistical analysis of
code spection data guided 1efinements to the inspection process itself at AT&T
[CH87] Mays et al desciibe a successful defect prevention process at IBM, based
on analyzing inspection data [MJHS90]

Use of the mspection process can also contribute to staff development By study-
ing each other’s woik 1n detail, pairticipants leain about parts of the work product
outside of the scope of then regular responsibilities This can improve cooperation
and also prepaiedness for 1otation of assignments and emergency coverage Norms,
standards, and quality critenia become more concrete through exposure to examples
of the woik of others As a result of this exposure, coupled with the desire to exhibit
respectable woik to peer scrutiny, the quality of individual work tends to improve
The mspection process 1s a safe, controlled forum 1n which people learn to function
as an effective team These benefits seem to lead to increased confidence and satis-
faction on the pait of softwaie developers experience reports note improvement n

staff morale [AFES84, Fow86, Doo92]
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2.3.1 Comparison with other techniques
Reviews and walkthroughs

According to [KM91], both Babbage and von Neumann regularly asked colleagues
to examine then progiams Inspection 1s by no means the first or only application of
this obvious approach to checking software correctness Two earlier and well-known
techniques of this type are the review and the walkthrough Rewview1s a general term
that can be used to cover a vaiilety of techniques, including inspection In industral
settings, however, a work product 1eview 1s generally a presentation by the author
to a group mcluding managers o1 clients The presentation 1s therefore driven from
the authoi’s point of view and defect detection 1s likely not to be an objective

A walkthrough 1s simila1 to an nspection 1n that 1t typically involves only some
peers of the author and 1s conducted for the purpose of validating a design or finding
defects However, as 1n the case of a review, the walkthrough 1s normally conducted
by the woik product author and other participants are less likely to have prepared
by detailed advance study of the material Walkthroughs are loosely defined and
thus the activities covered by this term vary in practice, however a frequent activity
1s simulated execution of test scenarios “walking through” the code on the basis of
some assumed inputs This contiasts with the paraphrasing approach of inspections,
which 1s more analogous to program proving than to testing Scenario testing can
often be accomplished more cheaply and reliably by automation

The less prescribed format of review and walkthrough meetings permits more
varied kinds of discussion than i the mspection meeting This may be unproduc-
tive unless carefully contiolled Experience 1eports suggests that the distinctive
characteristics of inspection—individual preparation, controlled use of group time
with presciibed focus and outcome, defined roles and a paraphrasing approach to

the subject—account fo1 its cost-effective rate of fault detection
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Testing

Both inspection and testing are forms of work product verification Use of inspection
should reduce testing costs and 1n the Cleanioom approach code inspection has
even replaced umit testing [Dye92] Inspection should not be expected to further
replace testing because the two techniques have such complementary strengths and
weaknesses that even though they aie both costly, use of both techniques 1s necessary
to assure confidence of software quality

The advantages of testing are obvious 1t 1s a well-established technique with
assured conciete 1esults and quite amenable to automation Inspection 1s a human-
dependent process Its 1esults are therefore not guaranteed (inspectors can misin-
terpret progiam logic o1 oveilook defects) and the prospects of useful automation

appear distant and problematic !

On the other hand, for non-trivial programs
testing 1s invariably mmcomplete 1t can assure us of the program behaviour under
the scenarios tested, but has nothing to say about the general behaviour of the
program Inspection can be general the reader argues the adequacy of the speci-
fication o1 progiram for all possible inputs The results of inspection are also more
satisfactory actual program defects The results of testing are program failures

(see Table 2 1), which must be tiaced to defects before they can be corrected This

process 1s typically expensive and imperfectly 1eliable

2.3.2 Industrial experience

Inspection was invented in industiy (by Fagan at IBM) and the inspection literature
1s almost entirely of industrial ongin, lending the technique sohd credentials of

practicality

Not only a powerful automated theorem prover but also complete, precise and machine-
readable formal specifications would seem to be required
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Fagan developed inspection at IBM, therefore his inspection rules had to

contiibute to net profit in order to survive If you think an inspection rule 1s

unnecessary, you have probably misunderstood the method [Gil88]
Although 1t 1s fiequently noted that in principle, inspection can be appled to any
“readable” product of a development process, the majority of experience reports
concern the inspection of softwaie code A recent exception 1s [KSH92], in which
Kelly et al 1epoit on statistical findings of three years’ experience inspecting soft-
ware requiiements, architectural design, detail design, source code, test plans and
test procedures at the Califorma Institute of Technology’s Jet Propulsion Labora-
tory Then results showed significantly higher density of defects at earlier phases of
the softwaie life cycle, with 1elatively constant (and low) cost to fix defects found

In repoits fiom the telecommunications industry [Rus91, Fow86], space flight
control [KSH92], seismic 1eseaich [Do092] and data processing [Fag86], code inspec-
tions are reported as finding about 80% of product defects at the rate of about one
defect per person-hour mnvested (including all inspection-related activities) This 1s
much cheaper than finding defects by testing, by factors ranging from two to four
times [Rus91] to twenty times [Fow86] For this reason 1t 1s recommended that
ispection precede any product testing The cost of correcting defects found by 1n-
spection 1s much less than that of detects found by testing (by a factor of 10, in
one AT&T study [Fow86]) while the cost of coirecting a defect reported 1n the field
(1 e, under actual customer use) 1s larger again 4 5-5 days per defect according to
[Rus91, Doo92] Both authois conclude that every hour spent on inspection saved
about 30 hours of maintenance effort
Several studies have investigated the relationships between preparation time,

meeting length, mspection 1ate and defects detected [Rus91, KSH92, CH87, AFES84,
Fag86] It 1s universally concluded that preparation is essential, that inspection
meetings should not exceed two hours in length and the inspection pace must not

be too fast Recommended 1ates of 100-150 lines of C code per hour are typical
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[Rus91, AFES4]

Experience reports stiess the importance of attention to technology transfer 1s-
sues (see Section 21 3) for achieving a successful introduction of the technique n
the workplace [AFE84, Rus91, Doo92] The importance of participant training, par-
ticulaily for moderators, 1s especially stressed, although details are lacking While
examples of code nspection checklists and forms are extant [Fag76, Fow86, ABL89,
Huma89], specifics on checklists and techniques for mspecting other work products
are not availlable Indeed, one group of researchers who attempted a brief survey
of industiial experience with the technique found orgamzations reluctant to divulge
specific information on then inspection program, apparently because 1t was seen as

an 1mportant competitive advantage The reseaichers concluded that

Inspections are a very useful tool If moie could be discovered and published
about how to mitiate and use imspections, the whole software industry could
benefit [ABL89]
Our work with inspections attempts to answer this suggestion
Because the mspection meeting 1s a group process, videotaped examples of n-
spection meetings suggest themselves as a powerful training tool During our re-
search, we viewed three inspection traimning tapes, produced by SEI [De191], Quality
Assurance Institute, Inc and Bell-Northein Research [Rus91| respectively The
BNR material was the most compiehensive, providing a complete introduction to
the mspection technique for the software developer with extensive scenes of a meet-
ing proceeding well and badly In the good example, participants are punctual,
well-prepared, objective, keep to then assigned roles and cooperate effectively In
the bad example, the meeting 1s chaotic, unprofessional and neffective No written
description could so convincingly prepare trainees to attempt an unfamihar tech-
nique
The SEI and QAI tapes also provided examples of meetings going well and badly

The SEI matenal 1s of good quality but very brief seven short scenes each under 3
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minutes in length The QAI matenal integiated a presentation of inspection benefits
for managers with training material suitable for practitioners This dual focus was

confusing, while the meeting diamatizations were artificial

2.3.3 More rigorous inspection techniques

A weakness of Fagan’s inspection technique 1s that 1t provides no direct means of
ensuring that the woik product 1s scrutinized at more than a superficial level The

participation of technical peers and the mandating and monitoring of preparation
time are plainly intended to help ensure that the inspection 1s thorough and pene-
trating, but this cannot be guaianteed A veteran of inspections at IBM has noted
that “the typical enor categoiies suggest that inspections as commonly practiced
do not probe deeply enough ” [B1188]

This problem 1s not specific to inspection but 1s rather a hazard of all human re-
view techniques Painas and Weiss have reported success 1n forcing active reviewer
engagement with the woik product by Active Design Reviews [PW85] In this tech-
nique, reviewers are provided with questionnaires 1ather than checklists In-depth
study of the documentation 1s necessary for answering questions such as “Which
assumptions tell you that this function can be implemented as described?” [PW85,
Figure 1] Active Design Reviews employ a varied group of reviewers, including
software specialists, methodologists and user 1epresentatives, each with specialized
reviewing 1esponsibilities The product author meets with reviewers individually to
obtain their comments, 1ather than in a group inspection meeting

Verification-based mspections are an important component of the Cleanroom
software engineering methodology developed at IBM’s Federal Systems Division
[Dye92] A scuipt of questions used both 1n preparation and the inspection meeting
1s generated fiom the woirk product pseudo-code by an automatic analysis tool The

questions focus on showing the algebraic correctness of the program design This
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approach 1s based on Hailan Mills” woik on developing and reasoning about correct
programs [LMW79] Dyer’s book [Dye92] provides a comprehensive description of
all aspects of Cleantoom An eailier paper by Britcher, also of IBM, presents the
essential 1dea of venification-based nspection and also recommends attention to
preconditions and invanants [Bri8§]

Hoffman has proposed a verification-oriented approach to the inspection meet-
ing, in which the reader takes 1esponsibility not simply for paraphrasing the work
product, but for arguing 1ts correctness with respect to 1ts specification [Hof90b]
Hoffman aigues that controversy over “formality” in proofs of program correctness
has needlessly discouraged the use of venification-oriented approaches in industry
He cites the contioversial paper of De Millo et al [DLP79] in support of the idea
that an adequate proof 1s any argument that convinces a representative group of
peers Interestingly, the same paper 1s also cited 1n an early report on the imple-
mentation of the nspection process at AT&T [AFE84] There 1t 1s used to support
the moire modest claim the inspection 1s not in principle incompatible with proofs
of program coriectness At that time, the 1dea seems not to have been extended to

cortectness-oriented mspection techniques
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Chapter 3

Module interface specification

3.1 Designing the work product

Our mandate fiom MPR Teltech (see Appendix A) was to study existing module
design documentation practices and propose a new standard We found that existing
documents combined module inteiface and implementation design information This
kind of piresentation seems natuial to module designers and 1s frequently seen 1n
association with tiaditional wateifall models of the software development process
[Boe76] The all-in-one module design document 1s a straightforward formulation of
the deliverable of the detailed design phase which precedes implementation

It 1s increasingly recognized that this view of the software development pro-
cess underestimates the complexity and costs of ongoing product maintenance and
evolution, which ultimately dominate the hifecycle of a long-lived software product
such as DSS [SP90, section 2 5] DSS module design documentation tended to be
well oriented to the initial design and implementation tasks, but module users and
maintainers found them only modestly useful Consequently, despite good nten-
tions, they were fiequently not maintained Our intention was not to disregard the
important needs of implementors, but to achieve a better balance with user needs
The separation of inteiface and implementation specifications was important to this

aim, as well as having the previously-mentioned benefits to design quality resulting
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fiom sepaiation of concerns

Having selected module interface specifications as the recommended type of de-
sign documentation, we proceeded to formulate a document standard that would
be suitable for use in the SSN department of MPR Teltech As described in Sec-
tion 2 1 3, adaptation to local needs and practices 1s vital to successful technology
transfer Theire were two primary objectives to take into account, plus a variety of

lesser considerations

3.1.1 Specification completeness

To 1dentify local needs—weaknesses 1n the software process—that the new work
product might usefully address, we conducted a study of recent defect reports against
the DSS softwaie product (see Appendix B) This study identified design incom-
pleteness as a leading souice of defects Progiams typically performed correctly
when called under cincumstances anticipated by the designers However, testers and
users wele able to cieate scenaiios not anticipated by the designers, under which
the software would not behave as desired Since unstated assumptions are at the
root of such design defects, we were led to emphasize implementor’s assumptions 1n
a document organization that facilitated analysis of the problem space partitioning

(see Section 3 2 3 below)

3.1.2 Inspectability and usability

To facilitate inspection of woirk products, they should be systematically organized,
readable, succint and precise These same attributes are equally important to spec-
ification usability and maintainability Module users are unlikely to read and main-
tainers unlikely to maintain rtambling, repetitious or vague descriptions
Mathematical constiucts and “formal” notations such as sets and predicate logic

are supremely precise They are also highly succinct, so long as the power of the
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formalism chosen 1s comparable with the complexity of the task We therefore pro-
moted the use of simple formalisms—sets and sequences, propositional and predicate
logic—whetever authors and 1eaders found their meaning clear Comprehensive for-
mal methods have been slow to infiltrate the software industry, we believe that
industiial software engineers often find formal notations more intimidating than

enlightening Foir example, the statement
sequence z 1s sorted, stiictly increasing

may be pieferied to
(Ve,7)(0< 1<) <n— zft] < zy])

Similaily, pseudo-code 1s sometimes more accessible than unadulterated logic for
specifying program functions Our cuiterion was effective communication—a central
purpose of the specification effort i this project We modelled judicious use of
formality 1n training matenals but pressed more strongly for consistency than for
use of any one paiticular style in participants’ wortk Following Parnas, we also used

tables to promote succinctness and readability of specifications

3.1.3 Compatibility

Some basic compatibility considerations were to link smoothly to existing work
products, to ensure that all functions of the replaced work product were accounted
for, and to use local tetminology For example, the document 1tself was entitled a
Module Access Specification, because the term Inteiface Specification was already in
well-established use to desciibe a different work product having to do with interfaces
to physical devices A Module Implementation Specification document standard
was drafted and examples pirovided, even though subsequent project activities did

not nvolve this type of woirk product The material provided served to show how
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implementation design information could be handled under the new scheme, and 1n
a format very similar to the familiar previous document

Some mundane considerations governed the choice of document preparation sys-
tem It was important that the documents be readily accessible on-screen, because
MPR Teltech technical staff are well-supplied with workstations and this 1s generally
the preferred mode of access to information If the documents were not readily avail-
able for viewing, examination of source code would likely continue to be the preferred
means of obtaining information We wanted to discourage this practice in order to
facilitate information-hiding and reduce problems due to interface misunderstand-
g Since the puipose of the piroject was not to focus on document-formatting, 1t
was appropriate to rely on document preparation software that was already available
in the department (Framemaler and troff) If the documents were to be maintained,
1t was also best that they be compatible with the local RCS version-control system
RCS manages only ASCII files For these 1easons we elected to prepare the docu-

ments in UNIX man page foimat (nroff and troff)

3.2 Work product example: module spath

Figures 3 1-3 5 contain poitions of a Module Interface Specification for a demon-
stration module named spath The following sections describe the work product
contents with reference to this example A work product standard, the complete
spath specification, and a further example are provided in Appendices C, D and H
respectively

The name spath 1s an acronym for shortest path A summary of the module

semantics may be found in the DESCRIPTION section at the bottom of Figure 3 1
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NAME

spath, spanitialize, sp_add_node, sp_delete_node, sp_add_edge, sp_delete_edge,
sp-query_path, sp_get_path_length, sp_get_first_edge — shortest-path directed
graph module

SYNOPSIS
#include ”spath h”

void sp_imitialize(),

bool sp-add_node(

it nod), /*1*/
bool sp-delete_node(
mt nod), /*1*/
bool sp-add_edge(
mt src,  [**/
mnt dst, [ti%/
mt len), /*1*/
bool sp-delete_edge(
int sre,  /*1*/
nt dst), /*1*/
bool sp-query_path(
int site,  /*1*¥/
int dst), /[*1*/
mt sp-get_path_length(
mnt sre,  [*1¥/
mnt dst), /*1*/
it sp-get_first_edge(
mnt sie,  /[*i¥/
mnt dst, /*1*/
mt * nod), /*o*/
DESCRIPTION

Module spath provides access to a weighted, directed graph with integer-valued
node identifiers and edge lengths Spath allows the user to add and delete nodes
and edges i the graph and to examine its paths

Figuie 31 SPATH Module Inteiface Specification—Name, Synopsis, Description
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STATE

set of integer nodes

set of record {
mteger sre, dst, len
} edges

Invariant Properties
fo1 each edge e in edges
e src and e dst are 1n nodes

Figure 32 SPATH State

Conditions and Invariant Properties Both specafy conditions or predicates that
restiict the class of valid states Initial Conditions specifies properties of the initial
state (before any calls to the module)

The spath example exhibits an Invaiiant Property that every node referenced
in the edge set must occur 1n the node set By attaching this kind of property to the
state specification, we restiict the domain of states with which access routines must
be concerned Such restiiction permits simpler access routine semantics, since the
excluded states need not be addiessed Invaiiants also guide inspection of access
routine semantics, as maintaining the module state invariant 1s a minimal correctness
requirtement for all access 1outines

The spath state invaniant illustiates our principle of flexibility in notation Soft-
ware developers expiessed a preference for this programming-language like approach

over traditional predicate logic notation

3.2.3 Semantics

The SEMANTICS section (Figute 3 3) contains a separate subsection for each access
routine hsted mn the SYNOPSIS Each begins with an overuview, or short English
description of the access routine semantics This feature was suggested by the MPR

Teltech participants It 1s 1tedundant for a module as simple as spath, but we found
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SEMANTICS

sp-1mnitialize()
overview
Initialize the graph to have no nodes or edges

effects nodes = edges = {}

sp_add_node(nad)
overview
Add a node to the graph

assumptions
sp-initialize has been called

exceptions
tange  nod not i the rtange 0 SP_.MAXNODES-1

An alaim message 1s logged
effects nodes = nodes + {nod}

outputs

entry condition | return value
nod 1n range TRUE
1ange exception | FALSE

sp-delete_node(nod)
overview
Delete a node from the graph
assumptions
sp-initialize has been called
effects nodes = nodes - {nod}
FOR each edge ¢
IF e src == nod OR e dst == nod
THEN edges = edges - {e}

outputs

entry condition | return value
nod 1n nodes TRUE
nod not 1 nodes | FALSE

Figure 33 SPATH Semantics—node operations
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1t helpful in modules with more complicated semantics

The fitst access 1outine, sp_initialize, has simple semantics which are fully spec-
ified as effects on the module abstiact state

The semantics of sp_add_node llustrate our partitioning of access routine se-
mantics Assumptions are implementor’s assumptions—conditions that the caller 1s
requited to ensure They aie not cheched in the implementation Access routine
behaviour may be airbitiaiy 1if assumptions are violated For example, invariant
properties may be violated (compiromising all subsequent calls) or the program may
abort The presence of assumptions therefore indicates that the module 1s not per-
fectly 10bust Although 10bustness 1s a strongly desired attribute of software, a
designer must include assumptions 1 a specification when 1t 1s infeasible to check
some necessaly preconditions for correct functioning of a routine 1n the routine 1tself
Such a check may be infeasible due to lack of facilities for detecting the problem
(for example, an unassigned memory address), or impractically expensive 1n rela-
tion to the benefit gained Cost considerations (whether of implementation effort
or run-time 1esoutce consumption) assume significance when the precondition can
easily be ensuied by the caller The assumption specified for sp_add_node—that
the mitialization routine has been called at some time previous—might plausibly be
accounted under the latter category, if not the former

Ezceptions are abnoimal conditions that aie detected and signalled by the rou-
tine These mclude mmherently 1llegal 1equests (as in the sp_add_node example) and
detectable system problems, for example, a dynamic memory allocation failure Ex-
ception semantics are specified following the exception condition(s) and are expected
to compuise solely notification of the occuirence of the exception condition In the
DSS environment, this 1s noimally achieved by logging an alarm message to the sys-
tem event log, as illustiated in the example Where more extensive semantics are

unavoidable, maintenance of module state invariant properties 1s mandated For the
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majority of DSS modules, the safe and simple null-effect approach proved adequate,
while the work product standaid 1s open to more elaborate exception semantics per
[C1191, Mey92a] when necessary

The 1ange exception specified for sp_add_node allows the implementor to restrict
the size of digrtaph suppoited The constant SP_.MAXNODES referenced must be
defined 1n the SYNOPSIS Since 1t 1s not specified there directly, the reader would
expect to find 1t 1n the included file “spath h”

Effects are the normal-case semantics of the routine They include module state
transitions and external effects such as input/output This portion of the specifica-
tion assumes that the assumptions are satisfied and that no exception 1s detected
For sp_add_node, the effects are theiefore very simple the given node 1s added to
the module state

QOutputs are the values 1etuined by the 1outine, as return values or output pa-
rameter values We make fiequent use of tables for listing output values

The semantics of sp_delete_node have no exceptions Deletion of a non-existent
node 1s treated as an acceptable call, with a special return value indicating that
the module state 1s unchanged Depending on the software requirements, this de-
sign choice could be made otherwise We use exceptions to report inherently illegal
calls and system problems Effects and outputs may also provide for the detection
and 1eporting of special cases that aie not deemed exceptions This 1s particularly
appatent 1 modules that process information 1eceived from the user interface Re-
jection of invalid user input may be a normal effect 1n such modules, rather than an
exception

The sp_delete_node 1outine has more elaborate effects than sp_add-node, due to
the necessity of updating the edges set to maintain the state invariant On deletion
of a node from the nodes set, all edges connected with that node are also removed

The semantics of the 1emaining access routines are shown in Appendix D
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Semantics partitioning

An access routine semantics specification 1s a function from module state x nput

parameters to module state x outputs !
F SxI—S8x0

Our specification format 1s oriented toward ensuring that individual access rou-
tine specifications are complete, that 1s, that the specification deals with the entire
domain S x I The domain 1s pairtitioned nto three cases excluded by assump-
tions (A), cases specified as exceptions (£), and normal cases (N) handled mn the

effects/outputs speaifications
SxI=-AUEUN

We term this pairtitioning the specification trichotomy By completeness, we do not
mean that the access 1outine behaviour, F, 1s necessarily defined over the entire
domain Indeed, 1t 1s noimally defined over £ U N only What 1s important 1s
that the excluded portion, = A, be 1dentified exphcitly, and F' be completely defined
everywhere else As illustrated by Figure 3 4, this simple formula guides a systematic
approach to ensuring completeness during specification and nspection

Duiing specification, noimal and abnormal cases are first distinguished—the first
dichotomy, shown at the top of the figure The normal case 1s likely to be foremost 1n
mind Once the specifier 1dentifies what situations are not covered by the intended
normal-case processing, the abnormal cases are further partitioned into assumptions
and exceptions—the second dichotomy Our tiichotomy has a very evident asym-
met1y in that we use a negation, - A, to represent the abnormal cases for which the

access routine behaviour 1s not specified, while the two remaining portions of the

'Both the domain and the range may be augmented by external conditions mediated by 1n-

put/output devices This extension does not affect the partitioning argument, so for simphcity 1t
1s 1gnored herein
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abnormal normal

-A E N

behavioui behaviour specified
unspec’d

Figuie 34 The specification trichotomy—two dichotomies in one trichotomy

domain are more simply labelled £ and N This asymmetry occurs because the
acceptable case 1s normally fiamed as a positive expression It therefore seems more
natural in practice to state positive assumptions (A), that are preconditions of the
specified behaviour, 1ather than negative exclusions of cases to which the specified
behaviour does not pertain Foi example, in the specification for sp_add_node, we
state the assumption that sp_initialize has been called, rather than the exclusion
of cases mn which sp_imitialize has not been called Exceptions, by contrast, are
preconditions of distinctive specified behaviour, so 1t 1s natural to frame them as
positive conditions with consequences, e g , “when the value exceeds the limit, 1aise
an alarm,” 1ather than matching the treatment of assumptions, which would lead
to expiessions such as, “unless the value does not exceed the hmit, raise an alarm ”

When the specification i1s mspected, the normal cases are identified by elimination
as

N=(SxI)NA)—E

The effects and outputs are then mspected to verify adequate handling of all such

cases

3.2.4 Usage

The USAGE section (Figuie 3 5) provides illustiative module usage scenarios, to

help venfiers and users of the specification work efficiently The first purpose of



void sp_dump(),

Pints a dump of nodes and edges

Figuie 35 SPATH Usage and Diagnostics
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USAGE
1 Graph with 5 nodes and 4 edges is cieated, a path 1s followed, interme-
diate node 1s deleted, a longer path 1s found
call exception nodes edges outputs
sp-nitizhize() {} {}
sp-add_node(0) {0} {} TRUE
sp-add_node(1 4) {0,1,2,3,4} | {} TRUE
sp-add_edge(0,1,1) {0,1,2,3,4} | {<0,1,1>} TRUE
sp-add_edge(1,4,1) {0,1,2,3,4} | {<0,1,1>,<1,4,1>} | TRUE
sp-add_edge(1,4,5) dup edge | {0,1,2,3,4} | {<0,1,1>,<1,4,1>} | FALSE
sp-add_edge(0,2,2) {0,1,2,3,4} | {<0,1,1>,<1,4,1>,
<0,2,2>} TRUE
sp-add_edge(2,4,1) {0,1,2,3,4} | {<0,1,1>,<1,4,1>,
<0,2,2>,<2,4,1>} | TRUE
sp-query_path(0,4) {0,1,234} | {<0,1,1>,<14,1>,
<0,2,2>,<24,1>} | TRUE
sp-get_path_length(0,4) {0,1,2,3,4} | {<0,1,1>,<1,4,1>,
€0,2,2>,<24,1>} |2
sp-get_first_edge(0,4) {0,1,2,3,4} | {<0,1,1>,<1,4,1>,
<0,2,2>,<2,4,1>} | nod =1, 1
sp-get_first_edge(1,4) {0,1,2,34} | {<0,1,1>,<14,1>,
<0,2,2>,<2,4,1>} | nod=4,1
sp-delete_node(1) {0,2,34} | {<0,2,2>,<2,4,1>} | TRUE
sp-get_path_length(0,4) {0,2,34} {x0,225,<24.15] 1 3
sp_get_first_edge(0,4) {0,2,34} | {<0,2,2>,<2,4,1>} | nod = 2,2
2 Print all nodes on the shortest path from x to y
print x
zZ=%
DO n = sp_fust_edge(z,y,&z), print z
UNTIL z ==y
DIAGNOSTICS
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the usage scenaiios 1s to demonstiate the sufficiency of the interface for meeting
the module requirements This demonstration does not depend on the existence of
a comparable Requitements Specification document While precise, complete, and
current 1equirtements documentation 1s frequently not available in industrial settings,
software 1equitements aie typically implicit in the knowledge of expert individual(s)
In such cases, the experts should venfy this section against their expectations The
same scenarios provide the module user with model call sequences they can copy
This section furnishes some of the kind of matenial that reviewers might be asked
to generate mm an Active Design Review (see Section 233, [PW85]) By having
the author work out some scenarios, immediate deficiencies may be corrected before
mvolving multiple 1eviewers The model scenarios speed readers’ understanding of
the material and may be the basis for more specialized review questions and tests
The spath USAGE section 1llustrates both of our recommended formats for usage
scenarios execution tables and pseudo-code The execution table (scenario 1) shows
a sequence of module access calls, with the resultant exceptions signalled, state

effects and outputs

3 2.5 Other information

The work product standard (Appendix C) provides three further sections following
USAGE They are APPLICATIONS, SEE ALSO and DIAGNOSTICS
APPLICATIONS provides a table of dependencies between top-level system fea-
tures and access 1outines called This material 1s used as a reference for System Test
planning See Appendix H for an example
SEE ALSO and DIAGNOSTICS are standaid man page sections Figure 3 5
mcludes DIAGNOSTICS information
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3.3 Quality criteria

Many software quality factois are applicable to module interface designs Card
lists eleven widely-accepted general categories (correctness, reliability, efficiency, 1n-
tegiity, usability, maintamability, testability, flexibility, portability, reusability, and
interoperability) onginating in the work of McCall et al at the Rome Air Devel-
opment Center 1 the 1970s [CG90] Numerous specific criteria may be adduced
for each such category, leading to hundieds of potentially relevant considerations
Rather than overwhelming designers with an unmanageable number of guidelnes,
we rtecommended attention to a small number of fundamental criteria Our selection

was guided by the defect study and geneial principles, and yielded five 1items

o Completeness The behaviour of each access routine for all combinations of
states and mputs must be clearly specified This criterion emerged most

strongly from the defect study

o Comprehensibility The specification should be easily understood by the in-
tended audience This cuiterion 1s not the same as readability by a general
audience The intended audience consists of technical peers—inspectors, 1m-
plementors, users and maintainers—who are familiar with relevant supporting

documentation (see Appendix C)

o Consistency The inteiface must be consistent with local standards, conven-
tions and charactenistics of 1elated modules This applies to matters ranging
from obeying naming conventions and using standard return codes to following

local 1dioms of functional decomposition 2

*For example, if several modules exist to provide communications to the same number of dif-
ferent devices, and each module has access routines called _initiate_connection, _send_message,
_acknowledge, etc , the designer of a new module to provide communications to a new device
should be extremely reluctant to innovate
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o Sufficitency The inteiface must be powerful enough to satisfy all the relevant
software Requirtements This 1s the minimal criterion for satisfying Require-

ments

o Sumplhcity The interface should be as simple as 1t can be without violating
the other ciiteria This 1s a basic principle of what people normally recog-
nize as “good” design 1t does everything necessary and nothing superfluous
To promote undistiacted attention to the preceding fundamental criteria, we
treat simplicity as a heuristic criterion that 1s not further broken down or
quantified ® Instead, we call upon experienced designers and inspectors to

keep 1t m mind and “know 1t when they see 1t ”

3Hoffman proposes essentiality, generality and minimality as more precise interface quality
criteria which participate m our broad heuristic of simpheity [Hof90a]
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Chapter 4

Inspection of interface
specifications

4.1 Introduction

The basic elements of the nspection process—ioles of participants, preparation
guided by checklist, contiolled focus of meeting, data collection using forms—are
quite well standardized 1n the literature Our process was modelled on the common
practices desciibed by [AFES4, Fow86, GTE89, Hum89, Rus91], with adaptation to
suit our industrial setting and woik product Since published inspection materials
and techniques address work products quite different from interface specifications
(1€, code, pseudo-code, and 1equirements specifications), 1t was necessary to invent

our own checkhists, metiics and paraphiasing techniques

4.2 Roles

Our mspection teams consisted of thiee to five individuals, taking the roles of Au-
thor, Moderator, Reader, Recoider, Inspector and Observer All participants ex-
cept Observers fulfill Inspector 1esponsibilities An Author may serve as Recorder

The mimimal inspection team thus has three participants Moderator, Reader and

Recorder /Author
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4 2.1 Author

The participation of an author of the woik product 1s a standard feature of the
ispection process The author may not serve as Reader because the author’s famil-
1a11ty with the work product 1s likely to lead them to read too quickly for the other
inspection participants, and to interpolate over omitted or unclear descriptions
The author may not se1ve as Moderator because their 1dentification with their work
1s likely to be mcompatible with the moderator’s task of promoting impartiality
Nonetheless, the authoi’s participation 1s ciitical The author 1s best able to answer
questions and claity confusing 1ssues, so that the other inspectors do not needlessly
waste time ! Also, when fieed of the duty of presenting their work (since that task
1s handled by the Reader), an authoi’s expertise can make them the most insightful
mspector of all Since 1t 1s the author’s responsibility to subsequently resolve 1ssues
raised 1n the mspection meeting, an author may also approprately take on the role
of mmspection Recorder

The author’s responsibilities are itemized in Figure4 1 The Overview mentioned
i 1tem 4 1s a buef oral presentation (perhaps five to ten minutes long) that sets
the module 1n context for the other mspectors The moderator may request such a

presentation for a module that 1s especially complicated or in some way unusual

4.2.2 Moderator

The moderator 1s 1esponsible for o1ganizing and conducting the inspection meeting
mm a piofessional and productive manner, and for ensuring that follow-up work 1s
completed satisfactorly The inspection literature stresses the importance of the
moderator’s 10le and the need for specialized moderator training, with special at-
tention to the psychology of gioups dealing with contentious 1ssues [Fag86, Hum89,

You89] In our project at MPR Teltech, inspection meetings were lively but not ac-

'This does not affect the recording of defects in clarity
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1 Ensure that the woik 1s ready to be mspected

2 Support the Moderator in planning the inspection meeting(s)

3 Make the mspection package available on time to all participants
4 Provide a product Overview if 1equired

5 Maintain objectivity and avoid defensiveness

6 Exercise patience at covering familiar ground

7 Explam cleaily whenever 1equested

8 Resolve all identified issues, checking with relevant inspector(s) whenever something
1s not clear from the imspection meeting records

Figuie 4 1 Author responsibilities and guidelines

rimonious, even though we did not offer special traiming or emphasis on the moder-
ator’s 10le 1n contiolling disputes (This result 1s further discussed in Section 5 4 2)

The moderator’s responsibilities, itemized in Figure 4 2, emphasize accountabil-
ity for ensunng that the ispection process 1s executed thoroughly and correctly,

before, during and after the mspection meeting

4.2.3 Reader

The task of the 1eader in the inspection meeting 1s to verbally present the spec-
ification so as to convincingly demonstiate 1ts correctness, or to ensure that any
deficiencies come to hght Thus the reader paraphrases the material in such a way
as to expiess then understanding of 1t, as a representative well-informed peer of the
author This provides all the other participants, including the author, a normative
interpretation to compare with then own undeistanding of the material and check
for questions and conceins A measuied verbal presentation assists participants to
be mentally engaged with the maternal at a pace that encourages thorough evalua-

tion This moderate pace 1s key to the detection during the meeting of defects that
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—

Verify that the work 1s 1eady to be inspected
2 Determine whether an Overview 1s required
3 Select and notify mspection participants

4 Schedule and book inspection meeting(s)

5 Ensure that the inspection starts and ends on time, with all participants present
and prepared (If not, 1eschedule the mspection)

6 Conduct the mspection meeting so that

(a) The pace of the meeting 1s appropriate for cost-effective defect detection (Too
slow 1s expensive and leads to “tuning out ” Too fast leads to superficiality —
majo1 defects are oveilooked)

(b

) All participants contiibute

c¢) The focus 1s on finding defects
)
)

(
(d
(e

7 Review the Inspection Record and Summary (prepared by the Recorder)

Discussion 1s on-topic and objective

All required mspection data and detected problems are recorded

8 Ensure that all problems found are followed up on schedule

9 Review the follow-up work o1 initiate the re-inspection meeting

Figute 4 2 Moderator inspection responsibilities and guidelines
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1 Paraphiase the work out loud, that is, 1estate the meaning of each portion in your
own woids

2 Read slowly enough that other inspectors can follow the paraphrasing and mentally
compate 1t with their own understanding

3 Maintain a consistent reading pace, spending equal time on sections of equivalant
difficulty (Simple and uncontentious material should be paraphrased more briefly
than complex sections) Avoid

(a) verbatim reading—simply 1epeating the printed material verbally

(b) skummangor browsing—superficial summarization which discourages defect de-
tection

4 For each access 1outine, make verbal aiguments to satisfy the inspection team that
the stated semantics are appropriate In paiticular, argue

(a) completeness that the routine correctly handles all possible calling contexts
(module states, mput parameters, environmental conditions)

(b) wnvariants that the routine preserves invariant properties of the module state,
if any

Figuie 4 3 Reader inspection 1esponsibilities and guidelines

escape notice during individual inspection preparation 2

The 1eader’s responsibihities are itemized in Figure 4 3 We promote active en-
gagement with the specification by requiiing the reader to make verbal arguments
(informal proofs) 1ather than simply reciting the printed material This paraphras-
ing technique 1s further desciibed in Section 4 4 below The list of reader responsi-
bilities does not exphicitly mention sufficiency arguments because the DSS software
Requuiements Specifications were not sufficiently detailed to support this kind of
argument Hence we focus on completeness, which 1s a self-contained property of
the Module Inteiface Specification alone The inspection process 1s also helpful for

promoting sufficiency in the absence of detailed formal requirements, because 1t sub-

2Studies at IBM, AT&T and Bell-Northern Research have shown that the most defects are found
in systems code when the inspection rate 1s about 150 source lines per hour [Fag76, AFE84, Rus91]
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jects the work product to the sciutiny of multiple individuals, who may be chosen

to bring different areas of expertise to then evaluation of the specification

4.2.4 Inspector

All inspectors are responsible for preparing conscientiously and participating ac-
tively i the inspection meeting Our guidelines for inspectors, 1itemized in Fig-
ure 4 4, emphasize courteous objectivity, and focusing on substantive rather than
trivial conceins Extended discussion m the inspection meeting of minute or sub-
jective criticisms 1s not only unproductive but apt to be perceived by the author
as harassment When other inspectors avoid this temptation, the author 1s more
likely to welcome their assistance at finding substantive defects Solution-seeking
discussion 1s discouraged for similar reasons First, 1t infringes on the author’s re-
sponsibilities  Even when the author does not find such infringement insulting, 1t
risks weakening the authoi’s sense of motivation and responsibility for achieving the
best resolution of the 1ssues 1aised Furthermore, spontaneous problem-solving 1s
typically a poor use of group time, and yields solutions that have flaws because they
were not carefully thought out While the interaction of a group of experts can be
effective for problem solving, we 1ecommend that such discussions be deferred until

after the close of the mspection meeting proper

4.2.5 Recorder

The recorder 1s responsible for the wiitten records of the inspection meeting The
mspection process mandates the use of standard forms for data collection Our forms

are described 1n Section 4 5 below The recorder’s responsibilities are 1temized 1n

Figure 4 5
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10

11

12

Be piepared for the mspection
Mentally analyze the reader’s paraphiase, asking

(a) Is that the same as my understanding of the work product?

(b) Are there any problems with the work product?
Maintain objectivity and politeness
Evaluate the woirk product, not the author
Concentrate on detecting problems

Acknowledge good work
(Objective feedback mcludes the positives as well as the negatives)

Avoid criticism of style
Insist on more explanation whenever you don’t understand something
When you turn out to be wrong, forget 1t

Avoid discussion of trivial problems
(Just make sure they're recorded)

Avoid problem-solving
(If you have a good suggestion for the author, offer it after the meeting)

Suppoit the Moderator

Figure 4 4 Inspector responsibilities and guidelines

Complete all relevant sections of the forms
Record every 1ssue raised, in clear and objective language

Ensure that the person(s) raising the 1ssue agree with your description
(Unless the issue 1s stiaightforwaid and uncontentious, state verbally what you're
wiiting)

Classify the problems according to the project classification scheme

Prepate and distribute the Inspection Record and Inspection Summary promptly

Figuie 4 5 Recorder mspection responsibilities and guidelines
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4.3 Preparation

Individual advance preparation by inspectors 1s essential to the inspection process
If inspectors are not adequately prepared, the meeting 1tself 1s apt to find superficial
defects at best—an 1nadequate retuin on the staff time invested To encourage
adequate pireparation and to collect data for formulating and refining preparation
time guidelines, individual imspector pieparation times are logged by the recorder
at the beginning of the inspection meeting

The preparation activity 1s much like an individual work product review or desk-
check, but with more explicitly presciibed ciiteria and less prescribed outputs In-
spection preparation has a clear defect-finding onientation and 1s guided by a check-
list which 1s customized for the woik product and according to local experience
This guidance 1s paiticulaily helpful to the software developer who 1s inexperienced
at reviewing the woik of others The output of inspection preparation 1s simply
notes of questions and concerns, for the inspector’s own use during the inspection
meeting This 1s quicker and easier to piepare than review notes that the author
must use

The mspection checklist shown i Figuies 4 6-4 7 has two major divisions doc-
ument ciitena and wnterface cuiteria  Document criteria are concerned with the
quality of the specification as a document that i1t complies with the work product
standaird and 1s 1eadable Inteiface ciitera are concerned with the quality of the
inteiface desciibed by the document The detailed interface criteria in the checklist

are derived fiom the general quality criteria of Section 3 3

4.4 Paraphrasing and proofs

As discussed 1n Section 2 3 1, inspection and testing are complementary techniques

for assuring product quality Inspection 1s labour-intensive, but has a potential
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10
11

All 1equirted document sections are present

The order and format of information complies with the document standard

Every data element (type and constant) referenced 1s defined in a Data Definition
File

Description 1s a biief and accurate overview suitable for a technical reader who has
some famuliarity with the overall system but not with this module

State description 1s clear and as simple as possible

State description contains all information needed to make effects of access routines
precise

State description i1s not unnecessarily implementation-specific

All assumptions about the state are documented as initial conditions or invariant
properties

Access 1outine semantics (ovelviews, assumptions, effects and outputs) are clear and
precise

The meaning and use of each parameter 1s clear

The usage scenario for every service the module 1s required to provide 1s either
obvious or documented

Figuie 4 6 Module Access Specification inspection checklist—document criteria
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12

13

14
15

16

17
18
19
20

21
22
23

24

Access 1outine names, 1eturned types and behaviour are consistent with other rou-
tines and modules

Parameter names, types and ordering are consistent with other routines and mod-
ules

Assumptions are reasonable and consistent
Exceptions and their effects are reasonable and consistent

Access 1outine semantics are complete, 1e, every combination of parameters and
state not excluded by the assumptions o1 1dentified as an exception 1s acceptable as
a “normal case”

Effects are precse for all normal cases
All outputs (return value and output parameters) are specified for each case
Effects and outputs satisfy the relevant Requirements

Parameters and return values are adequate to express all the required service vari-
ations

No access 1outine duplicates the services of other access routines
No unnecessary services aie provided
Independent seivices are provided by independent access routines

The most likely future enhancements, extensions and implementation changes to
this module could be accommodated without changing the interface syntax

Figute 4 7 Module Access Specification inspection checklist—interface criteria
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advantage of generality over testing, the results of which are mevitably scenario-
specific In order to maximize the benefits of the inspection meeting, we believe
that the 1eade1’s paraphrasing technique should intentionally aim at verification of
desired properties of the work product Since an inspection meeting 1s an assembly
of a competent peer group, 1t 1s an approptiate venue for proofs, as defined by Mills
a proof 1s an argument that satisfies people with competence in the topic [LMW79]

The principal type of proof we requiie of readers 1s the completeness argument

It must be shown that the effects aie well defined over all normal cases
N=(SxI)nA)-F

(see also Section 3 2 3), and that the specified exception semantics and effects are
at least feasible The 1eader noimally also argues that the effects are sufficient to
meet the requuements When the requirements are not completely documented,
this provides a check on the shared understanding of what 1s required, as well as on

the module inteiface design

4.4.1 Paraphasing example: spath semantics

Heie 1s a conciete example of how a reader might paraphrase the semantics of
sp-add_node and sp_delete_node shown in Figure 33 This 1s a transcription of an
unieheaised verbal paraphiase, with colloqualisms and weaknesses of exposition
retained to provide a realistic example of inspection-meeting argumentation The

reader starts with a stiaightforward paraphrase of the semantics specification

Procedure sp_add_node adds a node to the graph The node to add
1s specified by the parameter

[t has one assumption—that sp_initialize has been called—so the
graph has been initialized at some point

It has one exception, called range, which 1s signalled when the node

number supplied 1s outside the range zero to SP_.MAXNODES minus
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one So we have a limit on the maximum number of nodes 1n the graph
If the exception occurs, an alarm message 1s logged, as per usual

The effect of the procedure, so long as the node 1s 1n range, 1s that
the node 1s added to the nodes set

The outputs aire just the boolean return value It’s true if the node
was 1 1ange and added to the set, and false if the range exception

occurted

Other 1nspectors might nterject questions and comments during this monologue,
which 1s moderately paced because the reader 1s not the author and therefore does
not know all the details by heart Because the reader needs time to think, there
1s a tendency to make summanzing comments such as “so we have a hmit on the
maximum number of nodes in the graph ” This helps the other inspectors keep
up with the 1eading, with time to formulate questions and comments The reader

continues with the completeness aigument

Let’s consider the completeness argument for this procedure Since
we assume that sp_imitialize has been called, we know that the invariant
property holds on entiy to the procedure, and that characterizes the
module state The node parameter value can be any integer However,
the 1ange exception eliminates all values outside the legal range zero to
SP_MAXNODES minus one

If the node 1s 1n 1ange, there are two possibilities either 1t’s already
in the giaph, or 1t’s not If 1t’s not already in the graph, the case we
probably normally expect, 1t gets added to the node set That seems
appropuiate If 1t 1s alieady 1n the giaph, adding 1t won’t change the
nodes set, because sets can’t contain duplicates, so the add operation

has a null effect
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I think these semantics aie complete no matter what the module
state was to start out with [t appeais that attempting to add a node
that’s alieady 1n the graph has no effect, and the user 1sn’t notified 1n
any way that the node was alieady therte Any comments on that before

we consider the invariant argument?

Finally, the aigument that the module state invariant property 1s preserved by the

semantics

OK, we know the invanant holds on entry to the procedure and we
have to assure 1t holds on exit There’s two possibilities as we’ve seen
either a node gets added or 1t doesn’t If 1t doesn’t then the procedure
doesn’t change the module state so the invariant 1s maintained

If a node 1s added, then we need to look at the invariant It says
every node mentioned n the edge set 1s in the node set If that was
tiue on entiy, then since the edge set 1s unchanged by the procedure
and the node set 1s only enlaiged, 1t will still be true on exit Even if
the graph staited off empty, we’ll get a graph with a node but no edges
That’s OK and 1t satisfies the invariant So 1n either case the invariant

1s maintained [ think that’s 1t for this procedure

The 1eader pauses momentaiily to ensure theie’s an opportunity for discussion, then

continues

Let’s move on to the inveise procedure, sp_delete_node, which also
takes a node as parameter and deletes 1t from the graph

Once again, we assume that sp_imitialize has been called

Thele are no exceptions for this procedure but the effects are a bit
mote complex than sp_add_node Fust of all, the node 1s deleted from

the nodes set That makes sense Then every edge in the edge set 1s
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examined, and if either end node 1s the node that was deleted from the
nodes set, then that edge 1s deleted fiom the edge set Finally, the
outputs are that if the node was in the node set on entry we return true,
and otherwise we 1eturn false So as add_node didn’t object to attempts
to add a node that was alieady in the graph, similarly delete_node doesn’t
object to attempts to delete a node that was not there However, the
return value tells us that’s what happened, which seems inconsistent
with the add_node behaviour where the user can’t tell Does anyone else

think that’s a problem?

Some comment from the author and moderator 1s likely at this point The n-
consistency 1s minor but might make the module more difficult to use It’s worth
noting that this mmconsistency i the mteiface design was not deliberately seeded
in Figure 3 3, but only came to light during the inspection exercise Finally, the

completeness and mvaiiant aiguments for this procedure

OKk, let’s deal with the completeness argument There are two pos-
sibilities here the case where the node specified 1s 1n the graph, and the
case where 1t’s not If 1t 1s 1n the graph to start off, then 1t gets deleted
from the node set and edges that connect to 1t are also deleted from
the edge set That seems 1easonable If 1t’s not in the graph, then the
set operation of taking the node from the nodes set won’t do anything
Now, we’ll also delete any edges involving that node from the edge set,
but, since by the mvanant property if the node wasn’t 1n the node set 1t
couldn’t be on any edges, that also won’t change anything That seems
reasonable and 1t applies even if one or both of the sets was empty to
begin with

The 1easonableness of these effects depends on the invariant property,

so let’s consider that On entry to the procedure the invariant property
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holds In our fiist case, where the node 1s in the graph, we take 1t out
of the node set and we take 1ts edges out of the edge set Since we
don’t make any other changes to either set, that preserves the invariant
property that every node on an edge, 1s 1n the node set If the node
1s not 1n the graph, the graph 1sn’t changed so the invariant 1s trivially

maintained That concludes my aigument for sp_delete_node

4 4.2 Proof technique: case partitioning

As 1illustiated by the pieceding example, the most frequently useful approach to
completeness and nvariance arguments 1s the case partition The reader divides all
the possible states and input values into a collection of cases, then argues each case
m turn Typically, the individual case aiguments are very simple the specification
logic either stiaightforwardly handles the case or just as evidently doesn’t take the
case mnto account What most inspectors find more difficult 1s seeing the appropriate
partition This 1s an important skill not only in the inspection role but for design,
implementation and test planning Weakness at dividing the problem domain into a
complete set of suitable cases 1s probably a cause of completeness defects in designs

The rigours of the mspection meeting bring this skill to the foreground, which
motivates inspectors to improve Some basic guidelines can be taught, for example,
to consider boundairy conditions and the natural divisions according to data type
shown in Table 4 1 Then the cioss-product of state and input parameter cases must

be addiessed Facility at seeing the 11ght paitition comes with practice

Data Type Cases
integer negative, zero and positive values
string null ponter, empty, non-empty
boolean | TRUE, FALSE
set empty, partially-filled, full
record groupings of key field values

Table 41 Standard cases by data type
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4.5 Data collection

Collection of data for the puiposes of both product and process improvement 1s
a central tenet of the inspection philosophy The use of forms 1s standard, with
very similar models of inspection meeting notices, defect logs, meeting reports and
defect summaiies appearing 1n the hiterature, e g , [Fag76, AFE84, Fow86, Hum89,
KSH92] Defect information predominates, in keeping with the central mission of
the inspection process Metiics on the nspection process 1tself receive attention,
i conjunction with simple measuies of product size used to support evaluations
and comparisons of the process productivity Our data collection efforts generally

followed this typical pattein

4.5.1 Defect data

Duiing the inspection meeting, the 1ecorder creates the Inspection Defect List, using
the form shown in Figuie 4 8

To minimize wiiting time, the 1ecorder 1dentifies defect locations by marking
up a copy of the work product with the defect identification numbers (sequentially
assigned fiom 1 as defects are 1ecorded) The Tally column on the defect list counts
multiple occurrences of the same defect

Curculation of this handwiitten hst 1s hmited to the author and moderator, who
use the defect desciiptions to ensuie the issues raised are resolved To provide
defect metiics to those responsible for monitoring and product and process quality,
the 1ecorder prepaies an Inspection Summary tables of defect counts by type, class
and severity The elements of this categorization scheme are shown 1n Table 4 2 and
an Inspection Summary form in Figure 4 9

The defect type 1dentifies the general quality criterion violated We started with
a larger number of categories (including performance, maintainability and human

factors), modelled moie closely on examples in the above-cited literature, but found
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INSPECTION DEFECT LIST

Pioject thesis examples

Item spath Module Interface Spec, version 1 O
Id Tally Type Class  Sev Description
1 CO W P4 addnode, deletenode return vals

inconsistent when null effect

Page __ of __

Figure 4 8 Inspection Defect List form
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INSPECTION SUMMARY

Date 15Sep92
From John Doe

Project thesis examples

INSPECTION OF INTERFACE SPECIFICATIONS

[tem sample Module Inteiface Specification
P1 Defects P2 Defects
MIE|W|PL|M|E|W]| P2
ST  standaids
CO consistency
DE descuiption 1 1
FN functionality 3 3 511 1 7
SU  sufficiency 2 1| 3
CM completeness
SI  simplicity 1 1
OT other
Total 31 3 812 2| 12
P3 Defects P4 Defects Grand
M|E|W|P3|M|E|W]|P4| Total
ST standards 21 2 1 1 3
CO consistency 31 3 3
DE descuption 51 9] 14 2 51 7 22
FN  functionality | 3| 2 5 15
SU  sufficiency 7 1 8 1 1 12
CM completeness
SI  simplicity 1] 1 2 3
OT other 1 1
Total 11811635 2|0 7] 9 59

Figure 4 9 Inspection Summary form

68
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Type Class Severity
ST | standards M | missing P1 | critical
CO | consistency E | extraneous P2 | severe
DE | descuiption W | wiong P3 | mior
FN | functionality P4 | non-functional

SU | sufficiency
CM | completeness
SI | ssmphaty
OT | other

Table 4 2 Defect categories

that 1ecorders did not use the naitower categories The reduced list (1in Table 4 2)
closely 1eflects the conceins we had tiained inspectors to look for the quality criteria
of Section 3 3

The defect class s a standaird categorization While extraneous content 1s rare
in module 1nteiface specifications, we 1etained this metric to help 1dentify complete-
ness problems (apt to be designated mussing, even 1f the completeness type 1s not
selected)

The defect severity 1ankings 1eplicate the SSN department’s established scheme

for problem 1eporting, with the addition of category P4 for non-operational defects

4 5.2 Process metrics

Basic mspection process measutes of preparation time, meeting type, duration, and
outcome are entered by the 1ecorder on the Inspection Meeting Record form shown
in Figuie 4 10 Categories of meeting type and final disposition used on this form are

histed in Table 4 3 The disposition of the work product 1s decided by the moderator,

Meeting Type Disposition

Overview Accept no defects found

Inspection Conditional | moderator to review corrections
Re-1nspection Re-inspect | corrected work product must be re-inspected

Table 4 3 Inspection record categories
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INSPECTION MEETING RECORD

Project thesis examples

Item sample Module Interface Spec

Mtg Type Inspection

Date 15Sep92 Start Time 13 30
Disposition  Conditional End Time 15:10
Role Name Prep Time
Moderator Kate Chen 50 min
Reader John Smith 80 min
Recorder B1ll Lee 20 min
Author B1ll Lee
Inspector Mary Broz 60 min

%

Pieparation coverage

Notes

Figure 4 10 Inspection Meeting Record form
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after geneial consultation The guideline 1s that conditional acceptance may be
granted when the required 1evisions in the work product amount are expected to
change 1t by less than 15% Woik products expected to undergo more extensive
change are normally slated for re-inspection The moderator may also subsequently
elect to call a re-inspection on a work product granted conditional acceptance, if the
revisions turn out to be more extensive than anticipated Re-inspection meetings
are expected to proceed more quickly than mitial inspections, 1 e, at up to twice
the original pace

The preparation coverage item on the Inspection Record form 1s a measure of
value of the inspection meeting over and above individual prepairation by inspectors
Durning the meeting, as each defect 1s logged by the recorder, 1ts 1dentification number
on the defect hist 1s announced so that each mspector can maintain a list of those

items they noted during then prepaiation One such hist might read
1,2,5,7,11, 12, 13, 14, 15, 19

At the end of the meeting, the 1ecorder collects all these lists, which are anonymous,
and computes the preparation coverage metric the percentage of inspection-meeting

defects which were detected by any mspector during preparation

4.5.3 Product metrics

The difficulty and cost of cieating, mspecting, and revising a Module Interface
Specification may be expected to vary with the size and complexity of the work
product The measures shown 1n Figure 4 11 were chosen to assess these factors
The work product source 1dentifies the circumstance of 1ts creation or revision,
as listed i Table 4 4
Counts of total lines are measured after man page formatting (nroff), to avoid
measuting variabihty imn author usage of man macros, line breaks, and blank lines

As noted 1 Section 2 1 2, the metiics counting access routines, inputs, outputs,
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MODULE INTERFACE SPECIFICATION METRICS

Project thesis examples

Item spath Module Interface Spec, version 1 0
Source  New Date January 4, 1993
Attiibute Count

total lines 396
access 1routines 8
mput variables 13
output variables 1
state variables 4
exception conditions 6
design time 12 hrs
rework time 1 5 hrs

Figuie 4 11 Module Inteiface Specification Metrics form
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Source
New Specification for a new module
Update Revision of existing specification
Reverse-engineered | Specification created for existing module

Table 44 Module Interface Specification source categories

etc , are conceptually similar to Function Points When counting mnputs, outputs
and state variables, 1ecord stiuctures contribute the number of their constituent
fields, e g , a 1ecord of six fields counts as six variables (Unless any fields are them-
selves 1ecords, 1n which case these 1n turn contiibute the number of their constituent
fields, and so on) Sets and sequences, however, are counted as a single variable of
then component type, e g , a sequence of six integers counts as one Return values

are included 1n the count of output variables
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Chapter 5

The pilot project

5.1 Introduction

After developing the methods and materials desciibed 1n the preceding chapters, we
conducted a pilot project at MPR Teltech Ltd , as set forth in the proposal (Ap-
pendix A) In terms of the technology tiansfer model of Section 2 1 3, we functioned
as the technology supplier We selected and adapted software engineering methods
that rated well on the critical factors advantage, compatibihity, accessibility, suit-
ability for trial, and visibihity Oui inside knowledge of the company helped us
effectively promote awareness in gatekeepers and management, and secure resource
commitments We piroposed the pilot project as a recognized means of technology
assessment by the company Happily, the characteristics of pilot projects that rec-
ommend them as technology assessment vehicles—cost-effectiveness and flexibility
thiough 1estiicted scope, meaningful results through participation of real workers
doing real wortk—also made fo1 a feasible research project

The pilot project had two major components first, training of the participating
MPR Teltech employees in the techniques of module interface specification and
mspection, then application of the new techniques to ongoing maintenance of the

Digital Networks Support System (DSS) software product
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5.2 Participants

The MPR Teltech employee paiticipants seconded to the project comprised the
Technical Leader and thiee staff members of the DSS development and support
gioup Software professionals at MPR Teltech are designated “Members of Tech-
nical Staff,” which we henceforth abbreviate as MOTS ! These people were not
volunteers, nor were they selected for possessing any special knowledge or skills, or
lack thereof Rathei, they were the staff currently assigned (according to the depart-
mental practice of 10tating assignments for technical staff) to maintaining the DSS
product Management nominated their project to participate in our study because
the relatively long history of the DSS software might provide a benchmark against
which the effect of new methods could be assessed, and because current work on the
product was of modest scope and 11sk In summary, our results were achieved by
and with employees of average ability and motivation

A company Software Quality Specialist had responsibihity for overseeing our
project As a 1ecent former member of the SSN department, she was well qualified
to evaluate our activities, electing to attend the training program and to observe
some 1nspection meetings We collaborated with her on initiating a trial metrics
progiam 1n conjunction with our project

One additional MOTS shaied in the writing of two Module Interface Specifica-
tions and paiticipated in the associated inspections, because he was assigned at the
time to assist with the design and implementation of those modules Although he
did not participate in the training sessions, as a 1ecent graduate of the University of

Victona he was acquainted with some of the backgiound of our work, and succeeded

INomenclature for software piofessionals 1s problematic Designations such as “programmer”
and “analyst” are too nartow for workers whose responsibilities at different times include proposals,
feasibility studies, product design, implementation, testing, field trials, customer support, etc It
1s potentially misleading, and 1n some jurisdictions illegal, to term persons “software engineers”
unless they aie certified Professional Engineers, which computer science graduates rarely are
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i catching up with and contiibuting to the project
All these people hold degiees in computer science or computer engineering from
Canadian public universities Their working experience in software development

ranged from two to seven yeais

5.3 Training

The success of an innovation 1n softwaie engineering technology clearly depends on
its favourable reception and effective use by software engineers The education or
training received 1n the new technology strongly influences these outcomes, hence
the training program 1s a critical component of a pilot project

Because employee tiaining 1s an overhead cost, MPR Teltech preferred that em-
ployee time dedicated exclusively to training be minimized We therefore devised a
program of four shoit sessions (of one half day or less), to be given at weekly inter-
vals Spreading out the tiaining activity had seveiral advantages First, it minimized
intertuption of participants’ regular work In the SSN department working environ-
ment, 1t was easier for MOTS to spaie a few hours each week from their regular
tasks, than to arrange to be entirely absent from other duties for the equivalent con-
centrated two-day training session Second, 1t gave participants a chance to rest and
reflect upon concepts leained between sessions, 1ather than overloading them with
more new material than was hikely to be absorbed 1n a concentrated course Finally,
1t provided the opportunity to assign practice work for students to tackle between
training sessions Because our principal learning objectives were skills—of creating
and 1nspecting Module Inteiface Specifications—practice would be more valuable
than piresentations for helping students achieve competence [Kno86, Chapter 5]

To prove our traming curticulum and fine-tune 1t to participant needs, at mini-
mum cost to the company, a single MOTS was seconded to the project earlier than

her fellows \We woiked thiough the first two tiamning sessions interactively with this
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individual student, who wiote several Module Inteiface Specifications during this
trial tramming period This 1esulted 1n some eaily refinements to the work product

and training plan It also stiengthened confidence in the viability of the project at

MPR Teltech

5.3.1 Objectives

The broad objectives of the tiaining course were that participants acquire

1 Kknowledge and comprehension of the principles of module interface design

2 shills of designing module interfaces and documenting such designs as Module

Interface Specifications
3 knowledge and comprehension of the principles of inspection
4 skills of cairying out mspection 1oles

5 positive appreciation of this technology and willingness to participate in its

further application

6 ability to evaluate practice of the technology, propose improvements, and par-

ticipate i planning new applications

These general aims were elaborated as a detailed set of performance-oriented objec-
tives, hsted i the Course Description (Appendix F)

We acknowledged the importance of social 1ssues in the technology transfer pro-
cess by including affective leaining objectives explicitly (item 5 above, details in
Appendix F) Such an approach 1s recommended by current theories of adult educa-
tion, which stiess the impoitance of making all learning objectives explicit [Kno86]
Positive affective outcomes are not achieved by indoctrination—infeasible with com-
petent adults—but can be encouraged by discussion of benefits and drawbacks that

the mstructor and students see in the technology
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5.3 2 Syllabus

The training syllabus (also detailed in Appendix F) had four sessions as follows
1 Introduction and module design

(a) Lecture introducing the project and traiming program, followed by intro-

duction to the basic features of the Module Interface Specification

(b) Student assignment including compiehension and writing of simple Mod-

ule Inteiface Specifications
2 Module Interface Specifications

(a) Lecture on advanced features of Module Interface Specifications

(b) Intioduction to inspection

(¢) Student assignment including more advanced comprehension and writing
of Module Inteiface Specifications

3 Inspection

(a) Viewing of an inspection training videotape
(b) Follow-up lecture

(c) Student assignment of preparation for an mmspection meeting
4 Inspection practice

a) A practice imspection meeting, with the instructor serving as Reader
I P g g
(b) Discussion of the inspection techniques during periodic “time out” from

the practice meeting

Lectures addiessed knowledge objectives, while assignments provided opportunities

for developing shills of application and evaluation Wiiting assignments 1nvolved
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reverse engineering Module Inteiface Speafications for real DSS modules, which
would have lasting practical value beyond the leaining experience Examples of
lecture notes and an assignment aire provided in Appendix G

Inspection meeting skills were intioduced to the students via training videotapes,
then practised 1n a participatory demonstration The Module Interface Specification
mspected during the practice meeting was seeded with several defects, ranging from
trivial document defects to a subtle flaw in the interface described The instructor
served as the Reader during this meeting, in order to demonstrate our paraphrasing
techniques desciibed in Chapter 4 (The training videotapes showed scenes of code
mspection meetings, using intuitive paraphrasing techniques This was not adequate
to prepare students to paraphrase Module Interface Specifications) During this

” 1n which

training session, we alternated 20-minute periods of “inspection meeting,’
all participants adhered to inspection meeting roles and protocols, with 10-minute
“time out” periods for questions and discussion evoked by the preceding inspection

period By defeiring questions and comments until the next “time out” we ensured

some meaningful immersion in mspection-meeting 1oles and situations

5.3.3 Results

The imtial trainee, assigned to help us test out and refine the technology and training
program, tackled all the student assignments associated with the training program
In particulai, she wiote a total of thiee Module Interface Specifications first two
reverse engineered specifications of existing DSS modules, subsequently an original
specification for a new module that she had been assigned to design Her facihity
and competence at prepaiing Module Interface Specifications clearly increased as
she gained experience It was also the most probable cause of subsequent superior
competence at mspection preparation, described below

By contrast, the subsequent paiticipants, although faithful in attendance at the
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class sessions, attempted few out-of-class assignments, reportedly due to pressures
of other work This detracted from the hoped-for benefit of interspersing classroom
presentations with skill-building assignments As much of the software industry 1s
noted for heavy demands on employee time, we conclude that 1t 1s not prudent to
expect industiial students to accomplish significant out-of-class reading or “home-
work 7 Classioom presentations should be comprehensive, including material that
i an academic setting might profitably be assigned as student reading Also, since
skills development during the tramning program 1s mevitably modest, 1t 1s critical
that early application on the j0b be stiongly supported by educators or technology
suppliers Subtle 1ssues of understanding and application are apt to arise not during
traiming activities but 1ather when workers are obliged to put the new technology to
use 1n then work This phenomenon did not cause any particular difficulties for us
because a pilot project lends 1tself well to such support Although not anticipating
that MOTS have quite so much difficulty finding time for training assignments, we
had also anticipated providing significant educational support during the application
portion of the project, because the formal training program was minimized from the
beginning

Participants’ eaily efforts at wiiting Module Interface Specifications exhibited
weaknesses 1n abstiaction and use of logic Module abstract states tended to be
closely modelled on implementation states (a natuiral temptation when reverse en-
gineering the specification), cairying inappropriate implementation detail and com-
plexity into the inteiface specification Although MOTS had encountered proposi-
tional and predicate logic during their university training, they were not accustomed
to using this apparatus to desciibe and reason about software entities This unfa-
milianty caused awhwairdness at formulating and understanding conditions n the
Module Inteiface Specification, such as mitial conditions and invariant properties of

the module state, and assumptions of access routines
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It 1s impoitant to note that the predicates 1equired to express relevant conditions
were not complex, and there was little or no manipulation thereof to be performed
The essential problem with the use of logic was not a matter of difficulty with logic
per se 2 Rather, the problem 1s that software engineers are not accustomed, by
either academic tiaining o1 woirkplace practices, to explicitly use logical concepts
in designing and reasoning about progiams Thus, outright omission of necessary
state conditions was a fiequent defect of first efforts at writing a Module Interface
Specification, and development of inspection-meeting arguments concerning nvari-
ance and completeness was 1nitially challenging, as described 1n Section 4 4 2 This
experience illustrates a significant baiiier to the adoption of thorough-going Formal
Methods such as Z, VDM et al [Win90] by the software industry

The task of reveise engineering specifications for existing modules presented
pecuhar difficulties of abstiacting fiom the implementation, especially of oversized
modules with complex effects On a more positive note, specification tables proved
helpful in elucidating complex and confusing code

The videotaped nspection training materials proved very effective at imparting
some understanding of what to expect an inspection meeting to be like, and how to
behave 1n this setting While lectuies and written materials can convey facts and
principles, a demonstiation inspunes confidence in the onlookers that the process 1s
compiehensible and feasible

At the beginning of the piractice inspection meeting, people were hesitant to
speak up and paitiapate After the first discussion break, at which there was
some discussion of the need to oveicome this hesitancy, the 1eader increased the
pauses between 1tems and other inspectors began to interject comments All 14

seeded work product defects were detected, as were 7 other unintended defects

2Qur curriculum ncluded a brief review of elementary formal logic MOTS, as high-achieving
university graduates, had few mtrinsic difficulties with this material, although a more thorough
review of the use of quantifiers would have been helpful to some
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Even though the woik product was known to be a reverse-engineered specification
of an existing module, valid conceins were raised as to the quality of the interface
design (1nappropriate assumptions imposed on the caller), and of comments in the
associated inteirface data declarations (insufficiently informative) The scrutiny of
ispectors was evidently more than superficial

The seeded defects included a subtle sufficiency defect, which we had feared
would be too difficult to detect One of the inspectors suggested that something
didn’t seem quite 1ight 1n the 1elevant area of the specification, but attributed the
trouble incorrectly The mitial trainee then spoke up and explained the defect flaw-
lessly, temarking that her extia preparation time (more than the other inspectors)
had been spent on tiacing this problem This gratifying result impressively demon-
strated the rewards of experience at using the new techniques

Although the team together found many problems, 1t seemed clear that no single
person had noted all o1 neaily all Each person appeared to have strengths and
weakness at detecting different types of problems Some problems that had evidently
escaped all pairticipants duting prepairation were detected as a result of discussion
It was as a result of this eaily observation that we devised the preparation coverage
metiic (see Section 4 5 2), to measuie the proportion of problems detected only 1n

the meeting

5.4 Application

In the course of the project (including the training program), Module Interface Spec-
ifications weie wiitten for 15 DSS modules two by the author, ten by MPR Teltech
MOTS, and thiee by MOTS 1n collaboration with the author The collaborative
efforts occuired in early work with the mitial trainee, and 1n evolving an approach
to specifying the semantics of interaction with the DSS user interface Five MPR

Teltech and two collaborative specifications were inspected—with the collaboration
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Even though the woik product was known to be a reverse-engineered specification
of an existing module, valid conceins were raised as to the qualhity of the interface
design (1nappropriate assumptions imposed on the caller), and of comments in the
associated inteirface data declarations (insufficiently informative) The scrutiny of
inspectors was evidently more than supeificial

The seeded defects included a subtle sufficiency defect, which we had feared
would be too difficult to detect One of the inspectors suggested that something

didn’t seem quite 1ight 1n the 1elevant area of the specification, but attributed the
trouble incorrectly The mitial tiainee then spoke up and explained the defect flaw-
lessly, temarking that her extia preparation time (more than the other inspectors)
had been spent on tiacing this problem This gratifying result impressively demon-
strated the rewards of experience at using the new techniques

Although the team together found many problems, 1t seemed clear that no single
person had noted all o1 neaily all Each person appeared to have strengths and
weakness at detecting different types of problems Some problems that had evidently
escaped all participants during prepairation were detected as a result of discussion
It was as a result of this eaily observation that we devised the preparation coverage
metiic (see Section 4 5 2), to measure the proportion of problems detected only in

the meeting

5.4 Application

In the course of the project (including the training program), Module Interface Spec-
ifications were wiitten for 15 DSS modules two by the author, ten by MPR Teltech
MOTS, and thiee by MOTS 1n collaboration with the author The collaborative
efforts occuired 1 eaily work with the mitial trainee; and 1n evolving an approach
to specifying the semantics of interaction with the DSS user interface Five MPR

Teltech and two collaborative specifications were inspected—with the collaboration
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Sourcef | Name Description
R-E netso | Network scheduling computations
R-E difpd | Query interface to remote database server
New comap | Generic interface to various communications server tasks
New comll | Generic user login/logout to various network elements
R-E conaf | User inteiface support for DSS administrative functions
R-E difpx | Export inteirface to remote database server
New difdd | Builder of export tiansactions to remote database server

tSee Table 4 4 for categories “R E” 1s an abbreviation for “reverse-engineered ”

Table 51 Module Interface Specifications nspected

Module MIS Size Acc | Inp | Out | State | Exc
Name | Pages | Lines | Rtns | Vars | Vars | Vars | Cons
netso 47 462 6 19 18 0 1
netsof 56 594 6 19 18 0 3
difpd 35 396 5 4 8 0 10
comap 80 792 7 36 13 19 17
comll 25 264 2 8 2 0 4
conaf 61 594 7 9 10 11 T
difpx 39 396 6 4 7 8 0
difdd 35| 396 6 17 40 0 0
Total 378 | 3894 45| 116 | 116 38 42

TAt 1e inspection
See Figure 4 11 for unabbreviated column headings

Table 5 2 Module Interface Specifications inspected—metrics

occurting during the follow-up 1evisions All of the trainees wrote specifications
and served at least once in each of the inspection meeting roles The specifications
inspected aire described i Table 5 1, followed by work product metrics in Table 5 2

The metiics of Table 52 aie as per Section 4 53, with the addition of page
counts estimated by looking at the printed (troff ‘ed) documents

Table 5 3 Lists the mmspection meetings, with some basic Inspection Record data,
as desciibed 1 Section 4 52 The application phase of the project comprised the
number of 1nspections specified by the Proposal (eight, see Appendix A), but took
place over a greater number of elapsed weeks due to scheduling difficulties caused by

employee vacations during the summer months, and preemption by various urgent
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Date Mtg | Module Lines Team | Mins Prep | Mins
1992 Type Name Data | MIS | Size | Total | Med | Mtg
Jul 15 Insp netso 72 | 462 6 355 53 110
Jul 29 Re netso 86 | 594 4 100 25 90
Jul 29 Insp difpd 0| 396 4 115 30 90
Aug 07/24 | Insp comap 444 | 792 4 305 68 | 225
Aug 14 Insp comll 0] 264 4 40 10 60
Oct 02 Insp conaf 0| 594 4 140 35| 100
Nov 02 Insp difpx 0] 396 4 110 20 60
Nov 09 Insp difdd 128 | 396 4 65 15| 120
Totals per median participant 730 | 3894 256 855
Totals for all participants 1230 3640

Table 53 Inspection meetings held

assignments 1 the eaily fall

As shown by the tables, the netso Module Interface Specification (MIS) was
mspected then subsequently re-inspected, after revisions which increased 1ts size
This was our only re-inspection meeting All other MIS were conditionally accepted
on first inspection Two meetings were 1equired to inspect the comap MIS, which
was large and complex > We inspected another MIS in the week between these two
meetings because the principal author of the comap MIS was away on vacation

Wheie appropriate, module exported data was inspected along with the MIS
The data-file hine counts include commentaiy lines, contravening the standard defi-
nition cited m Section 2 1 2, because the comments, which occupied more lines than
the souice code, were imspected

At each mspection meeting, the Recorder collected the individual preparation
times of all inspectors This information appears in summary form in Table 5 3, in
the double column entitled “Mins Prep 7 Under this heading, the “Total” column

contains the sum of the preparation times of all pairticipating inspectors, and the

3The 1nspection hterature recommends that meetings not exceed two hours in duration, as
productivity appears to fall off beyond this point, presumably due to loss of concentration We
adhered to this guideline
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“Med” column the median of these values, for each meeting We expected the me-
dian preparation times to be more representative than the mean (1 e , total divided
by team size), because Authors typically rteport minimal time spent preparing for
the meeting per se, while Readers tend to spend extra time ensuring they are ready
to paraphiase the matenial As it happened, these two divergences from the norm
were approximately equal in magnitude, hence mean and median preparation times
for each meeting are about the same

The “Totals” 1ows 1 this table show that the time spent on inspection activities
by a median pairticipant in this project was about 4 25 hours of preparation and
14 25 hours 1 mspection meetings The total time spent by all participants was

20 5 houss of prepatation and 60 67 hours 1n inspection meetings

541 Metrics

Eight o1 nme inspection meetings 1s too small a sample to support statistically
sound analysis The puipose of mnstituting the measurement program during the
pilot project was therefore not to obtain sound quantitative results Rather, we
intended to 1dentify appropiiate metiics and start collecting data so that MPR Tel-
tech may be able to cairy out meaningful analysis in the future, after accumulating
adequate data In addition, while recognizing the limitation of our small sample, we
examined the data from the pilot project for preliminary indications as to the costs

and effectiveness of the inspection activity

Preliminary indications

Tables 54 and 55 show some nspection data and calculations of inspection and
defect detection 1rates for the pilot project

According to Table 5 4,* MIS inspection meetings proceed at rates of between 2 5

“The primary data in Table 5 4 1s recapitulated from Tables 52 and 53 The calculation of
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Mtg | Module Lines Pages | Median Mins | Pages/Hour
Type | Name | Data | MIS | Total{ | Prep Mtg | Prep | Mtg
Insp netso 72 | 462 58 53 110 66 32

Re netso 86 | 594 74 25 90| 177 | 49
Insp difpd 0] 396 40 30 90 79 26
Insp | comap 444 | 792 153 68 225 | 135 41
Insp comll 0| 264 26 10 60| 158 26
Insp conaf 0] 594 59 35 100 | 102 36
Insp difpx 0] 396 40 20 60| 119| 40
Insp difdd 128 | 396 61 15 120 | 244 30

tLinesData/60 4+ LinesMIS /100

Table 54 Inspection 1ates—median preparation and reading

and 4 souirce document pages per hour Our single 1e-inspection meeting proceeded
at a faster 1ate, as expected Prepaiation 1ates aie typically about three times the
ispection rate in the meeting, although there 1s much variation in this

Monitormng of pireparation and inspection 1ates 1s important for managing and
improving the inspection process There 1s an evident need for more data and
analysis, 1n order to understand the sources of variation and determine optimal rates
for MIS nspections at MPR Teltech While line and page counts are intuitively easy
to work with, the other woik product measures (number of access routines, inputs
and outputs etc ) may be more indicative of work product complexity No simple
relationships based on these measurements aie evident 1n the small pilot project
data sample

Table 5 5 adds preparation coverage (see Section 4 5 2) and defect counts to data
recapitulated fiom Table 53 The preparation coverage figures show that only about
half of the total defects 1ecorded were detected during preparation by any inspector,

for the three inspection meetings at which this data was collected ®

nominal page counts 1s based on the observation that in Table 5 2, MIS Line counts (measured on
the man formatted documents, as described 1n Section 4 5 3) are consistently about 100 times the
visually estimated page count of the respective printed documents (the mean ratio 1s 103 with a
standard deviation of 6) Data files are printed at the standard 60 lines per page

5 Authorization to collect this information was delayed during finalization of the concurrent
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Mtg | Module | Team Minutes Prep Defects Defects/Hourt
Type | Name Size | Prep | Mtg | Covg | Total | Func | Total Func
Insp netso 6 355 | 110 7 34 9 20 05

Re netso 4 100 90 ¢ 11 6 14 08
Insp difpd 4 115 90 ? 19 5 24 06
Insp | comap 4 305 | 225 4 58 27 29 13
Insp | comll 4 40 60 ? 24 5 51 11
Insp | conaf 4 140 | 100 | 56% 32 9 36 10
Insp | difpx 4 110 | 60 | 63% 11 7 19 12
Insp | difdd 4 65 | 120 | 42% 7 5 08 06
Total defects 196 73

tDefects/(MinsP1repTotal + TeamSize x MinsMtg) x 60

Table 5 5 Inspection meeting productivity—defects detected

This table presents separate counts of Total and Functional defects Functional
defects are all those of types FN (functionahty), CM (completeness) and SU (suffi-
ciency), according to the Inspection Summaries (see Section 4 5 1) Defects of these
types may be expected to lead to implementation of software that will fail under
some conditions The other types of defects typically make the MIS or the module
itself more difficult for people to use or maintain Such defects may increase costs or
the risk of programmer error, but are not themselves direct causes of software fail-
ute MPR Teltech therefore regairded functional defects as more significant than the
other types, 1egairdless of seventy Table 5 5 shows that the pilot project inspection
process yielded about one functional defect per person-hour, including time spent
by all participants, both 1n prepaiation and in the inspection meeting This result
matches the consistent testimony of the inspection literature one non-trivial defect
detected pe1 person-hour mnvested [BD84, Hum89, Rus91, KSH92]

All of the above-cited studies include code inspection, some also report on 1n-
spection of one o1 more of 1equirements specifications, high-level or “architectural”

designs, and detailed designs The form and content of the requirements and high-

metrics project
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level design documents 1n question are not desciibed, but they are probably dis-
similar from each other, from Module Interface Specifications, and also from code
(“Detailed design” typically means pseudo-code) Why would the effort expended
per defect detected be about the same for these dissimilar work products? Buck and
Dobson call this (one defect per person-hour) and some related constants observed
at IBM “natural numbers of progiamming,” suggesting that they are inherent to the
process1ather than the personnel, product, tools, etc [BD84] Recalling that inspec-
tion rates vary with the work product type and content, the consistency of the result
may also suggest that defect incidence and detection are approximately proportional
to complexity or some broader measure of intellectual content Achievement of the
“industry-standard” defect detection rate could then be taken to indicate that the

local inspection process exhibits noimative efficiency

Open questions

If module inteiface specifications and 1nspection are effective technologies at MPR

Teltech, one would hope to observe
1 Improved quality of module interface designs
2 More defects detected by inspection than by individual review

3 Fewer defects detected during subsequent development phases (1mplementa-

tion and testing), and in the field

4 Reduced costs over the entire software hifecycle (development and mainte-

nance)

Item 1 1s difficult to measure, because specific quality criteria of interest must be
1dentified and these are not always easily quantifiable (For example, our compre-

hensibulity cuiterion) Theie 1s no existing base of quality measurements on DSS
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modules, to use for compaiison There 1s, however, an existing base of defect data
It would be 1easonable to evaluate the success of our focus on completeness by study-
ing whether the relative incidence of defects attributable to completeness problems
declines, especially 1n subsequent phases of the software process (1tem 3)

The preparation coverage metric addresses item 2 The finding that only about
half the defects 1ecorded duiing inspection meetings were noted during prepara-
tion (see Table 5 5), contrasts stuikingly with the group’s normal practice of solo
reviewing It would be appropiiate to refine studies in this area to determine what
kinds of er1o1s tend to go undetected, and optimal numbers of inspectors or review-
ets For example, in an experiment using inspection at the Software Engineering
Laboratoiy, 1t was determined that 75% of code defects were detected by only one
mspector [BGKW90] As a consequence, new SEL software development guidelines
now requite all code to be 1ead by at least two reviewers, even on projects not using
mspections [LWM*92, page 117]

[tems 3 and 4 1epiresent the acid test of whether or not the technology pro-
vides dnect economic benefit to the company These are long-term assessments,
well beyond the scope of the pilot project Different categories of work should be
considered—for example, 1t 1s quite possible that inspection may not be cost-effective
mn all cases The Defect Study (Appendix B) identified that defects tend to cluster
i certain modules, these are obvious candidates for the intensive scrutiny afforded
by the mspection process The MPR Teltech metiics project 1s attempting to put in
place means of evaluating such questions Oui specific recommendations for future

studies are 1eproduced 1 Section 5 6

5.4.2 Experiential results

The theory of softwaie technology transfer suppoits the common-sense intuition

that less quantitative obseivations—such as perceived social effects in the work
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environment—may also be 1elevant when evaluating the impact of technological
change This 1s paiticulaily tiue of a technology such as mspection, which 1s 1tself
puimarily a social process

The difficulty of reveise engineering MIS for existing modules was mentioned
above with 1espect to the tiaining program (see Section 5 3 3) It was originally 1n-
tended that the application phase of the project should address new modules being
designed for the next major 1elease of DSS Intervening revision and rescheduling of
the product evolution plan gieatly reduced the new module design activity sched-
uled during the project time fiame As a 1esult, most of the MIS written during
the pilot project documented existing modules slated for maintenance activity This
has the advantage for beginners of eliminating the effort associated with the design
task, and focusing attention on specification alone However, some of these modules
were several yeais old, and while nominally still “modules,” had grown into virtual
sub-systems of substantial size and complexity For such subjects, the MIS format—
designed for precise specification of smaller units—tended to become cluttered with
a mass of time-consuming detail The difficulty was exacerbated in some cases by
lack of appropriiate supporting documentation that might be referenced—for exam-
ple, detailed requuiements specifications We attempted to exercise judgement 1n
omitting certain types of detail fiom the MIS The subjectivity of this proceeding
was unsatisfying—although also a useful leaining exercise—and the resulting incom-
pleteness undermines the value of the documentation Nonetheless, the MIS format
did prove adaptable to these less-than-ideal cicumstances In particular, we evolved
an approach to specifying modules with user inteiface interaction, which required
some extia MIS features to account for the DSS user interface model This robust-
ness of the work product 1s important, because industrial software not uncommonly

exhibits niegulanties such as the foregoing

Pioject participants found working on specifications for new modules much more
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satisfying, noting that the MIS approach suits the normative module size and com-
plexity well ® and that the MIS format seemed to prompt consideration of “the right
questions” to achieve a complete and useful design

By then nature, Module Interface Specifications call attention to interface de-
sign In our inspection meetings, people frequently pointed out weaknesses in the
interfaces of existing modules for which specifications had been reverse engineered—
such as, redundant or confusing parameters, inconsistent behaviour of different ac-
cess routines, or functionality that might better have been allocated to a different
module altogether These were not infiequently designs in which the inspectors
themselves had foimeily taken a hand, what was new was the explicit considera-
tion of interface design ciitenna This supports the expectation that the use of MIS
and 1nspection has potential to 1educe the incidence of unsystematic interface de-
sign, leading to impiroved module usability and maintainability and thereby reduced
ertors and costs

Most of our nspection meetings involved four participants (including the in-
structor/1eseaicher) and appeared to achieve an industiy-standard rate of defect
detection (see Section 54 1) Judging by appearances, meetings of three inspectors
would be satisfactory for the majority of work products, with additional experts
perhaps being called upon to help inspect unusually complex or speciahized pieces of
work, o1 when high reliability 1s a critical requirtement By contrast, six to eight or
even more participants appear to be commonplace at inspection meetings elsewhere
i industry Based on our 1esearch, we are skeptical of the marginal value of adding

extra participants It 1s difficult to envisage that this would be cost effective at

6SSN department guidelines specify that a module should be of 300 to 500 C language statements
i size, with component functions i the range of 30 to 100 C statements These limitations,
combined with conventional recommendations of low coupling and high cohesion, and expectations
that the entire task can be handled by one designer and one implementor, ensure that normative

modules conform well to D L Parnas’ definition as “a programming work assignment” (cited in
Section 2 2 1)
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MPR Teltech

Duiing the fitst couple of inspection meetings we were repeatedly obliged to
delay proceeding in order to allow the recorder to finish writing up a defect It was
as a result of this experience that we devised the simple scheme of 1dentification
numbers and tallies for 1dentifying defect locations, described in Section 4 51 This
approach satisfactorily eliminated waiting for the recorder

Lack of interpersonal difficulties was a pleasantly distinctive feature of our ex-
perience with the mspection process As noted in Section 4 2 2, the moderator’s
role was not found to be taxing o1 problematic, even though we did not particularly
emphasize conflict management shills for moderators Likewise, the involvement of
the Technical Leader did not appear inhibiting, although the inspection hterature
strongly warns against the imnvolvement of managers or supervisors, on the grounds
that objectivity will be compromised due to concern about career impacts on the part
of subordinates Our lack of difficulty in this area 1s perhaps indicative of variation
i working environments, attitudes, and expectations across the software industry
At MPR Teltech, the ethos of the woiking environment 1s overtly well-disciplined
and professional, and MOTS aie accustomed to shaiing and rotating responsibility
for work products rather than preseiving personal “ownership” of particular pieces
of wotk Procedures for personnel evaluation are carefully specified and controlled,
so participants had no disposition toward anxiety about misuse of inspection data
In such an enviionment, the interpersonal hazaids of mitiating an inspection pro-
gram may be relatively modest, even when (as in this case) the participants are

little accustomed to dealing with other people as pait of their work duties

5.5 Response

Our principal observations of paiticipant responses during the project are described

i the preceding section In addition, in Januaiy 1993, MPR Teltech conducted a
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meeting of participants to solicit candid feedback on the project This meeting was
attended by employees only, we 1eceived a written summary of the results, which
did not 1dentify individual persons

This material confirmed our observations of the preceding section and portrayed
a highly positive view of the technology and pilot project The only negative 1ssues
were shepticism over the value of 1eveise engineering specifications for the types of
older (and highly stable) modules desciibed in the preceding section, and dislike of
the troff document processor The value of incorporating documents into the man
page system was affiimed, since man pages can now be prepared by Framemaker,
this newer word processing technology 1s likely to be preferred in future

Responses paiticulaily emphasized the secondary benefits of inspection meetings
for providing an open forum for feedback on designs (since peers sometimes have
more knowledge than the Technical Leader of the context and 1ssues addressed by a
particular piece of work), for improving visibility of the current project status and
changes, for learning about paits of the system outside of one’s currently assigned
responsibilities (helpful for future woik), and for enhancing team cooperation This

T4«

contrasts with the SSN depaitment’s “pens down” protocol for software engineering,
i which group meetings are minimized in the interests of promoting individual
responsibility and creativity, and avoiding time-wasting conversational discussions
[C1086, page 4] Inspection meetings appear to present a controlled forum in which
MOTS may benefit fiom team syneirgy and information-sharing, without unduly
dissipating individual 1esponsibility and productivity

Invanance aiguments (seen as particulaily effective for finding defects), the in-
spection meeting scenatios 1n the training videotape from Bell-Northern Research,
Ltd , and the instiuctor’s modelling of inspection roles during meetings were singled

out for praise The ability “to piesent ciiticism without personal attacks” was 1den-

tified as an important skill that participants felt they had learned from the project
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Although people appeaied very comfortable doing this from the first (as discussed in
Section 5 4 2), this 1esponse suggests that the training aimed at fostering this skill
was not redundant, but at the least mspired self-confidence 1n essaying negative as
well as positive feedback

The use of shoit checklists to guide mspection meetings, ensuring that no 1ssues
are missed, was recommended as a potential improvement to the process It was
thought that the project had made the DSS group more conscious of software quality
1ssues  Participants unanimously recommended future use of this technology in their
department, expiessing concern that the main obstacle to this would be time and
1esource pressutes n other areas, which might make 1t difficult for managers to

adequately support deployment of the new technology

5.6 Recommendations

While 1ecognizing the resouice pressures that managers face, also amply documented
by previous studies of software technology tiansfer (see Section 2 1 3), we contend
that other pressures increasingly mandate efforts to improve the software process
in industry The following paragiaphs constitute the recommendations of our final

project 1epoit to MPR Teltech Ltd

The mcreasing pressures of international competition and demands
for software process quality certifications are widely recogmzed in the
software industiy today [BM9la, You92] Such pressures must be met
thiough continuous impiovements in the software development process
Since the techniques intioduced by the pilot project appear viable and
productive, we recommend then cautious adoption or continued explo-
1ation, along with the metiics project While 1t may not be possible
to wiite and mspect Module Access Specifications for all modules, 1t

would seem mmportant to attempt to do this for known or anticipated
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trouble spots The defect study showed that problems cluster in certain
modules

The following 1ssues might be investigated

o Categonization of defects The defect type categories used in the

pilot project seem to have been moie confusing than useful ?

¢ Relationship between the production and inspection of MASs for

new modules and costs of implementation, testing and maintenance

o Relationship between number of defects found in inspection and

number of defects found by testing

o Relative costs of defect detection and problem resolution via testing

and mspection

o Inspection of other woik products Note that the Cleanroom tech-
mque [Dye92] involves replacement of unit testing by venfication-

oriented code ispection

o Defect prevention (based on analysis of defect reports)

"This 1ssue was discussed further 1n an appendix to the report We allude to 1t in reference to
the reduction i defect type categories, in Section 4 5 1
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Chapter 6

Conclusions

6.1 Summary of results

The foremost result of this woik 1s the unequivocal demonstration of the viability
of the two techniques, module inteiface specification and inspection Both were
apphed to a convincing sample of real industrial software modules, by industrial
practitioners who claimed to find the techniques useful and recommended their
adoption for 1egular use

Attention to known 1ssues of software technology transfer seemed helpful in gain-
g a positive response fiom project participants and managers We believe that
our “insider” knowledge of the company was indispensable to the success of this
project We biought a well-informed understanding of existing needs, methods, and
terminology to the tasks of choosing, adapting, presenting and teaching candidate
technology The credibility of our recommendations was enhanced by previously
established working 1elationships

[t 15 indeed difficult to change the way things are done 1n the working environ-
ment, especially in the face of the 1esource and schedule pressures typical of the
software industiy Management skepticism about change under these conditions 1s
undeistandable, and likely to be combatted only by concrete evidence The tech-

nology we chose rated well on the ciitical factors relative advantage, compatibilaty,
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accessibility, suitability for trial, and visibility of hard or technological results How-
ever 1ts soft benefits—piincipally, cost 1eduction—are anticipated to accrue only 1n
later phases of the software lifecycle ! This makes 1t more difficult to secure man-
agement commitment Evidence of soft benefits could be obtained by continued
small-scale application 1n conjunction with metiics efforts The pilot project also
served to demonstiate the general feasibility of software process innovation New
methods were tiied, workers were able to use them successfully and judged them
useful Such experience helps create a positive chimate for further innovation

The viability result confirms our hypothesis that module interfaces would be a
good starting point for intioducing software process change “Modules” are indeed
not too difficult to find, and theie ate immediate benefits of usability and main-
tamnability from documenting inteifaces The Module Interface Specification work
product 1s sufficiently flexible to accommodate over-sized and highly complex mod-
ules, although best 1esults are obtained with modules of more standard size and
complexity (see Section 5 4 2)

Our pragmatic approach to use of formal notations in the specifications was
well accepted by practitioners Nonetheless, the writing and nspection of Module
Interface Specifications 1s time consuming,? and there were unsatisfying trade-offs
between specification time and precision There 1s evidently room for more work at
finding the best desciiptions for inteiface designs

The cuiient interest 1n software product reuse also has relevance to the issue
of specification cost It 1s difficult and 11sky to 1euse a software artifact whose
behaviour 1s not precisely specified Interest in reuse 1s particularly strong in the

world of object-oriented software, hence 1t 1s significant that several speakers at the

IThe 1talicized terms are defined m Section 2 1 3

2Collection of effort data commenced only at the end of the pilot project Recorded design
times for the last thiee specifications inspected ranged from two hours to two days
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OOPSLA 92 conference 1dentified interface specification as a sine qua non of reuse
[Ath92, Co092, dLF92, Mey92b] As the software industry moves towards a culture
of reuse, 1t will be a culture of fewer and better software components, and they will
necessatily be well specified Reuse makes specification more compelling and more
affordable
The pilot mmspection process detected defects at a rate of one functional defect

per person-hour (pieparation and meeting time of all participants) This 1s the same
rate reported by other companies that use inspection About half® of the defects de-
tected in the meetings were not detected during preparation by any meeting partic-
ipant These satisfactory-seeming results were obtained by participants—including
the mstiuctoi—with no prior experience of the ispection process We attribute
them to caieful training, centied about an excellent videotaped demonstration, and
customization of forms and checklists for the local environment As inspection neo-
phytes, some of the mspection hterature led us to be concerned that we might not
be able to 1eproduce the apparently incalculable and mysterious qualities of the
ispection process For example, Fagan wiites

When participants i the moderator tiaining classes are questioned about

their case studies, they mvariably say that they sensed the presence of the

“Phantom Inspector,” who mateiialized as a feeling that there had been an

additional presence contiibuted by the way the inspection team worked to-
gether The moderator’s task 1s to mvite the Phantom Inspector [Fag86]

Happily, our results suggest that straightforward application of the more tangible
principles and procedures set forth in this same hiterature can yield an effective and
even syneigistic process We have contiibuted specific training materials, checklists,
procedures, metiics, and foims for the inspection of Module Interface Specifications,
a useful type of softwaire design documentation which has not been addressed by

previous 1eseaich on inspection

3 According to data collected at three meetings, and consistent with personal observation
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Participants paiticulaily noted the secondary benefits of the inspection process
in promoting education, team work and attention to quality We observed that the
public process of 1nspection appeared to foster more discriminating attitudes about
quality of wortk When this happens in a group process, quality standards tend to
emerge and be suppoited by consensus This promotes a culture in which workers
advance fiom awaieness, through willing compliance to active self-identification with
standaids * Intuition suggests that committed practitioner support of this kind 1s
going to be very helpful if not essential to achieving software process improvement
at advanced levels (whether accoiding to the SEI taxonomy or some other scheme)

The 1nspection process contiibutes to establishing a culture of commitment

6.2 Future work

The most immediate open questions concern the impact of this work 1n the con-
text of the overall softwaie lifecycle, in pragmatic teims of costs, and incidence and
detection of defects How do these methods compare with other forms of design
documentation and verification? How are later phases of the software lifecycle (1m-
plementation, testing, maintenance, and 1euse) affected? Such questions could be
addressed by longei-term studies, with paiticular attention to metrics

Analysis of more defect data, collected both from MIS inspections and from
subsequent process phases, could guide refinement of these methods toward defect
prevention The laboui-intensive nature of mspection 1s evident, 1t would be very
useful to detetmine whether 1t 1s moie cost-effective in certain cases than in others
Moie data on pieparation coverage, and analysis of the types of defects missed,
would help answer this Some organizations allegedly find the preparation process
much more productive than the inspection meeting Do inspection experience and

support materials such as checklists enable people to perform increasingly thorough

4This description follows the standard taxonomy of affective learning objectives [KBM64]
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individual 1eviews?

As recommended to MPR Teltech (see Section 5 6), further investigation of the
inspection technique should also extend 1ts application to other work products Our
approach to specifying and inspecting module interface designs 1s philosophically
compatible with the 1deas of correctness-oriented software development underlying
the Cleanioom technique [Dye92], of which venfication-based spection 1s a major
component Cleantoom has not yet been extensively used outside IBM, case studies
1n other environments would be of interest

The preceding section makes mention of the need for more work at finding the
best methods and notations for specifying interfaces and software designs generally
Practitioners find existing formal methods intimidating and cumbersome, less formal
approaches, such as we used i our Module Interface Specifications, risk semantic
imptecision and ate less open to automated support There 1s need for comparative
case studies and techniques that biing together the more advantageous features of

both approaches
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Module Design and Inspections Pilot Project
Proposal

Ann Jackson
University of Victoria

Maich 4, 1992

1 Overview

This document proposes a project for inclusion in the MPR Teltech Ltd 1992 Soft-
ware Development Process Stiategic Technology Program (STP) It 1s the outcome
of a meeting' at which a previous proposal [1] was discussed

The overall objective of the Module Design and Inspections Pilot Project 1s to
improve development team effectiveness in the project design phase (immediately
following the Technical Pioposal) The primary goal underlying this objective 1s
to alleviate the excessive woirkload typically experienced by technical leaders, by
enabling delegation of some reviewing tasks without loss of quality A secondary
goal 1s to mmprove the quahty ot woik and the productivity of designers

These goals will be attached via a pilot project apphed to current work on the
Digital Networks Support System (DSS) product The project focuses on module
designs because this 1s the piedominant area of design effort Some attention to
subprogiam designs may be incorporated 1f relevant to current DSS work The
project has the following key components

1 Documentation of the module prologue standard
The module prologue 1s a hey delegation tool for technical leaders The format
and contents of this document are well understood by experienced designers
but are not adequately documented Specification of a systematic standard
for module design documentation 1s a prerequisite for efficient training and
delegation of module design and 1eviewing tasks

2 Traming and application of inspection to module designs
Inspection 1s a peer 1eview technique that focuses on defect detection Its
reported effectiveness in industrial settings such as Bell-Northern Research
[2] 1ecommends 1t for tiial at MPR Inspection 1s especially relevant to the
primary goal of the pilot project because 1t provides an excellent forum for
training participants i systematic reviewing shills

'"Thursday February 27th, 10 am at MPR Teltech Ltd , attended by D Reid and W Waung
(MPR), D Hoffman and A Jackson (UVic)
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3

2

Collection and analysis of defect data

Prior DSS defect history will be analyzed to provide a basis of comparison
with defects found via inspection The defect detection results of the pilot
project are not expected to be statistically significant, but will provide quan-
titative input to MPR'’s evaluation of the pilot project and a basis for ongoing
collection of defect statistics and future work 1n defect causal analysis

Project Outline

The pilot project will be conducted by A Jackson under the direction of D Reid,
with technical advice firom D1 D Hoffman (University of Victoria)

2.1
1

Module Prologues

Collect and study existing documents
Documentation and examples of module and subprogram prologues from the
Special Service Networks (SSN) depaitment will be provided by D Reid Simu-

lar documentation fiom othet MPR divisions and departments will be provided
by W Waung

Interview key users

Experienced users of prologue design documents will be 1dentified by D Reid
and interviewed to obtain their views on stiengths, weaknesses and usage of
prologues Between two and four such interviews are anticipated

Document proposed standard

The piroposed standard will be based on the material and interview results
obtained fiom MPR and woik product ciiteria developed in previous work by
D Hoffman It will define design ciitena, standard document sections and
notations to be used

Review and revision
The standard document will be reviewed by MPR and revised as required for
acceptance

2.2 Defect History Analysis

The DSS defect history documented via ITRS? and DTRS® will be analyzed 1n
order to categorize defects by the development phase in which they occurred (e g,

Internal Tiouble Reporting System defects detected during internal testing
3DSS Tiouble Reporting System  defects detected during customer site testing and production
use of the product
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technical proposal, design, implementation) Design phase defects will be analyzed
to 1dentify chaiactenstic DSS design phase problems

2.3 Design Inspection Criteria

The 1nspection criteria will be based on the prologue standard document, related
MPR work products and the 1dentified characteristic design phase problems They
will be documented via an mspection checklist and possibly an inspection prepara-
tion guide

2.4 Training

Thiee o1 more DSS team members will be trained in the application of the prologue
standard and in inspection techniques Training materials will consist of the pre-
viously developed documents, model examples of excellent module prologues and
inspection procedures and forms

A stated MPR objective 1s to minimize training time not directly applhed to
actual cuirent woik This 1s a 1ealistic objective because the proposed techniques
are mtentionally straightforwaird and practical Careful advance preparation of the
necessary materials by A Jackson will be impoitant to minimize “off-task” time for
MPR employees

2.5 Application

Weekly mspection meetings will be conducted on cuirent designs Inspection teams
will compiise thiee employees There may be up to three inspection teams, according
to the number of project participants assigned by MPR

3 Schedule

Weeks 1-4 Preparation

1 Pioject mitiation
(a) Proposal acceptance
(b) Non-disclosure agreement

(c) Service contract

Do

Module piologue documentation
3 Defect history analysis

4 Inspection ciitena
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Weeks 5-8 Training
Four weekly four-hout sessions (preferably of two two-hour segments, morning
and alteinoon), the first two sessions to mvolve a single MPR employee, for
the purpose of testing and refining the training materials The remaining two
sessions will mvolve two o1 more additional members of the DSS development
team Participation of the onginal trainee in the group sessions may not be
necessary

Weeks 9-16 Application
Weelkly 1nspection meetings on cuirent woirk Participants will be required
to spend approximately four hours weekly on the pilot project (two hours
prepatation, two hours 1n the inspection meeting) Follow-up time will also
be required of authors and moderators, to ensure that defects are corrected
appropuiately This effort should be comparable to the normal expectations
for 1eview follow-up by authors and the technical leader

Week 174 Evaluation
A project 1eport will be delivered in mid-July If MPR’s evaluation of the
pilot project 1s favourable, further collaboration may be entertained

4 Results

1 A basis for project evaluation
Pirevious and cuitent defect counts and categorizations, records of time 1n-
vested the project report and participant opinion

2 Documented standards and procedures
The module prologue standaid, mmspection forms and checklists

3 Tramned staff

Several DSS designers tiained as inspectors Then skills may be apphed 1n
further use of 1nspections and/or individual review assignments

4 Traimming materials
Curniculum outhine, model examples and exercises

5 Opportunities for further work
This project provides an excellent basis for further work on the Software De-
velopment Process STP, independently or in collaboration with the University
of Victonia Of particular interest are

(a) Apphcation of the inspection technique to other work products such as
requirements specifications, code and test plans



APPENDIX A PROJECT PROPOSAL 113

(b) Defect prevention mmitiatives causal analysis of defects and action to
eliminate the 1dentified causes from the software development process

5 On Inspection

The following pairagiraphs aie reproduced from the previous proposal [1] for the
benefit of 1eaders who have not seen that document

Inspection 1s a disciphined peer review technique that 1s carried out by a team
of at least thiee individuals The participants are required to prepare by advance
study of the material to be inspected and to fulfill specified roles in the inspection
meeting (moderator, reader and inspector) Preparation time, the rate at which
the matenal 1s inspected and the requited outputs of the process are all prescribed
and actual 1esults logged The focus of the meeting 1s on defect detection—design
1ssues, defect solutions and the like are not discussed Inspection therefore differs
from the type of 1eview cuiniently performed at MPR 1n that 1t 1s executed by
a small team 1ather than an individual and that 1t has a more prescribed focus
and outcome It differs fiom other forms of group review and walkthroughs in
that 1t ivolves individual preparation, controlled use of group time, defined roles
and a paraphrasing appiroach to the subject Walkthroughs, for example, frequently
involve unproductive discussion and simulated execution of test scenarios, which can
be more cheaply and 1eliably accomplished by testing Experience reports suggest
that all of the distinctive charactenstics of inspection are important to 1ts superior
1ate of fault detection

Introduction of mspection i other companies has resulted in products being
shipped more cheaply, with fewer defects BNR’s published findings [2] are that
code mspections find up to 80% of product defects at the rate of one fault per
petson-hour nvested (including all inspection-related activities), this being two to
four times cheaper than fault detection by testing These results are confirmed or
bettered i other studies It should be noted that inspection does not replace testing
although 1t does 1educe testing cost Inspection and testing have complementary
strengths and weaknesses, quality assurance requires both

Inspection has mmportant benefits for the development team Designers learn
about different paits of the system and aire thereby equipped for new assignments
The citena for good design and coding become more apparent and the quality
of individual work impiroves The nspection process 1s a safe, disciplined forum 1n
which people leain to function as an effective team All these benefits seem to lead to
increased confidence and satisfaction on the pait of designers morale improvement
1s consistently repoited in the hiterature

This project can help lay the foundation of ongoing software development process
improvement The inspection technique 1s applicable to all the concrete intellectual
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products of a development process, including specifications, designs, code and test
plans As software technology piogiesses our work products will change, but the
need for peer 1review will temain This phenomenon 1s well illustrated by the hard-
ware experience the inspection technique was onginally developed for hardware
and was used for low-level checking that was subsequently automated However
hardware mspection has 1ecently been 1ediscovered (at BNR and elsewhere) for at-
taching the hinds of erro1s that occur 1n present-day hardware design A second way
in which mspection provides a basis for further improvement 1s in providing defect
data which may be analyzed to 1dentify aieas requiring attention

6 References

[1] A Jackson Code Inspection Pilot Pioject Proposal

[2] G W Russell Expeiience with Inspection in Ultialarge-Scale Developments
IEEE Software January 1991, pp 25-31
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Appendix B

Defect study report

The following 1eport has been abiidged by elimination of the majority of the data
tables The omitted information s specific to MPR Teltech Ltd and did not

contribute to the thesis reseaich
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1

DTRS/ITRS Analysis Report

Ann Jackson
University of Victoria

April 21, 1992

Introduction

DTRS and ITRS reports against DSS 1eleases 3 2 1 and 3 2 2 to March 31, 1992 were
categorized by defect detection phase, occurrence phase, type, severity, correction
cost and modules involved A few 1epoits that were “non-problems” or unaddressed
and unclear as to nature of the problem were discarded, leaving 104 reports against
321 and 81 1eports aganst 3 2 2

2

(8]

Findings

[t 1s not possible to estimate phase containment of defects from DTRS/ITRS
data, since the 1eporting system 1s not used for problems contained by phases
priot to Featuire Test

About half the pioblems 1epoited appeared to have onginated in a prior re-
lease, 1e the problems weie present in the prior DSS release (3209 for 3 2 1,
321 for 322) Cunent-ielease and prior-release problems are tabulated sep-
arately m the appendices Release containment of problems 1s therefore im-
peifect

Although these were not specific categorization items, 1t was observed that
the vast majonity of problems had one or more of the following causes

(a) Unanticipated Cases

Only infrequently does a problem analysis 1dentify that program logic 1s
simply wiong 1 e does not do what 1s was intended to do The majority
of problem 1epoits appear to result in the addition of new code to handle
cases that were not anticipated when the segment or module was designed
or modified The typical problem report i1dentifies that something doesn’t
work as a user might expect when there’s a DSOA intermediate hop 1n
the middle of a predominantly DSOB path, or when a map 1s blocked on
a force-out but 1ts schedule says 1t should be in service, or when a user
changes the order but not the addresses of X 25 links at a node, or when
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multiple users t1y to update the same database object simultaneously, or
when a parameteiless operation 1s delegated to the EC task, or when

(b) Ummitialized Data

Paiticulaily prevalent with fields of database records and global data,
some 1nstances with local variables also

(c) Misuse of Global Data

Typically imitialization problems, often 1n scenarios such as the follow-
mng A problem with the DEFINE THING operation 1s resolved by creating
a new module vairiable which 1s set 1n one segment and referenced in
another Subsequently, a problem 1s repoirted against REMOVE THING or
VIEW THING etc The new problem turns out to arise because the first
segment 1s not called for these operations, but the second segment 1s
Hence the second segment now 1eferences uninitialized data

4 Some subpiogiams and modules aie tiouble-spots Even 1f there was a lot of
work on NET in these 1eleases, the laige number of prior release problems in
that subprogiam suggests an ongoing pioblem area

3 Recommendations

1 Inciease attention to requuements specification, whether as part of the for-
mal Technical Proposal o1 subsequently Many “unanticipated case” problems
appeat likely to be due to designers’ not being aware of detailed requirements

(O]

Use case analysis in module and segment design

3 Requue documentation of assumptions in module design documents
4 Look for invalid assumptions during inspections and reviews

5 Look for mitiahzation problems during inspections and reviews

6 Discoulage use of global data

7 Allow static data in segments, so that module data declaration files are not
cluttered with private data for individual segments

8 Where global data 1s 1eferenced, ensure that 1t 1s appropriately initialized on
every path leading to the 1eference

'This 1s no surprise of course, but 1t seems worth noting that the statistics confirm popular
mythology
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4 Current-Release Defects

The following tables categoiize defects that were originated and detected within the
same DSS major 1elease (321 o1 322)

4.1 Occurrence Phase

Occurted In 321|322 | Total
Requiiements Spec 6 4 10
Human Interface Spec 1 1
Design 41 18 59
Code 6 7 13
Pioblem Resolution 3 7 10
Configuration Mgmt 3 3
Feature Test 2 2
System Test 1 2 3
Field Thial 1 1

4.2 Defect Type

Defect Type 321|322 | Total
Changed 1 1
Extia 1 1
Misundeistood 5 5
New 3 4 7
Omtted 24 14 38
Side-effect 2 2 4
Wiong 25 21 46

5 Prior-Release Defects

The following tables categoiize defects that were detected duning DSS 32 1 or 322
activities, but that onginated in some prior release, 1 e the defect was present prior
to 321 o1 322 development respectively

5.1 Occurrence Phase

Occurted In 321|322 | Total
Requitements Spec 3 3
Design 34 19 53
Code 7 20 27
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5.2 Defect Type

Defect Type | 321 | 322 | Total
New 3 2 )
Onmutted 19 14 33
Wiong 24 23 45




Appendix C

Module interface specification
standard

The following document uses the MPR Teltech tetms Module Access Specification
rather than Module Interface Specification, and segment, meaning subroutine or

function
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Module Access Specification Standard
Version 4

Ann Jackson
University of Victoria

November 6, 1992
This document desciibes the MPR Teltech Ltd Department B61 standard for
the Module Access Specification work product
1 Audience
Designers, reviewers and 1mplementors of this module, designers and implementors
of other modules, maintenance designers and implementors
2 Prerequisites

1 Technical Proposal

2 Subpirogram Design (1e ongmal design activities only)

3 Scope
Desciibes the module interface 1 e everything that
1 callers may expect about module behaviour and

2 the module inteinal designer and implementor may assume about calls

4 Objectives

Specify the module
1 1nteiface synopsis
2 conditions maintained

3 1mplementor assumptions
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4

b}

exceptions checked and how 1eported

segment effects and outputs

so as to enable coirect

1

(S}

5

implementation
maintenance

use of the module by callers, without reference to the implementation

Contents

Thtles of optional sections and subsections are biacketed e g [State] Such sections
may be omitted only when mapplicable

1

Do

Name

Shoit and long foims of the module and access (externally visible) segment
names

Synopsis
Function headers for all access segments, in logical order Parameters are
identified as inputs and/o1 outputs

Description
Succinct description of the overall module service

[State]
Description of the module’s dependence on the past, typically characterized
as abstract data

This section has subsections

(a) [Initial Conditions]
Pioperties of the state that are assumed to hold before the first call to
any access segment

(b) [Invariant Properties]
Pioperties of the state that are maintained by all access segments
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5 Semantics
For each access segment, desciibe

(a) [Overview]

()

The overall puipose and function of the segment Second person active
voice sentences are preferred Omitted when the Effects are straightfor-
waid enough that the segment name 1s adequate introduction

(Inputs]
The expected content and purpose of each input parameter Omitted
when this 1s plain fiom the paiameter names and types

[Assumptions]

Conditions that the implementor assumes hold on entry to the segment
Assumptions are not checked in the implementation and must be guar-
anteed by the caller

[Exceptions]

Conditions detected by the implementation that prevent normal func-
tioning of the segment The effect of each exception on the module state
and external entities (e g erior messages logged) 1s specified

Effects

Effects of a vahd call (all assumptions satisfied, no exceptions raised) to
the segment on the specified module state and on entities external to the
module (e g 1ecords wiitten to files, IPC messages posted)

[Outputs]
The segment 1etuin and output pairameter value(s), tabulated by exit
condition

Usage
Descriptions of required module usage scenarios

Applications
Table of dependencies between application features and access segments

[See Also]

Cross-teference list of 1elated modules

[Diagnostics]
Invocation and outputs of diagnostic operations

Tables and pseudo-code are recommended formats for Semantics and Usage descrip-

tions



Appendix D

Module interface specification:
spath

This appendix contains the complete Module Inteiface Specification excerpted in

Figures 3 1-3 5
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NAME
spath, spanitialize, sp_add_node, sp_delete_node, sp_add_edge, sp-delete_edge,
sp-query_path, sp_get_path_length, sp_get_first_edge — shortest-path directed
graph module

SYNOPSIS
#include "spath h”
void sp-1nitialize(),
bool sp-add_node(
it nod), /*1*/
bool sp-delete_node(
mt nod), /*1*/
bool sp-add_edge(
int ste,  [M*/
mt dst, /*1*/
mnt len), /*1*/
bool sp-delete_edge(
mt ste,  [*Y/
mnt dsty; M)
bool sp-query_path(
mt SEe, TR
mnt dst), /*1*/
mt sp-get_path_length(
it sic, Vi o 4
nt dst), /*1*/
mt sp-get_first_edge(
mnt sre, Y/
mt dst, /%1*/
mt * nod), /*o*/
DESCRIPTION

Module spath provides access to a weighted, directed graph with integer-valued
node 1dentifiers and edge lengths Spath allows the user to add and delete nodes
and edges in the graph and to examine its paths



APPENDIX D MODULE INTERFACE SPECIFICATION SPATH

STATE

set of mteger nodes

set of 1ecord {
mteger sre, dst, len
} edges

Invariant Properties
for each edge e 1n edges
e src and e dst are 1n nodes

SEMANTICS

sp-mitiahize()
overview
Initialize the graph to have no nodes or edges

effects nodes = edges = {}

sp-add_node(nod)
overview
Add a node to the graph

assumptions
sp-mitialize has been called

exceptions
range  nod not in the range 0 SP_.MAXNODES-1

An alaim message 1s logged
effects nodes = nodes + {nod}

outputs

ent1y condition | 1eturn value
nod m 1ange TRUE
range exception | FALSE

sp-delete_node(nod)
overview
Delete a node from the graph
assumptions
sp-initialize has been called
effects nodes = nodes - {nod}
FOR each edge e
II' e src == nod OR e dst == nod
THEN edges = edges - {e}

outputs

entry condition | return value
nod 1 nodes TRUE
nod not 1n nodes | FALSE
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sp-add_edge(sre, dst, len)
overview
Add an edge to the graph

assumptions
sp-initialize has been called
exceptions
mvalid node
sre not 1 nodes OR dst not in nodes
duplicate edge
(exists anylen)(<src, dst, anylen> 1n edges)
mmvalid length
len not 1 1ange 0 SP_MAXLEN

An alarm message 1s logged
effects edges = edges + {<sre, dst, len>}

outputs

entry condition | return value
no exception TRUE
exception FALSE

sp-delete_edge(sre, dst)
overview
Delete an edge from the graph

assumptions
sp_initialize has been called
effects FOR each edge e
IF e src == src AND e dst == dst
THEN edges = edges - {e}

outputs
entry condition return value
(ewsts len)(<src, dst, len> 1n edges) | TRUE
otherwise FALSE

sp_query_path(sic, dst)
overview
Check existence of a path

assumptions
sp-initialize has been called

outputs
TRUL iff there 1s a path in edges from src to dst

127
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sp-get_path_length(sre, dst)
overview
Get path length

assumptions
sp-initialize has been called

exceptions
no path
not sp_query_path(sre, dst)
An alaim message 1s logged

outputs

entry condition return value
path(s) eust length of shoitest path from src to dst

no path -1

sp-get_first_edge(sre, dst, nod)
overview
Get first edge on a path

assumptions
sponitialize has been called
exceptions
no path
not sp_query_path(sre, dst)
An alaim message 1s logged
outputs
condition nod return value
path(s) exist | node at end of first edge | len such that
on shortest path <sre, nod, len>
fiom sre to dst i edges
no path -1

If there are two o1 more shortest paths from src to dst then the first
edge on one such path 1s returned For single-edge paths, the single

edge 1s retuined



void sp-dump(),

Piints a dump of nodes and edges
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USAGE
1 Graph with 5 nodes and 4 edges 1s cieated, a path 1s followed, interme-
diate node 1s deleted, a longer path 1s found
call exception nodes edges outputs
sp-initialize() {} {}
sp-add_node(0) {0} {} TRUE
sp-add_node(1 4) {0,1,2,3,4} | {} TRUE
sp-add_edge(0,1,1) {0,1,2,3,4} | {<0,1,1>} TRUE
sp-add_edge(1,4,1) {0,1,2,3,4} | {<0,1,1>,<1,4,1>} | TRUE
sp-add_edge(1,4,5) dup edge | {0,1,2,3,4} | {<0,1,1>,<1,4,1>} | FALSE
sp-add_edge(0,2 2) {0,1,234} | {<0,1,1>,<14,1>,
<0,2,2>} TRUE
sp-add_edge(2,4,1) {0,1,2,34} | {<0,1,1>,<1,4,1>,
<0,2,2>,<2,4,1>} | TRUE
sp-query_path(0 4) {0,1.2,3.4} | {<0,1,1>,<1.4,1>,
<0,2,2>,<24,1>} | TRUE
sp-get_path length(0,4) {0,1,2,3,4} | {<0,1,1>,<1,4,1>,
<0,2,2>,<24,1>} | 2
sp-get_first_edge(0,4) {0,1,2,3,4} | {<0,1,1>,<1,4,1>,
£0,22>.€241>} | nod=1,1
sp_get_first_edge(1,4) {0,12.34} | {<0.11>x14.13,
€0.2,25,224,1>} | nod=4,1
sp-delete_node(1) {0,2,3,4} {<0,2,2>,<2,4,1>} | TRUE
sp-get_path length(0,4) {0,2,3,4} {0,22>,<24,1>} | 3
sp-get_first_edge(0,4) {0,2,3,4} {<0,2,2>,<2,4,1>} | nod = 2, 2
2 Pimt all nodes on the shortest path fiom x toy
prnt x
%X
DO n = sp_fust_edge(z,y,&z), print z
URTIL z ==
DIAGNOSTICS
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Appendix E

Abstract data types

The following document defines the abstiact data types used to specify module

abstiact State
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Module Design and Inspections
Abstract Data Types

May 13, 1992

1 Elementary Types
1.1 Boolean

Usage boolean varable-list
example boolean ¢, b, ¢
Constants TRUE and FALSE

Operations NOT AND OR ===

1.2 Character

Usage chai variable-list

example char q, b, ¢

Constants C-style ASCII chaiacter constants
examples 'a’, "\n’

Operations =='=< <= > >=

1.3 Integer

Usage 1nteger variable-list
example nteger a, b, ¢
Constants mtegers
examples -52, 9706

Operations == =< <=>>=+-%/
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14 Real

Usage 1eal variable-list
example 1eal q, b, ¢
Constants 1eal numbers
examples 1 5, -9706

Operations s=l=< ==+ -% |

1.5 String
Usage stiing varwable-list
example sting a, b, ¢

Constants C-style ASCII stiing constants

example "The cow jumped over the moon \n”

Operations == '= < <= > >= + (catenation) [ (element or substring)

examples "abedefg” <= "abchhh”

"Jack” + 7 and ” 4+ "Nll” (1s "Jack and Jill”)

"Jack™[1] (1s 'a’), "Jack”[0 2] (1s "Jac”)

2 Type Constructors

2.1 Record
Usage 1ecoid {field-list} variable-list

example
record {
integer 1d
stiing lastname, firstname
} rect, rec?

Constants oidered hist of constants of each field type, enclosed in angle brackets

example <33, "Smith”, "Mairy” >
Operations == '= (field 1eference)

examples rec! == rec?2, recl firstname
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2 2 Sequence

Usage sequence [low high] of type variable-list
If the index range 1s omitted then [0 7] 1s assumed

examples sequence of integer s, s1, s2
sequence ['a’ 'z’] of boolean flag

Constants constants of the base type, enclosed 1n brackets

examples [| empty sequence
(3, 5, 12 14, -10] sequence of integer (“12 14" 1s equivalent to “12, 13, 14”)
[{7john”, "robert”}, {}, {"alpha”}] sequence of set of string

Operations == '= + (catenation) [ (element o1 subrange)
i (member test) | | (length)

examples element i s, sl + s2, |s|, s[0], s[5 10]
Notes Sequences are ordered and may contain duplcates, hence
[1,2,5,10] # [1,5,2,10] and [1,2,5,10] # [1,2,2, 5, 10]

These properties make sequence conceptually more complex than set Unless
the notion of ordering 1s essential to module semantics, set should be preferred
over sequence for desciibing module states

2.3 Set

Usage set of type variable-list

example set of integer s, s/, s2

Constants constants of the base type, enclosed 1n braces

examples {} empty set
{3, 5,12 14, -10} set of integer (“12 14” 1s equivalent to “12, 13, 14”)
{{”j0hn”, "10bert”}, {}, {"alpha”}} set of set of stiing
{z|]z > 0 AND a < 12} math-style constructor for set of integer

Operations ==! = 4 (union) * (intersection) - (difference)
in (subset o1 member test) | | (number of elements)

examples s/ '= 52, sl 1n s2, element 11 s, sl - s2, |s
b b} b )
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Notes Sets are unoirdered and contain no duplicate elements, so that
{1,2,5,10} == {5,2,56,10,1,1,2}

If ordering o1 duplication aie essential for describing module semantics, use
sequence
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Appendix F

Training course description
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1

Module Design and Inspections

Ann Jackson
University of Victoria

November 30, 1992

Introduction

This document desciibes the objectives and syllabus of the training component of

the Module Design and Inspections Pilot Project[1] for MPR Teltech Ltd

2

References

(1] A Jackson, “Module Design and Inspections Pilot Project Proposal,” March

3

1992
“Module Access Specification Standaid,” Version 4, 6 November 1992
“Module Inteinal Design Standaid,” Version 1, 1 May 1992

“Module Design Inspection Checkhists,” Version 3, 30 November 1992

Objectives

On completion of this course, you will be able to do the following

3.1
|

[QV]

Module Design Skills

Explam the puipose of splitting module design into inteiface and internal
design activities and documents

Explain why the Module Access Specification 1s pieferable to the code as a
caller’s guide to module behaviou:

Given a Module Access Specification document and a module trace (sequence
of calls to the module), wiite the outputs of the final call and final module
state

Given a Module Access Specification document and a statement of a require-
ment using a service of the module, wiite correct caller code
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5 Given the document standard [2],

(a) describe 1n your own words the purpose of each document section
(b) give an example of acceptable content for each document section
6 Give two examples of abstract data types and explain why they would be

preferable to implementation data types for use in a Module Access Specifica-
tion

7 Given an existing DSS module, write a Module Access Specification that com-
plies with the document standard

8 Given inteiface design deliverables, identify violations of inspection checklist[4]
1tems

9 Given a Technical Proposal and Subprogram Design, design and document a
module inteiface that complies with the standards for the deliverables

10 Justify your module interface designs with reference to completeness, compre-
hensibility, consistency, sufficiency and simphcity

3 2 Inspection Skills

1 Briefly describe the main 1deas of the inspection technique (purpose, process
and roles)

2 As nspector 1 an spection meeting, express questions and concerns

(a) clearly, so that other paiticipants undeistand
(b) 1n terms of software behaviours only, without discussion of

1 objections to the requirtements specification
u solution stiategies
m author performance

1v unielated topics

3 As author of an nspected work product, complete recommended follow-up
activities to the satisfaction of the mspection moderator

4 As 1ecorder 1n an mspection meeting,

(a) log all required information on the designated forms

(b) 1ecord all defects discovered so that the author and moderator can un-
deistand the 1items on follow-up
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3

6

3.3
1

2

As reader 1n an mspection meeting, summarize a Module Access Specification
so that other participants

(a) understand the summary

(b) find the inspection rate appiopriate
As moderator 1n an mspection meeting, ensure that

a
b

) all requited information 1s logged
)
(c) discussion 1s focussed and courteous

(
(

the mspection rate 1s appropriate

(d) follow-up activities are completed

Attitudes and Evaluative Skills

Value effective, efficient use of group resources

Piefer to work fiom inspected inputs

Look at the Module Access Specification before or instead of the code
Schedule and perform documentation revision n step with software revisions
Suggest impirovements to standards, checklists and procedures

Evaluate designs in terms of agreed key design principles

Propose and justify design alternatives

Plan and paiticipate in future applications of module interface design and
mspections

Plan and paiticipate in objective evaluation of the effectiveness of inspection
and other development process methods and procedures
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4 Syllabus

[ Module Design

A Topics
1 Project and course overview
2 Interface and internal design
3 The Module Access Specification — introduction
4 Execution tables
B Activities
1 Lecture
2 Assignment

II Module Access Specifications
A Topics

1 Interface design criteria

2 Module abstract state

3 Abstract data types

4 Inspection — mtroduction

B Activities

NS

1 Discussion of previous assignment
2 Lecture

3 SEI video scenes of inspection

4 Assignment

IIT Inspection
A Topics

1 Process and roles
2 Forms
3 Preparation

B Activities
1 BNR mspection video

Discussion
Lecture

Overview of inspection material

Ut = W N

Assignment — 1nspection preparation

139
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IV Inspection Practice

A Topics
1 Reading (paraphrasing) Module Access Specifications
B Activities

1 Lecture

2 Inspection meeting
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Appendix G

Training materials

The following sample training materials are for course session II Module Interface

Specifications
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1 Lecture outline

Total time [90 minutes]
[ Overview [2 min]

A Interface Design Criteria

B Module Abstract State
C Abstract Data Types

D Inspection — mntroduction
IT Interface Design Criteria [15 min)]

A Many possibilities
B 5 key principles

1 Why these principles?

a needs 1dentified from ITRS/DTRS survey

b fundamental concerns — essential, not too many
2 Completeness

a [TRS/DTRS analysis indicated this 1s neglected

b Example how does 1t handle intra-mux and one-hop paths? Un-
usual path statuses?

3 Comprehensibility
a Audience 1s the criterion
4 Consistency
a Already under control at MPR
b Applies to naming conventions, params, exceptions etc
¢ Example dss_completion_status_enum for return values
5 Sufficency
a Basic level of “meeting” requirtements
b Example Parameters for all node types?
Similar but not the same as Completeness
Simplicity
a Basic principle of “good” design
b Everything necessary but not more

¢ You know 1t when you see 1t
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III Module Abstract State [20 min]

A
B
C
D

E

Dependence on the past

Not all modules have state (e g previous assignment)
Typical of objects — awkward to describe otherwise
Description criteria

1 comprehensibility and simplicity
2 not implementation considerations
(language constructs, efficiency)

Example — monen abstract state and semantics

IV Abstract Data Types [15 min]

A

B
C
D
E
F

H
I

Simple and powerful common concepts
C style syntax for MPR
Elementary types 1eal, integer, boolean, char, string
Constructors set, sequence, record
Compound types may be “indexed by” a field or other type
Constants
1 Sets use braces {1, 2, 3}
2 Sequences use brackets [1, 2, 3]
3 Records use angle brackets <123, “Smith”, “John” >
4 Ranges expressed as a zeg [5,9,20 30, 35], {1 10}
Operations
1 Use i effects descriptions

2 Standard arithmetic and relational
3 Set operators

Use iformally — comprehensibility 1s the key (aupl example)

Example utlpg

V Summary [2 min]

A

B

Inteiface Design Critera
5 key principles

Module Abstract State

simple, comprehensible characterization of dependency on the past

Abstract Data Types
simple, powerful, common concepts
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VI Questions, comments and discussion
A Access Spec Standard, Design Tutorial, assignment problems
VII Break
VIII Inspection — Introduction [10 min]

A Disciphined peer 1eview technique
B Purpose 1s fault detection

C Industnal origins and application
Successful at IBM, AT&T, BNR

D Benefits

1 Qualhty impiovement
2 Cost reduction

a In testing and maintenance
3 Staff development

a Technical education

b Team-building, morale improvement
E Basis for future process improvement

1 Inspection technique 1s applicable to to other work products

2 Inspection outputs may be analyzed for defect prevention

[X SEI Video

2 Materials list

1 Abstract Data Types handout (adt tex)

2 Module Design Inspection Checklists (checklist tex)

3 man page examples (utlpg |, monen )

4 Inspection Piocess Desciiption handout (from GTESEQW)
5 Assignment (ex2 mm)

6 SEI videotape and notes

144



APPENDIX G TRAINING MATERIALS 145

3 Assignment

1 Read the Abstract Data Types handout

2 Using the utlpg Module Access Specification, write pseudo-code for the fol-
lowing function

Given a digraph 1n utlpg and two nodes @ and z that are in the
graph, find all edges that are on every path from a to z

3 Write a Module Access Specification for one of the following DSS modules If
you are short of time, ensure you complete at least the STATE and normal

segment effects portion of SEMANTICS

Module and Access Segments Assigned To
BILPB
bilpb_execute_billing_request
bilpbanitialize_billing anterface
bilpb_log_billing_event
bilpb_perform_operation
bilpb_read_billing_attribute
bilpb_select_bilhing_attribute
CONLA
conla_cancel_message_watcht
conlaamtiahize logfile_interface
conla_nitialize_message_classes
conla_perform_operation
conla_provide_haidcopy_modet
DSOPE

dsope_mitializeanterface

dsope.nteirupt_operations
dsope_receive_operation_status
dsope_receive_parameter
dsope_request_operation

fSemantics for this segment may be omitted

For help with formatting, see man(7) and existing DSS examples

4 Read the Inspection Process Description (from the GTE Software Engineering
Quality Workship, 16 October 1989)

5 Read the Module Design Inspection Checklists, sections 1 through 3
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Appendix H

Industrial specification

The following Module Interface Specification was written by an employee of MPR

Teltech Ltd and nspected during the pilot project
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NAME

difpx, dif_provide_database_export,

difpxip, difpxanitialize_producer,

difprot, difpx_open_transaction,

difpxqt, difpx_queue_transaction,

difpxic, difpx_imitialize_consumer,

difpxgt, difpx_get_next_transaction,

difpxct, difpx_close_transaction — DSS export transaction services

SYNOPSIS
void difpx_initialize_producer(
char * directory), /*1*/
dss_completion_status_enum difpx_open_transaction(
FILE ** file), [*o*/
dss_completion_status_enum difpx_queue_transaction(
bool error), [*1*/
void difpx_initialize_consumer(
char * directory), /*1*/
dss_completion_status_enum difpx_get_next_transaction(
FILE ** file, [*e¥/
char * filename), /*o*/
dss_completion_status_enum difpx_close_transaction(
bool error), [*i* ]
DESCRIPTION

Module difpx provides services which implement an ordered transaction queue
for exporting data using intermediate files for storage These services are used
for exporting DSS database operations to SIS

A process using these services may be either a producer or a consumer of trans-
actions (but not both) There may be multiple active instances of transaction
producer processes, but only one consumer may be active at a time

The module provides two similar sets of services for producers and for consumers
one mitialization service, which must be called first, and services to open and
to close transactions, which must be called in pairs

The producer services implement transaction creation and are used by DSS tasks
to export the database transaction upon its successful completion in DSS The
services provided are INITIALIZE_PRODUCER, OPEN_TRANSACTION, and QUEUE_
TRANSACTION

The consumer services implement transaction import and are used by the Dss
EXPORT task to open queued transaction files and remove them from the queue
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The services provided are INITIALIZE_CCONSUMER, GET_NEXT_TRANSACTION, and
CLOSE_TRANSACTION

These services work with UNIX standard hibrary file streams and do not impose
any restrictions on the contents of the transaction files The caller provides only
a directory name upon nitialization and otherwise need have no knowlege of the
transaction file names

This module also implements the Dss EXPORT task, which 1s not described 1n
this Module Access Specification

STATE

stiing queue_directory
record {
boolean open
imteger timestamp
string filename
FILE * descriptor
} transaction

set of record {
boolean error
mteger timestamp
strng filename

} queue

Invariant Properties
All tumestamp values 1n queue are unique

SEMANTICS

difpx_initialize_producer(directory)
overview
Initialize the module as a producer of transactions
assumptions
This segment has not been called before

effects queue_directory = directory
transaction open = FALSE

difpx_open_transaction(file)
overview
Create a new transaction

assumptions
difpx_1mitialize_producer has already been called
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exceptions
access Unable to access file

A software error 1s logged, aborting the operation

effects If a transaction 1s not already open
A new temporary UNIX file 1s opened for writing
The temporary filename 1s stored 1n transaction filename
The opened stream descriptor 1s stored in transaction descriptor
transaction open = TRUE

outputs
*file = transaction descriptor
exit condition return value
Successful dss_success_v
This process already has an open transaction | dss_duplicate_name_v
The transaction file could not be created dss_failed_v

difpx_queue_transaction(error)

ovelview
Add the currently open transaction to the queue

assumptions
difpx_imitialize_producer has already been called

effects A unique timestamp 1s assigned to transaction timestamp
The currently open transaction stream descriptor, transaction descriptor,
1s closed
The file, transaction filename, 1s uniquely renamed to place it in the
transaction queue directory queue_directory
transaction open = FALSE
queue = queue + <error, transaction timestamp, transaction filename>
A SIGUSRI1 signal 1s sent to the DSS EXPORT task to notify it of the
newly enqueued transaction

outputs

exit condition return value

Successful dss_success_v

This process has no open transaction | dss_no_object_by_that name_v
The transaction file could not be | dss_failed_v

enqueued

difpx_imitialize_consumer(directory)

overview
Initialize the module as a consumer of transactions The queue may
already contain zero or more arbitrary elements

assumptions
This segment has not been called before
directory exists and 1s accessible
This process 1s the only transaction consumer for the specified directory
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effects queue_directory = directory
queue 1s mitialized
transaction open = FALSE

difpx_get_next_transaction(file, filename)
overview
Find and open the oldest transaction in the queue

assumptions
difpx_initialize_consumer has already been called

effects If queue 1s not empty and no open transactions
The element e 1s found whose timestamp 1s the smallest of
any element in queue If found
e filename 1s stored 1n transaction filename
If e error1s FALSE
e timestamp 1s stored in transaction timestamp
The file e filename 1s opened for reading
The opened stream descriptor 1s stored 1n
transaction descriptor
transaction open = TRUE
outputs
*file = transaction descriptor
filename = transaction filename

exit condition return value
Successful dss_success_v
There 1s no queued transaction dss_no_object_by_that name_v
This process already has an open | dss_duplicate_name_v
transaction

The oldest queued transaction has an | dss_would_block_v
error flagged 1n 1t
Could not open the oldest queued | dss_failed_v
transaction

difpx_close_transaction(error)
assumptions
difpx_initialize_consumer has already been called
overview
Close the open transaction and either remove 1t from the queue or flag
an error 1n 1t
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effects If there 1s an open transaction
The currently open stream descriptor, transaction descriptor, 1s closed
The element e in gueue 1s found such that
e timestamp = transaction timestamp
If error 1s TRUE
e error = TRUE
€ remains 1 queue
else
If the file, transaction filename, exists
delete file
If file 1s deleted
queue = queue - e
transaction open = FALSE

outputs
entry condition return value
Successful dss_success_v
This process has no open transaction | dss.no_object_by_that_name_v
The transaction file could not be | dss_failed_v
closed or deleted
USAGE

To place transactions into the queue

difpx_initialize producer('queue"),

status = difpx_open_transaction(&fp),
1f (status == dss_success.v)

{

/* write data to file fp */

status = difpx_queue_transaction(error_flag),
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To read transactions from the queue

(vo1d) difpx_initialize_consumer("queue"),

for(,,)

{
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status = difpx_get_next_transaction(&fp, filename),
1f (status == dss_success_v)

{

/* read data from file fp */

/* process data */

status = difpx._close_transaction(error _flag),
1f (status '= dss_success._v)
/* log an error */

}

else

/* log an error */

}

APPLICATIONS
Application Operation Calls
DSS Export Database Transaction | difpx_mitialize_producer()
difpx_open_transaction()
difpx_queue_transaction()
DSS_EXPORT | Read Database Transaction difpx_amitialize_consumer()
difpx_get_next_transaction()
difpx_close_transaction()
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