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ABSTRACT

With the development of Industrial 4.0, cyber-physical systems (CPSs) have been

widely investigated due to their broad applications in a variety of areas. In a CPS, the

cyber layer is integrated seamlessly with the physical components through a network-

based structure, which dramatically alleviates the physical limitations at a low cost.

However, great efficiency also comes with potential threats: The network-based struc-

ture is normally fragile and vulnerable to cyber attacks. These attacks can sabotage

the elements in the system and tamper with the data, causing severe security prob-

lems, especially in the control system since the control system is the core infrastructure

in most facilities. In this regard, model predictive control (MPC) stands out to be

a promising solution to tackle attacks and ensure performance. Motivated by this

fact, in this thesis, we focus on the robust and resilient MPC framework design and

application against cyber attacks in CPSs.

In chapter 2, a robust and resilient MPC scheme is proposed and utilized to

drive an autonomous underwater vehicle (AUV) to track a predesigned trajectory.

Nevertheless, the remote controller-to-actuator channel suffers randomly existing DoS

attacks. Thus, a compensation strategy must be developed to mitigate the risk of

the AUV going out of control. Thus, the packet transmission strategy is utilized in

this work to construct a candidate control sequence at each sampling instant. By

updating the sequence in the buffer every time the channel is not suffering attacks,

the AUV can at least receive the control input torque to achieve its original control

objective. Furthermore, the robustness constraint approach is also introduced in this

work to deal with external disturbances. The effectiveness of the proposed method

is verified by simulation results and its advantages are reflected through comparison

study with the standard MPC approach.

In chapter 3, a novel robust and resilient distributed MPC framework is proposed
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for the multi-agent CPS, in which all the communication channels among agents

suffer randomly existing DoS attacks. Existing work only focuses on designing con-

trol strategies for the channels inside each agent (controller-to-actuator channels and

sensor-to-controller channels), but neglects the influence of neighbor agents. To ad-

dress this issue, a lengthened packet transmission strategy is proposed. By lengthen-

ing the predicted state sequence at each sampling instant based on the state-feedback

control law, each agent in the CPS is able to receive the necessary information to

steer its state to the small region around the equilibrium no matter when the attacks

occur. A new type of robustness constraint is also designed to enlarge the region

of attraction of this problem. Numerical simulation results for a four-ground-vehicle

system are presented to illustrate the advantages of the proposed framework.

In chapter 4, conclusions and potential future work are summarized and presented.
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Chapter 1

Introduction

1.1 Research Background

1.1.1 Cyber-Physical Systems

Cyber-physical systems (CPSs), known as automated systems that integrate physical

layers with cyber infrastructures [2, 26], gain increasing research attention in various

areas since the seamless integration of cyber and physical domains has successfully

stimulated many exciting applications in the era of Industry 4.0 [16, 94]. CPSs are

also characterized by being large-scale, distributed, and heterogeneous interconnected

systems that span over various application domains [29]. These systems can be de-

scribed as intelligent systems that comprise a combination of hardware, software, and

computational and physical components, closely interacting to continuously sense and

control the changing state of the real world in real-time [16]. CPSs exhibit a level

of freedom from the constraints of physical distances, enabling lower installation and

maintenance costs in a broad spectrum of application areas [90], ranging from vehicle

systems [81], healthcare systems [9] to industrial IoT systems [28, 82], as shown in

Figure 1.1.
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Figure 1.1: Applications of CPSs.

1.1.2 Cyber Attacks

The convenience in the interconnection among the subsystems in the CPSs is mainly

owing to its network-based architecture. However, great efficiency with the advent of

the network in control systems also introduces high risks of suffering cyber threats [43].

Due to the fact that the networked structure is highly exposed to adversarial hackers,

the information transmitted in the networked channels is easy to be stolen or tampered

with. In other words, attackers may gain access to launch a variety of cyber attacks

on the overall systems. Cyber attacks, such as denial-of-service (DoS) attacks [1, 8],

false data injection (FDI) attacks [35, 51], replay attacks [45], etc., aim at jamming

the communication channels, stealing the data, or tampering with the signal, causing

severe security threats or even potential damage to the society. It is worth mentioning

that the security problems in the control systems are more severe since the control
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systems are the core infrastructures in most facilities [57].

1.6.2016Karakoc et al. 61/16
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Figure 1.2: Illustrations for DoS attacks (upper) and FDI (lower).

Figure 1.2, for example, illustrates the typical launching strategy of DoS attacks

and FDI attacks in a control system. Here, u and y represent the control input gener-

ated by the controller and the output collected by the sensor and ũ and ỹ denote the

corresponding signal after suffering the attacks, respectively. Note that DoS attacks

usually launch on the controller-to-actuator (C-A) channel and sensor-to-controller

(S-C) channel, jamming these channels to compromise devices and prevent the con-

troller and sensor data from reaching their respective destinations [1]. While FDI

attacks usually refer to the action that the attacker injects malicious measurement

to deceive the state estimation process [84]. In addition, replay attacks can also af-

fect the security of CPS by replacing the measurements generated through the sensor
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or the control inputs coming from the controller with the previously recorded data.

Other attacks such as zero dynamics attacks and convert attacks, among others, have

not received extensive investigation in the field of control systems. Therefore, they

will not be discussed in this thesis. However, all kinds of attacks can corrupt the data

transmission process, and deter CPSs from achieving their control objectives.

1.1.3 Attack-Defense Strategy

Consequently, with the wide spread of CPSs, the vulnerability toward cyber attacks

is still a challenge and, thus, an emerging research issue [13]. When these attacks are

launched, the attackers are able to tamper with or block the data transmitted from

one component to another to prevent the overall system from achieving its control

objectives. In this regard, the need for designing a security control framework to

mitigate the jeopardization caused by cyber attacks is of incremental urgency and

paramount importance.

However, the challenges of establishing control frameworks to address cyber at-

tacks persist. In order to completely safeguard the control system against the impact

of such attacks, extensive research is being conducted on a comprehensive security ser-

vice framework, which can be categorized into the following three aspects (illustrated

in Figure 1.3):

(1) Confidentiality: To gain access to the network-based communication chan-

nels or construct deceptive data, adversarial attackers typically require specific

information regarding the configuration and detailed transmission data of the

control system. Consequently, enhancing the confidentiality of the system con-

figuration and the privacy of data transmission becomes the primary focus at

the first level of protecting the control system from cyber attacks. Therefore,

the key question that arises is how to design an effective strategy to improve
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confidentiality.

(2) Resilient Control - Detection: However, relying solely on a passive control

strategy to mitigate their effects may not be sufficient, since attackers can de-

cipher the encryption methods or implement some model-free attacks such as

DoS attacks or replay attacks to the control systems. In this case, the concept

of resilient control arises. Categorized by detection and mitigation processes,

resilient controllers can alleviate the effect caused by cyber threats. In normal

cases, the controller must be aware of the existence of the cyber attacks and

utilize corresponding methods to mitigate the effect. Motivated by this, some

researchers are focusing on proposing detection schemes to detect the attacks

in real-time or determine what type of cyber attack it is. Hence, in this level,

the key question is shown to be how to determine the baseline to be compared

with the infected data to detect cyber attacks.

(3) Resilient Control - Mitigation: Closely following the previous process, when

the attacks are detected in the networked channels (or some attacks may not

interfere with the performance much, leading to no specific need for detection),

the next step is to utilize the corresponding methods to correct the false data or

generate a candidate data sequence to compensate for the lack of data, which

results in enhancing the resilience of the overall CPS. Hence, the question of how

to construct the corresponding candidate data for mitigating the effect induced

by cyber attacks becomes crucial.
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1.2 Model Predictive Control

In this section, an overview of Model predictive control (MPC) and tightening con-

straint MPC is presented. Firstly, we introduce MPC with its strengths and detailed

formulation and then introduce a tightening constraint approach to enhance its ro-

bustness. The following notations will be used in this section.

1.2.1 Overview of MPC

MPC, also known as receding horizon control (RHC), is an advanced optimal control

strategy that integrates the feedback mechanism with the convex optimization prob-

lem. At each sampling instant, the controller will apply the mathematical model of

the system to predict its future behavior, and then use this prediction to optimize the

control sequence within the pre-designed prediction horizon as shown in Figure 1.4.

This optimization problem is repeatedly solved under the inherent physical constraints

based on the real system at each time instant. Owing to the excellent performance

with solvable constraints, MPC has already been applied to various areas [17,55,72].
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1.2.2 MPC Formulation

Before presenting the MPC formulation, firstly, we need to consider a class of sys-

tems to be controlled, which can be represented by the following original differential

equation:

ẋ(t) = f (x(t), u(t)) , (1.1)

where x(t) ∈ Rnx and u(t) ∈ Rnu represent the state and control input vectors that

are restricted in convex sets including the origin where the symbol Rn denotes the

n-dimensional real space, which indicates x(t) ∈ X and u(t) ∈ U. f(·) : Rnx ×Rnu −→

Rnx is a set of functions (containing both linear and nonlinear functions) with 0nx

being their equilibrium point, such that f(0nx ,0nu) = 0nx . Note that the system
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investigated here can be linearized at the origin, and the linearized system must be

controllable.

In recent years, for the purpose of guaranteeing closed-loop stability with a finite

prediction horizon, one classical method is to add a terminal constraint in the MPC

algorithm at each time instant [12]. In this method, the infinite prediction horizon is

divided into two parts–one part predicts the system behavior with predicted control

inputs within finite simulation steps, while another part is under the control of a

stabilizing feedback law, representing the subsequent infinite horizon. An additional

constraint, named terminal constraint, is imposed to ensure that this control law

meets the system constraints with guaranteed feasibility and feasibility analysis. The

terminal constraint is chosen to steer the predicted state at the end of the prediction

horizon into an invariant set, in which the state will never leave once enters. To be

more specific, the MPC problem to be solved at the sampling instant k is formulated

as

min
u∗(t)

{J (t, x(s|t), u(s|t))}

s.t. x(t|t) = x(t) (1.2a)

ẋ(s|t) = f (x(s|t), u(s|t)) , (1.2b)

u(s|t) ∈ U, (1.2c)

x(s|t) ∈ X, (1.2d)

x(t+ T |t) ∈ Xf , (1.2e)

s ∈ [t, t+ T ]

where J
(
t, x(s|t), u(s|t)

)
is the cost function which usually has the form of

J =

∫ t+T

t

[
∥x(s)∥2Q + u(s)∥2R

]
ds+ ∥x(T )∥2P
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, (Q, R, and P are positive-definite symmetric weighting matrices with proper dimen-

sions), where ∥ · ∥P is the P -weighted norm; x(s|t) and u(s|t) represent the predicted

state and control inputs generated at time s ∈ [t, t+T ], where T is the prediction hori-

zon; Eq. (1.2b) represents the predicted system evolution; Xf denotes the terminal

region;

Here, the last term in the cost function ∥x(t+ T |t)∥2P is called the terminal cost,

and the corresponding terminal region can be chosen as Xf = {x|∥x(t+ T |t)∥2P ≤ ϵ2}.

According to [12], the selection of the terminal penalty matrix P should be the solu-

tion to the Lyapunov equation

(A+BK + κI)TP + P (A+BK + κI) = −(Q+KTRK) (1.3)

where A = ∂f
∂x

∣∣
(0nx ,0nu )

and B = ∂f
∂u

∣∣
(0nx ,0nu )

are the linearized system matrix; K is a

linear stabilizing control gain; κ ∈
(
0,−min{(λ(A+BK)}

)
is a constant; With these

parameters chosen as required, the terminal region of the linearized system should

satisfy two properties as follows:

• For x(t) ∈ Xf , the state feedback control input always satisfies u = Kx ∈ U.

• When x(t) ∈ Xf , the optimal cost function of the optimization problem is

decreasing step by step, which ensures that the origin of the state space is an

asymptotically stable equilibrium point.

Recalling Figure 1.4 that at time t, the MPC algorithm utilizes the current state

information x(t) to solve the optimization problem under the constraints, generating

the optimal control input sequence u∗(t) with the predicted state sequence x(t).

After generating the predicted sequences, we apply the first element in the optimal

control input sequence to the real system to guarantee performance with the closed-

loop mechanism. Hence, by applying the MPC algorithm, the controller can predict
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and optimize the system behavior at each sampling instant, improving the system

performance with guaranteed stability analysis.

1.2.3 MPC with Robustness Constraint

However, in most practical cases, disturbances are ubiquitously existing in all kinds

of systems. Although MPC has some intrinsic robustness due to its receding hori-

zon nature [92], researchers are dedicated to studying a new type of MPC, robust

MPC, to enhance and prove its robustness. Existing methods including tube-based

MPC [41,42], min-max MPC [4], robustness constraint MPC [32,33], etc. Robustness

constraint MPC, therein, aims at adding a new shrinking state constraint to the MPC

algorithm at each time instant to ensure that the algorithm is still feasible and the

closed-loop system is stable under the existence of disturbances. Compared to other

robust MPC algorithms, this method only needs to solve the MPC algorithm with an

additional constraint, in which all required parameters can be calculated offline, rel-

atively requiring lesser computational burdens, which in this regard, is more suitable

for the network-based control system.

Consider a nonlinear system that is disturbed by an additive uncertainty.

ẋ(t) = f (x(t), u(t)) + w(t), (1.4)

where w(t) ∈ Rnx denotes the vector of uncertainties and disturbances. In addition,

w(t) is assumed to be bounded as w(t) ∈ W.

As the disturbances are unpredictable, it is not practical to directly apply the real

system model in the MPC algorithm. Instead, in most of the robust MPC designs, the

nominal system is applied to represent and predict the behavior of the real system,
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which is often designed as:

˙̂x(t) = f (x̂(t), u(t)) , (1.5)

where x̂(t) ∈ Rnx represents the state of the nominal system. With the nominal

system model (1.5), referring to [32, 33], the optimization problem in this robust

MPC can be designed as

min
u∗(t)

{J (t, x̂(s|t), u(s|t))}

s.t. x̂(t|t) = x(t) (1.6a)

˙̂x(s|t) = f (x̂(s|t), u(s|t)) , (1.6b)

u(s|t) ∈ U, (1.6c)

∥x̂(s|t)∥P ≤ Tα

s− t
ϵ, (1.6d)

s ∈ [t, t+ T ]

Here, (1.6d) is the robustness constraint, where ϵ is the terminal region level defined

as (1.2e) and α is the designed parameter determining the shrinking rate of the

constraint with the time instant increasing. By confining the nominal state in the

shrinking region, under reasonable assumptions, the state of the real system defined

in (1.4) can prove to be regulated in a small region containing the equilibrium and

satisfies the original terminal constraint (1.2e).

Indeed, the tightening constraint method in [32,33] enhances the robustness in the

MPC algorithm but has a relatively small region of attraction since the constraint

(1.6d) is designed to be linearly related to the terminal constraint. Motivated by

this, an integrated type of robustness constraint is proposed in [65], which replaces
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the constraint (1.6d) by

∥x̂(s|t)∥P ≤ (t+ T − s)M + s− t

T
αϵ, s ∈ [t, t+ T ], , (1.7)

where M is the designed contraction rate. Due to the fact that the parameter α

is designed similarly to (1.6d) and M > 1 only has a minimum value in proof, the

original robustness constraint set at each time instant can be seen as the subset of

the integral type of robustness constraint. Since then, the region of attraction of the

robust MPC can be seen as enlarged.

However, the integral type of robustness constraint is designed only based on the

terminal constraint. When considering the state constraint, the right side of (1.7)

needs to be proven to be lesser than the maximum value of ∥x̂(t + T )∥P , where

x̂(t) ∈ X, resulting in these types of robustness constraints hard-to-design and a

relatively conservative region of attraction. In this regard, a new type of robustness

constraint that is not only based on the terminal region can be investigated.

1.3 MPC-Based Cyber-Security Service

Based on the aforementioned discussions, MPC is often utilized due to its ability to

handle physical constraints while ensuring optimal performance with respect to the

preassigned indexes at the same time [63]. However, in addition to the ubiquitous

physical constraints and external disturbances, as we mentioned earlier, cyber threats

also cause trouble in CPSs. To fully utilize the predicted behavior against cyber

threats with the ability to handle physical constraints and external disturbances, in

recent years, various MPC-based secure control schemes have been done in recent

years. Based on the discussions in 1.1.3, the MPC-based secure control schemes can

also be classified as these processes.
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1.3.1 Confidentiality

Firstly, the most intuitive way to defend cyber attacks is to enhance the confiden-

tiality of the overall CPS, preventing the attackers from gaining access to know the

structure and the data in advance. To protect the data from stolen in network-

based communication channels, the encoding and decoding process, therein, offers

a promising solution. An input quantization method is utilized in the output feed-

back MPC to quantize the input signal from the controller to the actuator [56], in

which the quantizers serve as the encoder, improving the information confidentiality

in CPS to some extent. However, the security perspective of the quantization ap-

proach is limited. In [64], an encoding and decoding method is utilized in the S-C

channel, ensuring the data in this channel is difficult to decipher. Moreover, in [70],

the encryption and decryption technique is extended to both C-A and S-C chan-

nels, further improving confidentiality. In addition to this, Sun and Shi proposed a

cloud-edge framework [67], fully utilizing cloud-based computing with elliptic curve

cryptography-based encryption, enhancing the data transmission security for both

C-A and S-C channels with reduced computation load. Similar to the idea of the en-

coding technique, the blockchain technique is also investigated to ensure the safety of

data exchanging the MPC [5]. Another perspective for enhancing the confidentiality

of the CPS is to design parallel controllers. In [19], several auxiliary control laws of

the Lyapunov-based MPC framework have been designed in parallel. By randomly

selecting the auxiliary control law, the attack that launches at a specific controller

may not be in effect.



14

Table 1.1: Related work of enhancing confidentiality in MPC

Related Work

Quantization Methods [56] [91] [61]

Encryption Methods [64] [70] [67]

Blockchain Technique [5]

Auxiliary Controller [19]

1.3.2 Resilient MPC

When the first process in the security control framework, confidentiality, is missing

or broken, the attacks can be purposely launched into the control system. To address

this issue, a resilient MPC scheme should be utilized. As we mentioned in 1.1.3,

the resilient MPC framework can also be divided into two processes, detection and

mitigation, which will be illustrated as follows:
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Figure 1.5: Predicted sequences in MPC.
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-Detection

To initialize the resilient control framework, we need to consider how to detect and

handle the data losses caused by cyber attacks. In general, there are two main themes

of detection algorithms, which are the data-driven detection algorithm and the model-

based detection algorithm [47]. Data-driven detection algorithms usually train the

data with all potential attacks and collect a data set that contains all the possible

information when attacks happen. After that, the attacks can be detected every

time when the actual data matches the collected data set. Model-based detection

techniques predict the system behavior and construct a set or triggering level based

on the system model. When the attacks occur, the actual information will deviate

much from the predicted ones, and then the attacks can be detected. In this regard,

MPC has its intrinsic advantage. An explanatory illustration is shown in Figure

1.5. At each sampling instant, the controller generates not only the control input

sequence including the current control input and the predicted control inputs but

also the predicted state sequence, by performing the online optimization based on

the plant model. Both predicted sequences can be deliberately utilized to play an

instrumental role in proposing the resilient MPC strategy. Specifically, they can be

effectively adopted in contrast to the false data injected by FDI or replay attacks.

Thereby, the predicted sequence generated at each time instant can be utilized in

the model-based detection mechanism and therefore this mechanism is widely applied

in the MPC approach. This kind of detector is integrated into the MPC framework

in [11], but lacks comprehensive theoretical analysis. In [22], a model-based detec-

tor is set up to both tackle the replay attacks and the FDI attack. A predicted

sequence-based set membership test is proposed to detect whether the attacks are

underway or not. A similar approach is also shown in [20], with both communication

channels affected, resulting in more scenarios to be considered. In [80], the model-
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based predicted information is used to construct a triggering level. By comparing the

measured information with the triggering level, cyber threats can be found. Another

model-based detection mechanism is to calculate the value of the Lyapunov function

of the measured information, comparing it with the predicted ones, and then detect

the attacks, which is utilized in the Lyapunov-based MPC proposed in [49].As for the

data-driven detection mechanisms, in [71] data-driven detection scheme is utilized in

the MPC framework. By training the system for all the potential deceptive infor-

mation, the long short-term memory fuzzy neural network is able to detect all the

anomaly human-like data injection. All related results on the detection mechanisms

are summarized in Table 1.2.

Note that in some work, the detection approaches are not discussed. The reasons

are mainly threefold: (1) When considering tackling DoS attacks, the attacks can

be detected every time if the receiver does not obtain any information at that time

instant. Hence, it is unnecessary to design a specific detection mechanism for DoS

attacks. (2) For other attacks, in some research, an assumption has been made

that the attacks can be detected once occur. (3) In some resilient MPC approaches,

e.g. [77], the resilient controller is designed to able to tackle the worst case induced

by cyber attacks with known bounded attack duration. Consequently, the attacks

can be tackled since their effect is less or equal to the worst case.
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Table 1.2: Related work of the detection mechanisms in MPC

Detection Mechanisms Related Work

Model-Based Detection

Direct Comparison [11], [36]

Set-Based Comparison [22], [20], [39], [73]

Triggering Level Construction [80], [95]

Lyapunov Based Comparison [49]

Data-Driven Detection [71]

-Mitigation

After detecting the attacks, the next step is to design a resilient control strategy to

mitigate the effect induced by attacks. Some resilient MPC strategies have recently

been emerging and reported in the literature [13]. Benefiting from the predicted se-

quence generated by MPC at each sampling instant, the first type of resilient MPC

results aims to adopt the predicted sequence to compensate for or correct the inter-

fered data. In [68], Qi Sun et. al. proposes a packet transmission strategy to fully

utilize the predicted control input sequence, compensating for the lack of informa-

tion caused by DoS attacks in the C-A channel for linear CPSs; Similarly, in [69], a

buffer is designed to store the model-based predicted sequences to handle DoS attacks

occurring on the C-A channel with the event-triggered mechanism to save the com-

putational load. Furthermore, in [66], the packet transmission strategy is extended

to be utilized in the nonlinear system, in which the external disturbances are tackled

through robustness constraint MPC, and the event-triggered mechanism is also em-

ployed to reduce the computational and communication load. In [24], a self-triggered

resilient MPC framework is proposed to tackle the FDI attacks on the C-A channel

by generating control sample packages and reconstructing the data in a CPS. In [21],
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Giuseppe Franze et. al. proposed a resilient control framework for a CPS to detect

and mitigate the effect induced by the replay attacks on the S-C channel; an auxil-

iary control input sequence is constructed to substitute the false input. To move on,

in [22], in addition to the controller buffer, a delay-MPC scheme is also proposed to

tackle the replay attacks on the S-C channel, and an actuator buffer is designed for

the FDI attacks on the C-A channel. Furthermore, in [20], both the actuator buffer

and controller buffer are designed to store the predicted system behavior so as to

mitigate the effect caused by the FDI attacks on both command and measurement

channels. Another type of resilient MPC framework is to set up additional constraints

on the duration of attacks or the control inputs and then enable the CPS to tolerate

such attacks in the worst case (with the longest attack duration or maximum cost

function). In [31], both DoS and FDI attacks are considered to interfere with the C-A

channels in CPSs with limited energy upper bound. An additional input constraint

based on the H2 and H∞ performances of this system is added to this system to

help the control framework tolerate both attacks in the worst case. In spite of these

attacks, the framework proposed in this work is able to regulate the states while

reducing the computational load by using a dynamic event-triggered mechanism. A

summary regarding resilient MPC that tackles different types of cyber attacks on

their distinguished affected channels is listed in Table 1.3.
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Table 1.3: Resilient MPC tackles different attacks on affected channels

Attack Type\Affected Channel S-C Channel C-A Channel Both Channels

DoS Attack N/A [68], [31], [69] [36] [52]

[66]

[71], [49], [80] [22], [31], [24] [36], [20], [11]

FDI Attack [39], [77], [76]

[78]

Replay Attack [22], [21] N/A [95]

Based on the discussions above, the attacks’ effect mitigation can be divided into

two categories, model-based predicted sequence compensation and worst-case cyber

attack tolerance. Most MPC-based resilient control strategies underscore the advan-

tage of the predicted system behavior and fully utilize their predicted sequence to

substitute the interfered information. While the worst-case attack tolerance methods

usually assume tight constraints on attack duration, which leads to relatively more

conservative results. The detailed mitigation classifications can be summarized and

shown in Table 1.4.

Table 1.4: Classification of attack mitigation

Model-Based Compensation Worst-Case Tolerance

Linear System
[68], [69], [21], [22], [77], [95] [31], [78]

[20], [52], [36], [39], [76]

Nonlinear System [66], [24], [80], [49], [11] N/A
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It can also be concluded in Table 1.4 that most current results mainly focus on

cyber security issues in linear systems, which may be due to the fact that the behaviors

of nonlinear systems are relatively hard to predict and optimize. Thus, more mature

theories or applications should be proposed to address cyber security issues in more

general scenarios.

Additionally, there is another type of attack, direct attack, that cannot be handled

by the above listed-MPC methodologies. In this attack setting, adversarial attackers

can purposely hack the control system and isolate one unit from it. For instance,

in [15], the power system is designed to be connected with an analog proportional

integral controller in parallel with a converter and digital MPC. When the converter

is hijacked, the digital MPC is of no use, but the candidate proportional-integral con-

troller can still achieve the control objective. However, such attacks are not common

in CPSs, so they will not be involved in this thesis.

1.4 Research Objectives and Proposed Method-

ologies

Based on the aforementioned discussions for the existing cyber attack-defense strategy

in CPSs, the objectives of this M.A.Sc. thesis are to

• Deal with the packet losses in different channels induced by randomly existing

DoS attacks in both single-agent and multi-agent CPSs.

• Tackle the external disturbances in the nonlinear CPSs.

• Demonstrate the effectiveness of the proposed algorithms in real-world applica-

tion scenarios.
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To achieve these objectives, we formulate the MPC-based resilient methodologies,

which can be described as follows:

• To mitigate the effect caused by DoS attacks, the lengthened sequence trans-

mission strategy is proposed to store the state sequences generated by the MPC

algorithm and lengthened by a stabilizing control law. In this way, the lack of

state information can be compensated by the lengthened predicted sequences.

• Robustness constraint MPC is utilized and improved in this work. The robust-

ness of the MPC algorithm is proven to tolerate disturbances with a comparable

performance by adding a robustness constraint. Furthermore, the robustness

constraint is designed by utilizing both state constraint and terminal constraint

to enlarge the region of attraction.

• The robust and resilient MPC strategy is utilized in a cyber-physical autonomous

unmanned vehicle (AUV) system and a multi-agent CPS, while DoS attacks oc-

cur on the C-A channels and the communication channels among the agents,

respectively. The performance and analysis of both scenarios are guaranteed.

1.5 Thesis Organization

To demonstrate the effectiveness of the robust and resilient MPC framework in both

theory and application, the remainder of this thesis is organized as follows:

Chapter 2 involves a robust and resilient MPC scheme to tackle DoS attacks

in a typical CPS, remote AUV trajectory tracking control, in which the communica-

tion channel between the cyber layer (remote controller) to the physical component

(autonomous underwater vehicle) suffers randomly existing DoS attacks.

Chapter 3 proposes a novel robust and resilient distributed MPC scheme to

solve the cooperation regulation problem for the multi-agent CPSs. Different from
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the attacks in single-agent systems, DoS attacks in this case occur on all the com-

munication channels among the vehicles. The theoretical analysis is involved and

numerical simulation results for a group of ground vehicles are given to show the

effectiveness.

Chapter 4 gives the conclusions of this thesis and the potential future research

areas.
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Chapter 2

Robust and Resilient MPC for

AUV Trajectory Tracking Control

Against DoS Attacks

2.1 Overview

CPS has a wide range of applications owing to its seamless integration of cyber

and physical domains. This feature greatly enables the tightly-coupled locomotion,

computational and communication components, enabling potential advantages in a

cyber-physical vehicle system [6]. One area that can greatly benefit from these ad-

vantages is the control of autonomous marine vehicles (AMVs). By establishing close

communication between the remote controller (cyber layers) and the vessel’s body

(physical domain), AMVs can be controlled in real-time under specific conditions to

efficiently accomplish designated tasks [25, 48]. This chapter primarily focuses on a

typical CPS control application: remote AMV control with a special emphasis on

addressing security concerns.
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The pursuit of exploring the ocean has never ceased for humanity. In the past

thousands of years, humans have been driven by an insatiable curiosity to uncover the

mysteries of the ocean. From ancient seafarers embarking on perilous voyages using

a canoe to nowadays advancements in maritime technology, our quest to understand

and explore the oceanic realm has only grown stronger.

In recent years, AMV has been widely investigated since it is a powerful tool

for exploring the ocean more efficiently, further broadening our understanding and

research of the ocean. Its wide applications including bathymetric [23, 30], environ-

mental mapping [38], rescuing [46], etc. On the other hand, broad applications of

AMV also stimulate a wide range of control problems, such as dynamic position-

ing control, path following, trajectory tracking, and cooperative control. Among the

diverse control problems, trajectory tracking, enforcing the vehicle to track a tempo-

ral and spatial trajectory, is one of the most fundamental tasks. Plenty of research

interests have been gathered in this topic due to its development prospects [58,60,83].

Furthermore, modern AMVs are frequently assigned tasks in offshore environ-

ments to achieve further goals such as investigating the ocean. Due to the computa-

tional limitations of the onboard embedded computers, AMVs are usually considered

to be controlled by remote controllers (e.g. a ground station or marine surface vehi-

cles) to enhance real-time tracking accuracy and reliability. In these scenarios, the

communication channel between the AMV and the remote controller becomes crucial,

as the AMV would be considered completely out of control or even lost without a

functioning communication channel. With the emergence of network technologies,

remote control of AMVs is typically achieved through network-based architectures,

enabling real-time information exchange between the AMV and the remote controller.

However, with great efficiency also come potential drawbacks. The network-based

channel connecting the AMV and the remote controller is fragile and susceptible
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to various cyber attacks. Adversarial attackers can exploit these channels to steal

information or launch cyber attacks, hindering AMV from accomplishing its intended

objectives. In the worst-case scenario, these attacks can result in significant damage

to the AMV. Among the different types of cyber attacks, the DoS attack stands out

as an easily executable method for attackers. Its simplicity lies in the fact that it

does not require comprehensive knowledge of the entire system, making it a common

threat in our daily lives. To tackle this issue, some research has already been done to

tackle the attacks when controlling an AMV. In [40], Yong Ma et. al. proposed a full-

state regulation control algorithm for the linearized marine vehicle model stabilize the

marine vehicles against DoS attacks on the C-A channel. Zehua Ye et. al. proposed

a semi-Markovian jumping system approach to deal with the DoS attacks occurring

on the C-A channel of the marine vehicle control for a state-stabilizing control [89].

In [93], the attack-resilient property is extended to defense against the attacks that

occur on both C-A and S-C channels: An intelligent event-based resilient control

strategy using Takagi–Sugeno (T-S) fuzzy switched approach is proposed to regulate

the state of an AMV. Furthermore, in [87], this vehicle system under the proposed

framework is proven to be finite-time stable. In [86], in addition to the intelligent

event-based T-S fuzzy switched system approach, the quantized sliding mode control

strategy is also involved to mitigate the effect caused by the attacks on the S-C and

C-A channels. The attack-resilient approach is also investigated for tracking control.

In [88], an adaptive event-based control strategy is proposed to control the marine

vehicle to track specific reference signals. However, only the yaw angle is able to be

tracked in this work. Although some resilient trajectory-tracking control approaches

have already been discussed, the investigation of the trajectory-tracking control for an

actual nonlinear marine vehicle against DoS attacks still remains blank. In addition

to this, to control a marine vehicle in real-life, the constraints need to be considered as
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well. None of the research above can tackle the physical constraints that widely exist

in all marine vehicles. The question remains unsolved: How to consider the constraint

while also fulfilling the tracking objective? How to compensate for the effect caused

by the DoS attacks in a nonlinear marine vehicle model? As we mentioned in chapter

1, there exists a powerful control scheme MPC that is able to optimize the control

performance while also considering the constraints on both states and inputs. In

addition to this, MPC also has its intrinsic advantage of tackling DoS attacks since

the predicted sequences that are generated at each sampling instant can be utilized

to compensate for the lack of information.

In this chapter, we develop a robust and resilient MPC framework for an ex-

tensively studied type of AMV - autonomous underwater vehicle (AUV) to track a

reference trajectory against external disturbances and DoS attacks that randomly

exist on the C-A channel. The main challenges in designing the control strategy are

mainly two-fold:

• An actual nonlinear AUV model is utilized in this chapter to improve tracking

accuracy. Unlike the linearized system in [40, 88], the action of the nonlinear

system is harder to optimize, which makes the trajectory tracking control diffi-

cult to design. To track the predesigned trajectory in real time, a precise error

dynamics model is needed.

• For the purpose of tracking the reference signal under the disturbances and DoS

attacks, a compensation method should be investigated to mitigate the effect

caused by the DoS attacks. Meanwhile, a robust control strategy is needed to

tackle external disturbances.

The remainder of this chapter is organized as follows. Section 2.2 mainly intro-

duces the modeling of AWV, derivation of the error dynamics, and the formation of
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the trajectory tracking problem. Section 2.3 develops the robust and resilient MPC

framework via packet transmission strategy and robustness constraint. In Section 2.4,

the simulation results including the comparison study between the proposed method

and the standard MPC approach are involved, demonstrating the effectiveness of the

proposed design. Finally, the conclusion is summarized in Section 2.5.

Notations

The notations used in this chapter are fairly standard. The symbol Rn denotes the

n-dimensional real space. Given a matrix P , P ≻ 0 and P ⪰ 0 denote that matrix

P is positive definite and positive semidefinite, respectively. For a vector x ∈ Rn×1,

∥x∥ denotes the Euclidean norm and ∥x∥P denotes the P weighted Euclidean norm

as
√
xTPx, where the matrix P ≻ 0.

2.2 Preliminaries and Problem Statement

2.2.1 AUV Modeling

In this chapter, we consider the motion of a Saab SeaEye Falcon open-frame AUV

(shown in Figure 2.1) in the local level plane.
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Figure 2.1: Saab SeaEye Falcon open-frame AUV [54].

The three-degree-of-freedom kinematic equations can be expressed as follows:

η̇ = R(ψ)

=


cosψ − sinψ 0

sinψ cosψ 0

0 0 1



u

v

r


≜ J(η)v,

(2.1)

where η = [x, y, ψ]T denotes the position and orientation vector represented in the

earth-fixed reference frame; v = [u, v, r]T denotes the velocity vector containing the

surge, sway, and yaw velocities represented in the body reference frame. For the

purpose of simplifying the model, we need to propose the following assumption:

Assumption 1. Following [79], for the AUV investigated in this chapter with low-

speed motion, we simply assume that

• The AUV is symmetric at three planes.

• The mass distribution of the AUV is homogeneous.
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• The pitch and roll motions of the AUV are neglected.

With the assumption above, the dynamics of the AUV can be expressed as:

M v̇ + C(v)v +D(v)v + g(η) = F + w. (2.2)

where M is the inertia and C(v) represents the state-dependent matrix of Coriolis

and centripetal terms; D(v) stands for the hydrodynamic damping and lift matrix;

g(η) denotes the vector of gravitational forces and moments; w = [wx, wy, wψ]
T is

the additive disturbances. To be more specific, the matrices in the AUV dynamics

are formulated as:

M =


Mu̇ 0 0

0 Mv̇ 0

0 0 Mṙ

 , (2.3a)

C(v) =


0 0 −Mv̇v

0 0 Mu̇u

Mv̇v −Mu̇u 0

 , (2.3b)

D(v) =


Xu +Du|u| 0 0

0 Yv +Dv|v| 0

0 0 Nr +Dr|r|

 , (2.3c)

where Mu̇ = m − Xu̇, Mv̇ = m − Xv̇, and Mṙ = Iz − Nṙ are the inertia coefficients

including add mass; Xu, Yv, and Nr are linear drag coefficients; Du, Dv and Dr are

corresponding quadratic drag coefficients;

Assumption 2. Due to the fact that the disturbances on the yaw velocity may cause a

tremendous effect on trajectory tracking control, we simply assume that the disturbance

on ṙ is too small to count, i.e. wψ = 0.
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Based on the formulations and Assumption 2, the AUV model studied in this

chapter can be constructed as below:

u̇ =
Mv̇

Mu̇

vr − Xu

Mu̇

u− Du

Mu̇

u|u|+ Fu
Mu̇

+ wx (2.4a)

v̇ = −Mu̇

Mv̇

ur − Yv
Mv̇

v − Dv

Mv̇

v|v|+ Fv
Mv̇

+ wy (2.4b)

ṙ =
Mu̇ −Mv̇

Mṙ

uv − Nr

Mṙ

r − Dr

Mṙ

r|r|+ Fr
Mṙ

. (2.4c)

Since the disturbances that occur in the systems are unknown and unpredictable,

instead of directly studying the behavior of the real system dynamics (2.1) (2.2), we

can construct a nominal system model without the interference of the disturbances.

By optimizing the behavior of the nominal system under certain conditions, the ro-

bustness and resilience subject to disturbances and DoS attacks in the actual system

can be guaranteed.

Define x̂ = [x̂, ŷ, ψ̂, û, v̂, r̂]T to be the nominal system state of the AUV. Then,

according to the dynamics of the real system (2.1) (2.2), the dynamics of the nominal

system can be formulated as:



˙̂x

˙̂y

˙̂
ψ

˙̂u

˙̂v

˙̂r


=



û cos ψ̂ − v̂ sin ψ̂

û sin ψ̂ + v̂ cos ψ̂

r̂

Mv̇

Mu̇
v̂r̂ − Xu

Mu̇
û− Du

Mu̇
û|û|+ Fu

Mu̇

−Mu̇

Mv̇
ûr̂ − Yv

Mv̇
v̂ − Dv

Mv̇
v̂|v̂|+ Fv

Mv̇

Mu̇−Mv̇

Mṙ
ûv̂ − Nr

Mṙ
r̂ − Dr

Mṙ
r̂|r̂|+ Fr

Mṙ


(2.5)

After deriving (2.5), the actual system behavior without disturbances can be studied

by utilizing the nominal system.
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2.2.2 Error Dynamics

For the purpose of tracking the reference signal and simplifying the numerical model

operated in the MPC algorithm, constructing an error model for the path-following

problem is necessary. The following error system is set up following the idea from [62].

Firstly, we need to define the reference signal xr to track. The reference signal

contains the reference path ηr = [xr, yr, ψr]
T and the reference body-fixed velocity

vr = [ur, vr, rr]
T, where xr and yr are pre-designed reference position, and

ψr = atan2(ẏr, ẋr), (2.6)

where atan2 is the four-quadrant inverse tangent operator.

Recalling (2.1), the body-fixed velocity vr can be formulated as:

vr = R−1(ψ)η̇r =


cosψrẋr + sinψrẏr

− sinψrẋr + cosψrẏr

−ẏr
ẋ2r+ẏ

2
r

 . (2.7)

1.6.2016Karakoc et al. 70/16
Figure 2.2: Illustration for the tracking error.
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Equivalently, the reference path can also be viewed as the reference state trajectory

generated by a reference system with the same kinematic model of the real vehicle:

η̇r =


cosψr sinψr 0

− sinψr cosψr 0

0 0 1



ur

vr

rr

 . (2.8)

Here, we define the error state e = [xe, ye, ψe, ue, ve, re]
T as shown in Figure 2.2

to denote the tracking error between the nominal system’s states and the reference

system’s states in the body reference frame. As illustrated in Figure 2.2, with the

reference signal defined above, the kinematic state error ηe = [xe, ye, ψe]
T in the AUV

parallel reference frame can be calculated as

ηe =


xe

ye

ψe

 =


cosψ sinψ 0

sinψ cosψ 0

0 0 1



xr − x̂

yr − ŷ

ψr − ψ̂

 . (2.9)

Furthermore, the body-fixed velocity of the error system ve = [ue, ve, re]
T can be

defined as:

ue = û− ur cosψe + vr sinψe

ve = v̂ − ur sinψe − vr cosψe

re = r̂ − rr

(2.10)

By differentiating (2.9) and (2.10) with the approximation sinψ ≈ 0 and cosψ ≈ 1,
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we can derive the kinematic error equations:

ẋe = yerr − ue + yere

ẏe = −xerr − ve − xere

ψ̇e = −re

u̇e = ˙̂u− u̇r cosψe − ur sinψere + v̇r sinψe − vr cosψere

v̇e = ˙̂v − u̇r sinψe + ur cosψere − v̇r cosψe − vr sinψere

ṙe = ˙̂r − ṙr

(2.11)

Substituting (2.4) into (2.11), we can obtain

u̇e =
Mv̇

Mu̇

v̂r̂ − Xu

Mu̇

û− Du

Mu̇

û|û|+ Fu
Mu̇

− u̇r cosψe − ur sinψere + v̇r sinψe − vr cosψere

v̇e =− Mu̇

Mv̇

ûr̂ − Yv
Mv̇

v̂ − Dv

Mv̇

v̂|v̂|+ Fv
Mv̇

− u̇r sinψe + ur cosψere − v̇r cosψe − vr sinψere

ṙe =
Mu̇ −Mv̇

Mṙ

ûv̂ − Nr

Mṙ

r̂ − Dr

Mṙ

(re + rr)|r̂|+
Fr
Mṙ

− ṙr.

(2.12)
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Integrating (2.12) with (2.10), the error speed dynamics can be formulated as:

u̇e =
Mv̇

Mu̇

(ve + ur sinψe + vr cosψe)(re + rr)−
Xu

Mu̇

(ue + ur cosψe − vr sinψe)

− Du

Mu̇

(ue + ur cosψe − vr sinψe)|ue + ur cosψe − vr sinψe|+
Fu
Mu̇

− u̇r cosψe − ur sinψere + v̇r sinψe − vr cosψere

v̇e =− Mu̇

Mv̇

(ue + ur cosψe − vr sinψe)(re + rr)−
Yv
Mv̇

(ve + ur sinψe + vr cosψe)

− Dv

Mv̇

(ve + ur sinψe + vr cosψe)|ve + ur sinψe + vr cosψe|+
Fv
Mv̇

− u̇r sinψe + ur cosψere − v̇r cosψe − vr sinψere

ṙe =
Mu̇ −Mv̇

Mṙ

(ue + ur cosψe − vr sinψe)(ve + ur sinψe + vr cosψe)

− Nr

Mṙ

(re + rr)−
Dr

Mṙ

(re + rr)|re + rr|+
Fr
Mṙ

− ṙr.

(2.13)

To simplify the dynamic model in the optimization problem with comparable perfor-

mance, we further design F = [Fu, Fv, Fr]
T as follows:

Fu =Mv̇(ve + ur sinψe + vr cosψe)(re + rr)−Xu(ue + ur cosψe − vr sinψe)

−Du(ue + ur cosψe − vr sinψe)|ue + ur cosψe − vr sinψe|

+Mu̇(−u̇r cosψe − ur sinψere + v̇r sinψe − vr cosψere) +Mu̇τu

Fv =−Mu̇(ue + ur cosψe − vr sinψe)(re + rr)− Yv(ve + ur sinψe + vr cosψe)

−Dv(ve + ur sinψe + vr cosψe)|ve + ur sinψe + vr cosψe|

+Mv̇(−u̇r sinψe + ur cosψere − v̇r cosψe − vr sinψere) +Mv̇τv

Fr =(Mu̇ −Mv̇)(ue + ur cosψe − vr sinψe)(ve + ur sinψe + vr cosψe)

−Nr(re + rr)−Dr(re + rr)|re + rr| −Mṙτr.

(2.14)

By defining τ = [τu, τv, τr]
T as above, together with (2.11), we can derive the error
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dynamics for the AUV tracking control:

ė =



ẋe

ẏe

ψ̇e

u̇e

v̇e

ṙe


=



yerr − ue + yere

−xerr − ve − xere

−re

τu

τv

τr


= fe(e, τ). (2.15)

As a result, the simplified error model for the trajectory tracking problem is con-

structed. By applying this simplified model, the trajectory-tracking problem on the

AUV can be transformed into a regulation problem for the error dynamics, which is

much simpler to design a controller.

2.2.3 DoS Attacks

To control the AUV remotely to achieve allocated tasks, the communication channels

between the controller and the AUV are often set using network-based structures

due to their convenience. However, the network-based channels in the AUV control

are thought fragile and vulnerable to cyber attacks [85]. In this work, we especially

consider the DoS attacks that occur on the remote controller to actuator channel,

which is illustrated in Figure 2.3.
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Figure 2.3: DoS attacks on the C-A channel.

Let T a ≜ {tal } and Da ≜ {dal } denote all the launching time instants and their

corresponding duration of the DoS attacks on the C-A channel, respectively. Here, l

denotes the lth launching. We define

Ξ(t0, t1) ≜
⋃
l∈N

[tal , t
a
l + dal ), (2.16)

to represent the total DoS attacks activation duration during the time period [t0, t1).

With this definition, when t ∈ Ξ(t0, t1), the communication channel from the con-

troller to the AUV will be totally blocked (F = 0), making the AUV out of control,

and preventing it from achieving its control objective. However, it is impractical when

the duration of DoS attacks approaches infinity. In this regard, an assumption should

be made.

Assumption 3. The maximum duration of the DoS attacks investigated in this work

is defined as Ta and is assumed to be bounded. Furthermore, the interval between the

adjacent DoS attacks launching time should at least contain one sampling instant.
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Regarding Assumption 3, we assume that the DoS attacks targeting the C-A chan-

nel of the network-based structure have a finite duration and occur with a minimum

interval. We propose that our framework can effectively handle and mitigate these

attacks.

2.2.4 Control Objective

For the AUV whose dynamic model can be described in (2.2), we aim to develop a

robust and resilient MPC framework to control the AUV following a pre-designed

trajectory under the existence of

• External disturbances directly in the AUV model;

• DoS attacks that randomly occur on the C-A channel.

2.3 Robust and Resilient Controller Design for the

Trajectory Tracking Problem

In this section, to address the aforementioned issues, methodologies including robust

and resilient MPC design and packet transmission strategy are introduced.

2.3.1 Robust and Resilient MPC Design

To tackle the constraints of the AUV and mitigate the effect caused by the distur-

bances and the DoS attacks, we apply a robust and resilient MPC mechanism to this

AUV trajectory tracking problem. The resilient MPC technique is utilized to stabilize

the error dynamics so as to make the actual AUV system track the reference path.
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The objective is realized through the minimization of the following cost function:

J (t, e(t), τ(t)) =

∫ t+T

t

L(e(s), τ(s))ds+ Lf (e(t+ T )) , (2.17)

where t is the current time; T is the prediction horizon; e(t) is the error state, which

as the system dynamics defined in (2.15); L(e, τ) = ∥e∥2Q + ∥τ∥2R is the stage cost,

where Q ≻ 0 and R ⪰ 0 are the weighting matrices with appropriate dimensions;

Lf (e) is the terminal penalty satisfying Lf (0) = 0 and Lf (e) > 0 for any e ̸= 0.

With the definition above, the optimization problem to be solved at each sampling

instant is formulated as follows:

τ ∗ =argmin
τ

{J (t, e(t), τ(t))}

s.t. ė(s|t) = fe (e(s|t), τ(s|t)) (2.18a)

τ(s|t) ∈ Te (2.18b)

ηe(s|t) ∈
(
1− s− t

T
ζ

)
Ce (2.18c)

e(t+ T ) ∈ X̄f (2.18d)

s ∈ [t, t+ T ]

Here, τ ∗ is the optimized control input sequence; (2.18b) is the input constraint,

where Te is the compact control input set; (2.18c) is the tightening state constraint,

where ηe, defined in (2.9), is the first three elements in e; Ce is the manually set state

constraint, where each element i in ηe satisfies that i ∈ {i|∥i∥ ≤ ce} (ce is a tuning

parameter); (2.18d) is the tightening terminal constraint, where X̄f = {e|∥e∥2P ≤ ξϵ2}

is the terminal constraint on the error state and P is the terminal penalty matrix; Note

that (2.18c) and (2.18d) are the robust constraints, in which ζ and ξ are the designed

shrinking parameters. The main idea of the shrinking parameters is to guarantee that
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the actual system state is confined to the original state constraint and satisfies the

terminal constraint when the nominal system state satisfies the tightening ones.

Remark 1. Following the idea in [59], for the AUV trajectory-tracking control, the

constraints on the actual torques are usually set as

Fu,min ≤ Fu ≤ Fu,max

Fv,min ≤ Fv ≤ Fv,max

Fr,min ≤ Fr ≤ Fr,max.

(2.19)

Since the optimization problem (2.18) does not contain the integral torque F , we can

transfer the original torque constraints to a new input constraint τ ∈ Te, where Te is

a compact region that satisfies

Fu,min − F1,max

Mu̇

≤ τu ≤
Fu,max − F1,min

Mu̇

Fv,min − F2,max

Mv̇

≤ τu ≤
Fv,max − F2,min

Mv̇

Fr,min − F3,max

Mṙ

≤ τr ≤
Fr,max − F3,min

Mṙ

.

(2.20)

Here, F1 = Fu −Mu̇τu, F2 = Fv −Mv̇τv, F3 = Fr −Mṙτr, and the subscript min and

max represents the minimum and maximum value of these three integral torques within

the limited trajectory. Nevertheless, in some trajectories, this constraint-transferring

method may be too conservative to operate. In this case, we can also design a new

decision variable F here with the definition of (2.14). By adding this nonlinear con-

straint, the constraint on the torque can also be solved but requires relatively more

computational burden.

At each sampling instant, the optimization problem (2.18) is solved with the cur-

rent error state e(t) that is generated through (2.9) and (2.10) to generate the optimal

control input sequence τ ∗(t) and the predicted error state sequence ea(t). Note that
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the control input τ ∗(t) generated at each sampling instant cannot be directly applied

to the AUV since it is not the actual torque. After deriving τ ∗(t), we need to generate

F (t) according to (2.14) to be the integral torque. At the next sampling instant t+ δ,

where δ is the sampling period, the optimization problem (2.18) is solved again by

utilizing the latest measured state data e(t+δ). By solving the optimization problem

recursively, the trajectory-tracking goal can be achieved.

2.3.2 Packet Transmission Strategy

In this remote AUV control problem, the communication channel from the remote

controller to the actuator (AUV) is considered to suffer random existing DoS attacks.

Hence, the AUV may receive nothing when the attacks happen and become totally

out of control. To overcome this issue, refer to [66], packet transmission strategy is

utilized in this work to mitigate the lack of control input caused by DoS attacks.

After solving the optimization problem (2.18) at each sampling instant, the opti-

mized control input sequence τ ∗ can be derived and the predicted error state sequence

ea can be calculated through:

ea(t|t) = e(t|t)

τ ∗(s|t) = τ(s)

ėa(s|t) = fe (e
a(s|t), τ(s)) , s ∈ [t, t+ T ).

(2.21)

where τ ∗(s|t) and ea(s|t) represents the control input and the error state at time s

that is predicted at time t, respectively.

However, the control input sequence cannot be directly applied to the AUV since

the actual torque has not been generated yet. According to (2.14), the optimized
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torque input sequence F a can be generated as

F a(s|t) =


F a
u (s|t)

F a
v (s|t)

F a
r (s|t)

 (2.22)

where F a
u (s|t), F a

v (s|t), and F a
r (s|t) are formulated as

F a
u (s|t) =Mv̇(ve(s) + ur(s) sinψe(s) + vr(s) cosψe(s))(re(s) + rr(s))

−Xu(ue(s) + ur(s) cosψe(s)− vr(s) sinψe(s))

−Du(ue(s) + ur(s) cosψe(s)− vr(s) sinψe(s))

× |ue(s) + ur(s) cosψe(s)− vr(s) sinψe(s)|

+Mu̇(−u̇r(s) cosψe(s)− ur(s) sinψe(s)re(s)

+ v̇r(s) sinψe(s)− vr(s) cosψe(s)re(s)) +Mu̇τu(s) (2.23a)

F a
v (s|t) =−Mu̇(ue(s) + ur(s) cosψe(s)− vr(s) sinψe(s))(re(s) + rr(s))

− Yv(ve(s) + ur(s) sinψe(s) + vr(s) cosψe(s))

−Dv(ve(s) + ur(s) sinψe(s) + vr(s) cosψe(s))

× |ve(s) + ur(s) sinψe(s) + vr(s) cosψe(s)|

+Mv̇(−u̇r(s) sinψe(s) + ur(s) cosψe(s)re(s)

− v̇r(s) cosψe(s)− vr(s) sinψe(s)re(s)) +Mv̇τv(s) (2.23b)

F a
r (s|t) =(Mu̇ −Mv̇)(ue(s) + ur(s) cosψe(s)− vr(s) sinψe(s))

× (ve(s) + ur(s) sinψe(s) + vr(s) cosψe(s))−Nr(re(s) + rr(s))

−Dr(re(s) + rr(s))|re(s) + rr(s)| −Mṙτr(s), (2.23c)

where s ∈ [t, t+ T ]. Instead of only sending an integral torque input to the actuator

of the AUV, at each time instant, the controller utilizes the optimal control input
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sequence τ ∗(t) and the predicted error state sequence e(t) to construct an optimal

integral torque sequence F a(t) according to (2.23) and send this sequence to a buffer

on the actuator, which is shown in Figure 2.4.
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Figure 2.4: Robust and resilient MPC framework.

However, considering the randomly existing DoS attacks on the C-A channel, the

utilization of the packet generated at each sampling instant needs to be discussed in

detail. Before showing details, we first define ts as the latest successful transmission

time from the remote controller to the AUV and F (t) to be the actual torque that is

applied on the AUV at time t. Then the following two cases can be considered:

• When the network-based C-A channel does not suffer DoS attacks at time t,

the buffer can successfully receive the integral torque sequence F a(t). In this

case, the actuator can directly utilize the first column of the sequence in F a(t).

F (t) = F a(t|t) (2.24)

Then, the latest successful transmission time needs to be updated with ts = t

to record that the information stored in the buffer is generated at time t.
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• When the network-based C-A channel suffers DoS attacks at time t, the buffer

receives nothing from the controller. Under this circumstance, the buffer can

send the predicted integral torque input that represents the proper input at this

moment F a(ts) (saved at time ts) to the actuator, which can be represented as

F (t) = F a(t|ts) (2.25)

In this way, the candidate torque can still be utilized in the actuator even when

the attacks exist on the C-A channel.

To conclude, by applying the packet transmission strategy, there will always be inte-

gral torque that can be utilized in the actuator whenever the DoS attacks occur.

Remark 2. According to the packet transmission strategy, to compensate for the lack

of information caused by DoS attacks, the controller must fully utilize the predicted

sequence generated at a previous time. Hence, when t = 0, we need to assume that

the attacks do not exist. In addition, the successful data transmission time ts is

updated only when the communication channel is not attacked at such time. As a

result, at time t, the buffer can determine whether DoS attacks have occurred on their

information-receiving channels by comparing the values of ts and t. When ts does not

match the current time t, it indicates that DoS attacks have affected the C-A channel.

2.3.3 Robust and Resilient MPC Framework for the AUV

Based on the aforementioned discussions, the flow chart of this control framework can

be summarized as
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Figure 2.5: Robust and resilient MPC algorithm illustration.

As illustrated in Figure 2.5, assume that the current time is t, after receiving

the state information from the sensor of AUV, the controller will generate the error

state e(t) based on (2.11). Then, the resilient MPC optimization problem (2.18)

can be solved to generate the optimized control input sequence τ ∗. However, this

sequence cannot be directly applied to the AUV since it is not the actual torque.

Consequently, we need to construct the integral torque sequence F a(t) according to

(2.23). Having derived this sequence, a discussion should be made to tackle DoS

attacks that randomly affect the data transmission on the C-A channel, which is

illustrated in Section 2.3.2. After that, at time t + δ, all the steps will be operated

again using the latest measured state information x(t + δ). To sum up, the resilient

MPC for the AUV to track a predesigned trajectory can be conducted in Algorithm 1.

By performing this algorithm, the AUV is able to track the pre-designed reference

path under the DoS attacks and disturbances. The effectiveness of the whole robust

and resilient MPC framework will be verified through simulation results in the next

section.
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Algorithm 1 Robust and Resilient MPC algorithm.

Require: Given initial system state x(0), the weighting matrices Q and R; the refer-
ence path ηr and the reference body-fixed velocity vr the terminal penalty matrix
P ; the sampling period δ; the prediction horizon T ; the terminal set level ϵ; scaling
parameters ξ and ζ; Set t = 0, and ts = 0.

1: while the control action is not stopped do
2: Receive the state x(t) of the AUV.
3: Generate the error state e(t) referring to (2.11).
4: Solve the optimization problem (2.18), and generate the optimal control input

sequence τ ∗(t).
5: Transfer τ ∗(t) into the integrated torque sequence F a(t) according to (2.23).
6: Transmit the packet F a(t) to the buffer.
7: if The network-based channel is not being attacked then
8: Utilize the first column in the packet to generate the integral torque (2.24)

and send it to the actuator.
9: Update ts with ts = t.
10: else
11: Utilize the information that represents the predicted current input torque in

the buffer to generate the integral torque (2.25) and send it to the actuator.
12: end if
13: t = t+ δ.
14: end while
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Table 2.1: Parameters of the Saab SeaEye Falcon open-frame AUV

Inertia Term Linear drag Quadratic drag

Mu̇ = 283.6kg Xu = 26.9kg/s Du = 241.3kg/s
Mv̇ = 593.2kg Yv = 35.8kg/s Dv = 503.8kg/s
Mṙ = 29.0kg Nr = 3.5kgm2/s Dr = 76.9kgm2

2.4 Simulation Study

To show the effectiveness of the proposed control framework, in this section, we

perform a simulation here to control the Saab SeaEye Falcon open-frame AUV to

track a pre-designed trajectory under the disturbances and the DoS attacks that

randomly exist on the C-A channel.

2.4.1 Parameter Configuration

In this chapter, we only consider the vehicle in the local level plane. The system

parameter of this Saab SeaEye Falcon open-frame AUV is shown in Table 2.4.1

To tune the control algorithm, weighting matrices Q = diag([20, 8, 1, 1, 1, 1])

and R = diag([0.01, 0.01, 0.01]); terminal penalty cost is designed as Lf (e(t+ T )) =

∥e(t + T )∥2P with P = diag([0.5, 0.5, 0.5, 0.5, 0.5, 0.5]); terminal set level ϵ = 0.01,

which is set the same as in [62]; shrinking parameters ξ = 0.8 and ζ = 0.25; the

sampling period is set as δ = 0.1s and the prediction horizon is set as T = 8δ; the

integral torque constraint is set as Fu,max = Fv,max = Fr,max = 9000 and Fu,min =

Fv,min = Fr,min = −5500; as discussed in (2.20), the control input constraints are

set as −39.55 ≤ τu ≤ 11.58, −16.54 ≤ τv ≤ 7.90, and −189.71 ≤ τr ≤ 310.30; the

disturbances in this simulation are wx = 1
800

sin( t
20

+ π
4
), and wy = 1

1000
cos( t

25
); the

manually set error constraint is configured as ce = 0.5.



47

2.4.2 Simulation Results

To show the effectiveness of this control framework, the proposed method is also

compared with the standard MPC approach [12] without the packet transmission

strategy and the robustness constraint. To make a comprehensive comparison, the

simulation results contain one trajectory with three different attack scenarios.

The reference trajectory is designed as


xr(t) = 5t

yr(t) = sin
t

18

.

In addition, the initial state is x(0) = [−0.1, 0.1, 0.0349, 5, cos( π
18
), 0]T.

Scenario 1: No attack case

Figure 2.6: Tracking performance on XoY plane in Scenario 1.

In this case, the C-A channel does not suffer DoS attacks. It can be shown in

Figure 2.6 that when there is no DoS attack, the proposed method can track the

pre-designed trajectory well.

Scenario 2: DoS attacks with short duration
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Figure 2.7: Tracking performance comparison on XoY plane in Scenario 2.

According to Figure 2.7, in which the grey area represents the existence time

duration of DoS attacks, the standard MPC approach will suffer a huge deviation

from the reference path when the duration of DoS attacks is relatively long, while

the proposed method can successfully overcome this effect. In other words, when the

activation time of the DoS attacks is relatively short, the proposed method can tackle

this issue and achieve the tracking goal.
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Figure 2.8: Comparison results of tracking yaw, surge, and sway velocities in scenario

2.

Fig 2.8 further shows the performance of tracking the yaw, surge, and sway veloc-

ities. As illustrated in this figure, the proposed method is able to not only track the

position in the trajectory well but also follow the reference trajectory with exactly the

same speed within the finite time intervals. In contrast, the standard MPC approach

cannot track the velocities at all, which leads to the deviation between the actual

path and the reference trajectory.
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Figure 2.9: Illustration for the proposed control inputs.

In Figure 2.9, the control input sequence is shown. It can be clearly shown that

the input constraint is satisfied by applying the proposed method, which meet the

physical constraint on the actual AUV.

Scenario 3: DoS attacks with long duration
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Figure 2.10: Tracking performance comparison on XoY plane in Scenario 2.

In this case, the duration of DoS attacks is set longer and more frequent than the

previous one. As illustrated in Figure 2.10, the standard MPC method fails to track

the reference signal. However, the proposed method, despite being slightly affected,

can still effectively track the reference trajectory and successfully achieve the control

objective, which further illustrate how powerful the proposed framework is.
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Figure 2.11: Comparison results of tracking yaw, surge, and sway velocities in scenario

3.

Figure 2.11 provides an explanation for the significant disparity in tracking per-

formance. Specifically, when examining the tracking of yaw, sway, and yaw velocities,

the two methods exhibit distinct tracking capabilities. In the case of more frequent

DoS attacks, the standard MPC method fails to mitigate their impact, resulting in a

complete loss of control over the AUV.
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Figure 2.12: Illustration for the proposed control inputs.

In Figure 2.12, the control input torque sequences that are applied on the AUV are

shown. It can be obtained that although the C-A channel suffers severe DoS attacks,

the control input constraints can still be satisfied, which verifies the effectiveness of

the proposed method.

2.5 Conclusion

In this chapter, the trajectory tracking problem for AUV is studied. A robust and

resilient MPC framework is proposed to tackle the external disturbances and the DoS

attacks that randomly exist on the C-A channel. According to the simulation results,

the packet transmission strategy can successfully compensate for the lack of data
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caused by the DoS attacks while the robustness constraint approach can ensure the

feasibility of the tracking objective. As a result, the AUV under the proposed control

framework is able to track the pre-designed trajectory, and comparison results clearly

show the effectiveness of the proposed approach against DoS attacks. Note that

the wonderful tracking results may be due to the fact that the disturbances cannot

be set too large up to now, but future studies may involve the tube-based MPC

structure, which can tackle disturbances with larger magnitude. However, when the

duration of the DoS attacks is too long, there might exist a slight difference between

the actual and the reference trajectories. This is mainly because the simplification

process of generating the error model is coupled with the disturbances, which disturbs

the prediction of the MPC. More accurate error dynamics need to be applied to narrow

the deviation between the actual trajectory and the reference ones when the attacks

last long.
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Chapter 3

Robust and Resilient Distributed

MPC for Cyber-Physical Systems

Against DoS Attacks

3.1 Background of Resilient Distributed MPC

According to the aforementioned discussions, MPC offers a promising solution for

CPSs tackling cyber attacks on both S-C and C-A channels in a single-agent architec-

ture. In this regard, much research has been done from the perspective of enhancing

confidentiality to designing a resilient control framework for the single-agent CPS.

However, most CPSs contain two or more agents or subsystems, controlling them to

achieve one goal cooperatively. Under this circumstance, the communication channels

are much more complicated than the single-agent ones.

It is worthwhile mentioning that cyber attacks can be purposely launched on the

communication channels among agents, thus adversely affecting information trans-

mission among agents and aiming to destroy the safe system operation but there
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exist very few results dedicated to this issue. In 2017, Velarde et. al. proposed a dual

decomposition distributed MPC approach to robustify the original control framework

by designing a model-based trust-worthy reference value for the whole system to fol-

low to relieve the effect induced by fake reference sent by the attackers [74]. In [73],

this method is improved to consider more attack actions such as selfish attacks (at-

tacks that can modify the parameters in the cost function). However, this approach is

only effective when the system is linear and it can only alleviate the effect, not tackle

completely compensate for attacks. In [3], a distributed MPC strategy is developed

for a platoon problem, but it only considers DoS attacks that are launched on the

channels between two nonconsecutive neighboring agents. In [14], the authors devel-

oped an event-triggered resilient distributed MPC method for the platoon problem of

a linearized network-based vehicle system, in which a special case that DoS attacks

directly target on the agent (the attacked agent cannot communicate with all its

neighbors) is considered. However, the resilient distributed MPC framework against

adversarial attacks randomly launching at all communication channels has not been

adequately investigated. It is underscored that the following research questions need

to be addressed: How to make full use of the “prediction” feature of MPC to effi-

ciently compensate for the effect caused by DoS attacks? How to analyze the effect

of DoS attacks on the theoretical properties of the resulting overall system? How to

construct a resilient and robust distributed MPC strategy? The development and

main results of this chapter will provide affirmative answers to the above questions.

In this chapter, a resilient and robust distributed MPC is proposed for multi-agent

CPSs, specifically considering DoS attacks randomly occurring on the communication

channels among agents. The main contributions of this work are three-fold:

• Aiming at tackling the disturbances in the system, a new type of robustness con-

straint is constructed in the MPC optimization problem. Existing work about
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robustness constraint [32–34] mainly constructs the constraint only based on

the terminal constraint, resulting in a small region of attraction. The proposed

robustness constraint is designed based on both the state constraint and the

terminal constraint, which can enlarge the region of attraction with comparable

control performance;

• A lengthened predicted state sequence scheme, depending on the attack dura-

tion, is proposed to facilitate the information transmission and efficient com-

pensation for the lost information due to DoS attacks;

• The rigorous theoretical analysis of the performance of the proposed robust and

resilient distributed MPC are provided. Sufficient conditions on guaranteeing

the recursive feasibility of the proposed method and stability of the closed-loop

system are derived, respectively. A numerical example and comparison results

are shown to illustrate the effectiveness of the resulting method.

The remainder of the chapter is organized as follows: Section 3.2 formulates the

problem with some preliminary results. Section 3.3 describes the robust and resilient

control framework. In Section 3.4, sufficient conditions for ensuring recursive feasi-

bility and closed-loop stability are established, respectively. Numerical examples and

comparison results are illustrated in Section 3.5. Finally, the conclusion and future

work are presented in Section 3.6.

Notations

The notations used in this chapter are fairly standard. The symbol Rn denotes the n-

dimensional real space. The symbols N and N+ denote the set of all natural numbers

and the set of all positive integers, respectively. Let N[a, b) denote all the integers in

the interval [a, b], a < b. Given a matrix P , P ≻ 0 and P ⪰ 0 denote that matrix P
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is positive definite and positive semidefinite, respectively. For a vector x ∈ Rn×1, ∥x∥

denotes the Euclidean norm and ∥x∥P denotes the P weighted Euclidean norm as
√
xTPx, where the matrix P ≻ 0. The difference between the two sets is defined as

A \B ≜ {x|x ∈ A, x /∈ B}. λmax(P ) and λmin(P ) denote the largest and the smallest

eigenvalues of matrix P , respectively. ⌈r⌉ rounds r to the nearest integer toward

positive infinity.

3.2 Problem Formulation

3.2.1 System Description

The communication topology of a nonlinear multi-agent CPS consisting of M agents

can be illustrated as a directed graph G ≜ {M ,E }, where M =
{
i
∣∣i = 1, 2, ...,M

}
represents the set of all agents and E ⊂ M ×M is the collection of all the communi-

cation channels among agents. Furthermore, the neighbor set of agent i is denoted as

Ni. With such definition of the neighbor set, if agent i can receive information from

its neighbors j, then j ∈ Ni.

At the discrete-time sampling instant k ∈ N, the model of agent i ∈ M is described

as

xi(k + 1) = fi(xi(k), ui(k)) + ωi(k), (3.1)

where fi : Rnx × Rnu → Rnx , xi(k) ∈ Rnx is the system state; ui(k) ∈ Rnu is the

control input; ωi(k) ∈ Rnx is the external disturbance. Here, the control input ui(k),

the state xi(k), and the additive disturbance ωi(k) are constrained by the following
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compact sets:

ui(k) ∈ Ui ⊂ Rnu , xi(k) ∈ Xi ⊂ Rnx , ωi(k) ∈ Wi ⊂ Rnx , (3.2)

with Ui and Xi containing the origin. In addition, ρ ≜ supωi(k)∈Wi
∥ωi(k)∥ is defined

as the upper bound of external disturbances.

For agent i, i ∈ M , the nominal system of the system (3.1) is written as

x̂i(k + 1) = fi(x̂i(k), ui(k)), (3.3)

where x̂i(k) is the nominal state satisfying the state constraint x̂i(k) ∈ Xi ⊂ Rnx .

Assumption 4. For the system in (3.1), the following Lipschitz condition holds for

all xi, zi ∈ Xi and ui ∈ Ui:

∥fi(xi, ui)− fi(zi, ui)∥ ≤ Lfi (∥xi − zi∥) , (3.4)

where Lfi > 0 is the Lipschitz constant.

Assumption 5. For the nominal system (3.3), assume that:

• The point (0, 0) is the equilibrium of the system, i.e., fi(0, 0) = 0, and fi : Rnx×

Rnu → Rnx can be linearized at (0, 0), and the linearized system is described as:

x̂i(k + 1) = Ax̂i(k) +Bui(k), (3.5)

where A = ∂fi/∂xi|(0,0) and B = ∂fi/∂ui|(0,0).

• For the linearized nominal system (3.5), there exists a state feedback control law

ui(k) = Kix̂i(k) to make AKi ≜ A+BKi stable.



60

Define the Lyapunov function Vi(x̂i(k)) ≜ ∥x̂i(k)∥2Pi
and the terminal set Ω̂i(ϵi) ≜{

xi|xTi Pixi ≤ ϵ2i
}
, where Pi ≻ 0 is the terminal penalty matrix.

Assumption 6. For the system in (3.3), suppose Assumption 5 holds. Define Q∗
i ≜

Qi+K
T
i RiKi, where Qi ≻ 0 and Ri ⪰ 0 are two predesigned matrices with appropriate

dimensions. There exist a constant ϵi > 0, such that when x̂i ∈ Ω̂i(ϵi).

• Vi(x̂i) = x̂Ti Pix̂i is chosen as the Lyapunov function to the system x̂i(k + 1) =

fi(x̂i, Kix̂i) and satisfies Vi (x̂i(k + 1))− Vi(x̂i(k)) ≤ −∥x̂i(k)∥2Q∗
i
;

• The candidate input ui = Kix̂i satisfies Kix̂i ∈ Ui.

Note that the aforementioned assumptions are general and widely used in the related

literature on MPC, e.g., [50,53].

3.2.2 DoS Attacks

Due to the vulnerability of the communication channel, DoS attacks can interfere

all the channels in CPS. Specifically, attacks in this work are set in an intermittent

or random manner. When the DoS attack is in effect at any time instant, it will

block the agent from broadcasting the predicted state sequence to its neigbors. Let

T a
ij ≜

{
kaij,l
}

and Da
ij ≜

{
daij,l
}

denote all the launching time instants and their

corresponding duration of the DoS attacks on the channel from agent i to agent j,

respectively. Here, l denotes the lth launching. We define

Ξij(k0, k1) ≜
⋃
l∈N

N[kaij,l, k
a
ij,l+d

a
ij,l)

(3.6a)

Θij(k0, k1) ≜ N(k0, k1) \ Ξij(0, ∞) (3.6b)

to represent the total activation time periods of DoS attacks, and the overall successful

transmission time periods from i to j in the time interval [k0, k1], respectively. The
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launching time instants and their corresponding duration satisfy kaij,l > k0, k
a
ij,l+d

a
ij,l ≤

k1, where k0 ∈ N, k1 ∈ N+, and k1 > k0.

Consequently, the effect of DoS attacks on the information transmission from i to

j can be described as

Φij,Ξ(k) =


1, k ∈ Ξij(k0, k1)

0, k ∈ Θij(k0, k1)

, (3.7)

where Φij,Ξ = 1 represents that the information transmission from i to j is blocked,

and Φij,Ξ = 0 indicates a successful transmission. We recall the following assumption

from [10] to characterize DoS attacks within finite time horizon.

Assumption 7. With the DoS attacks activation time being set as (3.6a), there exist

constants α ≥ 0 and γ ∈ (0, 1), such that for all k0 ≥ 0 and k1 ≥ k0,

|Ξij(k0, k1)| =
k1∑

k=k0

Φij,Ξ(k) ≤ α + γ(k1 − k0), (3.8)

where |Ξij(k0, k1)| represents all the activation time instants of DoS attacks between

the time interval [k0, k1].

Remark 3. Note that γ in (3.8) is defined as lim
k1→∞

|Ξij(k0,k1)|
k1−k0 , which depicts the ratio

of the total attack duration in considered time intervals. As a result, the upper bound

of the duration of DoS attacks can be derived as Na ≜ ⌈α/(1− γ)⌉.

Remark 4. Different from the attacks that directly launch on the agents [14], we

consider attacks on the arbitrary communication channels among agents. In general,

attacks on the agents block the information receiving and broadcasting channels simul-

taneously, which consequently can be seen as a special case of the problem formulated

in our chapter. An illustrative example with three agents is given in the following for
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Agent 2

Agent 3

Agent 1

Agent 2

Agent 3

Agent 1

Normal channel

Affected channel

Figure 3.1: DoS attacks occuring on agents (left) and communication channels among
agents (right).

the explanation. For the left figure in Figure 3.1, based on the attack policy in [14],

assume that agent 2 is attacked. Then it cannot receive information from agent 1,

and cannot broadcast information to agent 1 and agent 3. This situation can be

equivalently represented by the proposed formulation, in which all three communica-

tion channels are suffering DoS attacks, as shown in the right figure in Figure 3.1. As

a result, the attack policy in [14] can be considered as a special case of the proposed

formulation.

3.2.3 Control Objectives

Consider a multi-agent CPS consisting of a group of agents whose model can be

described in (3.1) and their connections are characterized as a directed graph. In this

work, we aim to develop a robust and resilient distributed MPC strategy such that

even under unknown disturbances and DoS attacks on the channels among agents,

the states of all agents can be steered to a small region around the equilibrium in a
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cooperative manner.

3.3 Robust and Resilient Distributed MPC against

DoS Attacks

In this section, a robust and resilient distributed MPC strategy is proposed, as il-

lustrated in Figure 3.2. Firstly, the distributed MPC algorithm is introduced. By

imposing a new robustness constraint to the MPC optimization problem, the effect

of external disturbances is predicted to be confined within the tightened state con-

straint. Thus, the robustness of the MPC is enhanced. Furthermore, based on the

optimal control sequence and state sequence from the MPC algorithm, a length-

ened sequence transmission strategy is proposed to mitigate the effect caused by DoS

attacks. Finally, a dual-mode scheme is proposed to reduce the unnecessary compu-

tational burden.

3.3.1 Distributed MPC with Robustness Constraint

To handle the external disturbances, we design the robustness constraint for the

optimization problem of each agent. The robustness constraint is developed to shrink

the state of the nominal system step by step in a predesigned manner to counter

the effect caused by external disturbances. Specifically, the robustness constraint in

this work is designed based on both state constraint and terminal constraint for the

purpose of enlarging the region of attraction compared to [33]. Having added this
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• Other 
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(3.10)
(3.11) (3.9)

Figure 3.2: Control framework of an multi-agent CPS at time instant k (focusing on
Agent i).

constraint, we formulate the optimization problem Pi as:

min
ui(kn|k)

{
Ji
(
x̂i(kn|k), ui(kn|k), x̂a−i(kn|k)

)}
s.t. x̂i(k|k) = xi(k),

x̂i(kn+1|k) = fi (x̂i(kn|k), ui(kn|k)) ,

ui(kn|k) ∈ Ui,

∥x̂i(kn|k)∥ ≤
(
1− n

Np

ζi

)
ci,

∥x̂i(kNp|k)∥Pi
≤ ξiϵi, n = 0, 1, ..., Np − 1,
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where kn denotes k + n, kNp denotes k + Np, in which Np is the prediction hori-

zon. x̂i(kn|k) is defined as the state sequence of the predicted nominal system

state, which is generated through the second constraint with the control input se-

quence ui(kn|k). x̂a−i(kn|k) is the collection of the assumed state of agent i’s neigh-

bors. The third constraint is the input constraint. The last two constraints are

the robustness constraint, where ζi, ξi are scaling parameters for the tightened state

constraint and terminal constraint, respectively. In addition, the positive constant

ci = argmaxci {ci ∈ R : Bi(ci) ⊆ Xi}, where Bi(ci) ≜
{
x̂i
∣∣∥x̂i∥ ≤ ci

}
. By solving the

optimization problem at time instant k, we can obtain the optimal input and state

sequences as u∗
i (kn|k) ≜ {u∗i (k|k), u∗i (k1|k), ...u∗i (kNp−1|k)} and x̂∗

i (kn|k) ≜ {x̂∗i (k|k),

x̂∗i (k1|k), ...x̂∗i (kNp |k)}, respectively.

Here, the objective function is defined as Ji
(
x̂i(k), ui(k), x̂

a
−i(k)

)
=
∑Np−1

n=0{
∥x̂i(kn|k)∥2Qi

+∥ui(kn|k)∥2Ri
+
∑

j∈Ni
∥x̂i(kn|k)− x̂aj (kn|k)∥2Qji

}
+∥x̂i(kNp |k)∥2Pi

, where

x̂aj (kn|k) is the assumed state sent from agent j, j ∈ Ni, which will be discussed in

3.3.2. Qi ≻ 0 and Ri ⪰ 0 are the weighting matrices, and Qji ≻ 0 is the cooperation

matrix.

3.3.2 Lengthened Sequence Transmission Strategy

To tackle the randomly occurring DoS attacks on the communication channels among

agents, we design a lengthened sequence transmission strategy. Considering three

agents in a multi-agent system, i, j, and i′. Agent i needs to receive information from

agent j and agent i′ needs to receive information from agent i at each time instant.

Considering the attacks on the j to i channel at the time instant k, agent j generates
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lengthened state and control input sequences using the following strategy:

ulj(kn|k) =


u∗j(kn|k) if n ∈ N[0,Np−1],

Kix̂
l
i(kn|k) if n ∈ N[Np,Np+Na−1]

x̂lj(kn+1|k) = fj
(
x̂lj(kn|k), ulj(kn|k)

)
, n ∈ N[0,Np+Na−1] (3.9)

where ulj(kn|k) and x̂lj(kn|k) are the lengthened control input and state sequences, Na

is the upper of the duration of the DoS attacks defined in Remark 3, and x̂lj(k|k) =

xj(k).

The lengthened sequence to be sent from agent j to agent i depends on whether

the channel from j to i is attacked, which is explained in the following. Before showing

details, we firstly define ksji as the latest successful transmission instant from agent

j to agent i. Then the following two cases are considered:

• When the communication channel from j to i is not attacked at the time instant

k− 1, agent i can receive the information generated from agent j, and save this

sequence in the buffer. In this case, at time instant k, the MPC controller in

agent i directly utilizes the state sequence at the time instant k − 1 with

x̂aj (kn|k) = x̂lj(kn|k−1), n ∈ N[0,Np−1]. (3.10)

After employing the sequence in the optimization problem Pi, update ksji =

k − 1. Having done this, the optimization problem can be solved to generate

two sequences u∗
i (kn|k) and x̂∗

i (kn|k). Finally, agent i lengthens the state and

control input sequences with the same step as (3.9), and sends the lengthened

state sequence to agent i′.

• When the communication channel from j to i is being attacked at the time
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instant k − 1, agent i cannot receive the information generated from agent j.

In this case, select part of the state sequence saved at the time instant ksji in

the buffer with

x̂aj (kn|k) = x̂lj(kn|ksji), n ∈ N[0,Np−1]. (3.11)

Then, the MPC controller adopts x̂aj (kn|k) as the neighbor’s state sequence and

generates two optimal sequences u∗
i (kn|k) and x̂∗

i (kn|k). Finally, similar to the

first case, after lengthening the state and control input sequences by following

(3.9), agent i broadcasts the lengthened state sequence to agent i′.

Remark 5. Note that there is a special case when k = 0, the strategy above is not

applicable since the sequence x̂ai (kn|k), i ∈ M , does not exist. In this regard, we set

x̂ai (n|0) to be an all-zeros sequence.

Remark 6. Under the lengthened sequence transmission strategy, the successful data

transmission time instant ksji is updated only when the communication channel is

not attacked at that time instant. As a result, at time instant k, each agent in the

CPS can determine whether DoS attacks have occurred on their information-receiving

channels by comparing the values of ksji and k − 1. If ksji does not match the last

time instant, it indicates that DoS attacks have affected the communication channel.

3.3.3 Dual-Mode Control Framework

Dual-mode control has been widely applied in a variety of the MPC schemes; see,

e.g., [18, 33, 44]. It is known that it can help reduce the computational burden,

because when the states of all the agents enter the terminal region at the time instant

ko:

∥x̂i(ko|ko)∥2Pi
≤ ϵi

2, (3.12)
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the control scheme is changed to the state-feedback control law

ui(ko) = Kixi(ko), (3.13)

rather than solving Problem Pi. Furthermore, when the channel is suffering from DoS

attacks, the dual-mode control can help enhance the resilience against attacks, since

the state-feedback control law does not require the information from neighbor agents.

In addition, we assume that there exists a detection mechanism for each agent, such

that each agent can know whether the states of other agents enter the terminal region.

As a result, the attacks launching on the communication channels will not affect the

control input generation.

Based on the previous discussions, the proposed robust and resilient distributed

MPC strategy will be implemented in a dual-mode control manner, which is summa-

rized in Algorithm 2.

3.4 Theoretical Analysis

This section shows the proof for the recursive feasibility of the formulated optimization

problem and the closed-loop stability of the multi-agent CPS by applying the proposed

resilient and robust distributed MPC approach.

For agent i, i ∈ M , construct a candidate control sequence at the time instant

k + 1

ũi(kn|k1) ≜
{
ũi(k1|k1), ũi(k2|k1), ..., ũi(kNp |k1)

}
,
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Algorithm 2 Robust and resilient distributed MPC algorithm

Require: For agent i, i ∈ M , the weighting matrices Qi, Qji, Ri; the state-feedback
control gain Ki; the terminal penalty matrix Pi; the prediction horizon Np; the
terminal set level ϵi; scaling parameters ξi and ζi; the initial state xi(0); the upper
bound of the duration of DoS attacks Na. Set k = 0, and ksji = 0.

1: while the control action is not stopped do
2: For all agents, sample the system states.
3: if (3.12) is not satisfied for all the agents then
4: for agent i, i ∈ M do
5: if the communication channels from j to i, j ∈ Ni, is not being attacked

then
6: Receive state sequence x̂lj(kn|k−1) from its neighbors j.

7: Save the state sequence x̂lj(kn|k−1) in the buffer and update ksji = k−1.
8: else
9: Adopt the sequence x̂lj(kn|ksji) saved in the buffer.
10: end if
11: end for
12: Construct the state sequence by following (3.10), (3.11), and send it to the

MPC controller.
13: Solve the optimization problem Pi to generate the sequence u∗

i (kn|k) and
x̂∗
i (kn|k).

14: Apply ui(k) = u∗i (k|k) to agent i.
15: Construct the lengthened state and control input sequences by applying (3.9),

and then broadcast the state sequence to its neighbors.
16: else
17: for agent i, i ∈ M do
18: Construct the control input by applying (3.13).
19: end for
20: end if
21: k = k + 1;
22: end while
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and its corresponding state sequence

x̃i(kn|k1) ≜
{
x̃i(k1|k1), x̃i(k2|k1), ..., x̃i(kNp+1|k1)

}
,

where the candidate control sequence ũi(kn+1|k1), n ∈ N[0, Np−1] can be represented

as

ũi(kn+1|k1) =


u∗i (kn+1|k) if n ∈ N[0,Np−2]

Kix̂
∗
i (kNp |k) ifn = Np − 1

, (3.14)

and the predicted state sequence x̃i(kn+1|k1) are constructed according to the nominal

system dynamics

x̃i(kn+1|k1) = fi (x̃i(kn|k1), ũi(kn|k1)) , n ∈ N[0,Np−1]. (3.15)

For the rest of this section, we will prove that the candidate input sequence and its

corresponding predicted state sequence can be the feasible solution of optimization

problem Pi under certain conditions, and the multi-agent CPS is stable based on the

feasibility analysis.

3.4.1 Recursive Feasibility

In this subsection, we conduct the feasibility analysis of the formulated optimization

problem and derive the sufficient conditions of ensuring the recursive feasibility. Be-

fore proceeding, we present the following assumption and lemma that will be used to

establish the main results.

Assumption 8. Assume that there exists an initially feasible region XN ⊆ Xi, such

that for all the initial state x0 ∈ XN , the optimization problem in (3.9) admits a
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feasible solution when its initial value is set as x0.

To guarantee recursive feasibility, essentially it suffices to prove that the predicted

state sequences generated at the time instant k+1 under the candidate control input

sequence is feasible. More specifically, it does need the following three requirements

to be fulfilled.

(R1) The predicted state at the time instant k+Np satisfies the terminal constraint:

∥x̃i(kNp |k1)∥Pi
≤ ϵi. (3.16)

(R2) The predicted state at the time instant k+Np+1 satisfies the tightened terminal

constraint:

∥x̃i(kNp+1|k1)∥Pi
≤ ξiϵi. (3.17)

(R3) The predicted state satisfies the tightened state constraint:

∥x̃i(kn+1|k1)∥ ≤
(
1− n

Np

ζi

)
ci. (3.18)

Lemma 1. For agent i ∈ M , with the system dynamics in (3.1), suppose Assump-

tions 4 and 5 hold, and optimization problem Pi has a feasible solution at the time

instant k, then ∥x̃i(kn|k1)− x̂∗i (kn|k)∥ ≤ Lfi
n−1ρ, n ∈ N[1,Np].

Proof. Recall that at the time instant k, the optimal input sequence is denoted as

u∗
i (kn|k), n ∈ N[0, Np−1] and the optimal state sequence is denoted as x̂∗

i (k), n ∈

N[0, Np]. The upper bound of the difference between the optimal state and the actual
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state can be derived as:

∥x̂∗i (kn|kn−1)− xi(kn)∥

=∥fi (x̂∗i (kn−1|kn−1), ui(kn−1))

− fi ((xi(kn−1), ui(kn−1))− wi(kn−1)∥

≤ρ,

(3.19)

where n ∈ N[1,Np].

Similarly, the difference between the nominal state and the optimal sequence can be

derived as

∥x̃i(kn|k1)− x̂∗i (kn|k)∥

=∥fi (x̃i(kn−1|k1), ũi(kn−1|k1))

− fi (x̂
∗
i (kn−1|k), u∗i (kn−1|k)) ∥

(3.4)

≤ Lfi∥x̃i(kn−1|k1)− x̂∗i (kn−1|k)∥

≤Lfin−1∥x̃i(k1|k1)− x̂∗i (k1|k)∥

=Lfi
n−1∥xi(k1)− x̂∗i (k1|k)∥

(3.19)

≤ Lfi
n−1ρ,

(3.20)

where n ∈ N[1,Np].

After deriving the difference between the nominal state and the optimal state at

the same predicted time instant, we can obtain the following theorem to prove the

recursive feasibility of the optimization problem Pi.

Theorem 1. For agent i ∈ M , suppose Assumptions 4, 5, 6, and 8 hold, and the

optimization problem Pi is feasible at the time instant k, Algorithm 2 is also feasible
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if the following conditions are satisfied:

λmax(P
1
2
i )

λmax(P
1
2
i ) + λmin(Q

∗ 1
2
i )

≤ ξi ≤ 1− ρλmax(P
1
2
i )Lfi

Np−1

ϵi
(3.21a)

ζi ≥
NpρLfi

Np−1

ci
(3.21b)

where ξi and ζi are positive constants for agent i ∈ M .

Proof. To complete the proof, we need to show that the candidate input sequence

(3.14) and the corresponding predicted state sequence (3.15) satisfy the input con-

straint and conditions (R1)-(R3) when ξi and ζi satisfy the conditions above, which

is explained in the following.

Before showing the details, we firstly demonstrate that the input constraint is

satisfied. As shown in (3.14), the candidate input sequence ũi(kn+1|k1) is constructed

based on the optimal control input sequence u∗
i (kn|k) and the feedback control law

Kix̂
∗
i (kNp|k). According to Assumption 6, the candidate input sequence always sat-

isfies the input constraint.

(R1) At the time instant k + 1, we need to prove that (3.16) is satisfied. By

applying (3.20), one has

∥x̃i(kNp |k1)− x̂∗i (kNp |k)∥Pi
≤ λmax(P

1
2
i )Lfi

Np−1ρ. (3.22)

By recalling the tightened terminal constraint at time instant k, ∥x̂∗i (kNp|k)∥Pi
≤ ξiϵi,

and applying the triangle inequality, we can derive

∥x̃i(kNp |k1)− x̂∗i (kNp|k)∥Pi
+ ∥x̂∗i (kNp |k)∥Pi

(3.22)

≤ λmax(P
1
2
i )Lfi

Np−1ρ+ ξiϵi.

(3.23)
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Since ξi satisfies (3.21a), it suffices to impose that

λmax(P
1
2
i )Lfi

Np−1ρ+ ξiϵi ≤ ϵi.

Then it can be derived that (3.16) is satisfied.

(R2) We also need to ensure that (3.17) holds at the time instant k+1. Recalling

the control input sequence constructed as (3.14), according to Assumption 6, we have:

∥x̃i(kNp+1|k1)∥Pi
≤ ∥x̃i(kNp |k1)∥Pi

− ∥x̃i(kNp |k1)∥Q∗
i
.

With (3.21a) being met, the following inequality holds:

max
{
∥x̃i(kNp |k1)∥Pi

− ∥x̃i(kNp|k1)∥Q∗
i

}
≤ ξiϵi,

which is the equivalent requirement of (3.17).

(R3) Finally, at the time instant k + 1, we need to prove that (3.18) is satisfied.

By applying (3.20), it can be obtained that

∥x̃i(kn|k1)∥ ≤ ∥x̂∗i (kn|k)∥+ Lfi
n−1ρ,

where n ∈ N[1,Np]. Due to the fact that ζi satisfies (3.21b), the following inequality is

held:

∥x̃i(kn|k1)∥ ≤ ∥x̂∗i (kn|k)∥+ Lfi
n−1ρ ≤

(
1− n− 1

Np

ζi

)
ci.

Thus, the requirement (R3) is met.

In summary, according to Theorem 1, if the given conditions are satisfied, Algo-

rithm 2 is recursively feasible.
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3.4.2 Stability Analysis

As discussed in Theorem 1, the recursive feasibility of the formulated optimization

problem can be guaranteed if a set of conditions can be satisfied. In this subsection, we

concentrate on the closed-loop stability analysis of the multi-agent CPS by applying

the proposed resilient and robust MPC strategy as illustrated in Algorithm 2.

Theorem 2. For the multi-agent CPS (3.1) using Algorithm 1 under the conditions of

Theorem 2 with Assumptions 4-8 held. Given a constant βi with
λmax(P

1
2
i )

λmax(P
1
2
i )+λmin(Q

∗ 1
2

i )
≥

βi ≥ 2λmax(Pi)
3
2 ρ

ϵiλmin(Q∗
i )

, if the cooperation matrices Qji satisfies

∑
j∈Ni

λmax(Qji) <
ϵ2i
λmin(Qi)
λmax(Pi)

− Bi
cj

, (3.24)

where Bi and cj are defined as:

Bi ≜
Np−1∑
n=1

[(
Lfi

n−1ρλmax(Q
1
2
i

)
+ 2

(
1− n

Np

ζi

)
ci)

×
(
Lfi

n−1ρλmax(Q
1
2
i )
) ]
,

cj ≜
−kS+Np−1∑

n=0

∑
j∈Ni

[(
ci + cj −

n+ 1

Np

(ζjcj + ζici)

− kS
Np

ζjcj
)
+ Lfi

nρ
]2

+

Np−1∑
n=−kS+Np

∑
j∈Ni

[ ξjϵj

λmin(Pj
1
2 )

+

(
1− n+ 1

Np

ζi

)
ci + Lfi

nρ
]2

+
∑
j∈Ni

(
ϵj

λmin(Pj
1
2 )

+
ξiϵi

λmin(Pi
1
2 )

)2

.

Here, ζi, ζj, ξi, and ξj are the designed parameters that satisfy the conditions in

Theorem 1, then the overall system state will converge to the convergence set Ω∗
1 ×

Ω∗
2 × · · · × Ω∗

M , where Ω∗
i ≜

{
xi|xiTPixi ≤

(
1 +

λmin(Q
∗
i )

λmax(Pi)

)
βiϵi

2
}
.
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Proof. At the time instant k+1, construct the cost function with the candidate input

sequence and the predicted state sequence for agent i, i ∈ M . Then, the difference

of the cost function between the two adjacent time instants can be represented as:

△(Ji) ≜ Ji
(
x̃i(kn+1|k1), ũi(kn+1|k1), x̃a−i(kn+1|k1)

)
− Ji

(
x̂∗i (kn|k), u∗i (kn|k), x̂a−i(kn|k)

)
, n ∈ N[0, Np−1].

We then split △(Ji) with three time intervals:

△(Ji) =T1 + T2 + T3

=

Np−1∑
n=1

{
∥x̃i(kn|k1)∥2Qi

+ ∥ũi(kn|k1)∥2Ri

− ∥x̂∗i (kn|k)∥2Qi
− ∥u∗i (kn|k)∥2Ri

}
+ ∥x̃i(kNp |k1)∥2Qi

+ ∥ũi(kNp |k1)∥2Ri

− ∥x̂∗i (k|k)∥2Qi
− ∥u∗i (k|k)∥2Ri

+ ∥x̃i(kNp+1|k1)∥2Pi
− ∥x̂∗i (kNp |k)∥2Pi

+

Np−1∑
n=0

∑
j∈Ni

∥x̃i(kn+1|k1)− x̂a−i(kn+1|k1)∥2Qji

−
Np−1∑
n=0

∑
j∈Ni

∥x̃i(kn|k)− x̂a−i(kn|k)∥2Qji
.



77

On the right-hand side of this equation, the first part can be bounded as

T1 =

Np−1∑
n=1

{
∥x̃i(kn|k1)∥2Qi

+ ∥ũi(kn|k1)∥2Ri

−∥x̂∗i (kn|k)∥2Qi
− ∥u∗i (kn|k)∥2Ri

}
(3.14)
=

Np−1∑
n=1

∥x̃i(kn|k1)∥2Qi
− ∥x̂∗i (kn|k)∥2Qi

≤
Np−1∑
n=1

(∥x̃i(kn|k1)∥Qi
+ ∥x̂∗i (kn|k)∥Qi

)

× ∥x̃i(kn|k1)− x̂∗i (kn|k)∥Qi

≤
Np−1∑
n=1

{(
Lfi

n−1ρλmax(Q
1
2
i ) + 2

(
1− n

Np

ζi

)
ci

)
×
(
Lfi

n−1ρλmax(Q
1
2
i )
)}

.

For the second part

T2 =∥x̃i(kNp|k1)∥2Qi
+ ∥ũi(kNp|k1)∥2Ri

+ ∥x̃i(kNp+1|k1)∥2Pi
− ∥x̂∗i (kNp |k)∥2Pi

,

(3.25)

it is proven that the candidate state at the time instant k + Np enters the terminal

region. According to Assumption 6, the following inequality holds true:

∥x̂∗i (kNp |k)∥2Pi
− ∥x̃i(kNp+1|k1)∥2Pi

≥ ∥x̂i(kNp)∥2Q∗
i
= ∥x̃i(kNp|k1)∥2Qi

+ ∥ũi(kNp |k1)∥2Ri
,

which means T2 ≤ 0.
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The third part can be evaluated as follows:

T3 =

Np−1∑
n=0

∑
j∈Ni

∥x̃i(kn+1|k1)− x̂aj (kn+1|k1)∥2Qji

−
Np−1∑
n=0

∑
j∈Ni

∥x̂i(kn|k)− x̂aj (kn|k)∥2Qji

≤
Np−1∑
n=0

∑
j∈Ni

∥x̃i(kn+1|k1)− x̂aj (kn+1|k1)∥2Qji

≤
Np−1∑
n=0

∑
j∈Ni

(
∥x̃i(kn+1|k1)∥Qji

+ ∥x̂aj (kn+1|k1)∥Qji

)2
=

−kS+Np−1∑
n=0

∑
j∈Ni

(
∥x̃i(kn+1|k1)∥Qji

+ ∥x̂aj (kn+1|k1)∥Qji

)2
+

Np−2∑
n=−kS+Np

∑
j∈Ni

(
∥x̃i(kn+1|k1)∥Qji

+ ∥x̂aj (kn+1|k1)∥Qji

)2
+
∑
j∈Ni

(
∥x̃i(kNp+1|k1)∥Qji

+ ∥x̂aj (kNp+1|k1)∥Qji

)2
,

where kS = k − ksji .

To evaluate the upper bound of T3, we can derive the upper bound of each element

in the polynomial. Considering the term ∥x̂aj (kn+1|k1)∥Qji
, we have:

∥x̂aj (kn+1|k1)∥Qji

(3.10),(3.11)
========= ∥x̂∗j(kn+1|ksji)∥Qji

≤
(
1− kS + n+ 1

Np

ζj

)
cjλmax(Q

1
2
ji),

with n ∈ N[0,−kS+Np−1], and

∥x̂aj (kn+1|k1)∥Qji
≤ λmax(Qji

1
2 )

λmin(Pj
1
2 )
ξjϵj.
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with n ∈ N[−kS+Np,Np−1].

Similarly, considering the term ∥x̃i(kn+1|k1)∥Qji
, and recalling (3.20), we can ob-

tain

∥x̃i(kn+1|k1)∥Qji
≤
{
∥x̂∗i (kn+1|k)∥Qji

+ Lfi
nρλmax(Q

1
2
ji)
}

≤
{(

1− n+ 1

Np

ζi

)
ciλmax(Q

1
2
ji) + Lfi

nρλmax(Q
1
2
ji)

}
,

with n ∈ N[0,Np−2], and

∥x̃i(kNp+1|k1)∥Qji
≤ λmax(Qji

1
2 )

λmin(Pi
1
2 )
ξiϵi.

Consequently, the upper bound of T3 can be formulated as:

T3 ≤
−kS+Np−1∑

n=0

∑
j∈Ni

{
Lfi

nρλmax(Q
1
2
ji)

+

(
ci + cj −

n+ 1

Np

(ζjcj + ζici)−
kS
Np

ζjcj

)
λmax(Q

1
2
ji)
}2

+

Np−1∑
n=−kS+Np

∑
j∈Ni

{λmax(Qji

1
2 )

λmin(Pj
1
2 )
ξjϵj + Lfi

nρλmax(Q
1
2
ji)

+

(
1− n+ 1

Np

ζi

)
ciλmax(Q

1
2
ji)
}2

+
∑
j∈Ni

(
λmax(Qji

1
2 )

λmin(Pj
1
2 )
ϵj +

λmax(Qji

1
2 )

λmin(Pi
1
2 )
ξiϵi

)2

≜
∑
j∈Ni

λmax(Qji)cj.

To sum up, we can derive that

△(Ji) =T1 + T2 + T3 − ∥x̂∗i (k|k)∥2Qi
− ∥u∗i (k|k)∥2Ri

≤T1 + T3 − ∥x̂∗i (k|k)∥2Qi
.

(3.26)
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Since x̂∗i (k|k) = xi(k), according to 3.24, the following inequality is satisfied:

T1 + T3 < ϵ2i
λmin(Qi)

λmax(Pi)
≤ ∥x̂∗i (k|k)∥2Qi

. (3.27)

when xi /∈ Ω̂i.

Therefore, it is shown in (3.27) that the state xi can be steered into the terminal

region Ω̂i.

Based on the discussion above, if the largest eigenvalues of Qji satisfy (3.24), the

states of all agents will be steered into the terminal region by solving the optimization

problem Pi. In the following steps, we can prove that the state of each agent will

converge to the region Ωi ≜
{
xTi Pixi ≤ βiϵi

2
}
, where βi ≥ 2λmax(Pi

3
2 )ρ

ϵiλmin(Q
∗
i )

. Assume that

there exist a constant ηi ∈ (
√
βi, 1) and a region Ωηi

i ≜
{
x|xiTPixi ≤ ηi

2ϵi
2
}
.

When the state of agent i has entered Ω̂i but has not entered Ωηi
i , we have:

xi
T(k + 1)Pixi(k + 1)− xi

T(k)Pixi(k)

≤− ∥x̂∗i (k|k)∥2Q∗
i
+ 2x̂∗i (k|k)

TPiωi(k)

≤− λmin(Q
∗
i )

λmax(Pi)
ηi

2ϵi
2 + 2ϵiλmax(Pi

1
2 )ρ

≤
(
−η2 + βi

) λmin(Q
∗
i )

λmax(Pi)
ϵ2i .

(3.28)

Since ηi ∈ (
√
βi, 1), it can be concluded that when xi /∈ Ωηi

i , the difference between

two adjacent time instants of the Lyapunov function designed for the system is always

negative, which implies that the state of each agent will converge to the region Ωi in

finite time.

Furthermore, we need to prove that the state will not leave Ω∗
i . Let Ki be the

set of all the time instants that the state of agent enters Ωi, with κi ∈ Ki being an
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arbitrary time instant in this set. It can be obtained that:

xi
T(κi)Pixi(κi) ≤ βiϵi

2.

Suppose that at time instant κi + 1, the state xi leaves the region Ωi. Therefore,

based on (3.28), the following inequality will hold true:

xi
T(κi + 1)Pixi(κi + 1) ≤ xi

T(κi)Pixi(κi) + βi
λmin(Q

∗
i )

λmax(Pi)
ϵ2i

≤
(
1 +

λmin(Q
∗
i )

λmax(Pi)

)
βiϵi

2.

which implies xi(κi + 1) ∈ Ω∗
i .

Since Ωi ⊂ Ω∗
i , according to (3.28), the state of agent i will then converge to Ωi

in finite time. Consequently, the state of agent i, i ∈ M will be confined in the

small region Ω∗
i , which also implies that the overall system state will converge to the

convergence set Ω∗
1 × Ω∗

2 × · · · × Ω∗
M .

Remark 7. Inequality (3.24) shows the upper bound of the eigenvalues of matrix Qji.

In fact, the disturbance bound can also influence the selection of Qji. Specifically,

larger eigenvalues of matrix Qji mean lesser tolerance to the disturbance on the agent

i. Therefore, we are motivated to propose another kind of robustness constraint to en-

hance the robustness against DoS attacks and external disturbances with slight sacrifice

to the region of attraction. To achieve this purpose, the tightened state constraint and

the tightened terminal constraint can be fused into one constraint, which is represented

as ∥x̂i(kn|k)∥Pi
≤ Ξ (ξi, n), where Ξ (ξi, n) ≜

(
1− n

Np

)
ciξiλmin(Pi

1
2 ) + n

Np
ξiϵi, n ∈

N[0, Np]. In this way, the conditions in Theorem 1 and Theorem 2 can be modified as

Npλmax(P
1
2
i )Lfi

Np−1ρ

ξiϵi+ξiciλmax(P
1
2
i )

≤ ξi ≤ ϵi−ρλmax(P
1
2
i )Lfi

Np−1

ϵi
, and cj ≤

∑
j∈Ni

{∑Np−1
n=0

[
Ξ (ξi, (n+ 1))

+Ξ (ξj, (n+ 1)) + Lfj
nρ
]2

+

(
λmax(Qji

1
2 )

λmin(Pj
1
2 )
ϵj +

λmax(Qji
1
2 )

λmin(Pi
1
2 )
ξiϵi

)2 }
, thereby enhancing the
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robustness. In summary, the selection of different types of robustness constraints can

be seen as a trade-off between the robustness and the size of the region of attraction.

3.5 Simulation Study

1.6.2016Karakoc et al. 56/16
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Figure 3.3: Cooperative regulation problem for a CPS consisting of four ground
vehicles.

In this section, we consider a CPS comprising four ground vehicles to test the

performance of the proposed approach. As shown in Figure 3.3, this multi-agent

CPS has a hierarchical architecture consisting of a physical, communication, and

coordination layers. Each vehicle in the physical layer has a communication module

in the network layer with the communication topology N1 = {3}, N2 = {1}, N3 =

{1}, and N4 = {2}. In the meantime, DoS attacks will affect the communication

among these communication modules in a random manner, to block each vehicle from
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Table 3.1: Parameters of the four vehicles
Vehicle
Index

Mi

(kg)
Ci

(N · s2 ·m−2)
Ri

(m)
1 1000 0.99 0.30
2 1200 1.1 0.38
3 1500 1.3 0.39
4 1400 1.2 0.37

receiving information from its neighbors, leading to degraded cooperative regulation

performance. To guarantee the performance under DoS attacks and the disturbances

on each vehicle, we apply the proposed robust and resilient distributed MPC strategy

to this system.

3.5.1 System Model and Parameter Configuration

In this chapter, we only consider the vehicle longitudinal dynamics as adopted in

[96]. For the purpose of striking a balance between accuracy and conciseness, the

following assumptions have been made: 1) the vehicle body is rigid and strictly left-

right symmetric; 2) no tire slip in the longitudinal direction; 3) the driving and

braking torques are integrated to one general torque. With the assumptions above,

the vehicle i, i ∈ M in this system has the nonlinear dynamic model, which is given

by: 
si(k + 1) =si(k) + Tcvi(k)

vi(k + 1) =vi(k) +
Tc
Mi

(Ti(k)
Ri

− Fi
(
vi(k)

))
+ wi(k)

,

where Tc = 0.3s is the sampling period; xi(k) = [si(k), vi(k)]
T is the system state;

si(k) and vi(k) represent the position and velocity of vehicle i, respectively; Mi is

the vehicle mass; Ti(k) is the integrated driving/braking torque; Ri is the tire radius;

Fi
(
vi(k)

)
= Civi

2(k) denotes these aerodynamic drag, where Ci is a aerodynamic

coefficient. The vehicle coefficients are shown in the TABLE 3.1. To simplify the
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algorithm, let ui(k) =
Ti(k)
MiRi

be the control input. Hence, the integrated torque Ti(k)

for each vehicle can be derived through a simple linear transformation after deriving

the control input ui(k). The state constraint for each vehicle is assumed to be same,

which is given by Xi =
{
[si, vi]

T|−1.5m ≤ si ≤ 1.5m, −1.5m/s ≤ vi ≤ 1.5m/s
}
;

the torque constraints are given as U1 =
{
T1| − 1300N ≤ T1 ≤ 1300N

}
. U2 ={

T2| − 2000N ≤ T2 ≤ 2000N
}
, U3 =

{
T3| − 2500N ≤ T3 ≤ 2500N

}
, and U4 ={

T4| − 2300N ≤ T4 ≤ 2300N
}
, respectively; the disturbances in the four agents

are w1(k) = 0.0015 sin(πk
15
), w2(k) = 0.0015 cos(πk

10
), w3(k) = 0.0015 cos(πk

5
), and

w4(k) = 0.0015 cos(πk
5
− π

4
), respectively. The initial states of the three agents are

set as x1(0) = [−0.95, −0.3]T, x2(0) = [−1.4, 0.1]T, x3(0) = [−1.1, −1.2]T, and

x4(0) = [−1.0, −1.3]T respectively. In the meantime, DoS attacks are set as occurring

on all the communication channels among agents at arbitrary time instants, and the

launching time of DoS attacks in this simulation is illustrated in Figure 3.4.

The design parameters for the proposed robust and resilient distributed MPC

algorithm are given in the following. The prediction horizon is set as Np = 10; the

weighting matrices Q1, Q2, Q3, and Q4 are set as [1.1, 0; 0, 1.1], with R1, R2, R3

and R4 being 1. The corresponding feedback control gain Ki is designed as K1 =

K2 = K3 = K4 = [0.80, 1.62]; According to Assumption 6, the terminal penalty

matrices are derived as P1 = P2 = P3 = P4 = [2.23, 0.63; 0.63, 4.69]. Under these

circumstances, the terminal region levels are derived as ϵ1 = ϵ2 = ϵ3 = ϵ4 = 0.70.

Based on [27], the Lipschitz constants Lfi are calculated as Lf1 = 1.17, Lf2 = 1.17,

Lf3 = 1.16, and Lf4 = 1.16, respectively. Furthermore, by following the presented

sufficient conditions in Theorem 1, we can choose the scaling parameters: ζi = 0.25

and ξi = 0.91. In this simulation, the cooperation matrix Qij are designed as Q12 =

Q13 = Q31 = Q24 = [0.022, 0; 0, 0.022].
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Figure 3.4: Launching time of DoS attacks.

3.5.2 Simulation Results Analysis

The optimization problem Pi is solved with the nonlinear programming solver IPOPT [75]

via the YALMIP [37] toolbox in MATLAB. The state trajectories of the cooperative

regulation problem of this multi-agent CPS are demonstrated in Figure 3.5. It can

be observed that the states of this multi-agent CPS are finally steered into the region

Ω∗
1 ×Ω∗

2 ×Ω∗
3 ×Ω∗

4, which verifies the Theorem 2. Furthermore, Figure 3.6 illustrates

the torque input sequences for the four subsystems, respectively. Based on the re-

sults above, it can be verified that the proposed robust and resilient distributed MPC
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Figure 3.5: State trajectories of the CPS.

strategy can achieve the cooperation regulation goal with guaranteed input constraint

satisfaction under randomly existing DoS attacks.

For the purpose of verifying the effectiveness, the proposed method is compared

with the standard distributed MPC method [7] in simulation. To make a fair com-

parison, we choose the same control parameters for both distributed MPC methods.

To guarantee the implementation of the distributed MPC method, we set each con-

troller in this system to use all zero sequences to represent the neigbors’ states when

attacks occur on this channel. To further show the effectiveness of the proposed

method, we compare the deviation between the actual state and the center of the

system generated by using the distributed MPC method with robustness constraint

and the proposed method, respectively. The result is shown in Figure 3.7.

Let sa(k) =
1
M

∑M
i=1 si and va(k) =

1
M

∑M
i=1 vi be the average of the position and

the velocity of the four vehicles. Then we can introduce ds,i(k) and dv,i(k) to be the
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Figure 3.6: Integrated torques for four ground vehicles.

deviation between each state and the center of the system, respectively. With the

definition above, these indexes are calculated as:

ds,i(k) = ∥si(k)− sa(k)∥, dv,i(k) = ∥vi(k)− va(k)∥.

Figure 3.7 shows the deviation comparison result between the proposed method

and the distributed MPC method with robustness constraint. It can be observed that

the proposed method accelerates the speed of convergence under the DoS attacks. To

conclude, by applying the robust and resilient distributed MPC control strategy, the
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Figure 3.7: Deviation between each state and the center of all vehicles.

states of the multi-agent CPS can be steered into the region Ω∗
1 × Ω∗

2 × Ω∗
3 × Ω∗

4

under the bounded disturbance and randomly occurring DoS attacks, which meets

the theoretical analysis in 3.4.

3.6 Conclusion

In this work, we have developed the robust and resilient distributed MPC framework

for discrete-time nonlinear multi-agent CPS subject to external disturbances and

randomly occurring DoS attacks to achieve the cooperative regulation goal. A new

type of robustness constraint approach is proposed to enhance the robustness of the

MPC algorithm while also enlarging the region of attraction compared to the original
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one. Furthermore, a lengthened sequence transmission strategy is also applied to

utilize and lengthen the predicted state and control input sequences to mitigate the

information block out among the agents induced by DoS attacks. We have proven that

the proposed algorithm is recursively feasible and the state of the closed-loop multi-

agent CPS can be steered into a small region containing the equilibrium. Numerical

results also show the advantages of the proposed work.
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Chapter 4

Conclusions and Future Plans

4.1 Conclusions

In this thesis, a robust and resilient MPC framework has been addressed to tackle the

external disturbances and DoS attacks in both single-agent and multi-agent CPSs.

Chapter 2 involves an AUV trajectory-tracking control application. In this prob-

lem, DoS attacks occur on the remote controller to the actuator channel in a random

manner, hindering the AUV from achieving its original control objective. To address

this issue, firstly, an error model for the MPC to solve is derived and simplified.

Furthermore, the tightening constraint approach is utilized to tackle the bounded ad-

ditive disturbances that affect the AUV. Moreover, the packet-transmission strategy

is also utilized in this work to store the predicted integral torque sequence in the

buffer. Thus, the actuator can use the predicted control input saved previously as

the candidate input to complete the tracking task. Finally, an numerical simulation

result is given to show the effectiveness of the proposed control scheme to track the

reference trajectory in real time compared with the standard MPC with no resilient

control design.
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In chapter 3, we propose a novel robust and resilient distributed MPC framework

for nonlinear multi-agent CPSs. In this work, DoS attacks are purposely launched

to the network-based communication channels among agents, blocking each agent

from sending their state information to their neighbors. To tackle this issue, we

design a lengthened sequence transmission strategy in the control framework: At each

sampling instant, the controller in each agent generates both the predicted state and

control input sequence, and lengthens the sequence using the state-feedback control

law regarding the longest duration of the DoS attacks. By achieving this, each agent

can receive the required state sequence whenever the attacks launch. Furthermore,

a novel tightening constraint approach based on both the state constraint and the

terminal constraint is designed in this control framework, enhancing the region of

attraction compared to the original ones to tackle the disturbances. The simulation

result is also given to show the effectiveness of a multi-vehicle system.

4.2 Research plan

In this thesis, a robust and resilient MPC framework is proposed to tackle the DoS

attacks for both single-agent CPS and multi-agent CPS. However, there still exist

some limitations in each work. In addition, many interesting areas and problems

related to this topic are worth investigating. We list some of them here.

• In chapter 1, a cyber-security defense framework is introduced. However, in

this thesis, we mainly focus on the mitigation process, which means that we

can only tackle the attacks when they occur (No specific detection mechanism

is required since DoS attacks can always be found when the receiver obtains

nothing). Nevertheless, other attacks such as FDI attacks and replay attacks

cannot be detected in this simple way. In this regard, a detection mechanism
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needs to be investigated to consider other kinds of attacks in the multi-agent

CPS.

• Another potential research is to enhance confidentiality in CPS. At this point,

an encode and decode process can be considered when exchanging data. After

the encryption is achieved, it will be much harder for the attackers to steal the

information from the original communication channels, which prevents potential

cyber attacks from the source.

• In both chapter 2 and chapter 3, a packet rather than a vector need to be gen-

erated and transmitted at each sampling instant, which increases the burden

of data transmission. To address this issue, we can design a quantized method

in the communication channel. Quantized method has already been integrated

with MPC design in the networked-control systems. However, current quantized

control schemes mainly focus on embedding a quantizer onto the C-A channels

or the S-C channel, without considering the interference from the communica-

tion channels in a CPS with multi-agent architecture. Hence, the question of

how to efficiently integrate the distributed MPC framework with the quantizer

on the communication channels remains unsolved.
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