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ABSTRACT

Botnets are networks of computers which have been compromised by malicious
software which enables a remotely located adversary to control them and focus their
collective power on specific tasks. Botnets pose a significant global threat, with tangi-
ble political, economic and military ramifications and have resultingly become a field
of significant interest within the cyber-security research community. While a num-
ber of effective defence techniques have been devised for botnets utilizing centralized
command and control (C&C) infrastructures, few of these techniques are suitable
for defending against larger-scale peer-to-peer (P2P) botnets. In contrast, the sybil
attack, combined with index poisoning is an established defence technique for P2P
botnets. During a sybil attack, fake bots (i.e., sybils) are inserted into the botnet.
These sybils distribute fake commands to bots, causing them not to carry out illicit
activities. Bots also then unwittingly redistribute the fake commands to other bots
in the botnet.

This work uses packet-level simulation of a Kademlia-based P2P botnet to evaluate
1) the impact that the location of sybils within the underlying network topology can
have on the effectiveness of sybil attacks and 2) several potential optimizations to the

placement of sybils within the underlying network topology.
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Chapter 1

Introduction

1.1 What is a Botnet?

For the purpose of this thesis, a bot is a network-connected computer running ma-
licious software which enables a remote user (i.e., "botmaster”) to control it with
various commands which the bot then carries out independently, and a botnet is
a group of bots connected by a command and control (C&C) infrastructure. The
defining characteristic of botnets are the C&C infrastructures which botmasters use
to distribute commands to bots, allowing a botnet’s collective power to be focused
on specific tasks. While botnets are not strictly malicious, the presence of malicious
botnets is so pervasive that the term “botnet” is generally taken to mean “malicious
botnet” [1l 2, B]. This work follows this convention.

Botnets are commonly regarded as having originated with EggDrop, an Internet
relay chat (IRC) bot that was first published in 1993[4, 5]. EggDrop was not in-
tended for malicious purposes but instead to help maintain and police IRC channels.
EggDrop contained a feature called “botnet” which allowed IRC administrators to
link together multiple bots and leverage their collective power[d], 6]. The power of
botnets was due to the fact that each bot within the botnet was able to independently
carry out commands sent by the administrator and communicate with one another
to coordinate activities (e.g., sharing ban lists[6]).

Cyber-criminals soon realized the potential power of botnets and began using
them for malicious purposes. The PrettyPark botnet became the first wide-spread
malicious botnet in 1999[4, [7], targeting Microsoft Windows. Between 2002 and 2004
the number of malicious botnet variants increased rapidly with the publication of
modular botnet code-bases. Since then, botnets have been identified that run on

Linux[8], Apple’s OSX [9], mobile operating systems[10, [I1] and home routers[12].



1.2 The Security Risks of Malicious Botnets

The threat of botnets in not limited to the number of platforms they are present on.
Malicious botnets, by their design, pose significant threats for three main reasons.

First, botnets are frequently spread by taking advantage of vulnerabilities in the
user’s operating system. This means that the botmaster often ends up with adminis-
trative privileges on the user’s computer, granting the botmaster access to sensitive
information (e.g., user keystrokes, financial credentials, intellectual property assets,
etc.) across large numbers of users|[13].

Second, botnets give their botmasters access to large volumes of distributed com-
puting power that can then be used to enact malicious behaviours such as distributed
denial-of-service (DDoS) attacks, e-mail spamming, distributed password cracking,
etc.[13]. The bots enacting these attacks also often generate large volumes of net-
work traffic as an ensemble, negatively impacting the performance of the network
infrastructure on which it is sent across[I4]. As an example, Symantec reported that
email spam accounted for approximately 75% of all emails in 2011 with botnets being
responsible for over 80% of this traffic[15].

Finally, because botnets are able to execute arbitrary commands, botmasters can
rent out portions of their botnets. Thus, for a fee, unsophisticated criminals are able
to gain access to the services of a botnet for their purposes. As a result, botnets have
become a key source of computational resources for cyber-crime[16].

Because of the pervasiveness of botnets and the threat they pose to infected com-
puters, botnets have been recognized as a significant global threat, with tangible polit-
ical, economic and military ramifications[I7]. This has prompted responses from cor-
porate and national organizations such as Microsoft[I8], Homeland Security[17, 19,
US-CERT|[20] and ENISA[21]. As a result, botnets have also become an important

area of cyber-security research[3].

1.3 Botnet Mitigation Targets

With the threat of botnets understood, the next main question is how to mitigate this
threat. Figure illustrates the high-level architecture of a botnet: the botmaster
sends commands to bots via a C&C infrastructure. Following from this, there are

three general botnet components that can be targeted for mitigation.
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Figure 1.1: High-Level Architecture of a Botnet

The first mitigation target is the botmaster. The botmaster is effectively the head
of a botnet, responsible for its actions, propagation and evolution. Botmasters are
also aware of the architecture and operation of their botnet(s). Thus, if the bot-
master is legally detained, they can be forced to shut down the botnet and make
recompense for damages they have caused. However, the Internet is an international
entity and national legal jurisdictions end every time a packet is routed across na-
tional borders. Thus, intelligent attackers route packets through multiple countries,
requiring effective multi-jurisdictional cooperation if the botmaster’s anonymity is to
be overcome[22].

The second mitigation target is the set of vulnerable computers that form the
“attack surface[22]” that cyber-criminals seek to exploit via malware. If these com-
puters can be hardened through security patches and anti-virus software, the attack
surface can be minimized. However, Symantec reported 403 million unique malware
variants and an 81% increase in malicious attacks in 2011[15] and there were over 6500
common vulnerabilities and exposures (CVE) candidates for the year 2012[23]. This
highlights the fact that this approach has itself proven to be a challenging problem
for the security community and one that is far from solved.

The final mitigation target is the botnet’s C&C infrastructure. As Section [I.1
highlighted, the C&C infrastructure is a key component of any botnet. Without it,
the botmaster is no longer able to send commands to bots and focus their collective
power; the botnet is rendered inert. However, disrupting the C&C infrastructure
after the commands have been disseminated to bots is ineffective since bots act in-
dependently after receiving commands. Thus, mitigation strategies targeting the
C&C infrastructure must seek to prevent bots from receiving commands. In practice,

disrupting or dismantling botnet C&C infrastructures has proven to be an effective



means of mitigating and taking down botnets[24]. This is the mitigation approach
that is explored in this thesis. It must be noted that the manner in which this miti-
gation approach is carried out is highly dependent upon the architecture of the C&C
infrastructure. Thus, before expanding upon some of the botnet mitigation strategies
of interest in this thesis, the various C&C architectures employed by botnets will be

reviewed.

1.4 Command and Control Infrastructure

In discussing the trade-offs between different C&C architectures, the following terms

will be used, in accordance with [25]:

e Robustness refers to a botnet’s ability to retain its operational characteristics
while subject to random node failures (i.e., computers being turned on/off, ran-
dom disinfection, etc.) without adjusting the tunable parameters of the botnet.

e Resilience refers to a botnet’s ability to retain its operational characteristics
while subject to deliberate and informed attacks without adjusting the tunable
parameters of the botnet.

e Diffuseness refers to the average degree of intersection between the peer-lists of
bots in a botnet. For example, in a highly diffuse botnet, there will be a low

degree of intersection beetween peer-lists.

1.4.1 Centralized C&C

Early botnets used a centralized C&C infrastructure[26, 27], as shown in Figure [1.2]
In the case of PrettyPark and most early botnets, this was achieved using a single
IRC server to relay all C&C traffic. In other botnets, multiple IRC servers have been
used, but the number of IRC servers is always much smaller than the number of bots
in the botnet.

These centralized C&C structures are highly efficient. Each component is rela-
tively specialized and there is little redundancy in the system. Botmasters are able to
quickly recruit large numbers of bots to execute any command. However, centralized
C&C structures are neither robust or resilient. First, because such botnets heavily
rely on a small number of relay servers, they effectively have single points-of-failure

that can easily be found and targeted. Second, there are distinct client and server
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Figure 1.2: Centralized Botnet Architecture

roles, making it simple to identify where commands originate from. As a result,

disrupting these networks proved relatively easy for the security community[I], 28].

1.4.2 Peer-to-Peer C&C

Having recognized these weaknesses, attackers responded by migrating to decentral-
ized, peer-to-peer (P2P) C&C infrastructures[26], such as is depicted in Figure [1.3|
P2P networks are generally very robust as most were designed for file sharing networks
where nodes frequently only join the network for short periods of time. Furthermore,
in a P2P network, nodes usually function as both clients and servers (i.e., once a node
has downloaded a file, they re-share it with other nodes). This provides three benefits
for botnets. First, every bot in a botnet becomes part of the C&C infrastructure,
meaning there are no longer single points of failure. Second, since there are no longer
distinct roles for each computer in the botnet, it becomes harder to identify the origin
of commands in the network. Third, if bots are able to independently calculate where
commands will be stored, they will then be able to pull commands from the network
rather than the botmaster having to push the commands to the full botnet, allowing
botmasters the advantage of being able to covertly seed commands into the botnet.
As a result of these benefits, P2P botnets have proven significantly more challenging

for the security community[29] and are the focus of this work.

1.4.3 Peer-to-Peer Overlay Networks

An overlay network is a network built on top of another network|2I]. The base
network is often referred to as the underlay network. P2P networks, by their nature,

form an overlay network: the sets of logical links between nodes form a logical overlay
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Figure 1.3: Peer-to-Peer Botnet Architecture

network in the application layer and the underlay network is the Internet over which
the packets are routed. An example of such a network can be seen in Figure [I.4]
Multiple P2P protocols exist, and they are not all equally suited to efficient,
robust, resilient botnet C&C infrastructures because they do not all use the same
overlay network structure. The structure of P2P overlays is driven by the manner in
which nodes form links with one another. Following from this, P2P overlay networks
can be divided into two general categories: i) unstructured overlay networks and ii)

structured overlay networks.

1.4.4 Unstructured Peer-to-Peer Overlay Networks

Unstructured P2P overlay networks are formed when links between nodes are es-
tablished in an ad hoc fashion (i.e., the P2P does not restrict which or how many
peers a node chooses to connect itself to). This technique was used by early P2P
networks (e.g., Gnutella v0.4][30]), and was also used by the first known P2P botnet,
Sinit[31]. Such networks tend to generate overlay networks that resemble Barabasi-
Albert models[32] due to preferential attachment[33] (i.e., new nodes prefer to link
to popular, highly connected peers). Barabdsi-Albert models are characterized by a
small number of highly-connected nodes and an abundance of lowly-connected nodes.

Barabasi-Albert graphs are known to be robust[25]; however, they are not well
suited for botnet C&C because they are not resilient. Such networks can be severely
crippled by targeting and removing only the highly connected nodes. Each time

a highly-connected node is captured it also reveals a large portion of the overlay
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topology. Furthermore, if these highly-connected nodes are not high-performance
computers, they become a bottleneck and can severely degrade the performance of
the botnet.

In an attempt to mitigate these issues, some P2P networks adopted a two-tier
approach by creating a limited number of a second class of nodes which are often
referred to as superpeers[34]. Superpeers are reliable, high-performance nodes that
only provide directory store and search facilities[30]. Normal nodes connect to one
or more superpeers to locate peers from which they can obtain data. Nodes then
connect directly to the located peers to download the data. Thus, aside from the
superpeers, these networks are still unstructured. While such networks address some
of the performance issues of fully-unstructured P2P overlay networks, they do not

address the resilience issue. Furthermore, this network structure reintroduces the



concept of clients and servers present in centralized C&C structures which further

aids defenders in identifying which nodes to target.

1.4.5 Structured Peer-to-Peer Overlay Networks

In order to achieve the performance of two-tier networks with the completely-diffuse
control structure of purely unstructured networks was a scientifically challenging prob-
lem. The resulting body of research lead to the emergence of structured overlay net-
works which are commonly implemented using distributed hash tables (DHTs)[35].
DHTSs provide: i) a dictionary-like service that is partitioned across nodes in a net-
work and ii) an efficient (typically O(logn)[30]) entry-retrieval method for all nodes in
the network. The dictionary consists of {key,value}-pairs. The value is the data hosts
wish to store and retrieve. The key is the string which nodes use to search for and
retrieve the associated value, and is typically the hash of the associated value or the
value’s file name. DHTs introduce a metric of distance between nodes in the network
and keys in the dictionary so that values can be stored at nodes in “close proximity”
to the associated key. This improves the performance of entry-retrieval and greatly
improves the likelihood that searches will end successfully, even for unpopular values.
DHTs tend to result in overlay network structures similar to Erdés-Renyi graphs[37].
These graphs have been shown to be more resilient than Barabasi-Albert graphs be-
cause they are more diffuse[25]. The Kademlia DHT protocol[38] creates particularly
diffuse network graphs by placing an upper-limit on how many peers a node can re-
tain in its peer-list. Since each node only has knowledge of a small portion of other
nodes from the network, dissecting such a network by compromising individual nodes
becomes increasingly difficult as the size of the network grows. However, this design

also degrades the efficiency of the network|[25].

1.4.6 Summary

The above C&C structures offer botmasters a general trade-off between effectiveness
(i.e., the ability to quickly recruit bots to a task) and resilience. From a defender’s
perspective, structured P2P C&C infrastructures pose a significant threat because
they are resilient against targeted attacks. Protocols such as Kademlia increase this
resilience by limiting the amount of information stored in each bot. Thus, this work

focuses on P2P botnet protocols that make use of structured C&C overlay networks.



1.5 Mitigating Botnets via C&C Infrastructure

Botnet mitigation approaches that target the C&C infrastructure vary greatly de-
pending upon the architecture of the C&C infrastructure. What follows is an overview
of several different levels of aggression that defenders may use in attempting to ac-
tively mitigate bonets and an overview of some specific mitigation strategies that fall

into these categories.

1.5.1 High Agression: Eradication

The highest level of aggression is eradication of the botnet[24]. This requires taking
over control of the botnet and using the C&C infrastructure to tell each bot dis-
infect itself. This strategy has the ideal end result—the botnet is shut down and
all infected computers are disinfected. However, this strategy requires defenders to
have full knowledge of the botnet protocol and that bots be able to execute arbitrary
commands. Furthermore, even if this strategy is proven technically feasible for a
particular botnet, the legal and ethical questions regarding whether or not defenders

should be allowed to disinfect remote computers have so far proven prohibitive[24], 39)].

1.5.2 Medium Agression: Takedown

The next lower level of aggression is take down of the botnet’s C&C infrastructure.
This requires completely disabling all the components of the C&C infrastructure and
any fall-back mechanisms. This strategy has a greater likelihood of preventing the
botmaster from regaining control of the botnet. However, it also requires a greater
amount effort on the part of the defenders since they must have full knowledge and

understanding of the botnet’s C&C infrastructure.

1.5.2.1 C&C Server Takedown

The classic approach to botnet takedown is to shut down and/or physically confiscate
the C&C server(s). Leder et al.[40] outline three conditions that must all be met for

this approach to work:

1. The botnet must use a centralized C&C infrastructure.

2. The location of the C&C servers must be discoverable.
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3. The internet service providers (ISPs) providing service for the C&C server(s)

must cooperate.

Unfortunately, each of these conditions can be countered. As Section highlighted,
modern botnets have been moving towards decentralized P2P C&C structures, either
as a means of obfuscating the location of a fixed set of C&C servers (e.g., the Storm
botnet) or as a means of distributing commands(e.g., the Nugache botnet)[24]. This
counters both Conditions [I] and [2 Condition [3] can be countered by uncooperative
ISPs which can delay law enforcement’s access the the location of the C&C server
with legal proceedings, allowing the botmaster time to relocate their server(s).

If the botnet’s C&C servers contain software vulnerabilities or the botmaster uses
poor security practices, it may be possible to defenders to remotely compromise and
shut down the C&C servers. This removes Condition [3] from the above list, but is
ethically questionable and may not be legally feasible.

1.5.2.2 ISP Takedown

An alternative to taking down the actual C&C server(s) is to take down the ISP that
hosts the C&C server(s). This follows from recent studies which have shown that a
large portion of global spam email is attributable to sources in a small number of
ISPs[41], 42).

An instance of this type of takedown occurred in 2008 with the shutdown of the
ISP McColo[43]. This ISP was suspected of housing the C&C servers for a num-
ber of major botnets. Following its takedown, spam levels were observed to drop
significantly; however, this drop was short-lived, with spam levels returning to their
previous levels within several months.

This highlights the main shortcoming with this mitigation strategy: if the botnet’s
C&C servers are distributed across multiple ISPs, then all of those ISPs must be taken

down or this strategy will ultimately be ineffective.

1.5.2.3 DNS Takedown

Rather than using hard-coded IP addresses, many botnets use the domain name
system (DNS) to dynamically resolve the IP address of their C&C servers. The key
advantage of DNS is that the servers registered to a DNS name can be dynamically
updated. Modern botnets often use layers of fast flurx DNS[44], where numerous

computers take turns registering with a DNS name for a brief period and act as
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a proxy to the C&C servers, as a means of obfuscating the location of the C&C
servers. DNS can also allow bots to dynamically generate DNS names as a fall-back
mechanism.

If a botnet heavily relies on DNS, defenders may be able to reverse-engineer the
list of DNS names used by the botnet. This knowledge can then be used to block or
sink-hole (i.e., route traffic to a device that logs the traffic and does not retransmit it)
all traffic to and from these domains. Defenders can also work with DNS registrars to
take down all the registered C&C domains and to register any unregistered domains
with sinkhole servers owned by the defenders.

This strategy was successfully used by FireEye in the takedown of the Mega-D
botnet[45] after an attempted ISP takedown failed. In general, however, if DNS
registrars fail to comply with takedown requests, then the takedown attempt may
fail. This makes DNS takedown difficult at a global scale. Furthermore, this strategy
cannot be used against P2P botnets. The P2P protocols used by P2P botnets may
not use DNS names to connect bots since not all Internet-connected hosts will have a
DNS name. Even if every bot in a P2P botnet has a DNS name, those DNS names will
likely be unique to each host, in which case a DNS takedown requires full knowledge

of every peer in the botnet.

1.5.3 Low Agression: Disruption

The lowest level of aggression is disruption of the botnet’s C&C traffic. In this case,
bots continue to function as they normally would, but defenders prevent them from
receiving commands from the botmaster. This can be achieved either by blocking the
C&C traffic or by distributing fake commands. The main strength of this strategy is
that it only requires partial knowledge of the botnet and its C&C infrastructure. Also,
in some cases, it may be possible to use this approach to sever portions of the botnet
reducing the overall effectiveness of the botnet. However, since the bots continue to
function as normal, this strategy can only be used to temporarily halt or slow the
botnet. If the C&C traffic is not fully disrupted the botmaster will eventually be able

to counter the attack and regain full control of the botnet.

1.5.3.1 Traffic Detection and Blocking

One disruption strategy is to detect and then block botnet C&C traffic. This approach

only requires partial knowledge about the botnet. Defenders must only know enough
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about the botnet traffic to be able to distinguish it from other traffic. Once the C&C
traffic is identified it can then be blocked or sink-holed.

There has been extensive work done regarding botnet detection. Silvia et al.[3]
present an extensive survey of this work, but highlight that detection is still, “an ardu-
ous task,” citing traffic encryption and evolving botnet designs as some of the causes
of this difficulty. Host-based detection techniques, which attempt to identify botnet
traffic and behaviour on an individual computer, often suffer from scalability issues:
it is difficult to deploy such a system to every computer in a large network. Network-
based detection techniques, which monitor for certain characteristics in network-wide
traffic flows, must sift through large volumes of data. This may not be possible to do
in real-time, reducing the effectiveness of this approach in large networks.

For this strategy to be effective in disrupting a botnet, a significant portion of the
botnet’s C&C traffic must be blocked. Since most botnets are globally distributed,
this means that multiple ISPs in multiple countries must cooperate and coordinate
their actions. Even if this strategy might prove effective technically, if the detection
techniques employed require national and organizational entities to share sensitive
information (e.g., packet payloads), the entities may be unwilling to cooperate in the
interest of preserving their own privacy or the privacy of their clients.

Another weakness with this technique is that there is a risk that traffic may be
incorrectly classified. Traffic from legitimate hosts may be misclassified as botnet
traffic and be blocked (i.e., a false positive) or that botnet traffic may be misclassified
as legitimate traffic and not be blocked (i.e., a false negative). False-positive classifi-
cations can have large associated costs. For instance, if an organizational or national
computer system fails because their traffic is blocked there may be security and legal
repercussions. On the other hand, false-negative classifications permit botnet traffic
to leak through. If too much traffic is permitted to leak through, this mitigation

strategy will be ineffective.

1.5.3.2 The Sybil Attack and Index Poisoning

An alternative disruption strategy for P2P botnets is the sybil attack[46]. Many P2P
networks rely on redundancy in order to improve their robustness (e.g., replicating
information to multiple peers, fragmenting tasks across multiple peers). The sybil
attack aims to disrupt this redundancy by inserting sybils into the network. A sybil

is a computer that joins the botnet and communicates with bots using the botnet’s
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P2P protocol; however, this computer forges multiple counterfeit identities, allowing
it to pose as multiple bots in the P2P botnet. Subsequently, as legitimate bots select
a set of peers for redundant remote operations, they can then be fooled into selecting
a sybil bot multiple times, thus negating the redundancy of the operation.

In a P2P botnet, if sybils simply sink-hole commands then legitimate bots in
the botnet will be less likely to find commands since a significant portion of their
peers will never share commands. Alternatively, the sybil attack can be paired with
index poisoning[47, 48] where fake commands are published into the botnet. When
legitimate peers then search for these commands, they may receive the fake command
instead of the real command. Thus, if sybils respond to queries with false commands,
legitimate peers will start to re-share the fake commands throughout the network.
This makes the fake commands available in more locations and increases the likelihood
that subsequent searches by other peers will locate the fake commands instead of the
real commands. This increases the effectiveness and efficiency of the sybil attack.

This strategy suffers from two main limitations. First, it requires a greater under-
standing of the botnet than detection and blocking since sybil bots must be able to
participate in the botnet. Also, sybil bots must behave closely enough to normal bots
to make them indistinguishable from normal bots; otherwise, the botmaster may be
able to detect the presence of sybils and counter the attack. Second, not all botnets
are susceptible to the sybil attack and/or index poisoning. If a botnet uses a some
form of identity-based validation or reputation-based trust metric, it may be difficult
or impossible to forge identities. This could prevent sybil attacks; however, this also
makes it more difficult for new bots to be recruited into the botnet. Botmasters can
also use asymmetric encryption keys to sign all commands, preventing index poison-
ing. However, if the sybil attack is proven feasible for a particular botnet it can be
very effective, as demonstrated by Holz et al.[49] and their experimentation with this

strategy against the Storm botnet.

1.5.4 Summary

A key point that must be highlighted from the above discussion is that there are no
practically feasible takedown strategies for P2P botnets; the current approaches to
botnet takedown are only feasible for botnets that use a relatively centralized C&C
structure, even if that C&C structure is obfuscated (e.g., by fast-flux DNS). The

only presently-available strategy for mitigating P2P botnets are disruption strate-
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gies. Thus, any work that can improve the efficiency and effectiveness of disruption
strategies that target P2P botnets will provide valuable contributions to the current
state of affairs for the defence community. Toward this end, this work focuses on the

effectiveness of the sybil attack against P2P botnets.
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1.6 Botnet Research and Analysis

Experiments for botnet research and analysis can generally be grouped into four

approaches:

1. Ad hoc Observation and Testing
2. Emulation

3. Simulation

4. Analytical Modelling

These approaches are ordered according to their general fidelity and cost of execu-
tion in decreasing order (i.e., ad hoc observation and testing has the highest general
fidelity, analytic modelling has the lowest general fidelity) and according to their
general controllability and repeatability of experiments in increasing order. This gen-
eral trade-off between costly fidelity and the ability to run repeatable, controllable
experiments is illustrated in Figure

High

Fidelity

Emulation

Simulation
Analytic Modelling

Low
Low High

Repeatability & Controllability

Figure 1.5: Illustration of General Spectrum of Analysis Techniques

An general development principle is to progress from analytical modelling to ad
hoc observation and testing. The reasoning behind this is that i) each progressive
approach is generally more costly than the previous and ii) if a theory is proven

invalid at any point in this process, it will rarely, if ever, become correct in subsequent
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approaches. Thus, by catching errors and deficiencies with the early approaches, the

overall development cost of the solution is minimized.

1.6.1 Ad hoc Observation and Testing

Ad hoc observation and testing of botnets arose as the defence community started
responding to the growing threat of botnets. In this approach, researchers generally
observe a botnet running “in the wild” by either monitoring traffic from an infected
computer (e.g., using a honeypot[l, 50]) or by crafting a special version of the bot
that explores the structure of the botnet[49].

The goals of research using this approach are usually:

e Characterizing the vulnerabilities that the malware exploited[51],
e Understanding how the botnet works[49, 51], and
e Measuring the size and geodemographic of the botnet[49, [51].

However, for the purpose of researching and developing mitigation strategies, this

research approach has three major shortcomings:

1. The observer does not have control over the botnet and cannot alter the tunable
design parameters of the botnet. As a result, any observations and mitigation
strategies developed using this approach will be specific to the instance of the
botnet under observation and are not necessarily generalizable to other instances

of the same botnet protocol, other parameter tunings, or other botnet protocols.

2. The observer has no control over the background traffic across the whole of the
botnet. This can lead to inconsistencies in measurements, as well as measure-

ments that cannot be reliably reproduced.

3. The observer can affect the behaviour of the botnet, and can also affect the
measurements collected by other observers if care is not taken to coordinate

measurements.

In summary, ad hoc observation and testing can yield results with high fidelity to real-
world botnets, but lacks the repeatability and controllability tenets of the scientific

method which makes it less suited to general botnet research.
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1.6.2 Emulation

Emulation improves upon the lack of repeatability and controllability of ad hoc obser-
vation and testing by providing a controlled environment (i.e., testbed) in which the
botnet executable can be run. For large-scale network research, there are two com-
mon types of testbeds: overlay testbeds (e.g., PlanetLab[52]) and emulation testbeds
(e.g., Emulab[53], and DeterLab[54]).

Overlay testbeds use a geographically-diverse set of nodes (i.e., bots) which form
an overlay network on top of the Internet. Packets sent between nodes are routed
across the actual routing infrastructure of the Internet, thus incurring realistic net-
work delays. In contrast, emulation testbeds use an emulated network environment.
As a result, emulation testbeds provide a greater degree of control and repeatability
but at the cost of the additional hardware needed to emulate the network environ-
ment. Both types of testbeds often make use of virtualization to run multiple logical
nodes on each physical node when conducting large-scale experiments. This can re-
duce the hardware costs of the testbed by an order of magnitude, but can affect the
fidelity of the experiments if care is not taken to ensure that the underlying hard-
ware of each physical node is not overloaded by the combined activity of each logical
node[55].

The main shortcoming of emulation, with respect to botnet research, is the time
required to run a sufficiently statistically rich set of experiments while exploring the
design space of the botnet. Each experiment only allows researchers to observe a
single configuration of the botnet’s tunable parameters and the network environment.
Thus, in order to explore the design space of the botnet, multiple experiments must
be run with different parameters and environment configurations. Furthermore, each
experiment is under the influences of a number of random processes that researchers
do not have any control over because of the nature of physical hardware. This means
that multiple repetitions of each experiment configuration are necessary in order to
quantify the statistical distribution of behaviours under each configuration. Also, the
work of Godkin[2] suggests that botnet behaviours are not necessarily stationary or
ergodic, meaning that sufficient numbers of repetitions of each configuration must be
run and analysed using statistical assessment techniques. The end result is that a
significant number of experiments must be run to obtain scientifically valid results.
However, since emulation experiments run in real time and the hardware costs of

large-scale botnet experiments often restricts researchers to running only a single
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experiment at a time, the total time to conduct a set of statistically rich experiments

can be prohibitive.

1.6.3 Simulation

Simulation fundamentally differs from ad hoc experimentation and emulation in that
is does not make use of actual botnet executables. Instead, simulation makes use
of abstract models which combine researchers’ knowledge and assumptions about a
botnet into a set of mathematical, logical and symbolic relationships between entities
representing the components of the botnet[56]. Instances of a model can then be used
to simulate the behaviour of the botnet over a period of time. Once the model has
been developed and validated, it can then be used to explore the behaviour of the
botnet throughout the whole of the botnet’s design space and to develop detection
and mitigation strategies that are robust across the botnet’s design space.

The simulation model is an abstraction of the real-world botnet. It is removed
from real-world environments and contains simplified versions of many components
of the real botnet or may also completely abstract away some components. This
can greatly reduce the cost and, potentially, the time, of running experiments since
a single computer can potentially simulate the activity of thousands of bots. How-
ever, the assumptions used to simplify the model can negatively impact the fidelity of
the simulation. Thus, care must be taken to ensure that the resulting model closely
approximates the behaviour(s) of interest in the real-world botnet. It is also worth
noting that the cost savings of simulation is not necessarily in execution speed; some-
times simulations run slower than ad hoc/emulated experiments. However, in some
cases this is balanced by reduced hardware requirements for individual simulations.
In these cases, it may be feasible to distribute the execution of simulations across
multiple machines decrease individual simulation run-times or it may be possible to
run multiple experiments in parallel, reducing the time needed to run ensembles of
simulations via developed frameworks such as STARS[57].

Similar to emulation, each simulation run only allows researchers to observe a
single instance of the botnet under a single configuration of the environment and
tunable botnet parameters. Repetitions of each individual configuration are also
necessary because of random processes in the system. However, simulation differs
from emulation in that the random processes are fully under the researchers’ control.

Simulations use values drawn from one or more pseudo-random number generators
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(PRNGs), meaning identical simulations will generate identical results. The random
processes can be varied between individual repetitions by seeding the PRNGs with
different values, but researchers have full control over this. Another advantage related
to PRNGs is that if a random process is not influenced by other random processes, it
can be fully isolated by allocating it a separate PRNG. This then enables researchers
to study the effects of certain random processes in isolation. As a result, simulation
tends to be more conducive to rigorous statistical experimentation.

Because simulation models are abstract models, it is possible to construct different
types of models for simulation. There are three common types of simulation models
used for modelling botnets: epidemiological models, graph theory models and network

models.

1.6.3.1 Epidemiological Models

In general, epidemiological models are used to simulate the spread of a virus through-
out a population[58]. The model defines several states that each individual can be
compartmentalized into (e.g., susceptible, infected, etc.) and how individuals can
transition between these states. The likelihood of an individual transitioning between
states may be weighted according to various factors. In some cases it is possible to
construct closed-form mathematical epidemiological models in which case analytical
assessment becomes more appropriate than simulation.

When applied to botnets, epidemiological models are used to simulate the spread
of botnets throughout a population of vulnerable computers and can also be used
to simulate disinfection strategies[59, [60]. These models can also be enhanced to ac-
count for diurnal activity cycles and time zones[61], network topologies[60, 62] and
peer relations within P2P botnets[59]. In [63], Song et al. combine an evolutionary
game model with an epidemiological model. Using this model, they explore interac-
tive strategies between multiple botnets and show that cooperative strategies allow
botnets to survive with much lower contact rates.

The main weakness with these models is that they are primarily focused on accu-
rately reproducing the spread of the botnet rather than the observable packet-level
behaviour. As a result, they are not well suited to modelling detection and mitigation

strategies that leverage network characteristics.
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1.6.3.2 Random Graph Models

In the case of P2P botnets, random graph models arise naturally from the fact that
their overlay structures resemble classical random graph models such as Barabasi-
Albert[32] and Erdés-Renyi[37] graphs (as was discussed in Sections [1.4.4 and [1.4.5]).

These graph models are well understood and suited to graph theory analysis.

In [25], Davis et al. use random graph models to compare the effectiveness and
efficiency of various disinfection strategies for unstructured and structured P2P over-
lays. In [48] and [27], Davis et al. use random graph models to test the effectiveness
of the sybil attack against P2P botnets, concluding that random sybil placement is
just as effective as placing sybils logically close to commands in the botnet.

The largest weakness of random graph models is that they only model the overlay
network, abstracting away the physical network layer. This means that these models
provide no means of assessing the impact that network phenomena (e.g., routing
delays, traffic bottlenecks) have on the behaviour of the botnet and any relevant

mitigation strategies.

1.6.3.3 Network Models

Network models, also called packet-level models, aim to accurately reproduce the
observable packet-level behaviour of a botnet. As a result, these models must simulate
both the application-level protocol of the botnet as well as the underlying network
routing topology. This generally means network models require more resources than
epidemiological and random graph models, and care must be taken to ensure that the
network-layer of the model closely models real-world networks.

The advantage of network models is two-fold. First, they provide means of assess-
ing the impact that network-level phenomena have on the behaviour of the botnet
and any relevant mitigation strategies. Second, network models can be used to gener-
ate packet flows and other network-level information that can be gathered from real
networking devices, meaning that these models can be used to assess detection and
mitigation strategies that rely on observable network artefacts or information from
both the application layer and the network.

In [64], Wei et al. develop a network model using the NS-2 simulator[65] to model
the activity of distributed worms, focusing on the network-level characteristics neces-
sary to provide a high level of fidelity for network phenomena. These characteristics

include the structure of the network topology, link bandwidths between network nodes
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and background traffic. In [66], van Ruitenbeek et al. develop a network model of a
P2P botnet using Mobius[67] and demonstrate the effect that preventative measures
and disinfections can have on the growth rate of the botnet. In [68], Kotenko et al.
develop a packet-level simulation to evaluate cooperative defence strategies and their
effectiveness against an DDoS attacks launched by an IRC botnet. In [69], Agarwal
develops a network model based on the Storm botnet and uses it to explore the effect
of altering the tunable parameters of the botnet protocol as well as how the botnet is
affected by random node removals and a randomly-targeted sybil attack with index
poisoning. This work is extended in [2] where Godkin uses this model to demonstrate
that botnets exhibit non-stationary and non-ergodic behaviours, indicating that any
work investigating botnets needs to conduct rigorous statistical analysis on collected
data.

1.6.4 Analytical Modelling

Analytical modelling is similar to simulation in that it uses an abstract model in
place of actual botnet executables. However, analytic modelling is restricted to using
models comprised of solvable mathematical expressions. To achieve such models only
a limited number of aspects of the botnet in question can be considered and these
aspects themselves must be analytically tractable. If it is not possible to analytically
solve the mathematical expressions a simulation approach becomes necessary.

As was mentioned in Section [I.6.3.1] some epidemiological models may be suitable
for analytical assessment. Quite commonly, epidemiological models are combined with
game theory models in order to evaluate different defence strategies. For example, in
[70] Bensoussan et al. combine an evolutionary game model with an epidemiological
model to explore the interaction between botnet operators and network defenders.
Similarly, in [63] Song et al. combine an evolutionary game model with an epidemi-
ological model to explore strategies where multiple botnets cooperate in order to
increase their likelihood of survival. This work included both both analytical and
simulation-based assessment.

As was highlighted above, the main limitation of analytical models is that they can
only model a limited number of aspects of the botnet in question. For example, neither
of the above-mentioned works include a model of the underlying routing network, in
part because network traffic exhibits many complex behaviours that are not generally

analytically tractable. This means that these models have the same shortcoming as
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epidemiological and random graph simulation models: they lack the ability to assess
the impact that network-level phenomena have on botnet behaviours and mitigation

strategies.

1.7 Limitations of Prior Works

Because of the pervasive threat posed by botnets, botnet mitigation is clearly impor-
tant; however, it still faces many challenges. In particular, botnets using structured
P2P overlays for C&C raise two issues: i) structured P2P overlays are inherently
resilient against targeted attacks and ii) there are currently no takedown strategies
which can effectively target botnets using P2P C&C infrastructures. Thus, the only
alternative left to defenders is to aggressively disrupt the botnet’s C&C infrastructure
in order to reduce the utility of the botnet to the botmaster, making it infeasible for
the botmaster to maintain the botnet.

Disruption strategies reliant on accurately detecting botnet C&C traffic also still
face a number of hard-to-solve problems. Botnet C&C traffic is a constantly moving
target, often being encrypted and ever evolving, making it difficult to accurately
detect it and detection approaches also often suffer from scalability issues. Even
if these issues can be addressed, for these strategies to be effective in mitigating
botnets, multiple ISPs in multiple countries must cooperate, which, due to political
and privacy issues, is often an unrealistic expectation.

In contrast, when feasible, the sybil attack with index poisoning has been demon-
strated as an effective mitigation strategy[49]. However, research into the effec-
tiveness of this strategy and potential optimizations have been limited to ad hoc
observation[49] and random graph model simulations[48], 27]. Each of these research
approaches has its limitations. Ad hoc observation and testing is not a scientifi-
cally tractable research approach: researchers do not have control over the botnet or
the background traffic and related network level phenomena, meaning this approach
violates the repeatability and controllability tenets of the scientific method. Ran-
dom graph model simulations, on the other hand, are scientifically tractable and are
conducive to rigorous statistical analysis; however, these models have no means of as-
sessing the impact of network-level phenomena or potential optimizations to the sybil
attack that leverage knowledge about the underlying network topology. This leads
Davis et al. to conclude that, “packet-level simulations may be required to accurately

assess sybil attack rates” [27].
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1.8 Thesis Goals

The goal of this work is to to explore how the placement of sybils within the underlay
network topology impacts the effectiveness of the sybil attack against a P2P botnet.
Also, by using knowledge of botnet traffic characteristics and bot placement within
the underlay network, it should be possible to optimize the placement of sybils within
the underlying network topology in order to maximize the effectiveness of the sybil
attack.

Toward this end, this work develops a packet-level simulation of a Kaemlia-based
botnet protocol based off of the work of Agarwal in [69]. This work extends the sim-
ulation model of Agarwal by including: i) a realistic autonomous system (AS)-level
network topology model, ii) a state preservation mechanism and iii) a modified churn
model. A realistic network topology is important because network topologies signif-
icantly impact the timing characteristics of packets as they are propagated through
the network. Since this work looks at sybil placements with respect to these timing
characteristics, it is important that they be accurately modelled. The state preserva-
tion mechanism is important in facilitating statistically rigorous testing as it decreases
the run time of each individual simulation and helps to guarantee that ensembles of
simulations begin with identical states botnet. Finally, the modified churn model is
important for modifying the physical placement of sybils within the underlying net-
work topology without affecting their logical placement within the botnet’s overlay

network.

1.9 Outline

The remainder of this thesis is organized as follows:

e Chapter 2 presents a detailed description of the botnet protocol and sybil
attack strategies used in this work.

e Chapter 3 discusses the simulation model used and the extensions made to
the work of [69].

e Chapter 4 discusses the experiments used to evaluate the sybil attack strategies
assessed in this thesis and their results.

e Chapter 5 summarizes the findings of this thesis and outlines possibilities for

future research.
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Chapter 2

Botnet Protocol and the Sybil
Attack

This chapter provides an overview of the Kademlia-based botnet protocol used in this
work before discussing the details of Sybil attacks and the placement strategies that

are be explored in this thesis.

2.1 P2P Botnet Protocol

This work uses a P2P botnet protocol based on the Storm botnet, which was based
on the Kademlia DHT protocol[38]. The Storm botnet protocol was chosen because
it is a well understood botnet protocol and there are previous works exploring the
effectiveness of the sybil attack against the Storm botnet[48, 27, [49]. In contrast to
the actual Storm botnet, which only used the Kademlia protocol to distribute the
location of C&C servers and not actual commands[24], the botnet protocol used in
this research distributes actual commands via the Kademlia protocol, making it a
fully-decentralized botnet protocol.

This primary focus of the simulation model is the dissemination of commands to
bots in the botnet via the C&C infrastructure and not the behaviours associated with
the specific tasks carried out by bots. This follows from the fact that once a bot has
received a command it can carry out that command independently of the botnet.
Also, the Sybil attack aims to disrupt the C&C infrastructure and is generally not

concerned with other aspects of the botnet’s behaviour.
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There are a number of tunable parameters that will be used in describing the
botnet protocol used in this work. These parameters are summarized in Table 2.1}
The remainder of the simulation model and the majority of model-specific details will
be discussed in Chapter 3]

Parameter Description

« The degree of parallelism for all lookup procedures.
[Default=3]

B The size of bot IDs and keys used to identify values
stored in the network. [Default=128]

k The maximum number of peers stored in each k-

bucket. [Default=20]

numKeyValuePairs | Number of {key,value}-pairs in each command set.
A new command set it published into the network
every tRepublish. [Default=32]
numSeedLocations | Number of bots that the full command set is ini-
tially distributed to. [Default=10]

bootstrapSize The number of peer entries a bot receives for its
initial peer-list.

tRepublish Interval after which a new command set is pub-
lished into the network. [Default=24h]

tRefresh Interval after which any unaccessed k-buckets are
refreshed. [Default=1h]

tValueLookup Interval after which a bot attempts to search for
one of the values it does not have. [Default=1h]

tReplicate Interval after which a bot publishes every
{key,value}-pair it has successfully retrieved.
[Default=1h)]

Table 2.1: Botnet Protocol’s Tunable Parameters

2.1.1 1IDs, Keys and the XOR Distance Metric

Each bot in the botnet is identified in the P2P overlay by a quasi-unique 1D, B bits
in length, which is randomly generated by each bot when they first join the botnet.
The set of all possible IDs, {O, 1,...,28 — 1}, is referred to as the overlay’s address
space. While Kademlia typically uses a 160-bit address space, the Storm botnet used
a 128-bit address space[49]. Thus, this work also uses a 128-bit address space.

All bots in the botnet are trying to retrieve the current set of commands pub-

lished by the botmaster. The number of commands in this command set is specified
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by the numKeyValuePairs parameter, which is set at 32 since this is the same value
used by the Storm botnet. All commands in the current command set are stored as
{key,value}-pairs where the keys are also 128 bits in length, and thus are within the
overlay’s address space. The full command set is initially pushed (i.e., seeded) to a
small number of bots (specified by the numSeedLocations parameter) randomly dis-
tributed throughout the botnet. These bots immediately replicate each {key,value}-
pair to the k bots closest to the key. All other bots are able to calculate the keys for
each {key,value}-pair in the command set and attempt to pull (i.e., look up) these
commands by periodically searching for their associated key. After the time specified
by tRepublish, the current command set becomes obsolete, a new command set is
published into the botnet, and bots begin to search for the new command set.

Both IDs and keys play a central role in message routing in the Kademlia protocol.
Kademlia uses the ezclusive-OR (XOR) operator to define a metric of the distance
between IDs and keys within the overlay’s address space. Because IDs and keys are
the same size, it is possible to calculate the distance between i) two IDs, ii) two keys
or iii) an ID and a key. This XOR distance metric is used during lookups so that
peers closest to the lookup target (i.e., bot ID or command key) are queried first.

Another key part to the lookup procedure is that once the command set has been
seeded into the network, those seed bots then replicate each {key,value}-pair to the k
bots closest the key. This greatly increases the likelihood that subsequent command
lookups by normal peers will find the commands since the lookups will converge

toward the bots closest to the command.

2.1.2 k-buckets

Each bot in the botnet maintains a list of peers identified by a contact information
tuple, typically <IP address, UDP port, bot ID>. Rather than storing the peer-list as
a single, continuous list, it is divided into a set of sublists called k-buckets. The name
k-bucket comes from the fact that each k-bucket can contain at most k peers, with k
generally being set at 20[38]. This value of k is chosen in order to reduce the ammount
of peer information retained by any given bot in the botnet while also ensuring that
all k peers in a given bucket are not likely to fail within the span of an hour. For
each i € [0,128), each bot has a k-bucket that contains contact information for peers
where 2¢ < distance(I Dyot, I Dpeer) < 271, That is, the 127" k-bucket contains peers
whose ID differs from the bot’s ID in the highest-order bit (and potentially other
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bits), whereas the 0" k-bucket contains peers whose ID only differs from the bot’s
ID in the least-significant bit.

If bot IDs are uniformly random across the whole of the overlay’s address space,
the probability of a peer falling within the distance range of the i*® bucket is 207128,
Thus, half of the bots in the botnet fall within the distance range covered by a bot’s
127" bucket, a quarter within the 126" bucket, etc. As a result, there is a high
likelihood that high-order buckets (i.e., 127,126, ...) will be full while lower-order
buckets (i.e., 0,1,...) will be empty. Table illustrates this for a botnet of 20,000
bots: only the last 10 buckets (127-118) would normally be full, only 15 buckets (127-
113) would normally have one or more entries, and each bot would normally only

contain a total of 219 peer-list entries, just 1.01% of the whole botnet.

k-bucket Distance Bots Bucket

Number Range Covered | Entries
127 (2127 2128) 10,000 20
126 2126 2127) 5000 20
118 (2118 2119) 20 20
117 (2117 2118) 10 10
116 (2116 2117) 5 5
115 (2115 2116) 2 2
114 (2114 2115) 1 1
113 (2113 2114) 1 1
112 (2112 2113) 0 0
1 [21,22) =[2,4) 0 0
[20,21) =[1,2) 0 0

| \ | Total | 219 |

Table 2.2: Example of the k-bucket coverage and utilization for a typical bot in a
botnet of 20,000 bots. The number of bots covered and the number of bucket entries
are rounded to the nearest integer.

Every message sent within the botnet contains the ID of the sender so that the
recipient can add the sender to its k-buckets. This is true regardless of whether the
sender initiated communication or is replying to a request. To deal with this churn,
Kademlia uses a least-recently-seen (LRS) eviction policy, illustrated in Figure .

At all times, each k-bucket is ordered from least-recently-seen (LRS) to most-

recently-seen (MRS). When a message is received, the XOR distance between the
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sender’s ID and the recipient’s ID is calculated, and the appropriate k-bucket is
selected. If the sender is already within the k-bucket, the sender’s entry is moved to
the MRS position. If there is no entry for the sender and the bucket has fewer than k
entries, the sender’s contact information is inserted in the MRS position. Otherwise,
if the bucket is full, the recipient PINGs the LRS peer. If the LRS peer fails to
respond in a timely manner, it is evicted and the sender is inserted in the MRS
position. Otherwise, the LRS bot is promoted to the MRS position and the sender’s

information is discarded.

Get Sender
1D

l

Pick
Appropriate
Bucket

Replied In

Is
Sender Already Timely Manner

Ping LRS
In Bucket? e

Is
Bucket Full?

A 4
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v
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Bucket

¥

Figure 2.1: Least-Recently-Seen Bucket Eviction Policy

This LRS eviction policy serves two purposes. First, Maymounkov et al.[3§]
demonstrated that, in P2P file-sharing networks, the longer a peer has been online
the more likely it is to remain online. Thus, the LRS eviction policy causes bots to
favour peers which are more likely to remain online, improving the likelihood that

a bot will always have active peers. Second, this reduces the churn within buckets,
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preventing certain denial-of-service attacks, and also providing some resilience against
sybil attacks. Sybils cannot simply flush bots’ peer-lists by flooding the network with
numerous, short-lived identities; instead, sybils must maintain identities for longer
periods of time before they become effective at penetrating the botnet.

In order for a bot to participate in the botnet, it must have active bots in its peer-
lists. Thus, for a bot to join the botnet, it must somehow obtain an initial peer-list.
This process is known as “bootstrapping”. The actual mechanics of the bootstrapping
process are outside the scope of this work; bots simply receive contact information
for a randomly-selected subset of the active peers in the botnet when they are create.

The length of this subset is specified by the bootstrapSize parameter.

2.1.3 Remote Procedure Calls

From the Kademlia protocol, the botnet overlay protocol defines four remote procedure

calls (RPCs):

1. PING-PONG - Tests whether or not another bot is still alive. The initiating
bot sends a PING and waits for the recipient bot to reply with a PONG.

2. STORE - Instructs the recipient bot to store the specified {key,value}-pair for
later retrieval by other bots.

3. FIND NODE - Searches for a list of bots closest to a key or ID in the network.
The initiating bot specifies the key/ID and the recipient bot replies with a list
of the k closest peers if at all possible. Fewer than £ peers may be returned
only if the recipient bot is returning all peers it has knowledge of.

4. FIND VALUE - Searches for a value by its associated key. The initiating
bot specifies a key. If the recipient bot has the value, it replies with a STORE
message containing the {key,value}-pair; otherwise, it responds identically to
the FIND NODE RPC.

2.1.4 Lookups

The above RPC are used to perform lookups. While the original Kademlia paper[3§]
describes the lookup procedure as recursive, it is actually iterative[7I]. The initiating
bot begins by selecting the a (typically 3) closest peers from its k-buckets and insert-
ing them into a shortlist. Each peer is sent a lookup request (i.e., FIND NODE or
FIND VALUE) in parallel and marked as probed. Each peer replies with a list of the
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k closest peers from their k-buckets and the initiating bot updates its shortlist with
all of these entries. When a bot replies to a lookup request, it is marked as active.
If a probed bots fails to reply promptly, that bot is moved from the shortlist to a
waitlist. If it eventually replies, it is then moved back to the shortlist and marked as
active.

During the next iteration, the closest a unprobed peers from the shortlist are
probed. This iteration begins once all previous lookup requests have finished or
timed-out. Iterations continue until the first k entries of the shortlist have been
marked active, or until the shortlist has been exhausted.

Using this general lookup procedure, three specific types of lookups can be per-

formed:

1. Node Lookup - Locates the k closest bots to any key or ID. All requests sent
during this lookup are FIND NODE messages.

2. Value Lookup - Used to retrieve a command stored in the botnet. All requests
sent during this lookup are FIND VALUE messages. This lookup terminates
immediately if a peer replies with a STORE message. At this point, the closest
active peer in the shortlist (without the value) is also sent a STORE message.

3. Value Publication - Used to publish a {key,value}-pair into the botnet. The
initiating bot performs a Node Lookup. Once the lookup terminates, STORE

messages are sent to the k best candidates from the shortlist.

2.1.5 Bot Lifecycle

On connecting to the network, a bot is initialized with an initial peer-list as outlined
in Section Once the bot is bootstrapped into the botnet, it refreshes each of
its k-buckets by performing a node lookup for a random ID that would fall into each
bucket. Once these refreshes are complete, the bot has successfully joined the botnet
and enters the running state.

While running, bots repeatedly carry out three actions. First, if any bucket has
not been updated for tRefresh seconds, the bot issues a node lookup to refresh
that bucket. Second, every tValueLookup seconds, if the bot has not retrieved all
commands from the current command set it issues a value lookup for one of the
remaining commands, selected at random. Finally, every tReplicate seconds, if the

bot has successfully found any commands, it performs a value publication for each.
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Figure 2.2: The Activity Lifecycle of a Bot

This lifecycle, illustrated in Figure [2.2] is slightly different for seed bots. Seed bots
receive the full set of commands directly from the botmaster. Thus, after joining the
botnet, they immediately perform value publication lookups for each command to

ensure that the commands are located where normal bots are looking for them.

2.2 The Sybil Attack

As Section outlined, the sybil attack[46] is a botnet mitigation strategy that
can prove effective against P2P botnets. In fully-decentralized botnets, such as the
Storm botnet, there is no system in place to regulate how bots create their identity
(i.e., overlay ID). Instead, bots are trusted to randomly generate and use a single
quasi-unique identity since there is generally a low likelihood that two bots will gen-
erate the same ID. For example, if 20,000 values are randomly chosen from an address

2128

space of with a uniform probability of each value being selected, the probability
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of any of these IDs colliding (according to the ”Birthday Problem”[72]) is:

20000 2128 i
1— H W@2X10724
i=1

The sybil attack exploits the above assumption. A sybil is a computer that joins
the botnet and communicates with legitimate bots using the botnet’s P2P proto-
col. The defining characteristic of a sybil is that it creates multiple identities, al-
lowing a single sybil to masquerade as multiple bots. This allows a sybil to gain a
disproportionately-large influence over the botnet. Thus, the sybil attack is the in-
sertion of one or more sybils into a botnet in order to gain influence over the botnet.

The rate at which the sybil attack gains influence over a botnet using a Kademlia-
based protocol is directly proportional to the level of bot churn. This is due to
the eviction policy bots use when maintaining their peer-lists (as described in Sec-
tion : sybils will not be inserted into the peer-list of an existing bot until some
of that bot’s peer-list entries contain peers which have become inactive. Thus, if most
bots are only active for short periods of time, sybils will gain influence over the botnet
relatively quickly.

On its own, the sybil attack is not a mitigation strategy, but is rather a means of
gaining influence over a botnet. Thus, in order to be effective as a mitigation strategy,
the sybil attack must be combined with a disruption strategy which can leverage the
influence gained through the sybil attack. As Section highlighted, a common
combination is to use the sybil attack with index poisoning[47, [48].

All P2P systems rely on some form of index in order to facilitate data retrieval.
In the Storm botnet, the index is the set of commands stored as {key,value}-pairs
by each bot in the botnet. In an index poisoning attack, sybils poison this index
by sharing fake commands so that bots participating in the botnet will receive these
fake commands instead of the legitimate commands. Since the index structure is
distributed, bots which receive the fake commands will then replicate them to other
bots, increasing the likelihood that bots will find the fake commands. When combined
with the sybil attack, index poisoning has been shown to be an effective mitigation
strategy against P2P botnets[49).

For the remainder of this thesis the combination of the sybil attack and index

poisoning will simply be referred to jointly as a “sybil attack” for the sake of brevity.
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2.2.1 Sybil Behaviour

For this work, the actual behaviour of each sybil identity is largely identical to normal
bots. The main differences are: i) sybils do not initiate value lookups and ii) sybils
always respond to FIND VALUE requests with the SYBIL VALUE. In terms of
implementation, the actual value of the SYBIL VALUE is not significant beyond the
fact that it is distinct from the correct values for all commands. However, the same
SYBIL VALUE is used in all sybil replies in order to facilitate analysis. In a real sybil
attack, the SYBIL VALUE would likely be a “no operation” command.

While other potential optimizations could be made to this sybil implementation,
the goal of this work is not to measure the absolute effectiveness of the sybil attack.
Rather, the goal of this work is to measure the relative effectiveness of the sybil attack

when using different sybil placement strategies.

2.2.2 Fastest Response Path

In [48], Davis et al. highlight how the effectiveness of the sybil attack is innately
constrained by the fastest response path. During a successful value lookup, the fastest
response path is the path to the first non-sybil bot that responds with a STORE
message. Any replies after this point are ignored. Thus, for sybils to be effective,
they must be placed closer, in a response-path sense, than the fastest response path.

Within the botnet protocol of this work, there are two main factors that affect
the fastest response path. First, lookups are iterative and do not iterate until some
or all of the probed bots have responded or timed out. Thus, bots probed in early
iterations are able to respond before bots in subsequent iterations. Second, within
an iteration, bots which are close in the underlay network are typically be able to
respond faster to lookup requests due to lower packet latency.

Both of the above factors provide ways in which the placement of sybils during a
sybil attack can be optimized. The logical positioning of sybils within the P2P overlay
can be optimized so that sybils are more likely to be selected in early iterations of
command lookups. Likewise, the physical positioning of sybils within the underlay
network can be optimized so that the average packet latency between sybils and
bots is minimized, enabling sybils to respond faster than other bots within the same

iteration.
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2.2.3 Logical Placement Optimization

In [27], Davis et al. explored one possible optimization to the logical positioning of
sybils: placing sybils logically close to where commands are initially be published in
the P2P overlay. They concluded that this was no more effective than randomly plac-
ing sybils within the overlay. This would seem to indicate that while this placement
strategy increases the likelihood that sybils are on the lookup path for commands,
this placement strategy does not place these sybils closer, in a response-path sense,
than the random placement strategy.

For this placement strategy to be effective in poisoning the botnet’s index, sybils
must be selected in early iterations of a given lookup. Similar to the k-bucket dis-
cussion in Section [2.1.2] if the keys of the commands published into the botnet are
uniformly distributed throughout the botnet’s address space, half of the commands
on average fall under the address space of a bot’s last k-bucket. There are 32 com-
mands published at any given time, meaning that 16 are covered by the last k-bucket.
Since this k-bucket is limited to only 20 entries, there is a very low likelihood that the
k-bucket contains entries for sybils near each of the values in that k-bucket’s address
space. This means that other bots still have a chance of being selected for early
iterations over sybils for at least some of the command lookups. Also, if the keys of
commands are uniformly distributed throughout the botnet, a sybil positioned close
to one command is further from other commands and thus is less likely to be on the

lookup path for those other commands.

2.2.4 Physical Placement Optimization

In contrast to [27], this thesis explores an optimization to the physical placement of
sybils within the underlay network. The underlay network model used in this work,
which will be described in detail in Chapter [3| uses an AS-level network topology
structure. Within this model, the physical placement of sybils in the underlay network
is fully characterized by which AS each sybil is placed within.

Ideally, it would be possible to place sybils within every AS in the network topology
(i.e., unrestricted placement). However, with the number of ASes in the Internet
topology already over 34,000 and still growing[73], the hardware requirements for
such an attack are increasingly expensive. Furthermore, because of the multi-national
nature of the Internet, legal and political issues further restrict which ASes sybils can

be deployed within. Thus, it is much more likely that sybils will be deployed within
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a subset of all possible ASes. These ASes will be referred to as targeted ASes, and
this general approach will be synonymously referred to as both a targeted sybil attack
and a restricted sybil placement strategy.

The goal of this work is to select the optimal set of ASes to target for sybil
placement in order to maximize the effectiveness of the sybil attack. When each
sybil identity is created, it is placed into a randomly-selected target AS. This work
compares the effectiveness of 4 different sybil placement strategies: i) unrestricted
placement, ii) uninformed (i.e., random) placement, iii) fully-informed placement and
iv) partially-informed placement.

The following sections will outline each placement strategy. The details of how

each strategy is implemented will be discussed in Chapter [3

2.2.4.1 Unrestricted Sybil Placement

The unrestricted sybil placement strategy assumes that it is possible to place sybils in
any AS. Because this is technically not a targeted sybil attack, this placement strategy
is distinct from the other strategies discussed below. The unrestricted placement
strategy will be evaluated to demonstrate the effectiveness of the sybil attack without
technical, political or legal limitations, .e., to generate an effective upper-bound on

the effectiveness of the sybil attack.

2.2.4.2 Uninformed Sybil Placement

The uninformed sybil placement strategy is the naive approach to selecting which
ASes to target: target ASes are chosen purely at random under a uniform distribution.
Such a strategy requires no knowledge of where bots are in the network topology, but
also likely results in placing sybils in non-ideal locations. As such, this strategy should

provide a lower-bound on the effectiveness of the sybil attack.

2.2.4.3 Fully-Informed Sybil Placement

The fully-informed sybil attack effectively uses a heat map of botnet traffic, priori-
tizing ASes through which high volumes of botnet traffic flow. In terms of execution,
this approach requires observing botnet traffic at a global scale, calculating the heat
map, and then placing sybils using the information gathered by the heat map. The
goal of this approach is to place sybils so that they are centred between the most

active bots in the botnet.
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The procedure of detecting and monitoring botnet traffic across thousands of ASes
makes this strategy impractical for real-world use; however, this strategy provides an
effective upper bound on the sybil placement strategies that exploit using accessible

network traffic observations.

2.2.4.4 Partially-Informed Sybil Placement

In the partially-informed sybil placement strategy a small set of bots (e.g., 10) are
compromised by defenders. Within the simulation, these bots are chosen randomly
from the botnet. Using the information from their peer-lists, the routes between each
compromised bot and its peers is traced (e.g., using traceroute[74]). The number of
botnet links traversing each AS are used as a measure of that AS’s centrality within

the botnet and sybils are deployed in the most-central ASes.

2.3 Measures of Effectiveness

To compare the effectiveness of the sybil attack when using each of the above sybil
placement strategies, this work uses two measures: i) the number of sybil entries
present in each bot’s peer-list (i.e., peer-list infection level) and ii) the number of
bots actively participating in the botnet which have been able to successfully retrieve
the correct value for each command (i.e., value retrieval level). The peer-list infection
level provides a measure of the influence gained by the sybil attack. As such it is
not necessarily a direct measure of the effectiveness of the sybil attack, but rather a
prozy measure for the effectiveness of sybil attacks. The value retrieval level provides
a direct measure of the sybil attack’s ability to poison the botnet’s index and to

prevent legitimate bots from retrieving commands from the botmaster.

2.4 Chapter Summary

P2P botnet protocols such as the protocol described in this chapter trust bots to
create and use a single quazi-unique identity because they are fully decentralized and
must allow new, randomly recruited bots to join the botnet. As a result, such a
botnet is susceptible to the sybil attack.

Previous research has sought to quantify the effectiveness of the sybil attack

against P2P botnets and to explore optimizations to the placement bots in the P2P
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overlay network. However, these works have largely been limited to random graph
models which are not able to assess the impact of i) network-level phenomena nor ii)
the placement of sybils within the underlay network. Thus, this thesis outlines several
different sybil placement strategies for optimizing the placement of sybils within the
underlay network.

Finally, this chapter outlines the measures of effectiveness that are used to compare

the performance of the sybil attack for each of the placement strategies.
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Chapter 3

Simulation Model

In order to compare the efficiency and effectiveness of mitigating P2P botnets with
different sybil placement strategies, a high-degree of control is needed over the botnet
in question so that the sybil placement process can be as isolated as possible from
other processes such as bot churn, background traffic, etc. Of the research approaches
outlined in Chapter , packet-level simulation is the best suited approach because i)
it allows for stochastic simulation of the botnet while still providing complete control
over the processes in play (e.g., botnet protocol, churn, background traffic, etc.) and
ii) it allows the routing infrastructure and timing to be modelled.

This chapter will present an evaluation of existing tools for packet-level simulation
and then discuss the implementation of a simulation model using one of these tools.
Since the simulation model used in this work is based off of the work of Agarwal in
[69], this chapter will then highlight the major contributions made to the simulation
model throughout the course of this research. This chapter will also provide a detailed

discussion of the implementation of each of the sybil placement strategies outlined in

Section 2.2.41

3.1 Design Criteria

There are a number of existing tools for network simulation. This section outlines
several design criteria used in evaluating the strengths and weaknesses of each of these
tools.

A preface to these criteria is that the hardware available for this research was a
cluster of 41 IBM Blade servers. Each of these machines offers two 3GHz Intel Xeon
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processors, 8GB of RAM and 60GB of storage. The chosen simulation tool must

make the best possible use of this hardware.

3.1.1 Realistic Network Topology

The first and most important criterion is support for realistic network topologies. The
simulation model’s network topology is responsible for modelling network phenomena
such as routing delays and traffic bottlenecks. Furthermore, research has shown that
network simulations are sensitive to the topology used[75]. Thus, to ensure a high
level of fidelity for simulations, the network topology model must accurately reflect
the structure and attributes of the Internet.

There are generally two approaches to generating network topology structures.
The first approach is to generate a random Internet-like topology structure using an
informed topology generator[76]. The second approach is to use a measured internet
topology structure, such as those measured by the CAIDA Internet Mapping and
Annotation project[77].

Measured topologies have the advantage that they represent the actual graph
structure of the Internet, not just a graph with several measurably-similar properties.
This is important since the behaviour of network simulations has been proven to vary
depending on the underlying network routing topology[75] and mitigation strategies
must ultimately be effective on the Internet and not a theoretical network topology.
However, by also supporting generated topologies, the model can be used to quantify
how behaviours vary across multiple network topologies. If the effectiveness of a
particular botnet mitigation strategy varies widely across different network topologies
this may limit its applicability when used in-the-wild. Thus, it is desirable to support
both means of generating topology structures.

Another consideration with network topology structures is whether to use an AS-
level topology or a router-level topology. Router-level topologies provide a higher level
of detail than AS-level topologies, but at the cost of increased resource demands. Also
AS-level topology information is much easier to measure since this can be gathered
from publicly-visible border gateway protocol (BGP) information while ISPs generally
do not publish their router-level topologies because of privacy concerns|78]. Because
of this there are existing data sets that measure the AS-level topology of the Internet,
whereas there are no such data sets at a router level. As a result, this work focuses

on AS-level topologies.
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Beyond the mere structure of the network topology, it is also important that the
properties of links between nodes in the network topology, such as bandwidth and

propagation delay, are accurately modelled [64].

3.1.2 Facilitating Statistical Measurements

As was discussed in Section [1.6.3], stochastic simulation tends to be conducive to
statistical testing since it provides better controllability and repeatability than using
real systems while providing a generally greater level of fidelity than analytical mod-
els. The downside of using simulation, with respect to analytical modelling, is that
numerous simulation runs must be conducted and analysed in a statistically rigorous
manner. However, there are two ways that a simulation framework can help reduce
the time and effort necessary to conduct all of these simulation runs.

First, the framework can reduce the execution time of each individual simulation
run by supporting the saving and loading of simulation state. This allows the initial
state of the network to be generated once and then used for multiple repetitions
without repeating the time and work of generating that state. Second, the execution
time of ensembles of simulations can be reduced by using a distributed automation
framework to run multiple simulations in parallel in order to leverage all 41 IBM
Blade servers used in this work.

The state preservation mechanism is also important for statistical testing because
it facilitates altering the initial state of the botnet separately from the random pro-
cesses (i.e., the seeds of the PRNGs) of each repetition. If a previous botnet state can
be loaded by a simulation, then the initial botnet state is established separately from
the random processes (i.e., PRNG seeds) of each repetition. Without this mechanism,

it 1s more difficult to achieve this level of control.

3.1.3 Scalability

The chosen simulation tool must scale well to networks of realistic sizes. This means
that the run-time execution rate and memory usage of the simulation tool must not
degrade severely as both the size of the underlying network topology and the size of

the overlay network are increased.
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3.1.4 Extensibility

The simulation tool should minimize the effort necessary to implement the application-
layer botnet protocol. Toward this end, open-source tools are preferable to close-
source tools since they can be customized to accommodate unanticipated needs.
However, since open-source projects also commonly draw on community-driven de-
velopment, it is also important that the framework components be verifiably correct.

There is a general trade-off between generalization and performance: frameworks
try to provide components that will be useful to a wide audience under a wide variety
of circumstances, but because of this fewer assumptions and limitations can be placed
on these components, meaning that fewer optimizations can be made to them. For
this work, scalability is considered more important than extensibility due to the large

number of simulation runs needed to conduct statistically rigorous testing.

3.2 Existing Simulation Frameworks

Using the above set of design criteria, this section evaluates a number of existing

network simulation frameworks that are publicly available.

3.2.1 NS-2

NS-2[65] is a well established, open-source, discrete-event network simulation frame-
work. Having received support through DARPA and corporate initiatives, NS-2 comes
pre-packaged with a large number of well-tested components that facilitate simulation
of numerous network protocols in both wired and wireless networks. The open-source
nature of NS-2 also makes it extensible to novel protocols and problems.

Despite its popularity and wide-spread use, NS-2 suffers from a number of early
design decisions which limit its capability. In [79], Weingartner et al. demonstrate
that as the number of nodes in a benchmark network simulation increased, most
comparable simulation frameworks saw linear increases in run-time whereas NS-2

saw exponential increases.

3.2.2 NS-3

NS-3[80] is the successor to NS-2, designed with the goal of addressing the scalability
issues of NS-2. While NS-3 has generally achieved these goals, it is not backwards-
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compatible with NS-2. This means that NS-3 cannot leverage the suite of well-tested
components from NS-2. Development of an equivalent suite of tested components for

NS-3 remains an ongoing issue.

3.2.3 Mobius

Mobius[67] is a modelling tool designed for system-level performance and depend-
ability testing. Its key design goal is to support multiple modelling formalisms and
solution methods. The supported modelling types include stochastic activity net-
works (SANs), place/transition networks (i.e., Petri nets) and queue-based networks.
Using these model types, Mobius is able to perform three types of solving: i) analyt-
ical solving, ii) numerical, state-space solving based on compact multivalued decision
diagram (MDD) Markov processes and iii) distributed discrete-event solving tech-
niques.

The main shortcoming of Mobius with respect to this work is that it is generally
aimed at high-level modelling. As a result, M6bius does not have a large suite protocol
of models which are suitable for accurate packet-level simulation. As a result, it is

not well suited for this work.

3.2.4 PRIME SSF

PRIME SSF[81] stands for Parallel Real-time Immersive network Modelling Environ-
ment Scalable Simulation Framework. This framework is designed to conduct sim-
ulations that interact with real-world systems by using a combination of simulation
and emulation.

While integrating with physical devices has the potential to increase the fidelity
of experiments conducted with this tool, it does so at the expense of control, re-
peatability and scalability. The behaviour of physical devices and networks is non-
deterministic which prevents exactly replication of simulation results. Also, the use
of physical devices prevents access to their internal state and settings, reducing the
information and control that researchers have access to. Finally, the use of physical
devices increases the hardware resources needed to conduct each experiment, making

large-scale network simulation less feasible.
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3.2.5 PlanetSim

PlanetSim[82] is an open-source overlay network simulation framework. It uses a
layered design to isolate the implementation of the overlay protocol from any un-
derlay concerns, but still carries out a full packet-level simulation. Furthermore, the
framework comes with reference implementations of both structured (e.g., Chord,
Symphony and SkipNet) and unstructured (e.g., Gnutella) overlay networks. Finally,
because the project is open-source, the framework can be extended to provide new
overlay protocols and to support different underlay networks.

While well suited to the general goals of this simulation, this project has a number
of significant disadvantages. The chief limitation of this project is its lack of support
for realistic underlay network: the project only has support for several basic random
graph topologies and as of its last publication had only started to introduce a churn
model. Also, the project appears to be largely dormant, with the last publication
written in 2009[83].

3.2.6 OMNeT-++

OMNeT++ [84] is an open-source discrete-event simulation engine. A core part of
this project is the INET framework which provides implementations of a large number
of wired and wireless network devices and protocols. A number of NS-2 modules have
been ported for use with OMNeT++, providing well established references against
which the OMNeT++ implementations can be validated, lending the credibility of
NS-2 to OMNeT++. OMNeT++ also has a strong community base which has been
growing steadily for nearly a decade. This, combined with the open-source nature of
the project has contributed to a comprehensive suite of reference modules and docu-
mentation which greatly facilitates the creation of new models using this framework.
OMNeT++ has also been shown to scale well, closely matching the performance of
NS-3 [79], which makes it well suited to large-scale network simulations. Finally, there
are several automation frameworks available for distributed, multiple-replications-in-
parallel execution of OMNeT++ simulations, including Akaroa[85] and STARS[57].
As a result, OMNeT++ is well suited to the purposes of this work and is used to

develop the botnet simulation model.
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3.2.6.1 OverSim

OverSim[86] is an open-source overlay and P2P network simulation framework for
OMNeT++ that provides reference implementations of a number of structured and
unstructured P2P overlay protocols. However, there there are three main issues with
OverSim with regard to the design criteria of Section 3.1}

First, at the onset of this work OverSim had no support for realistic network
topologies. The only supported topology was a multi-tiered random graph structure.
Nodes within a tier were structured as an Erdés-Renyi graph and a portion of nodes
within each tier were also randomly connected to nodes in adjacent tiers. At the
time of this writing, OverSim has added support for more realistic network topologies
via the ReaSE topology generator[78] which is able to generate network topologies
which are directly compatible with the OverSim framework. However, ReaSE still
has the limitation that it only supports generating arbitrary, random topologies; it is
not possible to use ReaSE to import a measured AS-level topology structure of the
Internet and augment this with realistic link characteristics.

Second, OverSim has no support for saving simulation state. As Section [3.1.2]
highlighted, this results in wasted effort in generating the initial network state for each
repetition of a given experiment and creates difficulties when conducting statistical
testing.

Finally, while OverSim is generic and extensible enough to support numerous P2P
overlay protocols, this comes at the cost of scalability. Table compares the rate
of execution and memory usage between comparable simulations conducted using
OverSim and the simulation model that was developed in this work. OverSim is
running a 20,000 node Kademlia overlay while the thesis model is running a 20,000
node Kademlia-based botnet. Both simulations use a 2500 node AS-level underlay
network topology that was generated using the ReaSE topology generator. The thesis
model completed a 24 hour simulation after approximately 3 days while the OverSim
simulation crashed after approximately 7 days having only simulated approximately
30 minutes. This crash is due to bugs arising from the fact that OverSim does
not implement plain Kademlia, but instead implements a variant of Kademlia called
S/Kademlia[71] and it is not trivial to disable the additional features of this variation.
At the end of these simulations, the OverSim model consumed more than 2.5 times

the memory and ran over 100 times slower. While not a full comparison of the two
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tools, this still shows that OverSim requires significant additional CPU time and

memory compared to the simulation model used in this work.

OverSim | Thesis Model
Execution Rate

(% of Real-Time) 0.22% 30%
Memory usage 4729MB 1800MB

Table 3.1: Comparison of OverSim and the simulation model used in this thesis
when simulating 20,000 overlay nodes on a 2500 AS network topology.

3.2.7 Summary

Of the tools summarized above, OMNeT++ was chosen for this research because
of its large base of validated reference components and scalability. While the Over-
Sim framework would provide a means of quickly implementing a working simulation
model, the issues outlined in Section render it unsuitable for rigorous statis-
tical evaluation of large-scale botnets. As a result, this work makes use of a custom
OMNeT++ simulation model which is discussed in detail in Section |3.3]

While several automation tools exist for OMNeT++, the simulation model was
previously integrated with STARS in [2]. This research proceedes using STARS for

simulation automation because of this existing support.

3.3 Simulation Model

This section will outline the architecture of the simulation model used in this work.
While this model is based off of the simulation model developed by Agarwal in [69],
a number of changes and extensions have been made to it throughout the course of
this work. Thus, this section will discuss the overall architecture of the resulting
model used in this work and Section will highlight and discuss the changes and

extensions made.

3.3.1 OMNeT++ Overview

OMNeT++ is an object-oriented discrete-event simulation framework[84]. The sim-
ulation model is composed of modules which communicate and interact by sending

messages to one another via gates.
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Modules represent the physical and logical components of the system. There are
two types of modules: i) simple modules and ii) compound modules. Simple modules
hold state and implement active behaviours while compound modules are used to
group and connect modules (both simple and compound) into larger, more abstract
entities. Thus, compound modules are used to form the hierarchy of modules within
the simulation model. The OMNeT++ network definition (NED) language is used
to declare modules types and module properties while any associated functionality
is implemented using a C++ interface. Thus, compound modules only consist of a
NED file whereas simple modules consist of both NED and C++ files. For compound
modules, the NED file also declares how the sub-modules are connected.

Messages represent individual events in the model. Messages can be scheduled
to occur either immediately or at any time in the future and can also contain data.
As a result, messages can be used for two general tasks: i) triggering events at a
specific time and ii) passing information between modules. Intermodule messages
can either be sent directly to the gate of the receiving module or between gates that
have been connected by a series of one or more channels. Channels can have associated
properties and functionality, useful for modelling propagation delays, etc. Similar to
modules, channel types and properties are declared using the NED language while
any functionality is implemented in C++.

In addition to the NED and C+4 components, simulations runs can use one or
more configuration (INI) files to set module and channel properties for an experiment.
A single INI file can specify multiple parameter configurations and the number of rep-
etitions of each parameter configuration to be conducted. OMNeT++ also supports
exact replication of simulations via the Mersenne Twister[87] PRNG.

When running a simulation, OMNeT++ offers both graphical user interface (GUI)
and command line interface (CLI) simulation environments. The Tk/TCL-based
GUTI is useful for visualizing and debugging small-scale simulations. However, the
GUI generally results in lower speed of execution and can become quite sluggish
when rendering large numbers (i.e., thousands) of modules. As a result, the CLI
environment is preferable for executing large-scale simulations as well as batches of
simulations. For operating systems without a GUI, the CLI is the only simulation
environment available.

There are a number of component libraries available for OMNeT++. The INET
framework [88] is particularly noteworthy as it provides implementations of standard

wired and wireless networking protocols and devices. The INET framework is used
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in this research to ensure correct implementations of the protocols and devices used

in the underlay network environment.

3.3.2 Underlay Network Model

The underlay network model represents the physical network over which bots send
packets. This portion of the model is also concerned with the location of bots within
the underlay network and their churn. Table [3.2] summarizes the parameter settings

that characterize the underlay network model.

Attribute Description

numberOfAses Number of ASes in the network topology

number0fSubnets | Number of Subnets in the network topology

initialBots Initial number of bots in each subnet. Only
used if not starting from saved botnet state.

maxBots Maximum number of bots that can be in a sin-
gle subnet.

Table 3.2: Summary of Underlay Network Topology Parameters.

3.3.2.1 Network Topology

The core of the underlay network model is the network routing topology. This consists
of a static AS-level network topology and a number of connected subnets which
represent ISPs, each of which can contain a number of bots. The internal routing
structure of each subnet and how each bot is connected to that routing structure
(i.e., wired vs. wireless) is abstracted away for scalability. This overall architecture is
illustrated in Figure[3.1] Each AS can have at most 1 attached subnet. ASes with no
attached subnet are referred to as transit ASes whereas ASes with an attached subnet
are referred to as destination ASes since they form the set of routable destinations
within the AS-level topology.

Each AS is implemented in OMNeT++ as a single router module. These routers
are interconnected with channels that specify the available bandwidth and routing
delays of the link. In real network systems large ASes are implemented as a point-
of-presence (PoP). Rather than inferring a structure for all PoPs and to improve
scalability, the simulation model accounts for PoPs by adding additional delays to

all links to and from large ASes. Because the network topology is static, all routers



48

Network Topology

h Autonomous /
Systems

Figure 3.1: Underlay Network Architecture

use static routing tables instead of dynamic routing protocols in order to improve
scalability. These static routing tables are stored in files which are loaded at the
beginning of the simulation, allowing these files to be used for multiple simulation
runs.

Each subnet module is connected to one of the ports of the router module repre-
senting the AS it belongs to. Within a subnet module, the routing infrastructure is
abstracted away. As illustrated in Figure [3.2] subnets contain a networking module
responsible for modelling the transport-level protocol used by bots and a message
mapper module which is responsible for i) modelling intra-subnet routing delays and
ii) transferring packets between the networking module and the bot cluster mod-
ule. The bot cluster module is simply a container module that contains the modules
used to model each individual bot. Because all bots within a subnet share a single
networking module, all bots use the same transmission protocol: the user datagram

protocol (UDP). This protocol reduces the complexity and overhead in simulating
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botnet traffic and ensures that measured traffic characteristics are not merely an

artefact of a connection-oriented protocol or congestion control mechanisms.

Bot
Cluster
Message
Mapper
Subnet
Controller Networking

*To /From AS

Figure 3.2: Internal Module Structure of the subnet Module

Subnets also contain a subnet controller module which serves two functions.
First, each subnet controller maintains a list of all bots in the subnet and provides
a means of looking up bot modules by their IP address. This lookup functionality
is used by the message mapper to look up bots when delivering inbound packets.
Second, each subnet controller manages the creation, initialization and removal
of bots within the subnet. In creating a new bot, the subnet controller delegates
all protocol-specific initialization tasks (i.e., generating bot parameter settings, boot-
strapping, etc.) to protocol-specific modules. This process will be described in more
detail in Section Subnet controllers do not actually trigger churn events—
they only carry out the mechanics of creating and removing bots. Churn events are

triggered by a global churn manager.

3.3.2.2 Churn Management

The churn manager is responsible for triggering all churn events throughout the whole

underlay network. The churn process is characterized by:

e tBotCreation: The distribution describing the inter-arrival times of bots join-
ing the botnet (i.e., the birth-rate).
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e tBotRemoval: The distribution describing the inter-arrival times of bots leaving
the botnet (i.e., the birth-rate).

Whenever a churn event is triggered it is then forwarded to a randomly selected
subnet that can handle the event. For bot creation, this means that there must be
room in the subnet for more bots. For bot removal, this means that there must be
bots in the subnet that can be removed.

There is also a second, targeted churn process that can run parallel to the normal
churn process. It functions identically to the normal churn process, except that i) it
only sends churn events to subnets that have been marked as targeted, ii) it manages
a separate set of hosts (i.e., hosts created by the targeted churn process can only be
removed by the targeted churn process) and 3) all modules involved in initializing
bots use a separate set of PRNGs when initializing targeted bots.

For this work, the targeted churn process is used to handle sybil bot churn as a
separate, isolated random process from normal bot churn. As a result, it is possible
to isolate the effect that adding sybils can have on a botnet; subsequent runs with
and without sybils, if seeded identically, will only vary because of the behaviour of
the sybils, not because of side-effects from creating sybils. Furthermore, it is possible
to alter the physical placement of sybils within the underlay network without altering
their logical placement in the overlay network.

Each subnet module has two parameters which determine if it is targeted or
not: i) targetingPriority and ii) numberOfTargets. numberOfTargets is al-
ways set uniformly across all subnets whereas targetingPriority can vary from
subnet to subnet. In general, if targetingPriority is non-negative and less than
number0fTargets, the subnet is targeted. The only exception to this is if all subnets
have a negative targetingPriority but the numberOfTargets is greater than 0, in
which case the number of targets specified by number0fTargets is randomly selected
from all subnets. Using this, the various targeting strategies from Section can
be implemented, as summarized in Table |3.3

Of special note is the “Informed” case. This is used for both the partially and
fully informed cases. Each subnet is assigned a unique priority: the highest priority
is 0 and the lowest priority is numSubnets — 1. The targeting priorities are calculated
by external tools and saved in the simulation’s configuration files. This allows the
priorities to be calculated for a particular botnet once and then re-used in multiple
simulation runs with differing numbers of targets. The details of how these priorities

are calculated will be discussed in Section [3.3.6]
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Strategy Targeting Number | Notes
Priority of Targets
No Targets -1 Default  configura-
tion.
Unrestricted 1 All subnets are tar-
geted.
Uninformed N N subnets are cho-
sen at random.
Informed | {0,1,...,numSubnets — 1} N Top N subnets are
chosen.
Table 3.3: Summary of Targeted Churn Parameters
3.3.2.3 Bots

The bot module, as illustrated in Figure |3.3] encapsulates the application-layer of

each bot and is composed of an overlay protocol module and a host message

processor module. All messages to and from the overlay protocol module are

first filtered by the host message processor module. For inbound packets, this

module filters out packets destined for the bot’s IP address but not the bot’s overlay

ID which can happen as IP addresses are reused by new bots because of churn.

For outbound packets, the host message processor adds the necessary framework-

related fields to the packet so that it can be properly routed to the destination bot

module. The overlay protocol module implements the host-level behaviour of the

overlay protocol discussed in Section [2.1]

To/From
Message €———
Mapper

Host Message
Processor

]
AEEE——

Overlay
Protocol

Figure 3.3: Internal Module Structure of the Bot Module
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3.3.3 Overlay Model

There are two functional components to the overlay network model: i) initializing

new bots and ii) the implementation of the host-level botnet protocol.

3.3.3.1 Initializing Bots

Bot initialization is managed by the subnet controller module which delegates
protocol-specific initialization to a number of modules in the overlay controller
module, as pictured in Figure|3.4] The parameter generator generates and directly
sets any parameters needed by the bot module’s overlay protocol module. The
bootstrap generator module creates the initial list of peers used to bootstrap the
new bot into the botnet. Finally, the key-value pair generator module generates

the set of commands that bots will attempt to look up.

Overlay Controller Subnet

-

~ o
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Key-Value Pair
Generator
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Controller

Parameter
Generator

Host Cluster

Figure 3.4: Interaction of Modules When Initializing a New Bot

3.3.3.2 Protocol Implementation

There are three distinct types of bots within the simulation: i) normal bots, ii)
seed bots and iii) sybil bots. Each bot’s overlay protocol module implements the
botnet’s overlay protocol which was discussed in detail in Section 2.1l However, seed
and sybil bots function differ slightly from normal bots.

Seed bots receive the full list of commands that bots are searching for immediately
after they are created. Once seed hosts have received this list, they then attempt to

publish each command within the botnet using value publication lookups (discussed
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in Section [2.1.4). Also, since these bots have all the commands from the current
command set, they do not perform value lookups.

From Section sybil behaviour differs from normal bot behaviours in that: i)
sybils do not initiate value lookups and ii) sybils always respond to FIND VALUE
requests with SYBIL VALUE. As Section outlined, sybils are characterized by
their use of multiple identities. However, to simplify the implementation of sybils,
each sybil identity is modelled using a separate bot module rather than as a single
bot module with multiple identities. This way all types of bots only manage a single
identity, minimizing the differences between the protocol implementation of each.
Also, within a subnet, the physical infrastructure is abstracted away, meaning that the
concept of individual computers within the subnet is not modelled. The only notable
side-effect of modelling sybils this way is that every sybil identity has a separate
IP address as this is necessary for the sake of routing packets within the simulation
model. As a result, analysis can only produce measures relative to identities, not

computers.

3.3.4 Simulation Modes

The simulation model supports two general modes of operation: i) generation and ii)

experimentation.

3.3.4.1 Generation

Generation mode is designed to generate and save the state of a realistically-structured
botnet. An initial number of bots are uniformly distributed throughout the underlay
network and churn is configured so that bots are added faster than they are removed,
resulting in an overall growth in the size of the botnet. The botnet runs and grows
according to its P2P overlay protocol until the botnet reaches a user-specified size. At
this point the simulation state is saved. Under generation mode all instrumentation

is disabled in order to minimize the run time of the simulation.

3.3.4.2 Experimentation

Experimentation mode is designed for loading a previously saved simulation state
and running that network for a set duration under a specified setting of the tunable
parameters of the model. During these runs, various instrumentation is enabled to

measure behaviours and observable characteristics of the botnet. In this work, the
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experimentation mode is combined with a number of different simulation configura-
tions in order to implement the sybil placement strategies outlined in Section [2.2.4]
Instrumentation is discussed in detail in Section [3.3.5

Because of the large number of simulations needed for statistically-rigorous mea-
surements, the simulation model is integrated with the STARS framework[57]. The
details of this integration process are discussed in Section [3.4] While there is STARS
support for both generation and experimentation modes, it is of most benefit to the

experimentation mode since the majority of simulation runs use in this mode.

3.3.5 Instrumentation

While OMNeT++ has built in support for scalar and vector instrumentation, these
implementations are too limited for this research. First, measurement files are written
in a text-based format and cannot be compressed on-the-fly. If a simulation generates
large volumes of data, these files can easily exhaust all available disk space before the
simulation finishes. Second, all vector measurements are grouped into one file and
scalars into another file. This increases the complexity of analysing data since each
measurement series must be separated before preforming analysis. This also requires
extra care when processing large measurement files so as to not exhaust all available
memory.

For these reasons, the simulation model leverages two alternative forms of instru-
mentation. For time-series vectors, data is collected using the instrumentation tools
provided by the STARS framework while other data is collected using custom instru-
mentation. The STARS instrumentation writes binary-formatted files that can be
compressed on-the-fly and which are compatible with the STARS MATLAB analysis
tools. The custom instrumentation writes comma-separated variable (CSV) formatted
files which can also be compressed on-the-fly and are analysed using custom analysis
scripts.

While it is undesirable to have two forms of instrumentation, this strategy lever-
ages the verified STARS analysis scripts where possible, using custom instrumentation
and analysis only for data series which are not compatible with the STARS analysis

scripts.
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3.3.6 Sybil Placement Strategy Implementations

Section outlined four sybil placement strategies: i) unrestricted placement, ii)
uninformed (i.e., random) placement, iii) partially-informed placement and iv) fully-
informed placement. The following sections will outline how each placement strategy

is implemented in the simulation model.

3.3.6.1 Unrestricted Sybil Placement

As Section |3.3.2.2| outlined, this placement strategy is built in to the churn manager
module. By specifying the correct parameter settings, sybils are distributed randomly

into all subnets in the underlay network.

3.3.6.2 Uninformed Sybil Placement

Similar to the unrestricted sybil placement strategy, this placement strategy is built
into the churn manager module; however, the number of subnets to be targeted must

be explicitly specified via the number0fTargets parameter.

3.3.6.3 Partially-Informed Sybil Placement

The partially-informed sybil placement strategy requires access to the peer-lists of
bots in the botnet. Because of how the botnet state is saved, the only means of
extracting this information is to launch an OMNeT++ simulation which loads the
state. At this point, the peer-lists from each bot are written to file in a format which
is easy to load for analysis and the OMNeT++ simulation terminates.

Afterwards, the topology generation tool (discussed in Section is used to
reload or regenerate the network topology. The peer-list information from each bot
is then loaded and a random set of these peer-lists is selected for tracing. Routes
between the selected bots and each of their peers are traced and recorded at each AS
along the route, provided the AS is a destination AS; transit ASes cannot be targeted
since bots cannot be placed into them. Afterwards, each subnet is prioritized by the
number of routes traced through the associated AS. This information is appended
to the INI file used to launch the above OMNeT++ simulation. At this point, it is
finally possible to run an OMNeT++ simulation with targeted sybil placement.
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3.3.6.4 Fully-Informed Sybil Placement

The fully-informed sybil placement strategy requires a record of how many botnet
packets pass through each destination AS. This information is gathered while run-
ning the botnet without sybils, meaning that this placement strategy requires two
simulation runs: i) an information gathering run without sybils and ii) a measure-
ment run with targeted sybil placement.

During the first run, as each packet traverses a destination AS, the router mod-
ule logs the sender and recipient bots. At the end of the simulation, this data is
aggregated into flow records for each subnet since each destination AS is associated
with a single subnet. These flows are characterized by: i) the sender, ii) the recipient
and iii) the number of packets sent between these bots. Because of the sheer volume
of data collected during a simulation run, all packet flows with fewer than 3 pack-
ets are ignored. The subnet with the highest number of observed botnet packets is
assigned the highest priority. Each sender-recipient pair observed by this subnet is
then removed from consideration in the remaining subnets. This process is repeated
with the remaining subnets until all subnets have been prioritized.

The priorities are saved so they can be used in multiple simulations with different
numbers of target ASes. At the beginning of each of these runs, the priorities are

appended to the simulation’s INI along with the number of subnets to target.

3.4 STARS Integration

The statistically rigorous simulation (STARS) framework[57] is an MPI-based frame-
work for automating distributed, parallel execution of simulations and statistically-
rigorous analysis of generated measurements. In [2], Godkin provides a detailed
discussion of how STARS performs its statistically-rigorous analysis. As that work
highlights, the statistical analysis tools used by STARS require stationary, time-series
data. The work in this thesis, however, violates both of these constraints. The sybil
attack seeks to disrupt the botnet’s communication and fracture the botnet’s overlay
network which effectively means that it seeks to introduce non-stationary behaviours.
Also, the STARS analysis scripts are only suitable for simple time-series data whereas
much of the data necessary to analyse the structure and connectivity of the overlay
network graph is complex and only saved periodically. Thus, for this thesis, the

STARS framework was used primarily for simulation automation.
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When STARS is deployed across a cluster of computers, one computer is desig-
nated as the management node while all other computers function as worker nodes.
By default, the management node also doubles as a worker node. Users submit
processes which contain a series of tasks (i.e., simulations and/or analysis). The
management node manages: i) the distribution of tasks and their related resourced
to worker nodes and ii) the collection of results from worker nodes when they finish
tasks.

STARS requires several user-supplied components in order to integrate a simula-
tion with the framework. First, STARS requires a resource package. The resource
package contains all of the resources (i.e., executables, configuration files, etc.) neces-
sary to run any OMNeT++ simulations and analysis. Second, each batch of simula-
tions requires a workfile. This specifies the experiment configuration which includes
both STARS and OMNeT++ configuration settings. Finally, STARS requires several
Python modules which specify: i) how to interpret the workfile and ii) the mechanics
of running each simulation and processing any results. These modules are packaged
with the resource package.

In [2], Godkin provides a high-level discussion of integrating STARS with an earlier
version of the simulation model used in this work. For that work, minimal effort was
required to integrate the simulation model with STARS because the run procedure
and measurements were both well-suited to STARS. However, for this thesis, there

were five types of run configurations:

Generation

No Sybils (with Router Logging)
Uninformed Sybil Attack
Partially-informed Sybil Attack
Fully-informed Sybil Attack

SN

Each configuration uses a base OMNeT++ INI file, minimizing the amount of
additional configuration that needs to be specified by the workfile. Most of these
run configurations require a distinct run procedure (outlined in Section and
generate different results. Thus, it makes sense to provide separate modules for each.
However, between a number of the configurations, portions of the procedure and
results are the same. Thus, it makes sense to organize these modules hierarchically,

leveraging inheritance to reduce code duplication between modules.
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Because of how STARS loads modules, this hierarchy requires that STARS load
the modules in a specific order (i.e., load dependencies first, then dependants). How-
ever, STARS provides no means of specifying the order in which to load modules.
Thus, this work contributes a mechanism for specifying which order to load modules
in. A file named “load_order” is included with the Python modules. If STARS
detects this file, it first loads the modules specified in this file in the order that they
are listed before loading any additional modules included in the resource package.

Another issue that arose with STARS is that it only manages the deployment of
the resource package to worker nodes. If an analysis task wishes to use other resources,
it must manually retrieve them after being deployed to a worker. This functionality
is built into the MATLAB analysis scripts, but not into any of the default Python
modules. Furthermore, if the workers are responsible for managing extra resources,
there is no way to coordinate when they will attempt to pull these resources. This
can potentially lead to network congestion issues if multiple workers try to retrieve
large resource files at the same time. This work contributes a second type of task: an
analysis task. Analysis tasks can specify additional resources that they require. When
the task is deployed to a worker, the management node then deploys these additional
resources to the worker node. The management handles resource deployment in a
serial fashion, preventing network congestion problems. After the task has finished,

the resources are cleaned up.

3.5 Extensions

While the simulation model above is based off of the model developed by Agarwal in
[69], it has been heavily refactored through the course of this work. While many of
the changes were simple splitting modules to separate responsibilities or clarify logic,
there were also several significant architectural changes. This section will discuss

these contributions.

3.5.1 Realistic Network Topology

In order to generate realistic network topologies, a tool was written using the Python
programming language[89] to interface with various AS-level topology generators and
convert their output into a format that could be used by the simulation model. When

writing this tool, there were three main goals. The first goal was to generate a
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realistic AS-level topology, including network characteristics such as link bandwidths,
delays, error rates, etc. The second goal was to make it as simple as possible to
incorporate multiple topology generators. The third goal was to automate as much of

the simulation setup as possible. The resulting architecture can be seen in Figure |3.5|

Topology
(Domain Object)

<<creates>> <<reads>>

| Annotator |<> Generator m
JAY N
| StaticRoutes |——| LinkProperties | | InetGenerator l— BriteGenerator m
| PopDelays |——| SubnetAssigner| |CaidaGenerator|—

IpGenerator

Figure 3.5: Topology Generator Architecture

The general flow of processing is that a Generator interacts with an underlying
topology source (i.e., an external program or file) to generate a topology structure.
The generator object translates the output of its underlying source into topology
domain objects (i.e., classes representing the topology, autonomous systems, subnets
and links). Since not all underlying topology sources generate the same level of
detail, Annotators are then used to fill in missing details such as link characteristics.
Annotators are also used to generate some simulation-specific details such as IP
addresses for all autonomous systems and subnets, and static routes between nodes
in the network topology. Finally, the annotated topology is passed to a Writer
which outputs the topology in a specific format (e.g., files that can be consumed by
a simulation).

The following sections will outline the mentioned components and the design de-

cisions behind them.

3.5.1.1 Generators

Generator components are responsible for generating the network topology’s struc-

ture. As was discussed in Section [3.1.1] one of the primary goals for the simulation
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model was to support the use of both measured and generated network topologies.
However, measured and generated topologies require different work-flows: measured
topologies are typically stored in a set of files which must be read and parsed while
generated topologies require running an external topology generation program, cap-
turing the output and then parsing it. Thus, the developed generator components
encapsulate the specific work-flow for each underlying topology source. In total,
four generators were developed: the CaidaGenerator, the InetGenerator, the
BriteGenerator and the ReaseGenerator.

The CaidaGenerator is the only developed generator for measured topologies,
providing support for measurements from the CAIDA Internet Mapping and Anno-
tation project[77]. This project provides a catalogue of Skitter-formatted[90] mea-
surements of the IPv4 routed /24 AS links of the Internet from January 2000 until
the present. A single measurement file may not observe the whole Internet routing
topology, so the CaidaGenerator supports aggregating multiple measurement files
into a single topology.

The InetGenerator is the simplest generator for generated topologies, using
the Inet-3.0 topology generator[91]. It is worth noting that while the Inet-3.0 topol-
ogy generator is named very similarly to the OMNeT++ INET framework, the two
projects are unrelated. Inet-3.0 is simple to run since all configuration options can be
specified as command-line arguments, and the output is also simple to parse. Thus,
the InetGenerator simply builds and executes the appropriate command and then
captures and parses the output. However, Inet-3.0 only generates an AS-level topol-
ogy structure; it does not generate any other network characteristics. This means
that annotators must be used to fill in these details. It is also worth noting that
Inet-3.0 does not appear to have been actively developed or supported since 2002[92].

The BriteGenerator uses BRITE: the Boston University Internet topology gen-
erator [93]. BRITE is able to generate AS-level and router-level topologies, offers
rudimentary support for generating link bandwidths and delays and can import pre-
generated topologies from a number of different file formats. Among the supported
formats, BRITE claimed to support importing Skitter-formatted files, such as those
produced by the CAIDA Internet Mapping and Annotation project[77]. Unfortu-
nately, at the time of this work the implementation for this format is broken, and the
BRITE code-base is no longer maintained[94], prompting the specific development of
the CaidaGenerator. BRITE requires that configuration options be specified in a

file. Thus, the BriteGenerator creates a temporary file to contain this information
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which is removed after running the BRITE executable. Also, the output from BRITE
is stored in a file. Thus, the BriteGenerator reads the contents of this file into a
buffer and then removes the generated file. While BRITE supports generating link
bandwidth and delay values according to constant, uniform, exponential or heavy-
tailed distributions, these values are not not weighted by the degree of connectivity
of the nodes being linked. The work of Wei et al.[95] [64] suggests this is a necessary
step for the values to accurately reflect those of the Internet. Thus, these values are
generated by an annotator instead of BRITE.

The the last developed generator is the ReaseGenerator which uses ReaSE[7§]
as its underlying topology source. ReaSE is the most recent of the considered topol-
ogy generators and it includes a number of desirable features such as AS-level and
router-level topologies, link bandwidth generation and background traffic generation.
It is also the only of the three considered topology generators that is still actively
supported and developed. The only downside of ReaSE is that it is designed to work
directly with either the OMNeT++ INET framework or the OverSim framework. As
a result, it generates NED-formatted files which are non-trivial to parse. However,
for AS-level topology configurations, parsing the output is still manageable. Similar
to BRITE, ReaSE requires configuration options to be specified in a file and gener-
ates output in a file. Thus, the ReaseGenerator follows the same work-flow as the
BriteGenerator.

Inet-3.0, BRITE and ReaSE use text-based output formats which can be saved to
a file. Thus, their associated generator components support an additional work-flow

to read previously generated output from a file.

3.5.1.2 Topology Size Reduction

The network topologies generated by the CaidaGenerator from recent snapshots of
the Internet topology contain approximately 32,000 ASes. However, because of the
memory constraints of the hardware used in this work, it is only possible to use
network topologies of approximately 2500 ASes. As a result, it is necessary to reduce
the size of the topology. In this work, this is achieved by removing the least-connected
ASes from the topology, effectively retaining the core nodes of the network topology.

A consequence of this is that a similar procedure must be followed for generated
topologies as is illustrated in Figure 3.6] Figure [3.6a) shows the node connectivity
distribution for a CAIDA topology that has been reduced from 32,000 ASes to 2500
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ASes. Figure |3.6b| shows the connectivity distribution for a 2500 AS topology gen-
erated using ReaSE. Notice how the topology lacks the highly-connected nodes (i.e.,
nodes with more than 400 connections) that are present in the CAIDA topology.
However, if ReaSE is used to generate a 32,000 AS topology which is then reduced
to 2500 ASes by removing the least-connected ASes from the topology, as is shown
in Figure [3.6c, the node connectivity better matches the node connectivity of the
reduced CAIDA topology.

3.5.1.3 Annotators

While ReaSE supports the generation of a number of realistic link characteristics, the
other topology generators and measured network topologies do not. Because of this
variation in their capabilities, the developed Python tool must to be able to easily
enable or disable the generation of certain characteristics. To facilitate this, a set of
Annotators can be used to “fill-in” missing values. These components are also used
to provide information that is present in none of the topologies, such as static routes

between nodes in the network. Table [3.4] summarizes all of the Annotators.

Name Functionality

IpGenerator Generates IPv4 addresses for every AS and ranges
of IPv4 addresses for every subnet.
LinkPropertyGenerator | Generates bandwidths and routing delay character-
istics for every AS-link.

PopLinkAdjuster Adjusts the delay of links to and from large ASes.
SubnetAssigner Connects subnets to the least-connected ASes in
the topology.

StaticRouterGenerator | Generates static routes for every routable destina-
tion (i.e., subnet) using Djikstra’s algorithm.

Table 3.4: Generator Components Summary

Of special note, the LinkPropertyGenerator is of critical importance since it is
responsible for generating realistic link characteristics. While there are a number
of tools for measuring available link bandwidths, there has been little work done to
measure these values across the whole of the Internet. The iPlane project[96] measures
the bandwidth between various links by participating in popular BitTorrent swarms.
Unfortunately these measurements only provide rough estimates for a portion of the

Internet topology. The Pathneck[97] project, which estimated link bandwidths for
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a large number of AS links, previously had a dataset available. While this data is
no longer available, Wei et al. provide a summary of the values in [64]. Thus, the

developed LinkPropertyGenerator makes use of these same values.

3.5.1.4 Writers

Once the topology has been fully annotated, it can be output in a useful format by
one of two Writer components. The first writer component is the OmnetWriter which
outputs the topology as NED files which can be used directly by the simulation model
outline in Section The second writer is the PythonWriter which uses Python’s
built-in pickle module to serialize the topology domain objects so that the topology

can later be reloaded for analysis and visualization.

3.5.2 Saving & Loading Simulation State

Another significant contribution of this work was the addition of a state saving and
loading mechanism. This functionality is essential in facilitating rigorous statistical
analysis. First, it eliminates redundant work since the generation of an initial net-
work state only needs to be done once for all simulations that use that same initial
network state. Second, multiple simulation runs can begin with an identical initial
botnet state, even if the tunable parameters of the botnet or random processes of the
simulation are altered in a way that would change the growth of the botnet.

The serialization functionality was implemented using Boost Serialization library[08].
This is a general-purpose C++4 serialization library, and is one of the most fully-
featured serialization libraries available. However, through the course of this work, it
became apparent that there is one unfortunate conflict between the Boost serialization
library and the OMNeT++ framework. When deserializing objects through pointers
deserialization must be invoked on unassigned pointers. Boost allocates the appropri-
ate amount of memory, assigns it to the pointer that deserialization was invoked on
and then uses placement new to initialize that block of memory. Thus, Boost serial-
ization requires objects to be fully constructable through their constructor. However,
the OMNeT++ framework makes extensive use of the factory pattern[99] to deter-
mine the correct object type and to initialize and maintain framework-specific state
that is beyond the control of the caller (i.e., assigning object tracking IDs, managing
string pools, allocating type-specific parameters, etc.). Thus, to correctly deserialize

factory-built objects through pointers, the factory must first be used to create the ob-
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ject and initialize any uncontrollable state, and then deserialization must be invoked
on a pointer to this partially initialized object to restore any controllable state. This
requires overriding a portion of the serialization library code through template spe-
cialization. Since this code was largely identical for each instance, it was formalized
as a macro which can be seen in Appendix [A.1] This approach also requires that
the deserialization process is managed by an external object or function rather than
directly invoking Boost serialization.

In the simulation model, there is a global BotnetArchiver module that is respon-
sible for managing the process of saving and loading of state for the whole simulation
model. There is also a TopologyArchiver which manages the saving and loading of
the state for the network topology (i.e., ASes and links). The procedure for loading
state is described in Algorithm [I] The procedure for saving is identical, but is simpler

as it does not require the construction of objects.

Algorithm 1: Procedure for Loading Simulation State

Load global simulation parameters

Load the number of ASes in the topology

foreach AS do

Construct the AS module

Load any controllable parameters (e.g., static routes)
foreach link to another AS do

Create link

Load parameters

end

if there is a link between the AS and a subnet then
Construct the topology-portion of the link
Load link parameters

end
end
Construct and load the OverlayController and its sub-modules
Load the number of subnets
foreach subnet do
Construct and load the Subnet module and its submodules
Complete the link to the subnet’s associated AS
Construct each host in the subnet and load its state
end
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3.5.3 Churn Model Modifications

The churn model outlined in Section is a significant change from the original
churn model used by Agarwal in [69)].

First, the original churn model was distributed while the new model is centralized.
Originally each SubnetController was responsible for both triggering churn events
and managing the execution of those events. This seemed advantageous since each
subnet could have a separately-controlled churn process; however, none of the exper-
iments conducted using this churn model ever leveraged this ability. Thus, the dis-
tributed churn process effectively increased the complexity of the SubnetController
module without offering any utilized advantage. Also, the global churn rate was
proportional to both the churn rate of each subnet and the number of subnets. To
maintain a constant global churn rate if the number of subnetworks changed, the
churn rate for each subnet had to be manually adjusted in the configuration file. By
centralizing the churn management, the process is simpler to understand and does
not vary depending on the number of subnets. Furthermore, the centralized churn
process can still be weighted to created different churn amounts of churn in each
subnet.

Second, the original churn model only had a single churn process. Thus, by
introducing sybils into the simulation, the churn and placement of normal bots was
altered. The new churn model features two separate churn processes: i) normal
churn and ii) targeted churn. As was discussed in Section [3.3.2.2] the introduction of
the separate targeted churn process allows sybils to be introduced into the network
without affecting the placement of normal bots. Also, since both the churn and the
parameter generation processes for targeted churn use different PRNGs, the physical
placement of sybils can be varied without altering their logical placement. This means
that the effects of adding sybils and varying their physical placement can be studied

in isolation. This is essential for the purposes of the conducted research in this thesis.

3.5.4 Low Memory Routing Tables

One issue that arose when running simulations was that the memory consumption
continuously increased for the entire duration of the simulation. This was traced back
to the routing table model used by the OMNeT++ INET framework. In this model,
routes are stored in an arbitrary order. Thus, the only means of finding the best

matching route, given a destination IP address, is to perform a linear search through
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the whole list. In order to improve the run-time performance, every time a routing
table successfully locates a route, a pointer to the route is cached in a C++ map,
indexable by the destination IP address and, future lookups can search through the
cached entries with logarithmic complexity.

The memory consumption problem arose because this cache is never cleared. In
a P2P network where each peer contacts numerous other peers in other subnets, this
means that the same route is cached numerous times, once for each destination in
that subnet. This then occurs at each routing node in the network. As a result,
with a large number of routable destinations (i.e., subnets) and a high level of bot
churn, these cached routes can consume several gigabytes of RAM over the course of
a simulation.

During this work, a low-memory version of the routing table model was imple-
mented. This optimization was possible because the simulation model uses a static
network topology and thus all routes are static. As a result, it is possible to sort all
the static routes at each routing node according to the network prefix (i.e., the logical
OR of the IP address and subnet mask) at the start of the simulation. Once sorted,
a binary search can be used to look up routes with logarithmic complexity. There
is one small caveat with this approach: if the search fails to locate a route, the first
entry in the routing table must be checked. If it is the default gateway route (i.e., the
network prefix is 0.0.0.0), then it is considered to match the destination IP address.

Since this yields the same performance as the route cache in the default routing
table model, the low-memory routing tables do not need to cache retrieved routes and
do not incur the same memory penalties. Furthermore, the default routing tables
eventually end up with more routes in the cache than in the routing table (since
each route is cached for each destination). Thus, the low-memory routing tables also

reduced the time needed to run simulations by approximately 6%.

3.6 Chapter Summary

This chapter discussed the packet-level simulation model that is used in this research.
While multiple simulation tools exist, OMNeT++ was chosen because it provides a
rich set of verified protocol and device implementations within a flexible, scalable
environment. While this simulation model is based off of the work of Agarwal[69],
a number of extensions and revisions were contributed throughout the course of this

work in order to support i) realistic underlay networks, ii) saving and loading simu-
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lation state iii) improved scalability for large networks and iv) a churn model which
is able to support the sybil placement strategies explored in this thesis.

Because of the large numbers of simulations required by this research, the simu-
lation model is integrated with the STARS automation framework. This framework
allows for parallel execution of simulations across the cluster of computers available

for this research, greatly reducing the time needed to execute batches of simulations.
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Chapter 4
Experiments

This chapter will lay out the parameter settings of two sets of experiments conducted
during this research with summaries and discussions of the measurements collected

during those experiments.

4.1 Common Parameter Settings

The hardware available for this research is a cluster of 41 Blade servers. Each of these
machines has two 3GHz Intel Xeon processors, 8GB of RAM and 60GB of storage.
Since each Blade server has two processors, this work limited simulation memory
usage to approximately 4GB, enabling each Blade server to run two simulations si-
multaneously.

Because the interests of this research are similar to those of Davis et al. in [27],
this work uses the same size of botnet: 20,000 bots. This leaves two other settings
which impact the overall memory usage of each simulation: i) the size of the underlay
network and ii) the number of sybils used during sybil attacks. Empirical testing was
used to determine that a network topology of 2500 ASes with 2000 subnets would
allow for approximately 16,000 sybils. This allows sybils to make up as much as 50%
of the total botnet size.

4.1.1 Network Topologies

This work considers two underlay network topologies: i) a measured network topol-
ogy from the December 2012 measurements of the CAIDA Internet Mapping and
Annotation project|77] and ii) a network topology generated using the ReaSE topol-
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ogy generator. Each parameter setting is run on both of these networks. Only one
botnet state is generated for each underlying network topology. Although it would
be highly desirable to generate and run experiments with multiple botnet states, the
time and storage requirements for the necessary number of simulation runs, which
will be discussed in more detail in Section [£.2.5] is not feasible.

Attribute CAIDA ReaSE
Measurement Set | December 2012 | N/A
numberOfAses 2500 2500
number0fSubnets 2000 2000

Table 4.1: Summary of Network Topology Configurations

4.1.2 General Configuration and Settings

In general, each simulation run simulates 24 hours of botnet activity. Also, 10 repeti-
tions are run for each scenario (i.e., placement strategy and particular configuration
of parameter settings). While this number of repetitions may not be sufficient for
thorough statistical analysis of each scenario, it should provide a general sense of
how the botnet reacts to each sybil placement strategy. For all simulations, the
PRNGs seed sets are selected based on the repetition number. This way the random
processes vary between repetitions but should be identical (where possible) across
scenarios. However, some random processes (e.g., intra-subnet packet delays) cannot
be repeated identically across all scenarios since adding sybils to the botnet inherently
affects packet flows to and from each subnet.

Across all experiments, all of the botnet protocol parameters outlined in Table
are not be varied and are set as detailed in Table Of special note, tValueLookup
is set to 15 minutes instead of the default of 1 hour. This means that bots attempt 4
value lookups per hour instead of 1 so that if a bot is alive for 24 hours, it is possible

for it to retrieve all 32 {key,value}-pairs published into the botnet.

4.2 Experiment Set 1: High Churn

This section outlines the scenario-specific settings for the first set of experiments

conducted during this research. Note that this section also outlines the parameter
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Parameter Setting
o) 3

B 128 bits
k 20
numKeyValuePairs 32
numSeedLocations 10
bootstrapSize 200
tRepublish 24 hours
tRefresh 1 hour
tValueLookup 15 minutes
tReplicate 1 hour

Table 4.2: Summary of Constant Botnet Protocol Settings

settings used when generating the initial botnet states that are used in all other
simulation runs. These initial botnet states are reused by the second experiment set.

In total, this experiment set covers 6 types of simulations: one type for generating
the initial botnet state, one type for running the botnet without sybils, and four
types for running the botnet with each of the placement strategies outlined in earlier
chapters. The following sections will outline the settings used for each type of scenario.

A summary of the parameter settings for all scenarios is presented in Table [4.3

4.2.1 Generation

Only two generation simulations are needed: one for each network topology. As
outlined in Section [f.1.1] each network topology contains 2500 ASes and 2000 subnets.
Also, in both cases, the desired botnet size is 20,000 bots. Initially, half of the bots
are evenly distributed between all subnets (i.e., initialBots = 5). For each subnet,
maxBots is set to 2000 bots. This is mostly due to the fact that this number closely
relates to the IP address range that is used during all subsequent simulation runs
that use the saved botnet state, and those runs need to place numerous sybils into
a particular subnet. Finally, during these simulations normal churn is set so that an
average of 400 bots (i.e., 2% of the final botnet size) are added per minute and 1
bot is removed per minute (i.e., 0.005% of the final botnet size). The period between

these churn events is distributed according to an exponential distribution.



S
; § @
§ g S| < g
. 2] O Q
Vel N ~ I A 5
T Q & s N &
& ) @ 5 Y
3 o) 3 S < 2
& o g g & 5
< = Q Q R IS
Botnet Size 20,000 | 20,000 | 20,000 20,000 20,000 20,000
Churn 991
(% of botnet || T47% +9% | +2% +9% +9% +9%
. . —0.005%
size per min)
. 4k, 8Kk, 4k, 8Kk, 4k, 8k, 4k, 8Kk,
7 of Sybils N/A NJA ok 16k | 12k, 16k | 12K, 16k | 12k, 16k
# of Targeted 250, 500, | 250, 500, | 250, 500,
Subnets N/A N/A 2000 1000 1000 1000
Duration
(St Tione) N/A 24h 24h 24h 24h 24h
Network Both Both Both Both Both Both
Topologies
Repetitions 1 10 10 10 10 10
 Total 2 20 80 240 240 240
Simulations

Table 4.3: Summary of Parameter Settings for All Experiment Configurations

4.2.2 No Sybils

The “No Sybil” simulations are requisite for the fully-informed sybil placement strat-

egy. During these simulations there are no sybils and thus no targeted churn. Normal

churn is set so that, per minute, an average of 2% of the botnet (400 bots) are added

and, on average, an equal number are removed. There is only one scenario for each

network, resulting in a total of 20 simulations.

4.2.3 Unrestricted Sybil Placement

The unrestricted sybil placement simulations use the same churn processes outline
in Section 4.2.2l 10 repetitions are run for each saved botnet state for 4 different
numbers of sybils: 4000, 8000, 12,000 and 16,000. Between both initial botnet states,

a total of 80 simulation runs are required.
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Attribute Value
number0fAses 2500
number0fSubnets 2000
initialBots )
maxBots 2000
tBotCreation | exponential(0.15) seconds
tBotRemoval exponential(1) second

Table 4.4: Summary of Generation-Specific Parameter Settings

Attribute Value
tBotCreation | exponential(0.15) seconds
tBotRemoval | exponential(0.15) seconds

Table 4.5: Normal Churn Process Settings

In each case, the sybils are added by the targeted churn process according to an
exponential distribution of inter-arrival times so that, on average, all sybils are added

over a 2 hour period:

2h
tTargetedBotCreation = exponential -
number0fSybils
Also, no sybils are removed (i.e., targeted bot removal isdisabled). This is achieved
by setting tBotRemoval to 48 hours since this schedules the first removal for after
the end of the simulation. Once all sybils have been added into the botnet, targeted

churn is altogether disabled for the remainder of the simulation.

4000 8000 12000 16000
Sybils Sybils Sybils Sybils
tTargetedBotCreation | exp(1.8s) | exp(0.9s) | exp(0.6s) | exp(0.45s)
tTargetedBotRemoval 48h 48h 48h 48h

Attribute

Table 4.6: Targeted Churn Settings for Unrestricted Sybil Placement Attacks

4.2.4 Restricted Sybil Placement

The uninformed, partially-informed and fully-informed sybil placement strategies only
differ in how they select which subnets to target. Otherwise, the simulations for these

strategies use identical parameter settings.
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These simulations use the same settings for normal and targeted churn as the
unrestricted sybil placement simulations; however, these placement strategies are also
dependent upon the number of subnets that can targeted for sybil placement. Thus,
for each of the 4 numbers of sybils inserted into the botnet, simulations are run for 3
values of numberOfTargets: 250, 500 and 1000. These values represent 12.5%, 25%
and 50% of the targetable subnets, respectively. In total, there are 12 scenarios for
each of the restricted sybil placement strategies. At 10 repetitions of each scenario
for each initial botnet state, this results in 240 simulations for each of the 3 restricted

sybil placement strategies.

. 4000 8000 12000 16000
Attribute Sybils Sybils Sybils Sybils
tTargetedBotCreation | exp(1.8s) exp(0.9s) exp(0.6s) exp(0.45s)
tTargetedBotRemoval 48h 48h 48h 48h
numberOfTargets 250, 500, 1k | 250, 500, 1k | 250, 500, 1k | 250, 500, 1k

Table 4.7: Targeted Churn Settings during Restricted Sybil Placement Attacks

4.2.5 Time and Storage Requirements

Tables and summarize the CPU time and storage requirements for all of
the experiments outlined above. Note that the CPU time values exclude the CPU
time required for data analysis whereas the storage values include analysis results.
The time needed for each simulation run varies proportionally to both the number of
sybils and the number of targeted subnets. Storage varies in a similar fashion, but the
variance due to the number of targeted simulations is much lower than the variation
due to the number of sybils. In total, these simulations require 3.6TB of storage and
would have required over 10 years to complete if run serially on a single computer.
By distributing the workload in the available computing cluster, these simulations

were completed over a period of approximately 4 months.

4.2.6 Evaluation

Because of the high number of simulations conducted during this research, this thesis
makes a number of assumptions that are used during evaluation in order to summarize

the resulting measurements.
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Primarily, this work assumes that the performance of the botnet is ergodic across
all repetitions of a particular configuration of tunable parameters. This assumption
is rooted in the fact that all repetitions of a particular scenario start from the same
botnet state. This assumption is leveraged in order to summarize the measurements
from an ensemble of repetitions. These summaries are generally be presented as an
ensemble average with an envelope of +1 standard deviation. These statistics are not
intended to infer that the underlying distributions are Gaussian; they are provided
to give a general summary of how the measured behaviours of the botnet vary under
particular configurations of the tunable parameters of the botnet.

Regarding value-related measurements, this work also assumes that value lookups
for each {key,value}-pair are independent, meaning that value-related measurements
can be aggregated across the ensemble of all {key,value}-pairs and the ensemble of
all repetitions of a particular scenario. Value lookups for different {key,value}-pairs
only interact in so much as they alter the peer-list of the initiating bot and each
bot contacted during the lookup procedure. However, there are similar side-effects
even when multiple bots perform lookup requests for the same {key,value}-pair as
well as when bots perform any other regular activities such as refreshing buckets
and replicating retrieved values to the k closest bots in the botnet. In total, the
additional lookups generated by searching for multiple values only generate a small
portion of the overall peer-list maintenance within the botnet. Thus, this work makes

the assumption that lookups for each {key,value }-pair are independent of one another.

4.2.6.1 Peer List Infection

Figures through present a summary of the mean peer-list infection levels for
each experiment scenario (excluding scenarios without sybils). These measurements
represent the mean number of entries in each bots’ peer-list that point to a sybil
instead of a legitimate bot. Note that the measurements for the unrestricted sybil
placement strategy are repeated across all plots for a particular network topology and
number of sybils since this strategy is independent of the number of targeted subnets.

Figure [4.5] summarizes the mean end-of-simulation peer-list infection levels for
each restricted sybil placement strategy. The values are presented as a percentage
of the unrestricted sybil placement strategy since it is the highest-performing place-
ment strategy in each case. When the restricted placement strategies target all 2000

targetable subnets they become equivalent to the unrestricted placement strategy, so
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Figure 4.1: Mean Peer List Infection Levels Across CAIDA Network Simulations
with 4000 and 8000 Sybils
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Figure 4.2: Mean Peer List Infection Levels Across CAIDA Network Simulations
with 12000 and 16000 Sybils



- N w S a (o] ~ [o] ©
o o o o o o o o o
T T T T T 1

Average Number of Sybil Bots In PeerList

— Unrestricted, 4000 Sybils
Uninformed, 4000 Sybils, 250 Targets

— Partially Informed, 4000 Sybils, 250 Targets
Fully Informed, 4000 Sybils, 250 Targets

oO

n w » a [} ~ [o ] ©
o (=] o o (=) (=} o o
T T T T T T T 1

Average Number of Sybil Bots In PeerList
=

5 10 15 20
Time (Hours)

(a) 4000 Sybils, 250 Targets

— Unrestricted, 4000 Sybils
Uninformed, 4000 Sybils, 500 Targets

— Partially Informed, 4000 Sybils, 500 Targets
Fully Informed, 4000 Sybils, 500 Targets

OO

- N w S al (o] ~ [o] ©
o o o o o o o (=) o
T T T T T T T T 1

Average Number of Sybil Bots In PeerList

5 10 15 20
Time (Hours)

(c) 4000 Sybils, 500 Targets

— Unrestricted, 4000 Sybils
Uninformed, 4000 Sybils, 1000 Targets

— Partially Informed, 4000 Sybils, 1000 Targets
Fully Informed, 4000 Sybils, 1000 Targets

2 .

5 10 15 20
Time (Hours)

(e) 4000 Sybils, 1000 Targets

- N w S a (o] ~ [o] ©
o o o o o o o (=) o
T T T T T T T T 1

Average Number of Sybil Bots In PeerList

— Unrestricted, 8000 Sybils
Uninformed, 8000 Sybils, 250 Targets

— Partially Informed, 8000 Sybils, 250 Targets
Fully Informed, 8000 Sybils, 250 Targets

oO

n w » a [} ~ o] ©
o (=] o o (=) (=} o o
T T T T T T T 1

Average Number of Sybil Bots In PeerList
=

5 10 15 20
Time (Hours)

(b) 8000 Sybils, 250 Targets

— Unrestricted, 8000 Sybils
Uninformed, 8000 Sybils, 500 Targets

— Partially Informed, 8000 Sybils, 500 Targets
Fully Informgd, 8000 Sypils, 500 Tqrgets

OO

- N w S al (o] ~ [o] ©
o o o o o o o (=) o
T T T T T T T T 1

Average Number of Sybil Bots In PeerList

5 10 15 20
Time (Hours)

(d) 8000 Sybils, 500 Targets

— Unrestricted, 8000 Sybils
Uninformed, 8000 Sybils, 1000 Targets

— Partially Informed, 8000 Sybils, 1000 Targets
Fully Informed, 8000 Sybils, 1000 Targets

OO

5 10 15 20
Time (Hours)

(f) 8000 Sybils, 1000 Targets

Figure 4.3: Mean Peer List Infection Levels Across ReaSE Network Simulations
with 4000 and 8000 Sybils
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Figure 4.4: Mean Peer List Infection Levels Across ReaSE Network Simulations
with 12000 and 16000 Sybils
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Figure 4.5: Mean end-of-simulation peer-list infection levels for each restricted sybil
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last point in each plot (at 2000 Targeted Subnets) is 100% since at this point the
restricted placement strategies become equivalent to the unrestricted placement
strategy.
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each plotted series is shown to converge to 100% at 2000 targeted subnets. These
figures omit the +1 standard deviation envelope for clarity.

In every scenario, the unrestricted sybil placement strategy has the highest peer-
list infection level. Of the restricted sybil placement strategies, the partially-informed
strategy always has the highest peer-list infection level. Interestingly, in all of the
CAIDA network scenarios, the uninformed placement strategy’s’ peer-list infection
level is equal to or greater than the peer-list infection level of the fully-informed
strategy while the opposite is true with the ReaSE network scenarios; however, the
difference between these two strategies is at most 8% of the unrestricted infection level
and between all 3 restricted placement strategies the difference is at most 13.2%.

From this, it seems reasonable to tentatively draw two conclusions. First, if the
uninformed and fully informed attacks represent bounds for the range of placement
strategies informed by traffic volumes, both of these values represent lower-bounds
for the effectiveness of the sybil attack and the optimum information strategy lays
somewhere in between these two attacks, as illustrated in Figure [£.6] This is likely
a result of how each strategy places sybils. The uninformed placement strategy will
place sybils into leaf ASes with higher probability, making sybils effective against bots
in those ASes but generally less effective against the majority of bots in the botnet.
In contrast, by informing sybil placement based on traffic volumes, sybils will tend to
be placed in ASes more central to the network topology. While this may make sybils
able to reach a larger number of bots with a moderate packet latency, because of
the diffuse, probabilistic nature of Kademlia-style graphs there remains a reasonable
probability that some legitimate bot will be closer. Second, given that the range of the
sybil attacks’ effectiveness, in terms of peer-list infection levels, is up to 13.2%, it does
not seem that the gains achieved by informing the sybil placement strategy justify the
additional cost and effort necessary to implement them in the real world. However,
both of these conclusions are based on peer-list infection measurements which is only
a proxy variable for the actual effectiveness of the sybil attack; the value retrieval
analysis in Section is a more direct measurement of the effectiveness of the
sybil attack and must also be considered.

From these figures, it also appears that the influence gained by the sybil attack is
affected by the location of sybils within the physical network topology. This is likely
due to the fact that, by pooling sybils into a small number of subnets, when sybils
attempt to respond to requests, there will usually be a legitimate bot in a position

where it can respond before the sybils. While the sybils may be placed so that they
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Figure 4.6: Suspected Effectiveness Spectrum for Informed Sybil Placement
Strategies

are relatively close (in terms of the underlay network topology) to a large number of
bots, bots will still likely have legitimate peers which are still closer than these sybils

which allows these peers to respond to requests before sybils.

4.2.6.2 Value Retrieval

Figure shows the value retrieval summary statistics for all simulation runs with-
out sybils. As was discussed in Section [£.2.6] the summary statistics are averaged
across both the ensemble of {key,value}-pairs and repetitions for each scenario. These
measurements show how many of the bots still active in the botnet have successfully
retrieved the correct value for the {key,value}-pair (displayed as a percentage of the
full botnet size). Both network topologies demonstrate near-identical behaviour: at
the beginning of the simulation, the value retrieval level climbs rapidly; however, after
approximately 1 hour, the level peaks at approximately 8% and then decreases before
settling-off at approximately 5% of the botnet. The initial peak is likely due to how
the initial botnet state is generated: the death process during generation runs much
slower than during all experimentation runs, meaning that the botnet starts off highly
connected, but the churn process reduces the level of connectivity of the botnet. Still,
these measurements demonstrate that churn can have a significant impact on the bot-
net’s ability to recruit bots to a particular task. In this case, while the active botnet
is approximately 20,000 bots, only approximately 1000 bots are ever simultaneously
performing a given task. Thus, the reported size of the botnet is far higher than
the size of the botnet which can effectively be utilized. Unfortunately, this may also
indicate that the churn level used in this experiment set is artificially high. This is
the main motivation for the second experiment set presented in Section [£.2.7]
Figure shows the value retrieval levels for all {key,value}-pairs during one
repetition of the uninformed sybil placement strategy with 2500 targeted subnets
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Figure 4.7: Correct Value Retrival Levels for Simulations without Sybils

and 4000 sybils. This particular scenario was chosen arbitrarily for demonstration
purposes; however, all attack scenarios in this experiment set exhibit a behaviour
that can be observed in Figure |4.8] Due to the fact that i) sybils are seeded into the
botnet from the start of the simulation and ii) sybils immediately attempt to publish
their values into the botnet, there is an initial race between the seed hosts and the first
sybils to publish their values into the botnet. As is evident from Figure[d.8| the sybils
are able to win this race for a subset of {key,value}-pairs during each simulation. In
Figure , this is reflected in that some of the {key,value}-pairs are never widely
distributed throughout the botnet. For these {key,value}-pairs, the corresponding
series in Figure [4.8a] shows that the sybil value is instead widely distributed from the
beginning of the simulation and onward.

This behaviour clearly leads to multiple distinct modes of behaviour, meaning
that the whole ensemble of value retrieval measurements is not ergodic. The remain-
der value retrieval analysis will thus only focus on measurement instances where the
seed hosts manage to successfully publish the {key,value }-pair into the botnet. These
instances are of particular interest because they demonstrate the performance of the
sybil attack when sybil values are published mid-way through a 24-hour command
cycle which is the scenario most widely researched in the literature. For this exper-
iment set, a {key,value}-pair is considered to be successfully published if the peak
correct value retrieval level is at least 70% of the maximum level observed during the

ensemble of measurements for a particular scenario.
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Figure 4.8: Example of value retrieval measurements for all {key,value }-pairs during
a sybil attack (Uninformed sybil placement, 2500 targeted subnets, 4000 sybils).

Figures through show the measured value retrieval levels for all exper-
iments in this experiment set. In each case, the sybil attack is able to reduce the
correct value retrieval level to below 0.5% of the botnet size. In fact, in a number of
cases the sybil attack fully disrupts the botnet (i.e., reduces the retrieval level to 0)
before the end of the simulation. It is not feasible to compare the effectiveness of the
different sybil placement strategies by the overall reduction in correct value retrieval
levels at the end of each simulation since there is no statistically significant difference

between them.
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Figure 4.9: Correct Value Retrieval Levels Across CAIDA Network Simulations with
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4.2.7 Experiment Set 2: Low Churn

From the results of the previous section, it appears that by using a churn rate of
+2% /min (i.e., approximately 400 bots/min), the sybil attack is able to nearly fully
disable the botnet in every situation. This makes is difficult to compare the effective-
ness of the different sybil placement strategies. Thus, a second set of experiments will
be conducted in order to examine how effective the sybil attack is when the churn rate
is reduced. During these experiments, all parameter settings will be kept identical
to those outline in Section except for the churn rate which will be reduced by an
order of magnitude to £0.2%/min (i.e., approximately 40 bots/min). Also, due to
time constraints, number0fSybils will only be set at 4000 rather than 4000, 8000,
12,000 and 16,000.

S
. |
o 4 3 g
N -9 I A &
) < & I~ &
A 3 O T
(0] ,& e~ S \',%
o IS I & S
5 IS IS I &
Botnet Size 20,000 | 20,000 20,000 20,000 20,000
Churn
(% of botnet || £0.2% | +£0.2% | +0.2% +0.2% +0.2%
size per min)

# of Sybils N / A 4k 4k 4k 4k
7 of Targeted 250, 500, | 250, 500, | 250, 500,
Subnets N/A 2000 1000 1000 1000

Duration
(Sim Time) 24h 24h 24h 24h 24h
Network Both | Both | Both Both Both
Topologies
Repetitions 10 10 10 10 10
Per Scenario
_ Total 20 20 60 60 60
Simulations

Table 4.10: Summary of Parameter Settings for All Low Churn Experiments
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4.2.7.1 Time and Storage Requirements

Tables and summarize the CPU time and storage requirements of the exper-
iment set outlined above. As in Section[4.2.5] the CPU time requires exclude the CPU
time required for analysis whereas the storage values include analysis results. In total,
these experiments require approximately 1.8TB of storage and would have required
nearly 4.5 years to complete if run serially on a single computer. By distributing the
workload, these simulations were instead run over the course of a month. Although
this experiment set only contains 25% of the experiments of the first experiment set,
it requires approximately 50% of the CPU time and storage, meaning that the mean
per-simulation CPU time and storage requirements of this experiment set are double

that of the first experiment set.

Targeted Subnets Total Time

0 250 500 1000 | 2000 | (All Runs)
. 6d 16h 66d 16h
No Sybils | ¢ eap | - * * 181.80GB
. 84 18h | 87d 12h
Unrestricted | — * - | 736GB | 73.5%CB
Untin 4 - 81 7h | 8d 10h | 8d 14h | 952d 224
ninlorme 7.48GB | 7.41GB | 7.40GB 9229 78GB
Partially - 8d11h | 8d 13h | 8d 21h | 958d 18h
Informed 745GB | 7.43GB | 7.39GB 9222 74GB
Fully - 813h | 8d 10n | 8d 17h | 952d 12h
Informed 7.35GB | 7.35GB | 7.32GB 220.14GB
9y 188d 8h
Total | 001 4GB

Table 4.11: Summary of CPU Time and Storage Requirements for All Low Churn
CAIDA Network Simulations

4.2.7.2 Peer List Infection

Figure presents a summary of the mean peer-list infection levels for each ex-
periment scenario (excluding scenarios without sybils) in a fashion similar to Sec-
tion [4.2.6.1] Figure summarizes the mean end-of-simulation peer-list infection
levels for each restricted sybil placement strategy, again, in a similar fashion to Sec-

tion 4.2.6.1]
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Targeted Subnets Total Time
0 250 500 1000 | 2000 | (All Runs)
) 5d 8h 53d 8h
No Sybils | ¢ o6ap | — - o - 180.64CB
Unrestricted 6d 14h 65d 20h
o o o o 7.39GB | 73.85GB
Uninformed 6d 4h 6d 7h 6d 8h 187d 22h
o 7.43GB | 7.40GB | 7.35GB o 221.73GB
Partially 6d 12h | 6d 15h | 6d 17h 198d 8h
Informed o 7.43GB | 7.41GB | 7.36GB o 221.99GB
Fully 6d1h | 6d2h | 6d5h 183d 8h
Informed o 7.36GB | 7.33GB | 7.32GB o 219.99
1y 323d 18h
Total | “51¢ 20GB

Table 4.12: Summary of CPU Time and Storage Requirements for All Low Churn
ReaSE Network Simulations

In the high churn experiments the peer-list infection level rose rapidly until ap-
proximately the 4 hour mark, after which the level remained relatively constant. In
the low churn experiments, the peer-list infection level rises at a much slower rate
and never reaches a constant level. This difference is due to the fact that bots using
the Kademlia protocol prefer to retain established peer relationships. With a lower
rate of churn, it takes longer for these established peer relationships to be severed,
slowing the rate at which sybils are able to infect peer-lists.

A comparison of the sybil placement strategies shows a number of trends similar to
the results of the high churn experiments. The unrestricted sybil placement strategy
has the highest mean peer-list infection levels. Also, of the restricted placement
strategies the partially informed sybil placement strategy consistently has the highest
mean peer-list infection level. However, in the low churn experiments the uninformed
strategy always outperforms the fully informed strategy, even on the ReaSE network
topology. As before, the overall gain resulting from using an informed sybil placement
strategy is quite small, peaking at approximately a 10% increase in the mean number
of infection peer-list entries. This again seems to indicate that there is not a significant

gain yielded by informing the placement of sybils.
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Figure 4.13: Mean Peer List Infection Levels for Low Churn Experiments
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Figure 4.14: Mean end-of-simulation peer-list infection levels for each restricted
sybil placement strategy as percentage of levels for unrestricted placement strategy.
The last point in each plot (at 2000 Targeted Subnets) is 100% since at this point
the restricted placement strategies become equivalent to the unrestricted placement
strategy.

4.2.7.3 Value Retrieval

Figure [4.15 shows the value retrieval level summary statistics for all simulation runs
without sybils. In contrast to the high churn experiments which settled at steady state
value retrieval level of approximately 5% of the botnet, the low churn experiments
settle at approximately 60% of the botnet. This highlights how the performance
of the botnet is sensitive to the level of bot churn: in these experiments a ten-fold
increase in bot churn reduced the mean value retrieval level by approximately the
same ammount. It is important to note that this work only provides measurements
for two churn rates, and it is possible that the above-observed relationship is non-
linear throughout this span of churn rates. Regardless, even with a reduced churn
level, only 2/3 of the active bots in the botnet can be recruited to a specific task.
Figure 4.16 shows the measured value retrieval levels for all low churn scenarios.
Similar to the peer-list infection levels, the value retrieval levels decrease at a far
slower rate in these simulations than in the high churn experiments. At best, the low
churn experiments manage to reduce the value retrieval level by approximately 45%.
This is likely due to the lower peer-list infection levels during these experiments. It is
also interesting to note that on the ReaSE network topology the partially informed
sybil placement strategy with only 500 targets performs nearly equivalent to the
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Figure 4.15: Correct Value Retrival Levels for Simulations without Sybils

unrestricted strategy; however, this is not the case on the CAIDA network topology,
meaning this performance gain is not consistent across both network topologies.
Figure summarizes the end-of-simulation reduction in the value retrieval level
for each simulated scenario. While on the ReaSE network topology the partially
informed sybil placement strategy is able to reduce the value retrieval level by up
to 10% more than the uninformed strategy, this is not true on the CAIDA network
topology. This confirms the earlier suspicions that the gains yielded by the informed
sybil placement strategies (with respect to the uninformed strategy) are not significant
enough to balance the additional effort of gathering the necessary information and
coordinating where sybils are placed. From a defender’s perspective, this is still
a valuable outcome: an uncoordinated sybil attack is still nearly as effective as a

coordinated effort.
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Figure 4.16: Correct Value Retrieval Levels Across Low Churn Simulations with
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Figure 4.17: Reduction in Correct Value Retrieval Level for All Sybil Attacks with
Low Churn

4.3 Summary

This chapter presented a series of experiments to evaluate each of the sybil placement
strategies outlined in Chapter [2| and as well as results and analysis of the obtained
measurements. While the partially informed sybil placement strategy consistently
performed the best of the restricted sybil placement strategies, the gains in peer-list
infection level and reduction of value retrieval level with respect to the uninformed
sybil placement strategy were i) not consistent across both network topologies and
ii) were not high enough to justify the additional effort that such an approach would
require to implement in the real world. While it is unfortunate that neither of the
informed sybil placement strategies provided significant improvements, from a de-
fender’s perspective these results are still of value: it appears that agencies working
to defend against P2P botnets by using the sybil attack do not need to invest ex-
tra effort into coordinating their attacks and monitoring where the optimal network
locations for sybils are.

Aside from the specific sybil placement strategies evaluated by this work, the
performance of the sybil attack was observed to be sensitive to the number of subnets
that sybils were placed in. By distributing the same number of sybils to a larger
number of subnets throughout the network topology, the value retrieval level of the
botnet could be reduced by as much as 10%. This seems to indicate that the the
proximity of sybils to bots (with respect to their location in the underlying network

topology) impacts the ability of sybils to respond before other bots, thus impacting
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the effectiveness of the sybil attack. Furthermore, this indicates that future research
regarding the effectiveness of the sybil attack against Kademlia-based botnet protocols
needs to account for the position of sybils in the underlying network topology.

This work also observered that the performance of the botnet under normal opera-
tion was sensitive to bot churn; by decreasing the churn rate by an order of magnitude,
the value retrieval level increased by an order of magnitude. While the experiments
in this work show the botnet’s value retrieval level to vary approximately inversely
proportional to the rate of bot churn, this relationship is likely to vary for other values
of churn than those used during the experiments of this research. Regardless, this
indicates that while bot masters may be able to recruit large numbers of bots to their
botnet, if the rate of churn of these bots is high the effective number of bots which
can be recuited to a particular task may be drastically smaller than the size of the
botnet.



100

Chapter 5

Conclusions and Future Work

5.1 Conclusions

Botnets, by virtue of their design, pose a significant global threat, with tangible po-
litical, economic and military ramifications. The decentralized nature of P2P botnets
pose a unique set of challenges because many classic botnet defence strategies are ei-
ther only effective against centralized botnets or do not scale well to the global scale
of most botnets. The sybil attack, in combination with index poisoning, is a mitiga-
tion strategy specifically targeted at P2P botnets and has been demonstrated to be
effective[49]. However, much of the literature regarding the application of the sybil
attack to P2P botnets has either been conducted in an ad hoc fashion against botnets
in the wild, which lacks the repeatability and controllability tenets of the scientific
method, or has utilized research approaches which abstract away the network layer
of the botnet. This work contributed a packet-level simulation of a Kademlia-based
botnet and used this simulation model to evaluate several strategies for placing sybils
within the underlying network topology.

Primarily, this work observed that the physical placement of sybils within the
underlying network topology of a P2P botnet impacts the overall effectiveness of the
sybil attack, both in terms of value retrieval level (i.e., the number of active bots
which have successfully retrieved a command) and mean peer-list infection level (i.e.,
the mean number of sybil entries in the peer-lists of legitimate bots). During the low
churn experiments of this work, the reduction in value retrieval level was observed to

vary between 30% and 40%, simply by varying how many and which ASes sybils were
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placed within. Similarly, the mean peer-list infection levels varied by 40% in the high
churn experiments and 30% in the low churn experiments.

These observations are important for two reasons. First, they suggest that future
research regarding the sybil attack against P2P botnets need to account for where
both bots and sybils are within the underlying network topology. Second, regarding
real-world deployment of sybil attacks, while it would ideally be possible to place a
sybil in every autonomous system of the botnet’s underlying network topology, this
is not practically feasible as this amounts to placing a computer in each autonomous
system which, at the current scale of the Internet, amounts to over 30,000 computers.
This work indicates that both the number of ASes that sybil are placed into and the
network location of that subset of ASes can significantly impact the effectiveness of
the sybil attack.

Second, this work observed that using an using an informed strategy to select
which AS to place sybils into does not provide a reliable increase in the effectiveness
of the sybil attack. While the reduction in value retrieval level could be increased
by an additional 10% by using an informed sybil placement strategy, these gains
were not consistent across both of the network topologies considered in this work.
Given the additional cost and effort necessary to gather the necessary information and
coordinate actions between multiple agencies, it does not appear that these informed
sybil placement strategies are an economically viable alternative to an uninformed
(i.e., random) strategy. From a defender’s perspective, this means that executing a
uncoordinated sybil attack with randomly placed sybils is still the most economically
efficient sybil placement strategy and that such a strategy will not necessarily perform
significantly worse than an informed strategy.

Third, this work observed that bot churn (i.e., bots joining and leaving the botnet)
can have a significant impact on the effectiveness of a Kademlia-based P2P botnet and
the effectiveness of the sybil attack against such a botnet. Under normal operation,
increasing the rate of bot churn by an order of magnitude resulted in an order of
magnitude decrease in the value retrieval level of the botnet. While it quite possible
that this relationship is non-linear, it still indicates that Kademlia-based botnets
are sensitive to bot churn. Also, even at the lower rate of churn, the mean value
retrieval level of the botnet was only approximately 60%. Thus, while a botnet may
be reported to have hundreds of thousands of bots, this does not necessarily mean that
the botmaster can recruit all of these bots to a particular task in a timely fashion.

Churn also had similar effects upon the sybil attack. With high levels of churn,
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even the least aggressive sybil attack scenarios resulted in near-complete disabling of
botnet within 24 hours, whereas with low levels of churn the sybil attack was able to
reduce the value retrieval level by 40% at most after 24 hours.

Finally, this work observered non-ergodic behaviours in the value retrieval mea-
surements. This suggests that much richer testing is required to properly characterize
the statsistical behaviours of P2P botnets than what is presented in this thesis.

In summary, the results of this work indicate that i) network-level positioning and
phenomena are factors that must be accounted for when researching P2P botnets and
the effectiveness of the sybil attack against such botnets, and ii) the effective power
of a P2P botnet is not simply a function of the number of bots in the botnet but is
a complex combination of multiple factors including the rate of churn of bots in the
botnet.

5.2 Future Work

This work has provided an initial insight into the effects of network-level positioning
and phenomena upon the effectiveness of the sybil attack against a Kademlia-based
P2P botnet; however, the suite of simulations in this work are far from an exhaustive
exploration of this design space.

This work has been primarily concerned with the physical placement of sybils
within the underlying network topologies of P2P botnets while the work of Davis
et al. in [27] was concerned with the logical placement of sybils within the overlay
network. Both works have concluded that these strategies do not consistently improve
the effectiveness of the sybil attack against P2P botnets. However, it is possible that
strategies leveraging information and positioning in both layers may yield consistent
improvements to the effectiveness of the sybil attack. Thus, further research into such
approaches may yet yield more effective sybil placement strategies.

Also, although this research conducted over 1000 simulation runs, these simula-
tions only covered two network topologies, one initial botnet state for each of these
topologies, and 10 repetitions of each scenario on these initial botnet states. It would
be desirable to conduct a more thorough suite of simulations using a wider array of
network topologies, initial botnet states and operational parameters of the botnet. It
would also be desirable to conduct simulations of larger-scale botnets and to observer

how observed behaviours vary with the scale of the botnet.
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Furthermore, this work utilized rudimentary statistical summaries of the measure-
ment data generated by simulations due to the rather limited number of repetitions
of each scenario. It would be desirable to conduct a more thorough statistical anal-
ysis of these measurements, especially given that this research observed non-ergodic
behaviours. The main constraints that have restricted this research are the CPU
time and storage requirements for such a suite of experiments: the experiments con-
ducted during this research required approximately 5 months and nearly 5.5TB of
storage. A more thorough set of simulations would need to utilise high performance
computing (HPC) resources in order for larger suites of experiments to be practically
feasible.

This work also observed interesting behaviours related to the performance of the
botnet and sybil attack with respect to the level of bot churn; however, this work only
conducted experiments for two levels of bot churn. It would be desirable to conduct
experiments for a wider array of churn rates to better quantify its effects.

Finally, this work only considered a single botnet protocol. While the Kadem-
lia protocol is generally well engineered and presents a number of complex issues to
defenders, it would be desirable to conduct experiments with other P2P botnet pro-
tocols to quantify the effectiveness of the strategies presented in this work against

such botnet protocols.
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Appendix A

Appendix

A.1 Serialization of Factory-Constructed Classes

#ifndef __ARCHIVE_HELPER_H__
#define __ARCHIVE_HELPER_H__

#include <boost/archive/text_iarchive .hpp>

// For classes that must be created via a factory. Use this macro
// in the associated source file to override the default behavior
// when deserializing objects.
#define CALLER_ALLOCATES WHEN_DESERIALIZING(T) \
namespace boost { \
namespace archive { \
namespace detail { \
template<> \
void pointer_iserializer <boost::archive::text_iarchive ,T>::load_object_ptr( \
basic_iarchive &ar, \
void * & x, \
const unsigned int file_version \
) const { \
boost ::archive :: text_iarchive & ar_impl = \
boost :: serialization :: smart_cast_reference< \
boost ::archive :: text_iarchive &>( ar ); \
BOOSTTRY { \
ar.next_object_pointer ( (T*)x ); \
FA
BOOST.CATCH (...) { \
BOOSTRETHROW; \
A
BOOST_-CATCHEND \
ar_impl >> boost::serialization :: make.nvp( NULL,+*reinterpret_cast<Tx&>(x) );

FA
FA
FA

#endif /+x __ARCHIVE_HELPER_H__ x/
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